ZTED3

ZTE IPN Solution V1.2
Common Criteria Security Evaluation —
Certified Configuration

Version 1.6

ZTE CORPORATION



NO. 55, Hi-tech Road South, ShenzZhen, P.R.China
Postcode: 518057
Tel: (86) 755 26770800
400-8301118
800-8301118
URL: http://support.zte.com.cn

E-mail: 800@zte.com.cn

LEGAL INFORMATION
Copyright © 2010 ZTE CORPORATION.

The contents of this document are protected by copyright laws and international treaties. Any reproduction or
distribution of this document or any portion of this document, in any form by any means, without the prior written
consent of ZTE CORPORATION is prohibited. Additionally, the contents of this document are protected by
contractual confidentiality obligations.

All company, brand and product nhames are trade or service marks, or registered trade or service marks, of ZTE
CORPORATION or of their respective owners.

This document is provided “as is”, and all express, implied, or statutory warranties, representations or conditions
are disclaimed, including without limitation any implied warranty of merchantability, fithess for a particular
purpose, title or non-infringement. ZTE CORPORATION and its licensors shall not be liable for damages
resulting from the use of or reliance on the information contained herein.

ZTE CORPORATION or its licensors may have current or pending intellectual property rights or applications
covering the subject matter of this document. Except as expressly provided in any written license between ZTE
CORPORATION and its licensee, the user of this document shall not acquire any license to the subject matter

herein.

ZTE CORPORATION reserves the right to upgrade or make technical change to this product without further
notice. Users may visit ZTE technical support website http://ensupport.zte.com.cn to inquire related information.
The ultimate right to interpret this product resides in ZTE CORPORATION.

Revision History

Revision No. Revision Date Revision Reason

R1.0 2023-10-12 First edition

R1.1 2023-11-03 Delete Qx



mailto:support@zte.com.cn

R1.2 2023-11-28 update by 23-RPT-1254
R1.3 2023-11-30 update doc
R1.4 2024-03-14 update doc
R1.5 2025-12-03 update doc
R1.6 2025-12-09 update doc

Publishing Date: 2025-12-09 (R1.6)




Contents

About This Manual

Purpose

The purpose of this manual is to enable operators to master the working principle,
product architecture, interfaces, service function, networking application, and
technical indices of ZXCTN 9000-E/ZXR10 5960M/ZXR10 5960X/ZXR10
9900X/ZXR10 M6000-2S/ZXR10 M6000-S/ZXR10 M6000-SE.

Intended Audience

This document is intended for:

® Technical and maintenance personnel who have mastered the principles of
wireline network communications.

Engineers who need know the working principle, product architecture, interfaces,
service function, networking application, and technical indices of ZXCTN
9000-E/ZXR10 5960M/ZXR10 5960X/ZXR10 9900X/ZXR10 M6000-2S/ZXR10
M6000-S/ZXR10 M6000-SE.

Prerequisite Skill and Knowledge

To use this document effectively, users should have a general understanding of
wirelire telecommunications technology

Conventions

ZTE documents employ the following typographical conventions.

Typeface Meaning

Italics References to other Manuals and documents.

“Quotes” Links on screens.

Bold Menus, menu options, function names, input fields, radio button names, check

boxes, drop-down lists, dialog box names, window names.

CAPS Keys on the keyboard and buttons on screens and company name.




Note: Provides additional information about a certain topic.

@

Checkpoint: Indicates that a particular step needs to be checked before
proceeding further.

9

Tip: Indicates a suggestion or hint to make things easier or more productive for
the reader.

Mouse operation conventions are listed as follows:

Typeface Meaning

Click Refers to clicking the primary mouse button (usually the left mouse button)
once.

Double-click Refers to quickly clicking the primary mouse button (usually the left mouse
button) twice.

Right-click Refers to clicking the secondary mouse button (usually the right mouse

button) once.
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Chapter 1

Introduction

The ZTE IPN Solution v1.2 (which contains ZXCTN 9000-E/ZXR10 5960M/ZXR10
5960X/ZXR10 9900X/ZXR10 M6000-2S/ZXR10 M6000-S/ZXR10 M6000-SE series)
has obtained a Common Criteria security certificate. This security certificate is only
valid for certain configurations of the ZXCTN 9000-E/ZXR10 5960M/ZXR10
5960X/ZXR10 9900X/ZXR10 M6000-2S/2ZXR10 M6000-S/ZXR10 M6000-SE, which
are described in this document. This does not mean that other configurations are
insecure, but only those other configurations have not been assessed in the
evaluation.

In general, the following applies:

The certificate applies only to the version listed in section 1.4.1 of the Security
Target.
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Chapter 2

Acceptance procedure

Finished product delivery

In terms of logistics and warehousing, based on the six major logistics centers in
China, ZTE has been cooperating with global logistics service providers to gradually
build logistics centers in major countries, optimize the global supply chain network
layout, and plan high-quality freight lines to ensure timely delivery of projects. ZTE
works with global high-quality logistics service providers to ensure the physical
security of customers' assets through visualization of the entire logistics process
based on the 10T technology and intelligent platform.

ZTE can trace the entire process of goods in the warehouse through the storage
management system. Regularly upgrade the logistics and warehousing IT system,
monitoring devices, and security facilities to avoid malicious code implantation and
replacement or damage of core components during the logistics and warehousing
processes. Order information can be queried through a one-click query on the visual
platform, so that the status can be viewed throughout the process.

Transportation security

The IPN finished products transportation process includes the following processes.
Each process has corresponding service management specifications or operation
guides to standardize service actions, ensuring the integrity and consistency of IPN
finished products during the whole transportation process.
When finished products are loaded into the vehicle, sealing control measures shall
be implemented. Seals are not allowed to be opened during the entire transportation
process unless it is verified by the customs until the finished products are delivered
to the customer. For details, refer to the Guide to Seal Use the Finished Product
Warehouse.
The primary freight is carried by a third-party logistics company. The safety of
finished products is ensured in accordance with the freight agreement and safety
guarantee agreement signed by both parties.
After primary freight, the finished products will be delivered to the overseas local
warehouse. For overseas local warehouses, there are two management documents:
Regulations on the Management of Overseas Final System Product Warehouses,
and Operation Guide to Management of Entry and Exit of warehouses for System
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Products in Overseas Countries and Regions. They also specify overseas local
warehousing management and warehousing operations.

Related service procedures include

02318-2021 Regulations on Security Management of Finished Product
Logistics.docx

02318W01-2020 Operation Guide to the Warehousing and Transportation Safety of
Finished Products.docx

01632W02-2017 Operation Guide to Freight Safety.docx

R 02318-01V1.0 Logistics Supplier Security Audit Records.xIsx

01730W03-2020 Guide to Seal Use for Finished Product Warehouse.docx
00076-2022 Regulations on Overseas National Warehouse Management.doc
01964-2021 Outbound and Inbound Process of Overseas National Warehouse.docx

Acceptance procedure for IPN

The acceptance procedure for IPN is shown as follows, the procedure includes two
parts of device acceptance and software acceptance.

Device is received Done

l

Customer Verify

Package verification Varsion

l T

Device verification Upgrade software

T

¥

Identify and Verify
TOE software package

Engineering
commissioning

|

TOE

Get TOE version
Version?

Software Idetification

Acceptance process of device for customer

ZTE is responsible for delivery of device, and ZTE shall package the equipment
properly before delivery in accordance with the transportation mode, and ensures
that the package is not damaged during the re-transmission process.

Before handing over goods with customer, the logistics supplier shall carefully check
the goods to verify that they are intact. If the goods damaged, the handover shall be
stopped immediately, and both parties can continue the handover only after
determining a handling solution.

During the unloading of the goods, representatives of both the logistics supplier and
the recipient shall be on site. The principle of unloading goods from the outside to
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inside and from top to down shall be strictly followed. Goods shall be handled gently.
Barbaric operations, such as throwing goods are prohibited. If any damage is caused
to the goods during the unloading, a serious situations, a written description shall be
submitted to the representatives of both the logistics supplier and the recipient. And
shall be signed by them for confirmation.

After the unload goods is finished, representatives of both logistics supplier and the
recipient shall accept the goods together. The recipient shall check the acceptance
items that include the numbers of goods and packaging, customer information,
contract NO, batch number, etc according to the information of contract signed and
the delivery plan negotiated.

After counting the delivered goods is completed, the recipient shall sing the date of
receipt and her/his name on the ZTE Receipt Form, and stamp it with an official seal.

For TOE hardware model and version, please check the Hardware Description

Guide for each TOE series.For details, refer to the hardware description in the
1.4.1.1 section of the ZTE IPN Solution Security Target V1.4

2.1 Hardware model version and labels mapping

TOE Series

model

labels

ZXCTN 9000-E
Series Routers

ZXCTN 9000-3EA

ZXCTN 9000-3EA

ZXCTN 9000-8EA

ZXCTN 9000-8EA

ZXCTN 9000-18EA

ZXCTN 9000-18EA

ZXR10 5960M
Series Switches

ZXR10 5960M-56QU-HI

ZXR10 5960M-56QU-HI

ZXR10 5960M-4M-HI

ZXR10 5960M-4M-HI

ZXR10 5960M-8M-HI

ZXR10 5960M-8M-HI

ZXR10 5960X
Series Switches

ZXR10 5960X-56QU-HF

ZXR10 5960X-56QU-HF

ZXR10 5960X-54DU-HF

ZXR10 5960X-54DU-HF

ZXR10 5960X-24U-HF

ZXR10 5960X-24U-HF

ZXR10 5960X-56QU-HG

ZXR10
5960X-56QU-HG

ZXR10 5960X-54DU-HG

ZXR10
5960X-54DU-HG

9904 X ZXR10 9904X
ZXR10 9900X
. i 9908X ZXR10 9908X
Series Switches
9916X ZXR10 9916X
ZXR10 ZXR10 M6000-2S6 ZXR10 M6000-2S6
M6000-2S
. ZXR10 M6000-2516
Series Routers ZXR10 M6000-2516
ZXR10 M6000-18S ZXR10 M6000-18S
M6000-S Series M6000-8S ZXR10 M6000-8S
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Routers M6000-8S Plus ZXR10 M6000-8S Plus
M6000-5S ZXR10 M6000-5S
M6000-3S ZXR10 M6000-3S
M6000-3S Plus ZXR10 M6000-3S Plus
ZXR10 M6000-16SE ZXR10 M6000-16SE
M6000-SE M6000-8SE ZXR10 M6000-8SE
Series Routers M6000-4SE ZXR10 M6000-4SE

Acceptance process of software for customer

For communication equipment, they are deployed by the vendor usually. During the
IPN deployment phase, the ZTE engineering and service department will check the
software version installed in IPN on the custom site. If the software version is the
target version, the verification ends.

If the software version is the non-target version, the engineer of ZTE shall obtain the
target version, and check the integrity of the version, and upgrade the version after
passing the check. When update is finished, the customer can check the IPN version
verification.

Obtaining software package for ZTE engineer

Software used on engineering and service sites must be requested through the
support system. Software package includes software version and patch version.
Network service departments of product operation divisions must strictly check and
approve software release requests. Within controlled periods, the number of
requests must not exceed three. After a controlled version is proved to be successful
on a site, the controlled version can be requested more easily later.

Verifying the integrity of software package

During the transmission of software downloaded to engineering and service sites,
technical security means such as SHA-256 hash check must be used to ensure that
the downloaded software and its accompanying documents are correct.

The following describes how to obtain version hash value and hash comparison.
When the maintenance personnel access the version download page through the
download address, they will see the corresponding version product path and the
corresponding version's HASH snapshot value. Clicking the corresponding SHA256
will download the HASH value of each part of the corresponding version component
(include software version and patches version). After downloading the
corresponding component, the user will calculate the version's SHA256 HASH value
on the computer and compare it with the downloaded HASH value to see whether
the version is integrity.

Enter download page (ZTE support website), download package and corresponding
version SHA256 code, for example:
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Use the following command to calculate the SHA256 HASH value of the
corresponding download version file.

For Windows enter command line mode

The command for a file is: Certutil.exe -hashfile ‘file path and name’ SHA256
For Linux enter command line mode

The command for a file is: sha256sum ‘file path and name’

The downloaded file from the ZTE webpage is a set file containing a number of the
software packages, which is in a format of .set file. The following tables show the
correspondence between the hardware model series and the software packages and
their hash values:

TOE Series: ZXCTN 9000-E

Download file name: 9000E_5.00.10.72_rel.set
SHA256:241aa6ad1740f792088facf062d487a813196313039dbc9941ff7c223ae699
81

TOE Series: ZXR10 5960M

Download file name: 5960M_61P64.set

SHA256:
e087f05d768121d316896770f5718b5798aeeab03fb1a8614cf579bd0893f18a
Download patch name:V7.00.00.61P64_HP_348390.pat

SHA256:
a340f45fcbb5bde14a278fc610b2eb39a045e9d6e324b0637e30a55d68298f480

TOE Series:ZXR10 5960X
Download file name: 5960X_LS2088A.set
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SHA256:
6bdc3a5df5795d22ec3de5b43125425f3be0281984f2eca3eb64ab95accc63ade
Download patch name:V6.00.03.92P02_HP_348390.pat

SHA256:
1c60148faf57bde5a1813e1cf0e49791aeac01321dd94bcad11349aeac22470e

TOE Series: ZXR10 9900X

Download file name: base.set

SHA256:
e1f46f2200226b3d78a003269015e0681fd2c853ad98d473dd01af6a61a123¢c3
Download patch name:Patch-V1.00.30.01P26 HP_965767.pat

SHA256:
8bb0b422c689b0e0cab2c59a0b240e990189a91798chfldd1b30d316c92312ee

TOE Series: ZXR10 M6000-2S

Download file name: ZXCTNM600090002E8A V5.10.10.30B34.set

SHA256:
b5aead670a462da431210ca8f1cf67dc9a77ec445681722feaf31faae44b3396

TOE Series: ZXR10 M6000-S

Download file name: M6000-S_5.00.10.72_rel.set

SHA256:
6ed6967f7680ffdf1a8fc5585f18d9547814146642c96b8a60ed4d5528ee7557

TOE Series: ZXR10 M6000-SE

Download file name: M6000-SE V6.00.10.10.set

SHA256:
fd90f150eb52d63dbdedfeOeeada2cddc769dc4585ddf3b36299379eb0914f5d

Verifying the installed software version and patches

Check installed software package name and size:

Use SFTP to view the name and size of the local running version of TOE.

Download the software version package from the support website, check whether
the name and size of the software version package and patch package are
consistent with those in the TOE running environment.

The name and size of installed software version and patches must be consistent with
the package download from the support website.

Check installed software package HASH value:
Download the hash value of the release package from the support website. Compare
with the SHA256 HASH value of the software version and patches version
downloaded from the TOE.
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The HASH value of installed software version and patches must be consistent with
the HASH value of package download from the support website.

Check the installed software version and target model

Use the following command to check whether the corresponding software version
matches the TOE.

For CLl interface ([ZTE IPN Product CLI User Manual] Section 4.3.1), use show
version command to query software version, use show install command to query
patch version.

lllustrate the four products with examples for securely accept the received TOE for
each series and model.

For ZXCTN 9000-E series:

9000-8EA#sho ver

09:23:11 beijing Wed Jan 24 2024

ZXCTN 9000-8EA HDC

ZTE ZXCTN Software, Version: CTN9000-E V5.00.10.72, Release software

Copyright (c) 2023 by ZTE Corporation

Built on 2023/01/31 02:45:23

System image file is <sysdiskO0: verset/9000E_5.00.10.72_rel.set>, file size is 2,600,746,618 Bytes
System image is loaded from net

System uptime is 8 day(s), 17 hour(s), 20 minute(s)

For ZXR10 M6000-2S series:

CC-M6000-2S16#sho ver

09:21:46 Europe/Helsinki Wed Jan 24 2024

ZXR10 M6000-2S16

ZTE ZXR10 Software, Version: M6000 V5.10.10.30, Release software

Copyright (c) 2023 by ZTE Corporation

System image file is <sysdiskO: verset/ZXCTNM600090002E8A V5.10.10.30B34.set>, file size is
721,345,309 Bytes

System image is loaded from local

System uptime is 7 day(s), 10 hour(s), 28 minute(s)

For ZXR10 M6000-S series:

CC-M6000-3S#sho ver

09:22:32 UTC Wed Jan 24 2024

ZXR10 M6000-3S

ZTE ZXR10 Software, Version: M6000-S V5.00.10.72, Release software

Copyright (c) 2023 by ZTE Corporation

Built on 2023/01/31 02:43:59

System image file is <sysdiskO: verset/M6000-S_5.00.10.72_rel.set>, file size is 2,621,116,282
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Bytes
System image is loaded from net
System uptime is 8 day(s), 16 hour(s), 9 minute(s)

For ZXR10 M6000-SE series:

CSS-M6000-16SE#sho ver

09:27:32 UTC Wed Jan 24 2024

ZXR10 M6000-16SE

ZTE ZXR10 Software, Version: M6000-SE.V6.00.10.10, Release software
Copyright (c) 2023 by ZTE Corporation

Built on 2023/10/31 05:02:53

System image file is <sysdiskO: verset/M6000-SE_V6.00.10.10_rel.set>, file size is 674,634,700
Bytes

System image is loaded from net

System uptime is 8 day(s), 16 hour(s), 52 minute(s)

For ZXR10 9900X series:
CC-9904 X#sho ver
16:50:59 UTC Fri Jan 5 2001
ZXR10 9904X V1.0
ZTE ZXR10 Software, Version: V1.00.30.01P26, Release software
Copyright (c) 2023 by ZTE Corporation
Built on 2023/07/06 12:13:33
System image file is <sysdiskO: verset/base.set>, file size is 1,911,169,762 Bytes
System image is loaded from net
System uptime is 0 day(s), 14 hour(s), 12 minute(s)
CC-9904 X#show install
Patch-V1.00.30.01P26_HP_965767:
Package: Patch
Version: V1.00.30.01P26_HP_965767
Install from: Patch-V1.00.30.01P26_HP_965767.pat, size 8,192 Bytes, build on 2024-01-10
15:17:15

For ZXR10 5960X series:
CC-5960X#sho ver
09:20:13 UTC Wed Jan 24 2024
ZXR10 5960
ZTE ZXR10 Software, Version: 5900 V6.00.03.92P02, Release software
Copyright (c) 2023 by ZTE Corporation
Built on 2023/09/08 05:31:19
System image file is <sysdiskO: verset/5960X_LS2088A.set>, file size is 659,514,899 Bytes
System image is loaded from local
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System uptime is 8 day(s), 0 hour(s), 12 minute(s)
[MPU(M), shelf 0, panel 1]:

Board Name : 5960X-56QU-HF
Board Type : MPU

System BaudRate : 9,600 bps

MPU-0/1/0, MSC:

Main Processor : QorlQ LS2088A
Bootrom Version : V3.09

Creation Date : 2021/08/19 02:23:00
System Nvram . 8,192 bytes

System Memory : 8,192 Mbytes

CPU Core Num : 8 Cores

Uptime is 12 day(s), 17 hour(s), 53 minute(s)

CC-5960X#sho install
HP-348390:
Package: HP
Version: 348390
Install from: V6.00.03.92P02_HP_348390.pat, size 7,824 Bytes, build on 2024-01-04 21:57:00

For ZXR10 5960M series:
CC-5960M-4M-Hl#sho ver
09:21:08 UTC Wed Jan 24 2024
ZXR10 5960M
ZTE ZXR10 Software, Version: 5960 V7.00.00.61P64, Release software
Copyright (c) 2023 by ZTE Corporation
Built on 2023/11/08 09:46:12
System image file is <sysdiskO: verset/5960M_61P64.set>, file size is 747,635,255 Bytes
System image is loaded from local
System uptime is 8 day(s), 14 hour(s), 33 minute(s)
[MPU(M), shelf 0, panel 1]:
Board Name : 5960M-4M-HI
Board Type : MPU
System BaudRate : 9,600 bps
MPU-0/1/0, MSC:
Main Processor : 2ZX222081
Bootrom Version: V2.13
Creation Date  : 2023/03/08 14:45:00
System Nvram 1 8,192 bytes
System Memory : 8,192 Mbytes
CPU Core Num : 8 Cores
Uptime is 12 day(s), 17 hour(s), 52 minute(s)
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CC-5960M-4M-HI#sho install
HP-348390:

Package: HP

Version: 348390

Install from: V7.00.00.61P64_HP_348390.pat, size 7,840 Bytes, build on
2024-01-04 23:07:26

Install software packages by SSH and SFTP

When installing the version, first install the software version, and then install the
patch version in turn (See Table 1, Table 2, and Table 3 for the hardware models -
software packages correspondence). The specific installation steps are as follows
(take the ZXR10 M6000-S product as an example, The IP address and SFTP
username/password here should be filled in according to the actual situation)
Upgrade software version:

CC-M6000-3S(config-pm)#install add vrf mng sftp
[ISFTPUSERNAME:SFTPPASSWD@SFTPSRVIP/M6000-S_5.00.10.72_rel.set
CC-M6000-3S(config-pm)#install activate M6000-S_5.00.10.72_rel.set parallel-reload
CC-M6000-3S(config-pm)#install commit

Type | Delivery ltems | Version
ZXCTN 9000-E Series Routers
Hardware Contains one of the following hardware models: N/AL

ZXCTN 9000-3EA
ZXCTN 9000-8EA
ZXCTN 9000-18EA

Software 9000E_5.00.10.72_rel.set CTN9000-E
package name V5.00.10.72
Guidance SJ-20230404101353-001-ZXCTN 9000-EA R1.0, 2023-04-18

(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform Safety Precautions.pdf
SJ-20230404101353-002-ZXCTN 9000-EA R1.0, 2023-04-18
(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform Product Description.pdf
SJ-20230404101353-003-ZXCTN 9000-EA R1.0, 2023-04-18
(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform Hardware Description.pdf

1 TOE hardware model name is the hardware unique identifier and served as the
version of the hardware
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Type

Delivery ltems

Version

SJ-20230404101353-004-ZXCTN 9000-EA
(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform Feature Description.pdf

SJ-20230404101353-005-ZXCTN 9000-EA
(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform Security Description.pdf

SJ-20230404101353-006-ZXCTN 9000-EA
(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform Hardware Installation
Guide.pdf

SJ-20230404101353-007-ZXCTN 9000-EA
(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform License Operation
Guide.pdf

SJ-20230404101353-008-ZXCTN 9000-EA
(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform Initial Configuration
Guide_R1.1.pdf
SJ-20230404101353-009-ZXCTN 9000-EA
(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform Configuration Guide.pdf

SJ-20230404101353-010-ZXCTN 9000-EA
(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform Backup and Recovery.pdf
SJ-20230404101353-011-ZXCTN 9000-EA
(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform Routine Maintenance.pdf
SJ-20230404101353-012-ZXCTN 9000-EA
(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform Parts Replacement
Guide.pdf

SJ-20230404101353-013-ZXCTN 9000-EA
(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform Troubleshooting.pdf
SJ-20230404101353-014-ZXCTN 9000-EA
(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform Emergency
Maintenance.pdf
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R1.0, 2023-04-18

R1.0, 2023-04-18

R1.0, 2023-04-18

R1.0, 2023-04-18

R1.0, 2023-04-18

R1.0, 2023-04-18




Type

Delivery ltems

Version

SJ-20230404101353-015-ZXCTN 9000-EA
(V5.00.10.72) Carrier-Class Multi-Service
Packet-Based Platform Alarm Handling.pdf

SJ-20230404101353-016-ZXCTN 9000-EA
(V5.00.10.72) Carrier-Class Multi-Service

Packet-Based Platform Command Reference.chm

SJ-20230404101353-017-ZXCTN 9000-EA
(V5.00.10.72) Carrier Class Multi-Service
Packet-Based Platform Security Hardening.pdf

R1.0, 2023-04-18

R1.0, 2023-04-18

R1.0, 2023-05-31

ZXR10 5960M Series Switches

Hardware Contains one of the following model: N/A
ZXR10 5960M-56QU-HI
ZXR10 5960M-4M-HI
ZXR10 5960M-8M-HI
Software 5960M_61P64.set 5960
package name | patchname: V7.00.00.61P64 HP_348390.pat V7.00.00.61P64
patch version:
ZXR10
5960V7.00.00.61P6
4 HP_348390

Guidance

SJ-20230817094310-001-ZXR10 5960M Series
(V7.00.00.61) Data Center Switch Product
Description.pdf
SJ-20230817094310-002-ZXR10 5960M Series
(V7.00.00.61) Data Center Switch Hardware
Description.pdf
SJ-20230817094310-005-ZXR10 5960M Series
(V7.00.00.61) Data Center Switch Hardware
Installation Guide.pdf
SJ-20230817094310-008-2ZXR10 5960M Series
(V7.00.00.61) Data Center Switch Configuration
Guide.pdf

SJ-20230817094310-009-ZXR10 5960M Series
(V7.00.00.61) Data Center Switch Routine
Maintenance.pdf

SJ-20230817094310-010-ZXR10 5960M Series
(V7.00.00.61) Data Center Switch
Troubleshooting.pdf

SJ-20230817094310-011-ZXR10 5960M Series
(V7.00.00.61) Data Center Switch Alarm

R1.0, 2023-08-30

R1.0, 2023-08-30

R1.0, 2023-08-30

R1.0, 2023-09-30

R1.0, 2023-09-30

R1.0, 2023-09-30

R1.0, 2023-09-30
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Type Delivery ltems Version
Handling.pdf
ZXR10 5960X Series Switches
Hardware Contains one of the following hardware models: N/A
ZXR10 5960X-56QU-HF
ZXR10 5960X-54DU-HF
ZXR10 5960X-24U-HF
ZXR10 5960X-56QU-HG
ZXR10 5960X-54DU-HG
Software 5960X_LS2088A.set 5900
package name | patchname: V6.00.03.92P02_HP_348390.pat | V6.00.03.92P02
patch version:
ZXR10 5960X
V6.00.03.92P02_H
P 348390

Guidance

SJ-20230524100811-001-ZXR10 5960X Series
(vV6.00.03.92) Data Center Core Switch Product
Description.pdf
SJ-20230524100811-002-ZXR10 5960X Series
(V6.00.03.92) Data Center Core Switch Hardware
Description.pdf
SJ-20230524100811-003-ZXR10 5960X Series
(vV6.00.03.92) Data Center Core Switch Hardware
Installation Guide.pdf
SJ-20230524100811-004-ZXR10 5960X Series
(V6.00.03.92) Data Center Core Switch Initial
Configuration Guide.pdf
SJ-20230524100811-005-ZXR10 5960X Series
(V6.00.03.92) Data Center Core Switch Security
Hardening.pdf

SJ-20230524100811-006-ZXR10 5960X Series
(v6.00.03.92) Data Center Core Switch
Configuration Guide.pdf
SJ-20230524100811-007-ZXR10 5960X Series
(V6.00.03.92) Data Center Core Switch Routine
Maintenance.pdf

SJ-20230524100811-008-ZXR10 5960X Series
(v6.00.03.92) Data Center Core Switch
Troubleshooting.pdf
SJ-20230524100811-009-ZXR10 5960X Series
(v6.00.03.92) Data Center Core Switch Alarm
Handling.pdf
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R1.0, 2023-07-30

R1.0, 2023-07-30

R1.0, 2023-07-30

R1.0, 2023-06-30

R1.0, 2023-06-30

R1.1, 2023-08-15

R1.0, 2023-06-30

R1.0, 2023-07-15

R1.0, 2023-07-15




Type

Delivery ltems

Version

SJ-20230524100811-011-ZXR10 5960X Series
(v6.00.03.92) Data Center Core Switch Feature

Description.pdf

R1.0, 2023-07-15

ZXR10 9900X Series Switches

Hardware Contains one of the following hardware models: N/A
ZXR10 9904X,
ZXR10 9908X,
ZXR10 9916X
Software base.set V1.00.30.01P26
package name | patch name:Patch-Vv1.00.30.01P26_HP_965767.pat patch
version:VV1.00.30.0

1P26 _HP 965767

Guidance

SJ-20230210102038-002-ZXR10 9900X Series
(V1.00.30) Data Center Core Switch Product
Description.pdf

SJ-20230210102038-003-ZXR10 9900X Series
(V1.00.30) Data Center Core Switch Hardware
Description.pdf
SJ-20230210102038-005-ZXR10 9900X Series
(\V1.00.30) Data Center Core Switch Hardware
Installation Guide.pdf
SJ-20230210102038-007-ZXR10 9900X Series
(\V1.00.30) Data Center Core Switch Routine
Maintenance.pdf

SJ-20230210102038-008-ZXR10 9900X Series

(\V1.00.30) Data Center Core Switch Parts Replacement

Guide.pdf

SJ-20230210102038-009-ZXR10 9900X Series
(\V1.00.30) Data Center Core Switch
Troubleshooting.pdf

SJ-20230210102038-013-ZXR10 9900X Series
(\V1.00.30) Data Center Core Switch Initial
Configuration Guide.pdf

SJ-20230210102038-014-ZXR10 9900X Series
(V1.00.30) Data Center Core Switch Security
Hardening.pdf

R1.0 2023-06-30

R1.0 2023-06-30

R1.0 2023-06-30

R1.0 2023-06-30

R1.0 2023-06-30

R1.0 2023-06-30

R1.0 2023-06-30

R1.0 2023-06-30

ZXR10 M6000-

2S Series Routers

Hardware

Contains one of the following hardware models:
ZXR10 M6000-2S6,
ZXR10 M6000-2S16

N/A
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Type

Delivery ltems

Version

Software
package name

ZXCTNMG600090002E8A_V5.10.10.30B34.set

M6000Vv5.10.10.30

Guidance

SJ-20230202173055-001-ZXR10 M6000-2S
(\V5.10.10.30) Safety Precautions.pdf

SJ-20230202173055-002-ZXR10 M6000-2S
(\V5.10.10.30) Security Description.pdf

SJ-20230202173055-003-ZXR10 M6000-2S
(\V5.10.10.30) Commissioning Guide.pdf

SJ-20230202173055-004-ZXR10 M6000-2S
(V5.10.10.30) Initial Configuration Guide.pdf

SJ-20230202173055-005-ZXR10 M6000-2S
(\V5.10.10.30) Configuration Guide (System
Management).pdf

SJ-20230202173055-006-ZXR10 M6000-2S
(\V5.10.10.30) Configuration Guide (Interface
Management).pdf

SJ-20230202173055-007-ZXR10 M6000-2S

(V5.10.10.30) Configuration Guide (IP Service).pdf

SJ-20230202173055-008-ZXR10 M6000-2S

(\V5.10.10.30) Configuration Guide (IP Routing).pdf

SJ-20230202173055-009-ZXR10 M6000-2S

(V5.10.10.30) Configuration Guide (IP Multicast).pdf

SJ-20230202173055-010-ZXR10 M6000-2S
(\V5.10.10.30) Configuration Guide (MPLS).pdf

SJ-20230202173055-011-ZXR10 M6000-2S
(V5.10.10.30) Configuration Guide (VPN).pdf

SJ-20230202173055-012-ZXR10 M6000-2S
(V5.10.10.30) Configuration Guide (QoS).pdf

SJ-20230202173055-013-ZXR10 M6000-2S

(\V5.10.10.30) Configuration Guide (Security).pdf
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R1.0 2023-02-28

R1.0 2023-02-28

R1.0 2023-01-30

R1.0 2023-01-30

R1.0 2023-03-30

R1.0 2023-03-30

R1.0 2023-01-30

R1.0 2023-03-30

R1.0 2023-03-30

R1.0 2023-03-30

R1.0 2023-01-30

R1.0 2023-01-30

R1.0 2023-03-30




Type

Delivery ltems

Version

SJ-20230202173055-014-ZXR10 M6000-2S

(V5.10.10.30) Configuration Guide (Reliability).pdf

SJ-20230202173055-015-ZXR10 M6000-2S
(V5.10.10.30) Configuration Guide (SR).pdf

SJ-20230202173055-016-ZXR10 M6000-2S
(V5.10.10.30) Configuration Guide (SRv6).pdf

SJ-20230202173055-017-ZXR10 M6000-2S
(\V5.10.10.30) Backup and Recovery.pdf

SJ-20230202173055-018-ZXR10 M6000-2S
(\V5.10.10.30) Routine Maintenance.pdf

SJ-20230202173055-019-ZXR10 M6000-2S
(V5.10.10.30) Fault Management Overview.pdf

SJ-20230202173055-020-ZXR10 M6000-2S
(\V5.10.10.30) Emergency Handling.pdf

SJ-20230202173055-021-ZXR10 M6000-2S
(V5.10.10.30) Alarm Handling.pdf

SJ-20230202173055-022-ZXR10 M6000-2S
(\V5.10.10.30) Troubleshooting.pdf

SJ-20230202173055-023-ZXR10 M6000-2S
(\V5.10.10.30) Fault Information Collecting.pdf

SJ-20230202173055-024-ZXR10 M6000-2S
(\V5.10.10.30) Performance Reference.pdf

SJ-20230202173055-025-ZXR10 M6000-2S
(V5.10.10.30) Command Reference.chm

R1.0 2023-03-30

R1.0 2023-03-30

R1.0 2023-03-30

R1.0 2023-03-30

R1.0 2023-03-30

R1.0 2023-02-28

R1.0 2023-02-28

R1.0 2023-02-28

R1.0 2023-02-28

R1.0 2023-03-30

R1.0 2023-03-31

R1.1 2023-06-30

ZXR10 M6000-S Series Routers

Hardware

Contains one of the following hardware models:
M6000-18S,

M6000-8S,

M6000-8S Plus,

M6000-5S,

M6000-3S,

M6000-3S Plus

N/A

Software
package name

M6000-S_5.00.10.72_rel.set

M6000-S
V5.00.10.72
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Type

Delivery ltems

Version

Guidance

SJ-20230220175532-001-ZXR10 M6000-S
(\V5.00.10.72) Carrier-Class Router Safety
Precautions.pdf

SJ-20230220175532-002-ZXR10 M6000-S
(V5.00.10.72) Carrier-Class Router Product
Description.pdf

SJ-20230220175532-003-ZXR10 M6000-S
(V5.00.10.72) Carrier-Class Router Hardware
Description.pdf

SJ-20230220175532-004-ZXR10 M6000-S
(\V5.00.10.72) Carrier-Class Router Feature
Description.pdf

SJ-20230220175532-005-ZXR10 M6000-S
(V5.00.10.72) Carrier-Class Router Security
Description.pdf

SJ-20230220175532-006-ZXR10 M6000-S
(V5.00.10.72) Carrier-Class Router Hardware
Installation Guide.pdf

SJ-20230220175532-007-ZXR10 M6000-S
(\V5.00.10.72) Carrier-Class Router License Operation
Guide.pdf

SJ-20230220175532-008-ZXR10 M6000-S
(V5.00.10.72) Carrier-Class Router Initial Configuration
Guide_R1.1.pdf

SJ-20230220175532-009-ZXR10 M6000-S
(V5.00.10.72) Carrier-Class Router Configuration
Guide.pdf

SJ-20230220175532-010-ZXR10 M6000-S
(V5.00.10.72) Carrier-Class Router Backup and
Recovery.pdf

SJ-20230220175532-011-ZXR10 M6000-S
(\V5.00.10.72) Carrier-Class Router Routine
Maintenance.pdf

SJ-20230220175532-012-ZXR10 M6000-S
(\V5.00.10.72) Carrier-Class Router Parts Replacement
Guide.pdf
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R1.0 2023-02-28

R1.0 2023-02-28

R1.0 2023-02-28

R1.0 2023-02-28

R1.0 2023-02-28

R1.0 2023-02-28

R1.0 2023-02-28

R1.1 2023-05-31

R1.0 2023-02-28

R1.0 2023-02-28

R1.0 2023-02-28

R1.0 2023-02-28




Type

Delivery ltems

Version

SJ-20230220175532-013-ZXR10 M6000-S

(\V5.00.10.72) Carrier-Class Router Troubleshooting.pdf

SJ-20230220175532-014-ZXR10 M6000-S
(\V5.00.10.72) Carrier-Class Router Emergency
Maintenance.pdf

SJ-20230220175532-015-ZXR10 M6000-S

(\V5.00.10.72) Carrier-Class Router Alarm Handling.pdf

SJ-20230220175532-016-ZXR10 M6000-S
(V5.00.10.72) Carrier-Class Router Command
Reference.chm

SJ-20230220175532-017-ZXR10 M6000-S
(V5.00.10.72) Carrier-Class Router Security
Hardening.pdf

R1.0 2023-02-28

R1.0 2023-02-28

R1.0 2023-02-28

R1.0 2023-02-28

R1.0 2023-05-31

ZXR10 M6000-SE Series Routers

Hardware Contains one of the following hardware models: N/A
M6000-16SE,
M6000-8SE,
M6000-4SE
Software M6000-SE_V6.00.10.10_rel.set M6000-SE
package name V6.00.10.10

Guidance

SJ-20230727183755-001-ZXR10 M6000-SE
(Vv6.00.10.10) Carrier-Class Router Safety
Precautions.pdf
SJ-20230727183755-002-ZXR10 M6000-SE
(\6.00.10.10) Carrier-Class Router Product
Description.pdf

SJ-20230727183755-003-ZXR10 M6000-SE
(\v6.00.10.10) Carrier-Class Router Hardware
Description.pdf

SJ-20230727183755-004-ZXR10 M6000-SE
(Vv6.00.10.10) Carrier-Class Router Feature
Description.pdf
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R1.0 2023-10-20

R1.0 2023-10-20

R1.0 2023-10-20

R1.0 2023-10-20




Type

Delivery ltems

Version

SJ-20230727183755-005-ZXR10 M6000-SE
(\V6.00.10.10) Carrier-Class Router Security
Description.pdf

SJ-20230727183755-006-ZXR10 M6000-SE
(\V6.00.10.10) Carrier-Class Router Hardware
Installation Guide.pdf

SJ-20230727183755-007-ZXR10 M6000-SE

(\Vv6.00.10.10) Carrier-Class Router Initial Configuration

Guide.pdf

SJ-20230727183755-008-ZXR10 M6000-SE
(Vv6.00.10.10) Carrier-Class Router License Operation
Guide.pdf

SJ-20230727183755-009-ZXR10 M6000-SE
(V6.00.10.10) Carrier-Class Router Configuration
Guide.pdf

SJ-20230727183755-010-ZXR10 M6000-SE
(V6.00.10.10) Carrier-Class Router Security
Hardening.pdf

SJ-20230727183755-011-ZXR10 M6000-SE
(Vv6.00.10.10) Carrier-Class Router Parts Replacement
Guide.pdf

SJ-20230727183755-012-ZXR10 M6000-SE
(\V6.00.10.10) Carrier-Class Router Routine
Maintenance.pdf

SJ-20230727183755-013-ZXR10 M6000-SE
(\6.00.10.10) Carrier-Class Router Backup and
Recovery.pdf

SJ-20230727183755-014-ZXR10 M6000-SE
(\Vv6.00.10.10) Carrier-Class Router Emergency
Maintenance.pdf

SJ-20230727183755-015-ZXR10 M6000-SE
(Vv6.00.10.10) Carrier-Class Router Alarm
Handling.chm
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R1.0 2023-10-20

R1.0 2023-10-20

R1.0 2023-03-06

R1.0 2023-10-20

R1.0 2023-10-20

R1.0 2023-10-20

R1.0 2023-10-20

R1.0 2023-10-20

R1.0 2023-10-20

R1.0 2023-10-20

R1.0 2023-10-20




Type

Delivery ltems

Version

SJ-20230727183755-016-ZXR10 M6000-SE
(\V6.00.10.10) Carrier-Class Router Troubleshooting.pdf

R1.0 2023-10-20

Common Criteria Guidance Documents

ZTE IPN Common Criteria Security Evaluation - Certified

Configuration.pdf

R1.6, 2025-12-09

ZTE IPN Product CLI User Manual

R1.5, 2024-03-14

ZTE IPN NETCONF Interface Specification

R1.1, 2024-03-08

TOE and TSFI

Table 1 List of TOE physical scope

The following table lists the relationship between TOE and TSFI

2.3 TOE and TSFl relationship

TOE Series TSFI
NETCONF SSH SFTP TACACS+
ZXCTN 9000-E V5.00.10 Support Support Support Support
Products
ZXR10 5960M Series Support Support Support Support
Switches
ZXR10 5960X Series Support Support Support Support
Switches
ZXR10 9900X Series Support Support Support Support
Switches
ZXR10 M6000-2S Support Support Support Support
Products
ZXR10 M6000-S Support Support Support Support
V5.00.10 Products
ZXR10 M6000-SE Support Support Support Support
V6.00.10.x Products
Table 2: Supported Protocols
©
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3SY-0009N 0THXZ

3S8-0009N 0THXZ

3S9T-0009N 0TIXZ

S€E-0009N 0TIXZ

SNid S€-0009N 0TIXZ

SSG-0009N 0TIXZ

S8-0009N 0TIXZ

Shid S8-0009N 0TIXZ

S8T-0009IN 0THXZ

X9T66 0TdXZ

X8066 0TdXZ

X

X

X

X

X066 0TdXZ

X

XGE

(10G)

XXLGE
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XLGE
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CGE
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CDGE
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El

STM-1
FE

CE1l

STM-N
POS
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GE
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XGE
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Table 3: Supported interfaces
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Chapter 3
Roles and Settings for the TOE

Each TOE user is assigned with a privilege level (from 0 to 15 or O to 18). Level O is
the lowest and level 15 is the highest one. The default level is 0 (User Role).
Administrator Role has the highest privilege level 15. Each privilege level can be
treated as a role in the TOE. All management functions have a corresponding
command level (also 0 to 15 or 0 to 18). The user can only access commands with
command level lower or equal to his privilege level.

The following table lists the privilege level foreach TOE:

TOE Series privilege level

ZXCTN 9000-E V5.00.10 Products 0-18
ZXR10 5960M Series Switches 0-15
ZXR10 5960X Series Switches 0-15
ZXR10 9900X Series Switches 0-15
ZXR10 M6000-2S Products 0-15
ZXR10 M6000-S V5.00.10 Products 0-18
ZXR10 M6000-SE V6.00.10.x | 0-15
Products

For NETCONF interface the user rights control is based on the ietf-netconf-acm
model. To correctly enforce the user access rights of the NETCONF, the NACM
must be enabled.

Refer to [ZTE IPN NETCONF Interface Specification] section 3.1.6 for details.

TOE has only one operational mode, the configuration operations listed below are
performed in this mode.

To meet the requirements for the Common Criteria security certificate, the following

settings can be applied to the TOE by the admin role:

® Restrict Password Validity and Password Validity (Day) For CLI interface ([ZTE
IPN Product CLI User Manual] Section 3.1.26) the value of field ‘duration’ must
be set to less than 90 days.
For NETCONF interface ([ZTE IPN NETCONF Interface Specification] Section
3.2.3) the value of field ‘password-duration’ must be set to less than 90 days.
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Minimum Length of Password
For CLI interface ([ZTE IPN Product CLI User Manual] Section 3.1.39) the value
of field ‘length’ must be set to 8 or higher.
For NETCONF interface ([ZTE IPN NETCONF Interface Specification] Section
3.2.7) the value of field ‘length’ must be set to 8 or higher.
Enable Password Complexity Requirement
By default, the Password Complexity Check is enabled. The user configures it
through the following commands:
For CLI interface ([ZTE IPN Product CLI User Manual] Section 3.1.40)
strong-password check must be set to enable.
For NETCONF interface ([ZTE IPN NETCONF Interface Specification] Section
3.2.7) the value of field ‘strong-password-check’ must be set to enable.
Remind Days Before Password Expired
For CLI interface ([ZTE IPN Product CLI User Manual] Section 3.1.26) the value
of field ‘days’ of ‘remind-before-expire’ must be set to less than 7 days.
For NETCONF interface ([ZTE IPN NETCONF Interface Specification] Section
3.2.3) the value of field ‘remind-before-expire’ must be set to less than 7 days.
Must Modify Expired Password
For CLI interface ([ZTE IPN Product CLI User Manual] Section 3.1.26) the
option ‘change-password-expired’ must be added.
For NETCONF interface ([ZTE IPN NETCONF Interface Specification] Section
3.2.3) the value of field ‘change-password-expired’ must be set to enable.
Password Repeat Count
For CLI interface ([ZTE IPN Product CLI User Manual] Section 3.1.11) the value
of field ‘times’ must be set to 5 or more.
For NETCONF interface ([ZTE IPN NETCONF Interface Specification] Section
3.2.4) the value of field ‘duplicated-password’ must be set to 5 or more.
Maximum Times of Incorrect Password Input
By default, the Maximum Times of Incorrect Password Input is set to 5 times.
The user configures it through the following commands:
For CLl interface ([ZTE IPN Product CLI User Manual] Section 3.1.47) the value
of field ‘fail-time’ must be set to either 3 or 4 times.
For NETCONF interface ([ZTE IPN NETCONF Interface Specification] Section
3.2.2) the value of field ‘fail-times’ must be set to either 3 or 4 times.
Password irreversible setting
The password must be stored in an irreversible encryption mode (based on the
hash SHA-256 algorithm). Do not use AES to encrypt password.
For CLI interface ([ZTE IPN Product CLI User Manual] Section 3.1.24) the option
field ‘irreversible’ must be added.
For NETCONF interface ([ZTE IPN NETCONF Interface Specification] Section
3.1.1) create user use ‘irreversible-cleartext-password’ set password.
Auto Unlock Time (Minute)
By default, the Auto Unlock Time is set to 5 minutes. The user configures it
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through the following commands:
For CLI interface ([ZTE IPN Product CLI User Manual] Section 3.1.47) the value
of field ‘lock-minute’ must be set to more than 60 minutes.
For NETCONF interface ([ZTE IPN NETCONF Interface Specification] Section
3.2.2) the value of field ‘lock-time’ must be set to more than 60 minutes.
Restrictions on Passwords and Accounts
For CLI interface ([ZTE IPN Product CLI User Manual] Section 3.1.47) the option
‘substring’ and ‘inverse’ must be added.
For NETCONF interface ([ZTE IPN NETCONF Interface Specification] Section
3.2.6) the value of field ‘substring’ and ‘inverse’ must be set to enable.
Password Dictionary Set
For CLI interface ([ZTE IPN Product CLI User Manual] Section 3.1.25) the value
of field ‘password’ must be set unallowed password.
For NETCONF interface ([ZTE IPN NETCONF Interface Specification] Section
3.2.8 and 3.2.9), if user want to enable password dictionary, the first step is to
add ‘dictionary’ to ‘strong-password’ subset, then set the value of field ‘password’
to the unallowed password.
Session Idle Time Out setting (Minute)
For CLl interface ([ZTE IPN Product CLI User Manual] Section 3.2.5) the value
of field ‘idle-time’ must be set to less than 15 minutes.
For NETCONF interface ([ZTE IPN NETCONF Interface Specification] Section
3.3.2) the value of field ‘idle-timeout’ must be set to less than 15 minutes.
User Concurrent Sessions Limitation
For CLI interface ([ZTE IPN Product CLI User Manual] Section 3.1.21) the value
of field ‘max-number’ must be set to less than 4.
For NETCONF interface ([ZTE IPN NETCONF Interface Specification] Section
3.3.1) the value of field ‘max-sessions’ must be set to less than 4.
User Allowed login IP range
For CLI interface ([ZTE IPN Product CLI User Manual] Section 3.1.57 and 3.3.7),
create an ACL rule and bind to SSH.
For NETCONF interface ([ZTE IPN NETCONF Interface Specification] Section
3.4.1) the value of field ‘src-address’ must be set to allowed IP address.
Unsafe service interface FTP close
By default, FTP service is closed, but if a user open and use the FTP service, the
user must close the service after using it.
For CLI interface ([ZTE IPN Product CLI User Manual] Section 4.1.2), close the
FTP service. Enabling the FTP service will void the Common Criteria certificate.
Unsafe service interface Telnet close
By default, Telnet service is closed, but if a user open and use the Telnet service,
the user must close the service after using it.
For CLI interface ([ZTE IPN Product CLI User Manual] Section 4.1.1 close the
Telnet service.
Unsafe SSH weak algorithm close
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For backward compatibility with older products, SSH services support weak
algorithms, the users without compatible use scenarios must turn off the weak
algorithms.

Since SFTP uses the SSH channel, users using the SFTP interface also need to
turn off the weak SSH algorithm.

Since NETCONF uses the SSH channel, users using the NETCONF interface
also need to turn off the weak SSH algorithm.

The method to close the SSH weak algorithm is as follows,

For CLl interface ([ZTE IPN Product CLI User Manual] Section 4.2.1),turn off
SSH weak algorithms.

SNMP weak algorithm close

For backward compatibility with older products, SNMP services support weak
algorithms such MD5 and DES. When users use the SNMP function, they need
to turn off these weak algorithms and use strong algorithms instead.

The method to close the SNMP weak algorithm is as follows,

For CLI interface ([ZTE IPN Product CLI User Manual] Section 3.11.17), the
value of field ‘encrypted auth’ and 'auth’ choose 'sha’,and the value of field 'priv'
choose 'aes128'.

SFTP Access Directory and Permission Settings

The SFTP access directory of the factory supplied Level 2 user ‘who’ is
/sysdiskO/ftproot, and the access permission is read/write/copy. The factory
supplied Level 15 user ‘root’ access directory is /sysdisk0, and the permission is
read/write/copy. When creating a new user, you can configure the relevant
access directory and access permissions through the SFTP command as
following.

For CLI interface ([ZTE IPN Product CLI User Manual] Section 3.4.7) the value
of ‘user-top-directory’ needs to be set as the directory that users are allowed to
access. The following access permissions are set to the corresponding values.
RADIUS Settings

The TOE supports the RADIUS service, but because the RADIUS protocol is
insecure, the RADIUS service is turned off by default. If the user wants to use
the AAA function, TACACS+ is preferred. If the user wants to use RADIUS, he
must provide a secure channel to ensure the security of the link between the
TOE and the RADIUS service.

DHCP relay port close

When user enables the DHCP function, TOE supports the DHCP Relay and
listens to port 67. When the user does not use DHCP relay, he must close the
corresponding port.

The method to close the DHCP relay port is as follows.

For CLI interface ([ZTE IPN Product CLI User Manual] Section 4.3.2).
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Chapter 4

The Secure Network

The operator must ensure that the Secure Network (see Figure 1 of the Security

Target) is configured in such a way that it:

°

® protects communication between the SNMP client and TOE against
masquerading, disclosure, and modification

® protects communication between the TACACS+ server and TOE against
masquerading, disclosure, and modification

® protects communication between the SYSLOG server and TOE against
masquerading, disclosure, and modification

® protects communication between the TOE and NEs managed by the TOE
against masquerading, disclosure, and modification

In addition, the secure network (DCN Trusted Network) shall be isolated from other

network segments.

Finally, an NTP-server must be available on the secure network which must supply

the correct time. This NTP-server must be configured securely, so it cannot be used

to attack the TOE. The secure network used by the TOE shall be isolated from other

network segments.

Traffic between TOE and DCN on the following ports:

protocol/port TOE Server Role information
TCP 22 server SFTP from TOE
SSH transmit port
TCP 49 client TACACS+ transmit port
DHCP Relay transmit port
UDP 67 server when DHCP Relay is
enabled
UDP 123 client NTP transmit port
SNMP transmit port when
UDP 161 server SNMP is enabled
TCP 514 client SYSLOG transmit port
TCP 830 server NETCONF transmit port
UDP 58000 client MC-ELAM transmit port
UDP 58001 client MC-LAG transmit port
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Chapter 5

Settings, users and environment
of Client Workstations

The workstations that are used to run the EMS clients, SNMP client or NETCONF
browser should be protected in the secure environment. And these clients must be
up to date regarding security upgrades and cryptographic support.

The operator must ensure that untrusted persons cannot physically access these
workstations. The operators must also configure these workstations and their
operating systems so that attackers cannot hack them to find out passwords or other
sensitive information, hijack the clients, install additional software/hardware, execute
man-in-the-middle or similar attacks etc.

Additionally, the operator should ensure that TOE roles are only assigned to users

that are sufficiently trustworthy and sufficiently trained to fulfill those roles. Especially

important are the admin roles, and/or any other role that allows access to:

® the Security Management functionality, as this will allow users to modify the
security of the system and assign additional rights.

® Viewing of the Security Logs
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Chapter 6

Environment of Servers

The operator must restrict physical access to the NETCONF client to trusted staff
only.

The operator must restrict physical access to the server of the NTP to trusted staff
only, and ensure the NTP server is reliable.

When user enables the remote authentication system such as RADIUS, the operator
must restrict physical access to the server of the RADIUS to trusted staff only and
the login permission of the RADIUS server must be strictly controlled.

When user enables the remote authentication system such as TACACS+, the
operator must restrict physical access to the server of the TACACS+ to trusted staff
only and the login permission of the TACACS+ server must be strictly controlled.
When user enables the DHCP function, TOE supports the DHCP Relay, the operator
must restrict physical access to the server of the DHCP to trusted staff only and
ensure the DHCP server is reliable.
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Chapter 7

Non-evaluated options

GUI Clients: The TOE supports graphical clients such as SNMP client, EMS
client and NETCONF browser. The GUI clients were not part of the certified
configuration.

Communication between TOE and EMS: The TOE supports ftp and sftp but ftp
was disabled default. If an operator has a secure network connection (VLAN,
VPN etc.) between TOE and EMS, he should be able to use ftp, but this was not
certified. The TOE supports telnet service but telnet was disabled default. If an
operator has a secure network connection (VLAN, VPN etc.) between TOE and
EMS, he should be able to use telnet, but this was not certified.
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