ZTE Confidential A

H 3% 318 S AL BUR
ZTE Privacy Policy
PHTHHE: 2022 F1 A 30 H

Updated on: January 30, 2022

5| % Introduction

W LB A A TR B) BT 8] (L ARA O S5l i, R T E R
fafa, FHAEHF EAMNAL Lo oH., BAESERNEMNG = 25/3RF0F, AT
oy Rl & BAe KAV ] 89 & F) Xk A R &R 55 & B 69 kR IE, AT A
AR FedE Bl 848 K ANAAT B o RAVEE AT RRARY RN, A ERAE R I
A, TENRS:

ZTE Corporation and its subsidiaries (collectively, "ZTE", "us", "we", or
"our") respect your privacy. The security of your personal data is important to
us. We may collect and use your personal data when you use our products
and/or services based on applicable legal basis, including your consent,
contractual relationship, and legitimate interests. We abide by the following

privacy protection principles to provide secure and reliable services:
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Reasonable and necessary: To provide products or services, ZTE only
collects necessary personal data within the minimum scope for the

purpose of providing the products or services.
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Secure and reliable: ZTE will make every effort to ensure the security of
your personal data through reasonable and effective information security

technologies and management processes.

Open and transparent: ZTE uses concise and plain language for you to
clearly understand the purposes, methods, and scope of our processing of

your personal data.

Integrating privacy protection into product design: ZTE integrates privacy
protection into every procedure of R&D and operation of products and

services.

Freedom of choice: ZTE provides convenient information management

options, so that you can properly manage your personal data.
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ZTE Privacy Policy (hereinafter referred to as "this Policy") describes how
the company collects, uses, stores, shares, and transfers your personal data,

and how you can access, update, delete, and protect such data.
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Please take a moment to familiarize with this Policy before providing

personal data to ZTE.
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This Policy helps you understand the following:
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7. BENALE BT 5354
8. &ANHAfTIRAr ILE A NALE
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10. dofTHR & A1)

1. Personal Data We Process

2. Our Purposes and Legal Basis for Processing Your Personal Data
3.How We Protect and Retain Your Personal Data

4. How We Share, Transfer, and Disclose Your Personal Data

5. Your Rights

6. How We Use Cookies and Similar Technologies

7. Cross-Border Transfer of Your Personal Data

8. How We Protect Children's Personal Data

9. Updates to This Policy

10. Contact Us
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ZTE provides a large variety of products and services, and this
Policy may not address all possible data processing scenarios. ZTE may
inform you of data processing scenarios related to specific products and
services through corresponding privacy policies. Such privacy policies
describe in detail how we process your data when you use these

products or services. If there is any conflict between this Policy and the
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privacy policy for a specific product or service, the specific privacy

policy shall prevail.
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For any questions about this Policy, please contact us through the

channel provided in Article 10 of this Policy.
1. HMAEEAA1E & Personal Data We Process
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Personal data refers to any data that, either recorded electronically or
otherwise, relates to an identified or identifiable natural person, and does not
include anonymized data. ZTE may directly or indirectly collect such data when
you use our products, services or websites, or when you interact with us. In
accordance with the requirements of laws and regulations, we follow the
principles of lawfulness, legitimacy, necessity, and integrity, collect only the
personal data necessary for the implementation of product functions, and use
the collected personal data for the explicit purposes only. The personal data

that we process includes the following:
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1.1 Personal data you provide when using our services
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1.1.1 Account data such as the nickname, mobile phone number, email
address and other personal data you provide when registering or using our

products or services;

1.1.2 The name, telephone number, email address, device-related data, fault
descriptions and other personal data that you submit when using our customer

services or after-sales services;

To implement related functions of some of services, you may need to
provide specific personal data. If you opt not to provide such personal data,
other functions of the product or service will not be affected.
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1.2 Data obtained when you use our products or services
1.2.1 Log data

Some of our products or services are only designated for specific device
models (such as mobile phones of specific models) or applications. To identify
abnormal account status, abnormal device status, and to learn and optimize
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product adaptation, ZTE may collect related device data, software data, and

service log data to provide related services.
1.2.2 Location data

When you use Location Based Services (LBS) (for example, use our
service or product to locate family members or find your mobile phone), within
the necessary scope, ZTE may collect the data of the actual location of your
mobile device to track your whereabouts and provide the related function. If

you do not provide such data, the function may not work properly.
1.2.3 Other related data

To provide better experience when using our products or services, ZTE
may collect relevant personal data with your explicit consent. For example,
when you enable some customized products or services, we will record some
of your personal data when you access ZTE products or services through the
information collection function of the products or websites. If you do not
provide such data, the customized products or services may not be provided

properly.
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1.3 Data obtained from third parties

To the extent permitted by law, with your prior consent, ZTE may obtain
the data that you generate or share when using the services of a third-party
partner. For example, when you use a third-party account (such as Facebook,
Twitter, or WeChat account) to log in to a service platform of ZTE, we will
obtain the above authentication data from the third party. Your access tokens

provided by third parties will be saved on our servers, and such access tokens
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can be shared among various services that you use to avoid logging in to

third-party servers repeatedly.

For any of our products or services, if ZTE collects sensitive
personal data, the company will process the data in accordance with the
applicable laws and regulations, for example, by asking your explicit
consent in advance.

2. HMAEHEANAL LG B & F4IRIE Our Purposes and Legal Basis for
Processing Your Personal Data

2.1 P LR A 4F T B A IBE/ANALE L, BRI 5% B 042 e4a %
BIANAAT B IR G REG K R AR KAV & AR 5, KRAVT AR
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2.1 ZTE processes your personal data only for specific purposes, and only
processes the personal data that is necessary for fulfilling such purposes.
Based on your cooperation with ZTE, and the products and services we
provide, we may process your personal data for the following purposes:

1) ™ BREIR S

2) HAEAAERE K

3) AR ARE;

4) #IFHES X FTEMNIRS AL

5) A TiLA RAF6 R P ARER L E AATA IR 5

6) ZRREFay LR &,

1) Provide services;

2) Meet your customized requirements;

3) Guarantee your safety;

4) Invite you to participate in the survey on our services;
5) Improve our services to provide better user experience;

6) Other purposes with your consent.
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With the development of business, the products and services ZTE provides
may be adjusted or changed. When we need to use your personal data for
purposes other than those you consented to, we will seek your consent in
advance when you use such products or services. You may decide whether to

give consent to such changes.
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2.2 Pursuant to relevant laws and regulations, ZTE may collect and use your
personal data without obtaining prior consent in the following situations:

)ABMBATER X H R EFZIRFTHLE
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1) Such collection and use are necessary for us to fulfill legal obligations or

responsibilities;

2) Such collection and use are necessary for the conclusion and performance

of your contract as a party;

3) To deal with public health emergencies, or, in case of emergency, to protect

the health of natural persons and the safety of their property.

4) Processing of personal data that is publicly disclosed by you or other
personal data that is already legally and publicly disclosed within a reasonable

scope in accordance with the laws.

5) Other situations in which data processing is required by the applicable laws

and regulations.
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3. RV THEIFfEEEH AN A L How We Protect and Retain Your
Personal Data
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ZTE strictly abides by the "storage limitation", "data minimization", and
"accuracy" principles for personal data protection. For the retention of personal
data, ZTE takes appropriate security measures to retain your personal data in

a secure manner.
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ZTE takes appropriate physical, management, and technical measures,
such as the establishment of the access control system and monitoring system,
encryption, anonymization or pseudonymization, and employee training to
protect your personal data against unauthorized access, use, disclosure,
modification, damage, loss, or other forms of illegal processing. We have also
developed a Business Continuity Plan (BCM) system to ensure business
continuity. Our information security policies and procedures are designed in
strict accordance with the international standards, and are reviewed and
updated regularly. In addition, we invite third-parties to inspect our security
measures to ensure that they meet the requirements for our business,
technical changes, and supervision. ZTE headquarters in China and some of
its subsidiaries have passed the ISO 27001 information security certification,
and can effectively protect your personal data. ZTE terminal products, 5G
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products, core network products, digital technology products and human
resource system have passed the ISO 27701 certification. As the world's first
5G products that pass the ISO 27701 certification, our 5G products indicate
that ZTE is capable of providing global customers with secure and reliable 5G
products and solutions that comply with relevant requirements, and delivering
high-quality 5G networks.

— T, HRAME A I B G PT L F 6y kA2 rT 18] ARG Rag MAAE &,
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ZTE retains your personal data only for the shortest time necessary for
realizing the purposes stated in this Policy, and delete your personal data in a
timely manner without violating the applicable laws and regulations upon
completion of the relevant business. The data retention period may vary in
different scenarios, and for different products and services. ZTE uses the
following standards to determine the retention period:

1) T4 RASAD K A 4R 2 K

2) LHEFHFRNKIELLE B G PTE a9t

3) FIRFFRLSEERERKIE TR X Z 6
4) R F AR 5
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1) Special requirements of the relevant laws and regulations in a specific field;

2) The time required to achieve data processing purposes in business

activities;
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3) The needs to carry out business activities or the duration of the cooperation

between ZTE and the data subjects;
4) The products and services being provided;
5) Maintenance of the corresponding transaction and business records;
6) Implementation of related service agreements or this Policy;

7) Safeguarding of public interests;

8) Guarantee of personal or property safety or other legal rights of our
customers, affiliates, other users, and employees.

AV R Fe BE R 0 R BRI I RN AL B AT R & A6, SFRAE
L RIEL A REHE .

ZTE stores your personal information properly in accordance with the
requirements of the applicable laws and regulations, and take proper

measures to ensure the data security.

4. HAMNFfTEFE., ik, WEBHEHYANALE L How We Share, Transfer, and
Disclose Your Personal Data

41 HEABENG, Rl f b, ZANTRAE T LB AL FZRONAARL L,
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3) ARMRANEZLEFMH, RERSHAT AR a RAAG LR
Falf 4 &P o

4.1 As a global company, ZTE may share your personal data inside the
company if it is necessary to provide services in a timely manner. We will not
share your personal data with other companies, organizations or individuals,

except in the following cases:

1) Such sharing is necessary for us to fulfill legal obligations or responsibilities;
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2) Such sharing is necessary for the conclusion and performance of your

contract as a party;

3) Such sharing is intended to protect the health of natural persons and the
safety of their property in case of public health emergencies, or other

emergencies.

42 BAVTREAAIZA L kR F RS bR o938, ARAERBIRS. &
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4.2 ZTE may also share necessary personal data with our business partners in
accordance with the principle of minimization to provide the related services.
We will require our business partners to strictly comply with our measures and
requirements for data privacy protection to ensure your privacy security. If an
authorized partner needs to use your personal data for an unauthorized

purpose, it will seek your prior consent.
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4.3 If personal data transfer is involved in a merger, acquisition, bankruptcy
liquidation, asset transfer, and other similar transactions, ZTE will require the
new companies, organizations, or individuals that will hold your personal data
to continue complying with the requirements of this Policy, and inform you of
the identity and the contact information of the recipient in a timely manner. If
any new company, organization, or individual refuses to observe the
requirements, we will require these companies or organizations to seek your

prior consent.

BN EZEFIMAZ LGN, BEFAA, RINEEELEZ EROHIELE
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ZTE signs strict data processing agreements with the companies,
organizations, and individuals with which we share personal data, and requires
them to process your personal data in accordance with our security standards,
this Policy, and other relevant confidentiality and security measures. If the
country where the companies, organizations, and individuals with which we
share, transfer or disclose your personal data are located does not have the
data protection laws that have the same level of protection as the ones in the
country where you are located (for instance, your personal data is transferred
from the European Economic Area to a country that has no applicable data
protection law), we will handle the related issues in accordance with Article 7 of
this Policy to guarantee the legitimate transfer and security of your personal
data.

5. BETEAHGRA Your rights

* T BAVTR B BGAAAL 8, BIA SR HERA], X RAA T AR
RO ERRE AR A, 1258654 TFJLA:

You have various legal rights regarding the personal data ZTE processes.
These rights may vary in different countries or regions, but mainly include the

following:
1) BRHART BIEAAAG Gl 28, B AT B AV G54 69 1589 N A 8

2) BAHRAERFTHATIRLREDBZMNEZEGPAL L, RIFBEE,
FEFERPHAZGHILT, B4 RIR E 4628 S R ) &N 2B e /NA
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3) BHMA EBMNTAME X T EOTTERT RHOE L
4) BHBEN. ZHEGNSALE L
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7) de RAEIF AV BAT 89N AAT 8 A I E ) B R TR AL BUR A AT L, &
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1) Know how ZTE processes your personal data and accesses the personal

data we store;

2) Object to or restrict our processing of your personal data in special cases.
Even if you object to or restrict our processing of your personal data, ZTE is
still obliged to continue processing your personal data and reject your
request where it is explicitly required under the applicable laws and

regulations;

3) Correct the incomplete or inaccurate personal data about you that ZTE

stores;
4) Query or copy your personal data;

5) Delete your personal data. Please note that where it is required by laws,
ZTE is obliged to retain your personal data even if you require us to delete it;

6) In some cases, obtain your personal data in a structured, generic,
machine-readable format and/or require us to transfer the data to a
technically feasible third party. This right is only applicable to the personal

data you provide.

7) Lodge complaints to the related regulators if there is any objection to our

personal data processing activities or this Policy.
BATAE AR 09 77 KA AR IR 1848 ) 69 BLARK = e SR 58 FT X Al. 7 91, 3T 1A

Wit B AR S ARAAURE A O B 35N & SRR A, RS IE
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The way in which you exercise rights depends on the specific product or
service you use. In addition, you may contact the Data Protection Compliance
Dept. directly by visiting the_Data subject rights response notice page. ZTE will

ensure the security of your personal data when you exercise the rights.

T 18T KA AR B, AT AL & R R P @ 69 3F K4 5% 1509 F 4y vAtk
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AT AR R, o R IRAEATAE RAG A BT A AEAT 52 7], O] AR BE K A4 R
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When you request the exercise of the above rights, ZTE may need you to
file a written request and verify your identity to ensure the security of your
personal data. We do not charge for requests, except for extra requirements.
For any questions about accessing and managing personal data, please
contact us through the channels provided in Article 10 of this Policy.

6. FHAA=fT4E ] Cookies #= XM FH KX How We Use Cookies and Similar
Technologies

HAVEG R T A=4F52 F S0 XIR 521 B Cookies. MW sbfEARf i FAREF R £
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Our web pages and specific products or services use cookies, website
beacons, and other similar technologies to provide better experience and to
improve our products or services. Separate cookie policies are formulated for
our websites and specific products. If you want to learn more about information
such as security of cookies, please refer to the Cookies Policy.

7. BEANAARE L iTHIE 4 Cross-Border Transfer of Your Personal
Data
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ZTE is a global company. We usually process your personal data in the
country or region where we provide you with our products or services.

However, we may also transfer your personal data to other countries or
regions that have different laws on the protection of personal data.
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Wherever ZTE may transfer your personal data, we will, pursuant to
applicable laws, take every reasonable and necessary measure to ensure your
data security, inform you of the destination, recipient, and other related
information in a timely manner, and take appropriate measures to comply with
this Policy and applicable local laws. For instance, to transfer your personal
data, we will seek prior consent or sign a necessary data transfer contract with
the receiver.

8. KM THKIFILENH/N AL L How We Protect Children's Personal
Data

HAVEF EAST A RFANAE LR Y . HIBA K EEEFGA L, HRK
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ZTE attaches great importance to the protection of minors' personal data.
In accordance with relevant laws and regulations, if you are a minor under the
age of 18, you shall obtain the consent of your parents or legal guardians
before using our services or products. If you are a child under the age of 14,
you shall obtain the consent of your parents or legal guardians before using
related products or services, and complete the product or service registration
process under the help of your parents or legal guardians, so that you may use
the products or services provided by ZTE.

ZTE will not collect personal data from children under the age of 14
without the prior consent of their parents or guardians. If children's personal

data is collected with the prior consent of their parents or guardians, we will
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only use or disclose such data as permitted by laws, and with the explicit
consent of the children's parents or guardians. If we accidentally collect a
child's personal data without the prior consent from the child's parents or
guardians, the data will be deleted as soon as possible.

9. ARREMERH4IT 23 Updates to This Policy

Wi TiE Fk LR R B R L S0 RU A, SN TRARCH 2
HARTEABE o 0 B AR B R AT, AMNAAET A2 EEE R R
Bk, HFERED, RMELRBEHEFWilde. HR 7 BAR 542K
B E AL LRI E 8, K A AR L MASE AR AT B W, 4 F
AT AR Y )

With the gradual improvement of applicable laws and regulations and the
continuous adjustment of business, ZTE may update this Policy from time to
time. If this Policy is revised, we will release the latest version in a timely
manner, and publish it in a noticeable place on our official website. For major
changes, we will also provide more noticeable notifications. For any changes
to the purposes, methods, and types of personal data to be processed for
specific products and services, we will seek your consent again prior to
processing your data.

ARRABRTHOEZRE R QKRR T:

Major changes mentioned in this Policy include but are not limited to the
following situations:

1) HAVIRFEXRAEZT AT, WG NMARLZ LGB, F8&E2A,
AT XFRAEERTR;

%) EAVEFA IR, ARERE TR REEKER, ok S,
FHMEF RGP T 5,

3) NAREEXF, HibRNTFIREN T 25T LR LT,
4) BHEHAAGE ERET @A BT T KR LT RER:
5) AN FTREAAARL &EZEH T, FETXARFREXER

e
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6) M E&EZEFAIFERERAA LG,

1) Major changes take place in our service model, such as in the purpose of
processing personal data, the type of processed personal data, and the mode

of using personal data;

2) Major changes take place in ownership structure and organizational
structure, such as in owners caused by business adjustment, bankruptcy, or

mergers and acquisitions;

3) Changes take place in the major parties with which personal data is shared,
and to which personal data is transferred or disclosed;

4) Changes take place in your rights to participate in processing personal data

and the way you exercise rights;

5) Changes take place in our department responsible for personal data

security, our contacts, or the channel to lodge a complaint;

6) A major risk is indicated in the data security impact assessment report.

10. =478 & %111 Contact Us

o RIS R IEALBR A AT & N BIREEF], RHE A X T EHRGNASL &IF
KE5%FE, BT R K Z R4 £ Privacy@zte.com.en & AT 7 A fe KAHK % -
KB A A R B) BB AR AT A LR, Hedk: RN @l KA E #5557,
wRZh: 518057,

do 84 F RN 25 X, AT At T 77 Xk & SATRCHN 25 R a9 AR5
'E Marco Costantini: ¥ 7% : +39 3701296535, E-mail: marco.costantini@zte.com.cn,
3T AT IR KOG, AN 30 RA S A

If you have any questions about this Policy, or have any requests or
inquiries about your personal data, contact us at privacy@zte.com.cn or mail
us through the following address: Data Protection Compliance Dept. of ZTE
Corporation, No. 55, Hi-Tech Road South, Shenzhen, P.R. China (postcode:
518057).

If you are in the European Economic Area (EEA), contact our Data
Protection Officer Marco Costantini either by calling +39 3701296535 or by
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sending an email to marco.costantini@zte.com.cn. We will respond to your

request or inquiry within 30 days.
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