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I agents, whether embodied as physical entities or ex-
isting as software, are developing extremely fast and
are believed to be vital for 6G and the whole Internet
in the future. The communication network shall
evolve to meet the great potential increase in the number of
agents. Al agents are expected to become new users but with
quite different traffic patterns, varying quality of service (QoS)
requirements, and multi-modality data. They may also rely on
the network to gain facilitated capabilities such as computing,
sensing, and data. It is important to enable these Al agents to
communicate with each other securely at any time and any-
where to accomplish assigned tasks. By leveraging Al agents,
the communication system may undergo a revolutionary
change toward a new generation. Embodied Al agents in net-

work elements (e. g, terminals, access, core and transport
networks) will make the system run actively, dynamically, and
autonomously. It can be seen that Al agents are bringing a
new paradigm for network services as well as for the network
itself. It is worthwhile for both industry and academia to de-
vote effort to making this happen toward the Al era.

In this special issue, we aim to explore the Al-Agent Commu-
nication Network (ACN) from the perspectives of architecture,
protocol and key technologies. In view of the community’ s in-
terest in this area, as well as the timing of 6G standardization,
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we believe this special issue is the right time to show how the
community views this important area and, as a trigger, to fur-
ther explore this.

The first paper, titled “Al Agent Centric Network: New Net-
work Design Paradigm and Related Key Technologies”, pro-
poses a paradigm shift for future 6G wireless networks from
traditional human-centric, connectivity-oriented designs to Al
Agent-Centric (AA-Centric) networks. To realize this vision,
the paper introduces key supporting technologies, including a
new functional system framework, a layered wireless network
architecture, multi-level large language model collaboration,
and enhanced protocols for agent-to-agent and agent-to-non-
agent interaction.

The second paper, titled “Toward AI-Agent-Native 6G Net-
works: A Survey on Protocols, Multimodal Coordination, and
ISCC-Driven Dynamic Networking”, explores Al-agent-native
6G networks, shifting from the Internet of Things (IoT) to the
Internet of Agents (IoA) with AT agents as core users. It ana-
lyzes unique agentic traffic (bursty semantic streams, ultra-
reliable low-latency flows) and proposes agent-centric key
value indicators (KVIs). It introduces Agentic Syntax for
intent-based signaling, multi-agent coordination via Integrated
Sensing, Communication, and Computing (ISCC) technologies,
and network embedded agents (NEAs). A Deep-Agentic-
Network Architecture (DAN-Arch) is proposed, vertically inte-
grating physical sensing and reasoning flows. Finally, chal-
lenges in energy efficiency, standardization, and governance
are discussed to guide future research.

The third paper, titled “Training Optimization for Complex
Reasoning Tasks in ACN: Dynamic Batch-Aware Advantage
Weighting for Agentic RAG”, addresses reward sparsity and
low sample efficiency in training Agentic retrieval-augmented
generation (RAG) for complex reasoning in 6G ACN. It pro-
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poses dynamic batch-aware advantage weighting (DB-AW), a
lightweight reinforcement learning (RL) module built on group
relative policy optimization (GRPO), with two core components:
difficulty-aware weighting (amplifying advantages for challeng-
ing samples) and batch filtering (removing zero-gradient
groups). Evaluated on HotpotQA, NQ, and 2Wiki datasets, DB-
AW delivers 15% - 18% accuracy gains on Qwen2.5-3B/7B
and LLaMA3.2-3B, while lifting the effective update rate from
68% to 100%. It reduces training costs and enables scalable
agent deployment in ACN.

The fourth paper, titled “Internet of Agents: Design of the
Protocol System”, designs a protocol system for the IoA, ad-
dressing identity management, dynamic networking, and se-
mantic routing challenges in large-scale agent collaboration.
It classifies agents into user agents and service agents, pro-
posing a three-layer architecture with management, control,
and routing protocols. Key designs include unified agent iden-
tification, capability registration, Domain Name System (DNS-
based service discovery, task-driven networking, and seman-
tic routing. The system extends existing Internet protocols
and introduces semantic awareness to enable scalable, secure
cross-domain agent collaboration, laying a foundation for an
open, large-scale agent ecosystem.

The fifth paper, titled “The Dawn of 6G: Empowering a
User-Centric Ecosystem with Agentic AI”, proposes AA6NS,
an Agentic Al-enabled 6G network service framework for user-
centric ecosystems. It integrates Agentic Al across 6G s appli-
cation, core, and RAN layers, enabling intent-driven orches-
tration, adaptive QoS management, and dynamic multi-device
service group coordination. The framework supports physical
AT applications such as smart delivery, elderly care, and emer-
gency rescue, translating user intents into real-time network
actions. Key capabilities include task-level packet data unit
(PDU) sessions, service awareness, and group management,
laying the foundation for intelligent, adaptive human-machine
collaboration in 6G.

The sixth paper, titled “Intent-Driven Control System for
Heterogeneous Agent-Oriented Networking (HaoNet)”, tack-
les dynamic, high-frequency agent interactions. HaoNet has
three core traits: task-driven operation, distributed collabora-
tion, and closed-loop intelligence. A three-layer architecture
integrating Intent-Driven Network (IDN) maps high-level in-
tents to network actions. Key technologies include Monitor-
Analyze-Plan-Execute over a shared Knowledge (MAPE-K)
adaptive loops, large language model (LLLM)-based intent pro-
cessing, and large-small model collaboration. Smart home and

02 | ZTE COMMUNICATIONS
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smart factory scenarios verify the system’ s ability to boost
policy consistency, reliability, and task efficiency in dynamic
agent networks.

The seventh paper, titled “Mitigating Semantic Drift in
Multi-Agent Communication: A Dynamic Neuro-Symbolic Ap-
proach”, addresses semantic drift in LLM-based multi-agent
communication, where heterogeneous agents assign conflict-
ing meanings to shared terms. It proposes DOA, a dynamic on-
tology alignment framework with a semantic prober, neuro-
symbolic aligner, and consensus vault. DOA dynamically rec-
onciles local ontologies in real time, grounding dialogue in a
shared evolving ontology. Evaluated in supply chain and
healthcare scenarios, DOA boosts task success rates by 31.5%
and cuts communication overhead by 50%, outperforming raw
natural language and fixed-schema baselines.

ACN is a new and important topic. The papers above span
new ideas on architecture, mechanisms, and protocols, cover-
ing both mobile networks and the Internet in general. As this
special issue is being generated, OpenClaw is booming. It can
be expected that more Al agent applications, frameworks, and
platforms will emerge. The open-source and industry ecosys-
tem is also key to this area. In summary, we hope this special
issue is a big step toward identifying the open problems, at-
tracting more attention from the community to work together,
and designing the system for the era of Al tokens and Al-
agent worlds.
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Abstract: The diverse and heterogeneous terminal artificial intelligence (AI) agents and network-element Al agents are flourishing in a
flywheel-like manner. The new characteristics of their capabilities and behaviors will reshape the service paradigm and traffic logic of future
mobile information networks. This article first elaborates on the dynamics of the intertwined and integrated development of the Al agent/robot
industry and the wireless communication industry. Then, based on an analysis of the new capabilities and behavioral characteristics of termi-
nal Al agents and network-element Al agents, the article deduces a new design paradigm for future Al agent-centric (AA-Centric) networks,
which includes seven core features: intent-driven, proactive service, distributed collaboration, efficient customization, deterministic guaran-
tee, online evolution, and infinite generation. Guided by this new paradigm, the new architecture of 6G networks is further deduced, and the
key supporting technologies are expounded. Finally, it is concluded that Al agents play a crucial role in driving the innovation of future net-

work architectures and the ultimate expansion of capabilities.

Keywords: 6G wireless system; Al agent; AA-Centric design; system capability characteristics; system behavior characteristics
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1 Introduction
ndustry predictions indicate that the number of artificial
intelligence (AI) agents is expected to grow exponentially
in the future, and their diversity in type and capability
may exceed that found among humans. These Al agents
are equipped with multi-modal perception, autonomous
decision-making, and large-scale collaboration capabilities,
enabling them to process information and perform tasks at
speeds and scales beyond those of human users. As a result,
they will become primary service objects for future 6G net-
works, profoundly impacting network service paradigms and
integrated traffic patterns' .

Large language model (LLM) technologies are driving the
application of Al agents to a new level, and have already
demonstrated strong perception, reasoning, and execution ca-
pabilities for digital tasks in the digital world. As Al agents

This work is supported by the National Science and Technology Major
Project of China under Grant No. 2025ZD1304800.

continue to advance, their applications will be deployed on
future Al agent terminals, evolving into super-applications
and reshaping the user interaction paradigm at the terminal
side. Simultaneously, the capabilities of Al agents are also
being integrated into future intelligent network entities, be-
coming super components of the network, significantly en-
hancing the network’ s self-intelligence and service agility,
and driving the emergence of on-demand and flexible net-
work operations and service paradigms™ . The brain-like in-
telligence of Al agents is driving the application of embodied
robots to a new level, enabling them to perform multi-modal
perception, autonomous decision-making, and complex physi-
cal tasks (such as autonomous driving, warehouse logistics,
and domestic services). Monolithic non-networked robots are
inherently constrained by their physical form, limited compu-
tational resources, perceptual range, and communication ca-
pacity. Therefore, networked robots are poised to become the
dominant trend, enabled by cellular connectivity and capable
of collaborative operation and on-demand capability expan-
sion. Cellular networked robot terminals will emerge as new
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mobile users and change the service paradigm of future wire-
less networks from serving humans to serving devices and in-
telligent agents” %\

In recent years, the convergence of Al agents and wireless
communications has gamered significant attention from both
academia and industry, driving the evolution toward Al-native
6G architectures. From an academic research perspective, sev-
eral pioneering studies have laid important foundations for the
AT Agent-Centric (AA-Centric) network paradigm. Chen' pre-
sented a comprehensive analysis of mobile Al agent use cases
in 6G, including Al agent-based network automation, handheld
personalized agents, connected robotics, and wearable Al
agents, and proposed a novel system architecture supporting
agent-application collaboration and multi-modal data transmis-

. - (10
sion. Liul

I proposed a 6G native Al architecture, introducing
the Quality of AT Service (QoAIS) concept and a three-layer ar-
chitecture comprising a data plane, an intelligence plane, and

1 proposed a

extended control/user planes. Furthermore, Zhang
scalable multi-agent reinforcement learning (MARL) framework
for radio resource allocation in multi-cell wireless networks,
demonstrating that distributed Multi-Agent Proximal Policy Op-
timization (MAPPO) algorithms can achieve quality of service
(QoS) performance comparable to centralized methods.

In terms of industrial standardization and architecture de-
sign, 3GPP has initiated extensive studies on Al-native 6G ar-
chitectures in Release 20, focusing on wireless Al frameworks
that enable autonomous Al operation between devices and the
network across all layers''. The IETF has also contributed sig-
nificantly through several Internet-Drafts: Zhao!* " proposed
an Al agent architecture for network digital twin, integrating
Al agents with digital twin technology to enable autonomous
network management; Tong"™' presented network Al agent use
cases and requirements in 6G, proposing a three-layer frame-
work comprising a central intelligence layer, a service agent
layer, and an atomic capability layer; and Duan"® discussed
use cases and requirements of Al agent communication for
6G, exploring potential frameworks for Agent-to-Agent (A2A)
communications. Additionally, the European 6G-INTENSE
project!'”’ proposed an intent-driven native Al architecture
supporting compute-network abstraction and sensing at the
deep edge, adopting the intent-based networking (IBN) para-
digm across all layers with natural language intent specifica-
tion capabilities.

Currently, the Al agent/robot industry and the wireless com-
munication industry are integrating and promoting each other
in their development. The new achievements in Al agent/robot
technologies will greatly promote the further development and
even innovation of the wireless communication industry. On the
other hand, future 6G wireless networks will also provide more
powerful and efficient interconnection and empowerment guar-
antees for various Al agent/robot terminals, consequently help-
ing to explore more extensive new applications of Al agents/ro-
bots. Compared with traditional human-centric, connectivity-

04 | ZTE COMMUNICATIONS
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oriented 5G/5G-advanced (5G-A) networks, the core innova-
tion of this work lies in the proposal of an AA-Centric 6G net-
work paradigm oriented toward Al agents. This new paradigm
shifts the primary service objects from humans to Al agents
and robots, overcoming the limitations of passive connectivity,
static configuration, and centralized management inherent in
conventional architectures. It enables an Al native network
characterized by intent-driven operation, proactive services,
distributed collaboration, deterministic assurance, and online
evolution. This paper systematically introduces new network
functions, a new hierarchical architecture, and multi-agent col-
laboration mechanisms, addressing existing gaps in 5G-A re-
lated to identity, behavior, QoS, and security, and providing a
comprehensive design framework and technical support for
the deep integration of Al agents and 6G networks.

2 Three Key Supports for Further Develop-

ment of Wireless Communication Industry

In the mid-stage of 5G networks, the wireless communica-
tion industry once faced difficulties, with the demand-driven
application of pure Communication Technology (CT) technolo-
gies showing weak momentum. To achieve the breakthrough
toward intelligent, ubiquitous, and service-oriented 6G, it is
widely acknowledged that the advancement of generalized Al
agent terminals, embodied robots, and novel Al agent network
entities will play a pivotal enabling role in the evolution of
wireless communications.

2.1 New Generalized AI Agent Terminals

New generalized Al agent terminals refer to a new genera-
tion of diverse and heterogeneous terminals that integrate vari-
ous Al agent applications or agents. They can help regular us-
ers unlock more abundant over-the-top (OTT) applications,
network-intelligent services, and latent capabilities, further
promoting users’ digital consumption experience and effi-
ciency. Taking the personal digital assistant, a terminal Al
agent application, as an example, users can more easily and ef-
ficiently perform tasks such as intelligent search, task manage-
ment, and content creation through natural language interac-
tion. 5G networks still have some deficiencies in supporting
and guaranteeing applications of the personal digital assistant
type, so the related capabilities need to be improved and opti-

mized in future 6G wireless networks''® 2!

. For example, if a
personal digital assistant needs to read and comprehend
screen content, the network must support high uplink band-
width. Real-world tests show that real-time screen reading
typically requires an uplink rate of 2.5 Mbit/s, while simulta-
neous real-time screen reading and multi-stream live broad-
casting can require uplink speeds of up to 8 Mbit/s.

As shown in Table 1, the network requirements of personal
digital assistants include authentication and authorization, be-
havior supervision, traffic scheduling, QoS guarantee, cross-
layer collaboration, and user experience guarantee. Agents can
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Table 1. New 6G network requirements for the personal digital assistant

Authentication & Behavior Cross—Layer
Traffic Scheduli liabili
Category Authorization Supervision raffic Scheduling QoS Guarantee Collaboration Reliability
- Relatively weaker Static, e.g., 100 ms Terminal- Moderate reliability
G-A s Non-unified T ’
SG-A status on-unifiec None uplink window cloud (99.99%)
6G new Unified and Enhanced Enhanced uplink Dynamic, e.g., 10 ms Terminal-network- High reliability
requirements seamless identification capability window cloud (99.999%)

QoS: quality of service

continuously provide personalized services for users across ter-
minals and scenarios, which requires unified and continuous
identity authentication and authorization from the network.
Agents can automatically or on behalf of users initiate behav-
iors and sensitive operations, which requires the network to
identify, audit, and control the behavior of Al agents, prevent-
ing abuse and violations. The service of Al agents is highly de-
pendent on real-time data interaction and cloud Al reasoning,
and has higher requirements for network latency, bandwidth,
and reliability than 5G networks. The current 5G-A network
mainly focuses on single terminals and sessions, lacking uni-
fied identity authentication, behavior supervision, and dy-
namic QoS guarantee at the Al agent level, which makes it dif-
ficult to support seamless migration of Al agents among mul-
tiple devices and meet the high real-time requirements for 5G-
A networks. For 6G, it is necessary to build an AA-Centric net-
work service system, and strengthen unified identity authenti-
cation, fine-grained behavior supervision, intelligent traffic
identification and hierarchical QoS guarantee, as well as multi-
layer collaboration among terminals, networks, and the cloud,
to promote the evolution of the network toward greater intelli-
gence, security, and efficiency.

2.2 Embodied Robots

Embodied robots refer to Al agent robots that have a physi-
cal body and can perceive the surrounding environment in the
real physical world, interact with people and objects, and au-
tonomously complete complex tasks. Embodied robots typi-
cally consist of three main components: the body, the cerebel-
lum, and the brain. However, their appearance, task execution
capabilities, and intelligence levels vary greatly, and their de-
pendence on cellular networks also differs. For numerous fu-
ture industrial and household application scenarios, various

5G-A: 5G-advanced

types of embodied robots will become the most valuable area
of technology and application. They will not only generate sig-
nificant new-quality productive forces in fields such as pro-
duction, transportation, logistics, and security, but also gradu-
ally enter regular households to become important intelligent
companions for people?'l. Taking the application of nursing ro-
bots as an example, regular users can achieve tasks such as
care and supervision, household collaboration, and safety
monitoring through natural language interaction. 5G networks
still have some deficiencies in supporting and guaranteeing
such applications, so the related capabilities need to be im-
proved and optimized in future 6G wireless networks? %,
For example, achieving smoother and more human-like move-
ments imposes stringent requirements on network latency and
reliability. Specifically, during task execution, the robot trans-
mits real-time video to the network, which analyzes the video
content and then issues corresponding action commands. In
this process, the communication round-trip latency must be
kept within 10 ms, with a reliability of at least 99.99%, and
the computational processing latency should also be con-
trolled within 30 ms. Otherwise, the smoothness of the robot’s
movements will be noticeably degraded.

As shown in Table 2, nursing robots serve in sensitive sce-
narios such as home and medical care, involving high-value
assets and private information. They require precise identity
authentication, authorization, and access control from the net-
work to prevent illegal access and abuse of permissions. The
robots have the ability for autonomous decision-making and
automatic execution, so the network needs to achieve fine-
grained behavior recognition, real-time auditing, and compli-
ance supervision to promptly detect and block abnormal or il-
legal operations and ensure users’ personal safety and prop-
erty safety. When multiple robots work collaboratively, the net-

Table 2. New 6G network requirements for embodied robots

Identit . Task-Oriented . . . X
Category i~ Behavior Control . QoS Guarantee Cross-Layer Collaboration Security
Authentication Networking

. Centralized . . . Static. Device-network-cloud

5G-A status Lack of constraints ~ >20 ms static networking . K Weak
trust e.g., 100 ms window collaboration
6G new Distributed Enhanced <10 ms dynamic Dynamic, . . .
. R . ; Multi-agent collaboration Strong

requirements trust constraints networking e.g., 10 ms window

QoS: quality of service

5G-A: 5G-advanced

ZTE COMMUNICATIONS | 05
June 2026 Vol. 24 No. 2



Special Topic | Al Agent Centric Network: New Network Design Paradigm and Related Key Technologies

Duan Xiangyang, Yang Li, Zhang Kangijie, Sun Wenwen, Xie Feng, Niu Li

work needs to support efficient, low-latency dynamic network-
ing and information sharing to achieve task collaboration and
resource scheduling. The traffic of nursing robots is highly de-
pendent on the seamless transmission of multiple data, such
as high-definition video, real-time voice, and environmental
perception. The network needs to have dynamic traffic identifi-
cation, hierarchical scheduling, and end-to-end high-quality
transmission capabilities. The current 5G-A network is unable
to achieve refined authorization at the robot level and lacks
real-time behavior supervision and traceability. The network-
ing and coordination mechanism of 5G-A network relies on
static configuration, while QoS guarantee is difficult to dy-
namically adjust according to traffic, and the overall security
is insufficient. In the future, the network needs to establish a
consistent and distributed trusted identity authentication and
authorization system, strengthen real-time supervision and au-
diting capabilities at the behavior level, natively support dy-
namic networking and intelligent collaborative scheduling of
multiple robots, finally, achieving end-to-end QoS dynamic
guarantee based on traffic scenarios, enhancing multi-agent
collaboration and task security, and supporting the safe and
large-scale deployment of robots in various industries.

2.3 New AI Agent Based Network Entity

AT agent network entities refer to new types of wireless net-
work entities that integrate or combine the capabilities and
roles of different Al agents, such as base stations with Al
agents, core networks (CNs) with Al agents, and network man-
agement with Al agents. Currently, wireless network manage-
ment products have already embedded network operation and
maintenance Al agents, and the 3rd Generation Partnership
Project (3GPP) is actively exploring use cases of Al agents net-
work entities™ ),

Traditional network entities or network functions (NFs) are
based on experts’ design capability, preset regulation pro-
cesses, and automated configuration. They show several weak-
nesses and pain points when facing various environments and
uncertain task services, such as slow deployment and launch,
slow service response, rigid service processes, and unreason-
able exception handling. Therefore, future 6G wireless net-
works need to consider appropriately applying new Al agent
network entities.

As shown in Table 3, traditional 5G network entities have
significant deficiencies in intelligence, planning, orchestra-
tion, collaboration, flexibility, update, and evolution. Most net-
work entities rely on preset regulations and manual configura-

tion, and are not flexible in responding to complex and vari-
able traffic and abnormal situations. They lack global percep-
tion and collaborative optimization capabilities, making it dif-
ficult to achieve intelligent collaboration among multiple
nodes. The intelligent capabilities are mainly concentrated in
network management or application servers, lacking native Al
agents for the network foundation, making it difficult for new
services to be arranged on demand, and upgrades of new ser-
vices are mostly offline. The 6G network entities need to pos-
sess native and inherent Al agent capabilities, enabling proac-
tive services and on-demand orchestration. They should be
able to flexibly generate processes based on real-time traffic
and environmental changes, and actively optimize resource al-
location, service paths, and security policies. At the same
time, they should support strong collaboration among network
entities to achieve global optimal traffic scheduling and ser-
vice guarantee, and continuously improve capabilities through
online evolution. The new Al agent network entities do not
completely replace traditional network entities; instead, they
are oriented toward specific new network services and tasks,
forming a more flexible and organic scheduling and collabora-
tion support. By adopting Al agent network entities, the 6G
network will achieve self-sensing, self-decision-making, and
self-optimization, providing strong support for diverse innova-
tive scenarios and ultimate experiences.

Overall, various types of Al agents/robots have put forward
new multi-dimensional demands in terms of functions, perfor-
mance, paradigms, and characteristics for the future 6G wire-
less networks. These demands have greatly promoted the de-
velopment of the wireless communication industry and have
become the key driving force for future industry technological
innovation and business model upgrades. It can be foreseen
that the development trend and market rhythm of the future
wireless communication industry will integrate with the Al
agent/robot business model and promote each other, forming a
new pattern of symbiotic development between Al agents/ro-
bots and the wireless communication industry.

3 Analysis of New Capabilities and Behav-
ioral Characteristics of AI Agents/Robots

Traditional intelligent terminals and ubiquitous Internet of
Things (ToT) terminals mainly focus on dynamic data collec-
tion and transmission-related services. As a result, pre-6G
wireless networks have been characterized by a connectivity-
centric design paradigm, emphasizing efficient and reliable

Table 3. New 6G network requirements for AI agent network entity

Category Intelligence Planning Capability ~ Orchestration Collaboration Process Flexibility Evolution & Updates
5G-A status External/built-in Passive service No Weak Predefined, rigid Offline upgrade
6G new requirements Natively embedded Proactive service On-demand Strong Flexible Online evolution

5G-A: 5G-advanced
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data transmission. However, new terminals represented by
various types of Al agents/robots have undergone significant
changes in their capabilities and behavioral characteristics,
posing higher requirements for computation, communication,
and collaboration. This will fundamentally determine the new
capability characteristics and system design paradigm of fu-
ture 6G wireless networks, shifting the focus toward AA-
Centric networks.

3.1 Capability Characteristics

As shown in Table 4, the new capability characteristics of
terminals represented by Al agents/robots are mainly reflected
in six aspects: perception, interaction, autonomy, cognition,
adaptability, and learnability. In recent years, breakthroughs
in technologies such as large-scale pre-training models, multi-
modal perception, and reinforcement learning have enabled
agents and robots to possess the capabilities of environmental
perception, multi-modal interaction, and autonomous plan-
ning. Agents can perform deep environmental perception and
achieve seamless human-machine and machine-machine inter-
action by integrating multi-modal data such as voice, vision,
and touch. Leveraging the reasoning and learning capabilities
of LLMs, agents exhibit deep reasoning and a high degree of
autonomy, as evidenced by their ability to independently plan
tasks, make decisions, and adjust their behaviors dynamically.
Through group collaboration and experience sharing, agents
continuously achieve self-evolution and reinforcement learn-
ing, and possess the capability of cross-scenario task process-
ing and collaborative optimization. Unlike traditional termi-
nals that primarily perform simple measurements with limited
interaction and low autonomy, Al agents are distinguished by
their environmental perception, multi-modal interaction, au-
tonomous planning, deep reasoning, flexible adaptation, and
reinforcement learning. These features position them as a key
force driving the advancement of network intelligence.

3.2 New Behavior Characteristics
As shown in Table 5, Al agent/robot terminals, due to their

certain independent and autonomous behavioral capabilities,
can exhibit new behavioral characteristics different from those
of traditional human users, such as behavioral predictability
and coordination, dynamic QoS requirements, proficiency in
self-learning and optimization, and a high degree of data open-
ness. Future 6G wireless networks can leverage these new fea-
tures to intelligently optimize the task execution of Al agent-
based terminals as appropriate.

Al agents show high predictability in communication and
computing behaviors. Their task processes usually revolve
around clear goals, presenting strong planning and regularity,
which is conducive to precise network scheduling and service
guarantee. In group collaboration scenarios, Al agents have ef-
ficient coordination capabilities, and the network can uni-
formly schedule and allocate resources for multiple Al agents,
thereby improving overall task efficiency and resource utiliza-
tion. Facing complex tasks and dynamic environments, Al
agents require networks with highly dynamic and resilient ca-
pabilities. This demand is especially pronounced in key busi-
ness processes, where requirements for bandwidth, latency,
and computing power far exceed those of traditional terminals,
calling for continuous improvement in network self-adaptive
ability and reliability. Al agents generally have self-learning
and continuous optimization capabilities, which enable them
to continuously improve task adaptability and execution effi-
ciency through reinforcement learning and experience shar-
ing, while also placing higher demands on data transmission,
model synchronization, and edge-cloud collaboration, requir-
ing the self-evolution and optimization of the network founda-
tion. Compared with traditional terminals, data collection from
AT agents is more convenient and offers greater openness and
usability. Data ownership is clear, and privacy constraints
tend to be lower in some scenarios, depending on the data
type and application context, than those typically associated
with traditional terminals. This provides a rich data foundation
for network intelligent management, behavior analysis and ser-
vice innovation, and facilitates the intelligent operation and
continuous innovation of wireless networks.

Table 4. New capability features of AI agent/robot representative terminals

Category Perception Interactivity

Autonomy

Cognition Adaptability Learnability

Traditional terminals Simple measurement Basic interaction

Multi-modal

Environmental sensing . .
interaction

AT agents/robots

Weak autonomy

Autonomous planning

Limited reasoning  Low adaptability Almost none

. I . Reinforcement
Deep reasoning  Flexible adaptation .
learning

Table 5. New behavioral features of AI agent/robot representative terminals

Self-Learning and

Catego: Predictabilit Coordination 0S Requirements Data Openness
S8/ Y tnato 0 qure Optimization P ®
. . . . - . Highly private,
Traditional terminals Highly random Low cooperativeness Static requirements Almost none A lg yP lVd,‘?
difficult to utilize
Easily collected and
AT agents/robots Highly predictable  Highly coordinated = Dynamic, extreme performance  Continuous self-evolution Sy o

utilized
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Overall, the three types of Al agents (generalized terminals
with personal digital assistants, embodied robots, and network
entity agents) have a very broad space for innovation and ap-
plication. Although they have different behavioral characteris-
tics and technological development paces, all of them will
drive the 6G wireless network to evolve toward higher-level in-
telligence, service orientation, strong resilience, high guaran-
tee, and security. The design of 6G networks and multi-
dimensional service capabilities urgently needs to break
through traditional old paradigms at an early stage to lay a
solid foundation for the future network architecture to meet
the diverse, complex, and uncertain demands of multiple
types of Al agents/robots.

4 New Design Paradigm and Core Charac-

teristics of Future AA-Centric Network

As shown in Fig. 1, the evolution of wireless networks is un-
dergoing a paradigm shift: from human-oriented to thing/
machine-oriented, and then to Al agent-oriented. In the future
era of ubiquitous Al agents/robots (with a total number far ex-

&

User application-driven,
user-injected intelligence

Mobile users

Intelligent terminals
Non-personalized services

Regular AT empowerment

The paradigm shift from human-centri

Responsible users

!

User supervision,
user authentication

Agentic terminals
Personalized services

Fully autonomous Al

AA-Centric: Al agent-centric

Legacy paradigm

Human—(' entric

Core goals: higher quality, greater
efficiency, lower costs

New paradigm

AA-Centric

Core goals: autonomous intelligence,
generation, augmentation

ceeding that of humans), the design, operation and mainte-
nance paradigms of wireless networks will shift from human-
centric to AA-Centric. Under the old human-centric paradigm,
business logic and operational models mainly revolve around
people, with Al merely serving as an auxiliary tool. The intelli-
gence on the terminal side is directly driven by human users,
while the intelligent capabilities on the network side rely on
manual operation. Its main design goal is to improve quality,
reduce costs and increase efficiency. In the future, under the
new paradigm of AA-Centric, business logic and operational
models will mainly revolve around the independent and au-
tonomous development of agents. On the terminal side, agents/
robots can independently analyze, make decisions and ex-
ecute tasks based on task requirements, while humans mainly
act as responsible users for behavior supervision. On the net-
work side, network traffic services are supported and guaran-
teed by network entities/network management agents in a dis-
tributed and dynamic collaborative manner. The design goals
have been upgraded to intelligent self-generation of the net-
work and expansion of service content, among others.

Network management

&

Intelligent network
Inflexible services

Regular AT empowerment

: to AA-Centric

Responsible network
management

Agentic network 1 |
flexible services

Fully autonomous Al

Al artificial intelligence

Figure 1. New AA-Centric paradigm of wireless networks

08 | ZTE COMMUNICATIONS
June 2026 Vol. 24 No. 2



Al Agent Centric Network: New Network Design Paradigm and Related Key Technologies

Special Topic

Duan Xiangyang, Yang Li, Zhang Kangjie, Sun Wenwen, Xie Feng, Niu Li

As AT agents and robots are widely used in various services
and scenarios, the design, operation and maintenance of fu-
ture wireless networks are accelerating toward a new AA-
Centric paradigm, which is reflected in the seven core charac-
teristics summarized in Table 6.

First, intention-driven operation will become a core feature
of 6G networks. The service requests initiated by agents can
carry complex traffic goals and contexts. The network needs to
identify and understand their operation purposes and service
preferences, optimize resource scheduling and service match-
ing, and realize the transformation from connection guarantee
to intention recognition and response. Second, proactive ser-
vice becomes the evolution direction of the network. Based on
the insight into agent behavior and business models, the net-
work actively conducts resource planning, service recommen-
dation, and experience optimization. Through intelligent analy-
sis and prediction, it proactively identifies needs and risks, ac-
tively pushes new services, and improves service creativity.
Third, distributed collaboration capability is significantly en-
hanced. The network needs to support distributed collabora-
tion among multi-agents, realize efficient information ex-
change and task synchronization, and meet the group collabo-
ration requirements of complex tasks. Fourth, efficient custom-
ization becomes fundamental. The network needs to flexibly
customize service parameters such as bandwidth, delay, and
computing power according to the agent’s traffic type and real-
time status to realize efficient utilization of resources and meet
diverse and dynamic needs. Fifth, the deterministic guarantee
of the network needs to be enhanced. For key scenarios such
as industrial automation and telemedicine, the network needs
to provide lower delay, higher reliability, and more powerful
security for agent applications to ensure the stable operation
of critical tasks. Sixth, online evolution becomes an important
feature. The network needs to dynamically optimize param-
eters and functions based on real-time data and feedback, and
have the ability of self-learning and continuous adjustment to
adapt to the continuous changes of agents and traffic environ-
ments. Finally, the network needs to quickly respond to the de-
mand for innovation and generation; that is, the network needs
to support the dynamic introduction and on-demand deploy-
ment of new functions and services, and continuously expand
service capacity and the ecosystem.

In summary, there are seven core characteristics derived

from the requirements of agents/robots for 6G wireless net-
works in practical communication and computing applica-
tions: intention-driven operation, proactive service, distrib-
uted collaboration, efficient customization, deterministic guar-
antee, online evolution, and service generation. They repre-
sent the key capabilities of 6G networks to cope with the com-
plexity of agent tasks, the expansion of collaboration scale, the
frequent update of traffic services, and the high reliability of
key scenarios. AA-Centric is not only reflected in the original
design stage of 6G networks but will also run through all as-
pects of network operation and maintenance as well as traffic
and applications, and become an important guiding principle
and core evolution goal throughout the design state, operation
state, maintenance state, operation and maintenance state,

and application state.

5 Key Technologies for AA-Centric Wire-

less Network

This chapter will elaborate on a number of key supporting
technologies, mainly around the functional system, network ar-
chitecture, the collaboration between large and small models,
and other aspects.

5.1 New Function Set and System Framework

Future 6G wireless networks must be extended with several
new key functions to meet the requirements arising from the
new characteristics of Al agent/robot behavior. Firstly, the net-
work should have the ability to proactively predict the behav-
ior of Al agent/robot terminals. The communication and com-
puting requirements of Al agents/robots are goal-oriented, cen-
tered around specific tasks, and display predictable patterns.
The network needs to dynamically perceive and predict their
behavior, and realize the pre-optimization of communication
and computing resource allocation and task planning, so as to
improve the efficiency and quality of network service re-
sponse. Secondly, when multiple Al agents/robots jointly ex-
ecute complex tasks, they often require cooperative task allo-
cation and resource coordination. The network needs to be
task-centered, enabling dynamic arrangement and collabora-
tive scheduling of Al agent/robot groups, so as to adapt to the
complexity of networking and dynamic resources. In addition,
in response to the increasingly dynamic and differentiated re-
quirements brought by Al agents/robots operating in diverse

Table 6. Seven core characteristics of future AA-Centric wireless networks

Intention-Driven

Distributed

Efficient Deterministic Online Service

Categor K Proactive Service R L. K .
505y Operation Collaboration Customization Guarantee Evolution Generation
Human-centric Partial human . Weak, - Basic
i R i Passive response X Personalization Almost none Almost none
egacy paradigm intention centralized contro uarantee
(legacy paradigm) tent tralized control g t
AA-Centric Any goal/task Proactive Ubiquitous, . Enhanced Online Scenario/con-
. ; . . . L Customization R . .
(new paradigm) intention orchestration distributed coordination guarantee iteration tent generation

AA-Centric: AT agent-centric
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environments and scenarios, the network needs to further en-
hance its QoS guarantee capabilities. The network also needs
to provide a suitable learning and evolution platform for Al
agents/robots to support mutual learning and experience data
sharing among agents. Through network-side collaboration,
agent/robot can not only realize their own capability improve-
ment and expansion, but also achieve overall intelligence evo-
lution through group collaboration. Finally, as Al agents/ro-
bots can generate massive amounts of data, it is necessary to
establish efficient mechanisms for data management and value
realization to support the safe and open use of data. Compared
with traditional network architectures, the new function set
and system framework require the introduction of multiple
types of agents as well as the assurance of distributed collabo-
ration among agents at different levels. In addition, the novel
characteristics of next-generation networks will have a signifi-
cant impact on network functions, necessitating their careful
consideration during system design. The new functional sys-
tem framework is illustrated in Fig. 2.

Under the new function and system framework centered on

Al agents, the aforementioned functions can be implemented
via corresponding network entity Al agents. For instance, be-
havior prediction Al agents, task coordination Al agents, QoS
dynamic guarantee Al agents, learning and evolution Al
agents, and data openness Al agents are deployed respectively
in the radio access network (RAN) and the CN. The behavior
prediction Al agent dynamically models and predicts the envi-
ronment state and task requirements of Al agents/robots based
on historical records and real-time perception data. The task
coordination Al agent automatically allocates sub-tasks,
schedules links and computing power for multi-agent/robot
joint tasks, according to network status and the individual ca-
pabilities of the group. The QoS dynamic guarantee Al agent
evaluates terminal traffic requirements and network environ-
ment changes in real time, and flexibly adjusts link strategies
and service priorities. The learning and evolution Al agent
provides distributed learning and knowledge transfer capabili-
ties, supporting the sharing of experience and model synchro-
nization upgrades among Al agents. The data openness Al
agent establishes a secure sharing and capitalization mecha-
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Figure 2. New AA-Centric functional system framework
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nism for data to realize efficient circulation and compliance
utilization of data among multi-agents/robots and the external
ecosystem. On the whole, the 6G network can efficiently sup-
port and extend the diverse needs of Al agents/robots through
the modular and collaborative functional architecture of net-
work entity Al agents.

5.2 New Wireless Network Architecture
their

decision-making, environmental perception, and task-oriented

By leveraging new capabilities in autonomous
operation, Al agents and robots are transforming wireless net-
works from mere connectivity platforms into organizers and en-
ablers of tasks. As shown in Fig. 3, the future wireless network
is layered and can cooperate across domains, including the
wireless network infrastructure layer, the Al agent task en-
abling layer, and the Al agent task application layer. As a uni-
fied heterogeneous hardware and digital intelligence founda-
tion, the wireless network infrastructure layer provides basic
resources to support agent task traffic services. The middle

task multi-

dimensional capabilities such as communication, computing,

agent enabling layer provides and opens
intelligence, data, and security on demand, thereby supporting
and hosting task execution for the agent task application layer
above. The agent task application layer provides agent-
enabled capability guarantees for business applications, multi-
factor collaboration, as well as network operations and mainte-
nance. The new wireless network architecture adopts an over-
lay design, adding an Al application layer on top of the exist-
ing architecture, and incorporating advanced capabilities in
intelligence, computing, data, and security that extend beyond
traditional communication functions within the network.

At the RAN level, the core requirement of Al agents/ro-
bots for the network is the bidirectional cooperation between
the RAN and Al agent-based terminals. Traditional RAN
treats terminals as passive receivers or senders of data, while
AT agent terminals require the RAN to be able to sense the
environment and assist in their decision-making processes.
The RAN architecture needs to establish an agent state per-
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Figure 3. New AA-Centric wireless network architecture
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ception and prediction framework to identify its behavior pat-
tern, movement trajectory, and resource demands, and dy-
namically adjust resource allocation accordingly. The RAN
evolves from a passive and reactive access network to an ac-
tive and collaborative participant, providing Al agents with
network and environmental information beyond their own per-
ception capabilities.

At the CN level, Al agents/robots require a network archi-
tecture that enables intent-driven network services (i.e., ser-
vices configured based on intentions or desired outcomes
specified by Al agents). The traditional CN is based on pre-
defined service templates and static policy regulations, which
are difficult to adapt to the variable task requirements of Al
agents. The future CN needs to understand the intentions of
AT agents and automatically map them into network configura-
tions, achieving a transition from static templates to dynamic
function combinations for service definition. The CN will shift
from a provider of service catalogs to an assistant for Al agent
tasks, being able to understand and respond to what the Al
agent wants to accomplish, thus simplifying the interaction
process between Al agents and the network.

At the end-to-end network architecture level, Al agents/ro-
bots need to achieve task-driven end-to-end collaboration
through the network. When Al agents perform complex tasks,
they require cross-layer and cross-domain collaborative sup-
port. However, in traditional network architectures, resource
management and service deployment are in different layers
and domains, making it difficult to achieve unified coordina-
tion. The future end-to-end network architecture needs to
break through the limitations of traditional vertical layering
and horizontal domain division, establish a task-centered re-
source collaboration mechanism, and achieve overall optimiza-
tion of multi-dimensional resources such as sensing, comput-
ing, storage, and communication. The network transforms from
physical infrastructure into a task execution environment,
which can reshape its own structure according to the require-
ments of Al agent tasks and provide mapping from task inten-
tions to network resources.

5.3 Collaboration Among Multi-Level Network LLMs
The AA-Centric wireless network architecture includes
domain-level LLMs, system-level LLMs, and function-level
LLMs, corresponding to global decision-making, system coor-
dination, and intelligent implementation of specific functions,
respectively. Together, they form a multi-model collaborative
architecture featuring hierarchical progression and coordi-
nated evolution®’. The domain-level LLM, as a global Mixture
of Experts (MoE), has a parameter scale of over 10 billion, co-
ordinating the management of various system-level LLMs and
providing pre-trained models for downstream tasks. It continu-
ously performs parameter fine-tuning using the activation data
and experience parameters provided by system-level LLMs,
thereby achieving self-evolution of the network’s global intelli-
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gence. The system-level LLM is responsible for the compre-
hensive scheduling and functional integration of multiple sys-
tems within a specific domain, with approximately 10 billion
parameters activated. Through techniques such as pruning,
quantization, and distillation, the system-level LLM can effi-
ciently remove irrelevant experts, reduce storage and comput-
ing consumption, and improve inference efficiency through
pre-filling and dynamic redundancy strategies. At the same
time, the system-level LLM can continuously fine-tune itself
based on feedback from function-level models, achieving dy-
namic management and optimization of multiple function-
level LLMs. The function-level LLM, distilled from the system-
level LLM, focuses on the implementation of specific func-
tions and has approximately 1 billion activated parameters.
The function-level LLM achieves large-scale reinforcement
learning and supervised fine-tuning, retaining the system-
level reasoning chain capability while continuously strength-
ening specific function performance for actual scenarios.

As shown in Fig. 4, large and small Al models complement
each other in the 6G network, jointly supporting the efficient,
flexible, and low-cost evolution of the endogenous intelligent
network. Large models excel at global optimization and cross-
domain collaboration, making them suitable for complex tasks
such as dynamic allocation of network resources, but they rely
on high computing power and large amounts of data, resulting
in higher inference latency. Small models, with their light-
weight and efficient advantages, quickly handle local optimiza-
tion problems, such as base station load balancing and local
energy-saving management. To achieve optimal performance,
in the cloud-network-terminal architecture, distributed com-
puting should be adopted to schedule large and small models
as needed to various network entities, forming a multi-level
and collaboratively evolving Al agent network function sys-
tem. The new paradigm based on the hierarchical large mod-
els not only expands the depth and breadth of network intelli-
gence, but also provides a solid foundation for the future AA-
Centric network.

5.4 Collaboration Among AI Agents and Non-Agents

In the future, various Al agents will be widely deployed on
terminals, networks, and cloud platforms[27 2Bl The 6G wire-
less network will serve as a bridge for connecting and coordi-
nating various Al agents, capable of supporting scenarios such
as single-domain AT agent task execution, multi-domain multi-
agent collaboration, and flexible networking. The layered
cross-domain collaborative applications among Al agents in
the 6G wireless system are typically discussed at three differ-
ent levels: single-domain intelligence, cross-domain collabora-
tive intelligence, and networking-level intelligence. These re-
quire systematic optimization of network interfaces and com-
munication protocols at different levels to meet the diverse
needs for multi-agent collaboration and resource sharing, and
to accelerate the evolution of wireless networks toward self-
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Figure 4. Multi-factor collaboration between large and small AI models in 6G wireless systems

intelligent networks with collaborative intelligence. The indus-
try has proposed various Al agent communication protocols
such as A2A, Model Context Protocol (MCP), and Agent Net-
work Protocol (ANP)®) For example, A2A supports direct
message transmission and collaboration among Al agents,
while MCP is used for sharing model context and capability in-
formation between Al agents, tools, or services. ANP enables
dynamic registration, discovery, addressing, and networking of
AT agents. These protocols lay the foundation for efficient col-
laboration and resource sharing among multiple Al agents.
However, most of these protocols originated in the fields of the
Internet and distributed computing, making it difficult for
them to meet the unique requirements of wireless communica-
tion networks in terms of real-time performance, reliability,
and multi-layered security. In the future, it will be necessary
to customize and optimize Al agent communication protocols
based on the characteristics of 6G wireless networks, promote
the deep integration of wireless networks and the Al agent eco-

system, and achieve efficient collaboration and self-intelligent

evolution of ubiquitous Al agents.

6 Key Challenges in AA-Centric Network

Deploying various Al agents over wireless networks intro-
duces technical challenges across multiple dimensions, as
shown in Table 7.

Communication-computation integration represents a funda-
mental architectural challenge in AA-Centric networks. In con-
ventional wireless networks, communication and computation
are managed as independent systems. However, in AA-Centric
networks, the end-to-end performance of agent tasks is jointly
determined by both inference latency and transmission latency.
Multi-agent collaboration pipelines impose certain determinism
requirements on end-to-end latency, yet existing QoS mecha-
nisms are designed primarily around the wireless link and offer

limited visibility into computation-side latency characteristics.
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Table 7. Some key challenges in AA-Centric network

Challenges Current State

Key Challenges to solve

Communication-computation
integration decoupled

Semantic-agnostic protocol stack

Traffic burstiness

targets continuous flows

Large-scale many-to-many access A
8 Y Y support is limited

Semantic transmission efficiency

Resource management and computation scheduling are

Protocol stack operates as a bitpipe; QoS defined solely by
bandwidth, latency, and priority
Scheduling assumes stationary traffic; GBR/non-GBR

5G NR scheduling is point-to-point; group communication

Semantic communication remains pre-standardization

Joint optimization of inference and transmission latency;
existing QoS mechanisms cannot enforce end-to-end

determinism across the compute domain

No mechanism to differentiate semantic criticality;

task-aware resource management is absent

Agent coordination induces synchronous bursts; existing
schedulers and buffers are ill-suited

Many-to-many patterns are structurally mismatched with

existing access mechanisms

Token sequences impose high overhead; no compression or
coding methods optimized for task-level metrics

AA-Centric: Al agent-centric

Joint optimization of radio resource scheduling and inference
task scheduling therefore remains an open problem.

Semantic unawareness of the protocol stack poses another
challenge at the network protocol level. Existing protocol
stacks are designed around bit-level transport, with QoS de-
fined in terms of bandwidth, latency, priority, etc. In AA-
Centric networks, during agent communication, the task-level
importance of transmitted content varies considerably, yet cur-
rent mechanisms lack the capability to identify and differenti-
ate such AA semantics, making fine-grained, task-oriented re-
source management difficult to achieve.

Beyond these, AA-generated traffic burstiness, large-scale
many-to-many access, and semantic transmission efficiency are
challenges broadly shared with general wireless network evolu-
tion. The collaborative communication patterns characteristic of
AA networks further amplify these issues to some extent, while
also providing concrete application contexts for emerging re-

search directions such as semantic communications.

7 Conclusions

Currently, Al agents and robots have emerged as crucial
carriers of new quality productive forces and social services.
Wireless network services will evolve toward universality, di-
versification, and customization. The Al agent/robot industry
and the wireless communication industry have become closely
integrated and have achieved convergent growth. The rapid it-
eration of Al agent and robot technologies is greatly driving
the direction and pace of wireless communication industry de-
velopment, fueling the reinvention and advancement of wire-
less communication networks. In the future, the paradigm of
wireless networks will gradually shift from human-centric to
AA-Centric, featuring seven core characteristics: intention-
driven operation, proactive services, distributed collaboration,
efficient customization, deterministic guarantee, online evolu-
tion, and infinite generation. These features need to be sup-
ported by key technologies such as new function and system
frameworks, wireless network architectures, collaboration

-|4 | ZTE COMMUNICATIONS
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GBR: guaranteed bit rate

NR: new radio QoS: quality of service

among multi-level network LLMs, and collaboration between
Al agents and non-agent entities. Consequently, the AA-
Centric paradigm is poised to become a key guiding principle
and ultimate goal for the design, operation, and application of
future wireless networks. Nevertheless, the pervasive deploy-
ment of Al agents and robots introduces critical challenges in
data management, security, and ethics, necessitating further
investigation and systematic safeguards.
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1 Introduction
he evolution of mobile communication networks has
historically focused on connecting humans and physi-
cal objects, culminating in the massive machine-type
communications of the 5G era'. As 6G approaches, a

shift is underway due to the proliferation of large language
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models (LLMs) and the maturation of embodied artificial intel-
ligence, giving rise to Al agents as a new class of network us-
ers”. Unlike passive terminals, these agents possess au-
tonomy, reasoning capabilities, and the ability to execute com-
plex tasks. This transition marks the emergence of the Inter-
net of Agents (IoA), where the network’s function evolves
from the transmission of bits to the orchestration of intent and
knowledge™. As illustrated in Fig. 1, this shift transforms the
role of 6G networks from bit-transparent pipes to intent-aware
cognitive substrates.

In this context, the Al-agent communication network (ACN)
emerges as a necessary architectural framework. While 5G in-
troduced “Al for Network” (AI4Net) to optimize performance,
ACN represents the inverse “Network for AT” (Agent4Net) ap-
proach®. In an agent-native network, the infrastructure must
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Figure 1. Evolution from IoT to IoA

accommodate unique traffic patterns, such as the bursty token
streams generated by chain-of-thought (CoT) reasoning pro-
cesses”! and the high-precision synchronization required by
multimodal sensory data®. Traditional Transmission Control
Protocol/Internet Protocol (TCP/IP) and static resource alloca-
tion, designed for content-agnostic delivery, are insufficient
for the semantic consistency and dynamic collaboration re-
quired by autonomous agents. Furthermore, the physical layer
capabilities of 6G, particularly integrated sensing, communica-
tion, and computing (ISCC), provide a foundation for agent col-
laboration. Concepts such as network-embedded agents (NEA)
suggest that network elements, base stations and core nodes,
will evolve into intelligent agents capable of forming dynamic
topologies based on task requirements. This article surveys
the key technologies required for an agent-native 6G network.

We analyze agentic traffic characteristics, the evolution of agen-
tic syntax for intent-based signaling, and mechanisms for multi-
agent coordination. A key contribution is the proposal of Deep-
Agentic Network Architecture (DAN-Arch), a framework verti-
cally integrating the ISCC physical foundation with logical rea-
soning flows. Finally, we discuss challenges regarding energy
efficiency, standardization, and governance.

To distinguish our architectural focus from recent advances,
Table 1 maps prior literature against the proposed 6G-DAN-
Arch. While existing works have pioneered payload-centric
optimizations—such as generative Al-assisted 3D semantic
communication”), multimodal human-robot visuo-tactile qual-
ity of service (QoS)"™, and joint source-channel vibrotactile co-

[9]

decs” —our framework fundamentally shifts the focus to

control-plane signaling and intent-aware topologies.

2 Agentic Traffic Characteristics in 6G

Scenarios

As 6G networks evolve to interconnect autonomous agents,
traffic patterns are undergoing a transformation distinct from
the streaming or browsing traffic of previous generations. Al
agents generate traffic intrinsically linked to reasoning pro-
cesses, environmental interactions, and physical control loops.
This section analyzes these patterns and proposes a key value
indicator (KVI) system tailored for the agent-native era.

2.1 New Traffic Patterns Driven by Typical 6G Applica-
tions
1) Extreme ultra-reliable low communication

(xURLLC) for embodied agents

Embodied Al, such as industrial collaborative robots, im-

latency

poses synchronization requirements exceeding 5G capabili-
ties. These agents operate in high-frequency control loops
where multimodal sensory data—combining machine vision,
haptic feedback, and telemetry—must align with actuation
commands. In 6G scenarios utilizing sub-THz bands, this
manifests as microsecond-level isochronous streams. Unlike
human users tolerant to millisecond-level jitter, embodied
agents require deterministic networking where the “Age of In-
formation” is minimized to prevent control instability. The traf-
fic is characterized by high-density, periodic, short packets de-
manding near-zero packet loss''”.

2) Semantic streams and token bursts driven by generative Al
Software agents powered by LLMs introduce non-periodic,

Table 1. Comparison of architectural features: 6G agentic traffic vs traditional traffic

Architecture Plane

Prior Work Focus (semantic communication and 5G)

Proposed 6G-DAN-Arch (Agent-Native)

Collective intelligence
ISCC control

Agentic resource

Generative 3D & vibrotactile codecs
Reactive multimodal QoS

Edge-cloud offloading NEA

1791 Agentic syntax & distributed consensus

Predictive ISCC task-triggered slicing

6G-DAN-Arch: 6G Deep-Agentic Network Architecture ISCC: integrated sensing, communication, and computing NEA: network-embedded agent  QoS: quality of service
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bursty traffic distinct from traditional packet switching. The
interaction involves CoT reasoning, where transmission is
punctuated by inference latency. Consequently, traffic exhib-
its an “Inference-Transmission” duty cycle, resulting in un-
predictable bursts of tokens. As communication shifts to se-
mantic payloads (e. g., vectors or knowledge graphs), band-
width requirements may decrease, but sensitivity to semantic

noise increases''"!

. The network must handle variable-length,
high-entropy payloads that do not conform to standard Poisson
distribution models.

3) Traffic in space-air-ground integrated networks (SAGIN)

The core of 6G agent mobility lies within the SAGIN archi-
tecture. Unmanned aerial vehicles (UAVs) and satellite-based
agents create a three-dimensional heterogeneous environ-
ment'"?, Traffic in this domain is defined by the physical char-
acteristics of the non-terrestrial topology: long propagation de-
lays and frequent topology changes due to high-speed mobil-
ity. For instance, a drone swarm performing collaborative sens-
ing generates massive uplink throughput in short bursts while
traversing different beam coverage areas. This creates rapid
fluctuations in channel quality, requiring the network to ac-
commodate traffic that is tolerant of propagation delays but
highly sensitive to handover interruptions and routing conver-
gence times. Table 2 summarizes these characteristics.

2.2 6G Key Value Indicator System for ACN

To measure the performance of networks serving Al agents,

traditional QoS metrics must be augmented with agent-centric
KVIs.

1) Task success rate (TSR): Moving beyond “bit-level” reli-
ability!"?!

application-layer privacy and avoid deep packet inspection

, TSR measures “goal-level” reliability. To preserve

(DPI), the network does not infer outcomes from payloads. In-
stead, TSR is measured via explicit agent reporting—a light-
weight acknowledgment token sent to the network control
plane upon task completion or failure.

2) Semantic accuracy: In semantic scenarios, the bit error
rate (BER) is less relevant than semantic accuracy. This mea-
sures the fidelity of meaning preservation, ensuring the de-
coded intent matches the sender’s encoded intent, even if bits
are altered.

3) Global energy efficiency (GEE): Since agents consume
power for both reasoning and interaction, 6G must optimize
GEE. This evaluates the energy cost per successful task infer-
ence, encouraging offloading to nodes where the combined
cost of transmission and computation is minimized. The defini-
tions are detailed in Table 3.

3 6G Al-Native Protocols and Agentic Syntax

To accommodate agentic traffic, the protocol stack must
evolve from the transparent TCP/IP model to the “goal-
oriented” agentic syntax. This layer unifies semantic under-

standing with network signaling.

Table 2. 6G agentic traffic characteristics vs traditional traffic

Traffic Category Typical Application Scenario

Temporal Pattern

Payload Type Key Network Requirement

4K/8K video streaming,

Legacy mobile broadband .
web browsing

xURLLC (Embodied) Irﬁduts.t 1‘1;1 r(l)}b()ti,
aptic feedbac

) . Large language models,
Generative Al streams } K
CoT reasoning

NTN swarm telemetry UAYV swarms, satellite IoT

Continuous or periodic

Isochronous, high-frequency
Non-periodic,
bursty (token spikes)

Intermittent,

topology-dependent

Throughput (Mbit/s)

High-redundancy bitstreams

} Deterministic latency (<0.1 ms
Short control packets . y ( )
jitter control

Semantic vectors, Semantic fidelity,

knowledge graphs burst tolerance

. Routing convergence
State updates, sparse data 5 5 ’
topology robustness

CoT: chain-of-thought
ToT: Internet of Things

NTN: non-terrestrial networks
UAV: unmanned aerial vehicle

xURLLC: extreme ultra-reliable low latency communication

Table 3. Proposed KVIs for agent-centric networks

KVI Definition

Target Optimization Goal Comparison with 5G QoS

Task success rate

completes a specific mission within constraints
plet pecifi tl traint

Semantic accuracy

Global energy efficiency

The probability that a group of agents successfully

The fidelity of meaning preservation between the

) . .
sender’s intent and receiver’ s understanding

The energy cost per successful task inference (J/task)

Maximizes mission outcome Shifts from bit-level reliability

(99.999%) to goal-level reliability

(e.g., “target found”)

Minimizes semantic errors in vector

Replaces BER; allows bit loss if

transmission meaning is preserved

Minimizes total communication and . . .
. Shifts from bit/] to inference/]
computation cost

BER: bit error ratio
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KVI: key value indicator

QoS: quality of service
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3.1 Evolution from Transparent Bit Transmission to Se-
mantic Protocols

The foundation of ACN lies in semantic communication

(SemCom), which shifts focus from accurate symbol transmis-

4= Semantic protocols

sion to precise meaning conveyance
allow agents to exchange extracted feature vectors or semantic
knowledge graphs rather than raw data. This resolves the to-
ken burst challenge by utilizing shared knowledge bases
(KBs) to achieve high compression ratios, filtering out redun-

16 . .
[ ]. The communication

dancy while preserving core logic
channel transforms from a pipe carrying bits into a medium

that filters and refines knowledge.

3.2 Design of the Agentic Syntax Layer

The agentic syntax layer defines how intents are encoded,
signaled, and negotiated within the 6G stack. It is embedded
above the new non-access stratum (NAS) signaling layer and
below collective intelligence interfaces, as shown in Fig. 2.

1) New NAS and 6G signaling enhancement: It is crucial to
distinguish agentic syntax from payload-oriented SemCom,

which compresses data into features'”!

. Agentic syntax oper-
ates strictly at the control plane. We propose a minimal viable
intent signaling unit (ISU) header comprising Agent-ID,

Capability-Req, Task-Priority, and Context-Digest. In the

Collective intelligence plane
Chain-of-thought, task graph, consensus

Agentic syntax layer
Semantic formatting, LLM negotiation,

DID trust

| Agent-native
innovations

New NAS (intent-NAS)

Signaling-as-reasoning, ISU

Semantic intent flow

Agentic resource foundation
6G physical layer (ISCC), network
embedded agents

 Infrastructure

DID: decentralized identifier
ISCC: integrated sensing, communication,
and computing

ISU: intent signaling unit
LLM: large language model
NAS: non-access stratum

Figure 2. Agentic syntax protocol stack

Signaling-as-Reasoning sequence, an agent transmits the ISU
(fewer than 100 bytes to avoid congestion); the first-hop NEA
parses the intent to pre-allocate a micro-slice; the semantic
payload follows. To ensure backward compatibility, a rollback
strategy triggers a fallback to standard IP forwarding if legacy
core networks fail to parse the ISU.

2) LLM-driven protocol self-negotiation: Given agent het-
erogeneily, static standards are impractical. By leveraging
LLMs, the agentic syntax layer supports protocol self-
negotiation. Communicating agents dynamically agree on
coding schemes and semantic vocabulary before transmis-
sion. For example, agents may switch from text-based to
dense vector protocols upon detecting a stable channel, opti-

mizing semantic accuracy.

3.3 Cross-Domain Identity and Trust

As agents operate across the SAGIN, they traverse trust
boundaries. ACN introduces a decentralized identifier (DID)
system based on 6G endogenous security. Unlike a SIM card,
an agent-DID binds a software agent to its ownership and repu-
tation history. The network performs continuous trust assess-
ment, verifying DIDs during collaborative tasks to ensure
agents create valid semantic outputs and the integrity of col-
lective intelligence.

4 Multi-Agent Coordination and 6G Con-

sensus Mechanisms

With agentic syntax established, agents require coordina-
tion to execute complex tasks. In 6G communications, coordi-
nation evolves from centralized orchestration to distributed,

perceplion-aware consensus.

4.1 Task Decomposition and Distributed Collective In-
telligence

In large-scale ACNs, single agents often lack sufficient re-
sources. We propose a Cloud-Edge-End collaborative frame-
work based on the Mixture-of-Experts (MoE) paradigm. Cloud-
level agents act as strategic planners decomposing goals;
Edge-level agents (at base stations or mobile edge computing
nodes) distribute sub-tasks based on latency requirements;
and End-level agents execute actions. This hierarchical ap-
proach transforms coordination into a collaborative inference
challenge, requiring the network to synchronize the “Prompt
State” across the continuum to maintain logical consistency.

4.2 Coordination Optimization Driven by 6G Sensing

A distinct advantage of the 6G ACN is the availability of
ISCC capabilities. Unlike traditional multi-agent systems
(MAS) requiring explicit telemetry exchange, the 6G infra-

8 By analyzing

structure provides “Sensing-as-a-Service’
channel state information (CSI) and radar echoes, the network
constructs a real-time environmental digital twin. This shared

ground truth reduces state synchronization traffic. Agents can
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employ distributed decision-making algo-
rithms, such as federated reinforcement
learning“gj, to align behaviors. For in-
stance, UAV swarms can adjust forma-
tions based on network sensing data rather
than peer-to-peer telemetry. This closed-
loop coordination is depicted in Fig. 3.

4.3 Interoperability for Heterogeneous

Agents

To prevent intelligence silos among di-
verse models, cross-model interoperabil-
ity is essential. We propose a Semantic
Handshake Protocol where agents ex-
change Model Cards—metadata describ-
ing modalities and context windows—be-
fore collaboration. Additionally, the net-
work can deploy semantic translators at
the edge using lightweight adapter mod-
els to convert semantic vectors™' be-
tween latent spaces, enabling alignment
across vendor boundaries.

5 Task-Driven Dynamic Networking and

Task Graph Generation

The network topology in 6G must physically adapt to sup-
port high-level agentic behaviors. This section explores the
evolution towards a task-driven network where topology is re-
constructed based on the real-time task dependency graph.

5.1 Dynamic Task Graph Generation

The connection between agent reasoning and resource allo-
cation is the dynamic task graph. As agents engage in CoT rea-
soning, they generate logical dependencies (e.g., Perceive —
Retrieve — Act). The network control plane maps this flow to
a physical directed acyclic graph (DAG)?". We propose a CoT-
to-DAG mapping mechanism (Fig. 4). When an agent initiates
a mission, the intent is parsed to generate a graph where
nodes represent capabilities (e.g., Vector Database Lookup)
and edges represent flow requirements. Unlike static service
function chaining (SFC), this graph possesses topology flexibil-
ity, updating instantly if environmental conditions or agent
logic change.

While dynamic DAG parsing incurs computational setup la-
tency, it avoids creating a bottleneck in xURLLC scenarios
through predictive template matching. For high-frequency, re-
petitive embodied tasks, the network caches pre-compiled
DAG templates. When the ISU matches a known intent, the to-
pology is instantiated instantly (<1 ms), bypassing the full
parsing latency.

5.2 6G NEA Architecture

To execute the dynamic task graph efficiently, the execu-
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6G ISCC layer
“Sensing-as-a-Service”
(digital twin)

CSI: channel state information
ISCC: integrated sensing, communication, and computing

Cloud agent
(strategic planner)

I 1. Task decomposition

5. Local Edge NEA
map (tactical coordinator)

4. Global context sync

I 2. Action command

( Embodied agent ‘

(action executor)

l

Physical environment |

3. Radar/CSI echo ‘

NEA: network-embedded agent

Figure 3. Multi-agent coordination loop

tion environment cannot be limited to distant clouds or user
terminals. The network infrastructure itself—base stations
(BS), user plane functions, and routers—must evolve into
NEAs™,

In the NEA architecture, network elements are no longer
passive forwarders but active agents equipped with inference
engines. NEAs possess self-organization capabilities, allowing
them to autonomously form “On-Demand Subnets” based on
the task graph.

* Scenario: In a high-speed vehicular platoon scenario, a
roadside unit acting as an NEA can temporarily bond with the
vehicular agents to form a local, ultra-low-latency subnet for
cooperative collision avoidance.

e Mechanism: Once the task concludes, the NEA dissolves
the subnet and releases resources back to the common pool.
This flash networking capability is critical for optimizing the
energy efficiency KVI, as resources are only committed when
a valid task graph exists.

5.3 A-DNS and Intent-Based Routing

In a global-scale 6G ecosystem, particularly within Non-
Terrestrial Networks (NTNs) covering remote areas, agents
need a mechanism to discover peers based on capabilities
rather than physical locations. The legacy IP-based domain
name system (DNS) maps names to addresses, but it cannot
map “intents” to “providers”.

We review the evolution towards an agent DNS (A-DNS). A-
DNS introduces a new resolution layer: intent-to-capability
mapping >,

* Query: Instead of querying www. service. com, an agent
queries intent: {action: “analyze_seismic_data”, constraint:
“low_power”}.
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* Resolution: The A-DNS resolves this intent to the DID of
the most suitable NEA or service agent currently available in
the satellite-terrestrial footprint.

Consequently, routing evolves from the Shortest Path (IP met-
ric) to the Most Capable Path (Intent metric). Data packets are
routed not necessarily to the nearest node, but to the node that
possesses the specific model weights or sensing data required to
fulfill the corresponding task function in the task graph.

6 ISCC-Driven Intelligent Traffic Scheduling

Following the generation of the dynamic task graph and the
establishment of the NEA topology discussed in Section 5, the
final critical step in the ACN lifecycle is the allocation of
physical resources to execute these tasks. Traditional cellular
scheduling algorithms, such as Proportional Fair or Round
Robin, optimize for aggregate throughput or fairness among us-
ers but fail to account for the logical dependencies and seman-
tic value of agentic traffic. In the 6G era, traffic scheduling
must evolve from a packet-centric approach to an intent-
centric paradigm, leveraging the unique capabilities of ISCC
to optimize resource utilization across the spatial, temporal,
and computational domains.

6.1 Intent-Aware and Precision Resource Scheduling

The core principle of intent-aware scheduling is that not all
data packets are created equal; their value is determined by
their role in the agent’s current reasoning process. In the con-
text of the ACN, the network scheduler utilizes the weighted
task graph generated in the previous stage as its primary in-
put. By analyzing the topology of the task graph, the scheduler
can identify the critical pathm], that is, the sequence of sub-
tasks that strictly determines the overall completion time of

the mission. Resources are then allocated preferentially to
nodes and links along this critical path. For instance, a high-
priority obstacle recognition inference task may be assigned to
a dedicated millisecond-level time slot on a mmWave band to
ensure immediate execution, while a parallel log synchroniza-
tion task is relegated to a sub-6 GHz background channel.
This differentiation ensures that limited spectrum resources di-
rectly contribute to task success rates rather than merely maxi-
mizing bit-level throughput. Furthermore, this mechanism sup-
ports multi-band dynamic allocation, where the network seam-
lessly switches an agent’ s data stream between Terahertz
bands for bursty, high-bandwidth semantic transfers and
lower-frequency bands for reliable control signaling, depend-
ing on the real-time requirements of the intent'’,
6.2 Deep Integration of Sensing, Communication, and
Computing

ISCC provides a revolutionary mechanism for traffic sched-
uling by introducing physical environmental awareness into
the resource allocation loop. In traditional networks, the
scheduler reacts to channel quality indicator (CQI), which are
often outdated due to processing delays. In an ISCC-driven
ACN, the network utilizes ubiquitous sensing capabilities—
such as radar echoes and radio imaging—to construct a real-
time digital twin of the physical environment. This allows the
scheduler to predict the mobility trajectory of embodied
agents with high precision. For example, if the ISCC system
detects that a UAV agent is about to fly behind a building, the
scheduler can proactively trigger a handover to a satellite link
or a reconfigurable intelligent surface reflected path before
the line-of-sight link is blocked.

Moreover, ISCC enables the joint optimization of communi-
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cation and computation resources, often referred to as the
communication-computation trade-off®!. The scheduler con-
tinuously evaluates the energy and latency costs of transmit-
ting data versus computing it locally. If the ISCC sensing data
indicates that the wireless channel is degrading due to envi-
ronmental clutter, the network control plane may direct the
NEA to execute a model partitioning strategy, forcing the
agent to perform early-exit inference locally rather than
offloading raw data to the cloud. This cross-layer optimization
ensures that the network operates at the optimal point of the
energy-latency curve.

6.3 Predictive Traffic Control and Self-Evolving Policies
To handle the bursty and non-periodic nature of agentic traf-
fic described in Section 2, ACN scheduling must shift from re-
active flow control to predictive traffic shaping. By analyzing
historical interaction logs and the current CoT status of
agents, the network can employ Al-based prediction models to
forecast upcoming traffic bursts. For instance, if an agent is
detected entering a complex reasoning phase, the scheduler
anticipates a subsequent surge in token generation and pre-
allocates uplink grants, thereby eliminating the scheduling re-
quest latency. This predictive capability is further enhanced
by self-evolving network policies. Through reinforcement
learning (RL), the scheduler learns from the outcomes of past
task executions. If a particular scheduling policy led to a time-
out in a multi-agent consensus task, the RL agent applies a
negative reward and adjusts its policy to reserve larger guard
bands for similar synchronization tasks in the future. This
closes the loop between application-level metrics and
physical-layer resource management, enabling the network to
autonomously adapt to the evolving intelligence of its users.

7 Proposed Framework: 6G-DAN-Arch

Given the technological evolutions discussed in the preced-
ing sections, ranging from agentic traffic analysis and seman-

tic protocols to distributed coordination and ISCC-driven
scheduling, it becomes evident that a piecemeal evolution of
current network architectures is insufficient. The disparate
requirements of autonomous agents demand a holistic archi-
tectural transformation. To this end, we propose 6G-DAN-
Arch. Unlike the traditional open systems interconnection
(OSI) model, which enforces strict horizontal decoupling,
DAN-Arch advocates for a vertically integrated design where
the logical reasoning flows of agents are deeply coupled with
the physical sensing and computing resources of the 6G infra-
structure. This reference framework is structured into three
unified planes: the agentic resource foundation plane, the
ISCC control plane, and the collective intelligence plane. A
systematic comparison between the traditional AI4Net para-
digm and the proposed Agent4Net architecture is presented
in Table 4, highlighting the shift towards intent-awareness
and dynamic topology.

7.1 Architecture Design Logic and Planes

The foundation of the architecture is the agentic resource
foundation plane. This layer represents the physical evolution
of the network infrastructure, where traditional base stations
and routers are upgraded to NEAs as discussed in Section 5.
In the DAN-Arch, these NEAs serve as the execution sub-
strate, integrating ubiquitous sensing capabilities with endog-
enous compuling power. By creating a standardized hardware
abstraction layer, this plane presents the raw physical re-
sources—spectrum, computing cores, and sensing apertures—
as unified “agentic capabilities” rather than isolated hardware
parameters. This allows upper layers to subscribe to resources
based on capability logic, such as requesting a “visual pro-
cessing node”, rather than a specific server IP address. The
overall architecture of the proposed 6G-DAN-Arch, integrat-
ing NEAs, ISCC control, and collective intelligence, is summa-
rized in Fig. 5.

Above the foundation lies the ISCC control plane, which

Table 4. Architectural comparison: 5G AI4Net vs 6G Agent4Net

Feature Dimension

Traditional 5G/AI4Net

Proposed 6G/Agent4Net

Primary user
Core function

Protocol stack
Resource scheduling
Network topology
Routing mechanism

Role of AT

Humans and passive IoT sensors
Transparent data pipe (content-agnostic)

TCP/IP + standard NAS
Reactive (based on channel quality/CQI)
Static/semi-static slicing
IP address (shortest path)

AT optimizes the network (overlay)

Autonomous Al agents & embodied robots
Intelligent substrate (intent-aware)

Agentic syntax and new NAS (intent-signaling)
Predictive (based on task graph & ISCC)
Dynamic (task-triggered ephemeral subnets)
A-DNS (capability-based routing)

Network is built for AT (native design)

A-DNS: agent domain name system
Agent4Net: Network for Al
Al4Net: Al for Network
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NAS protocol to carry reasoning tokens

Collective intelligence plane

CoT reasoning Semantic consensus

directly within the signaling header.
When an agent initiates a request, the sig-
naling message contains not just connec-
tion parameters but also a snapshot of the

|

agent’ s current inference state. This al-
lows NEAs along the signal path to per-

ISCC control plane

form in-network inference, pre-loading
relevant model weights or caching seman-

A-DNS

Intent scheduler

Dynamic slicing

tic context before the payload data even
arrives. This creates a network environ-

Signaling-as-reasoning

|

Task-triggered slicing

ment where the signaling flow effectively

functions as a distributed chain of

Agentic resource foundation plane

Standardized interface: spectrum/computing/sensing

(- -

thought, significantly reducing the la-
tency of multi-step inference tasks.

The second core mechanism is task-
triggered dynamic slicing. Consider an

A-DNS: agent domain name system

CoT: chain-of-thought and computing

Figure 5. DAN-Arch framework

functions as the operating system of the ACN. This plane is re-
sponsible for the intent-based routing and intelligent schedul-
ing mechanisms detailed in Section 6. Its core function is to
translate the abstract semantic intents received from the upper
layer into concrete physical network configurations. It main-
tains a dynamic global view of the network topology and the
physical environment via ISCC updates. Crucially, this plane
hosts the A-DNS and the dynamic task graph parser. It acts as
the bridge that maps the logical dependencies of an agent’ s
task directly to the optimal topology of NEAs, ensuring that
the fluidity of the physical network configuration matches the
cognitive fluidity of the users.

The uppermost layer is the collective intelligence plane.
This plane operates at the level of agentic syntax and semantic
knowledge, managing the lifecycle of collaborative tasks. It is
responsible for parsing CoT reasoning processes, managing se-
mantic knowledge bases, and executing the distributed con-
sensus algorithms described in Section 4. By decoupling se-
mantic synchronization from the underlying data transport,
this plane ensures that diverse agents can achieve logical
alignment and intent interoperability regardless of their physi-
cal location or hardware vendor.

7.2 Core Mechanisms: Signaling-as-Reasoning and Task-
Triggered Slicing
The 6G-DAN-Arch is empowered by two novel mechanisms
that distinguish it from legacy Al-enabled networks. The first
is the signaling-as-reasoning mechanism. In traditional net-
works, control plane signaling is strictly used for connection
management. In DAN-Arch, we propose expanding the new

ISCC: integrated sensing, communication,

end-to-end visuo-tactile collaboration case
where a robotic arm intends to lift a fragile
object. Triggered by the agent’ s ISU
(about 80 bytes overhead), the control
plane uses cached templates to instantiate
a visuo-tactile micro-slice (about 0.8 ms
setup latency). Instead of waiting for reactive scheduling re-
quests, the ISCC radar tracks the robot’ s trajectory and pre-
dictively allocates a burst of sub-THz bandwidth just before
physical contact, ensuring <0.1 ms deterministic latency re-
quired for tactile feedback. Upon task completion, an explicit
TSR acknowledgment triggers immediate slice teardown. This
end-to-end orchestration yields a total setup and execution la-
tency of about 1.2 ms, effectively eliminating traditional
packet-centric scheduling bottlenecks.

8 Future Directions and Challenges

While the DAN-Arch framework and the associated key
technologies present a viable path toward an Agent-Native 6G
network, several profound challenges remain to be addressed
before widespread industrial deployment can be realized.
These challenges span the domains of sustainability, standard-
ization, and cross-domain governance, defining the research
roadmap for the latter half of the decade.

8.1 The Energy Efficiency Paradox in Hyper-Connected
Intelligence

The first critical challenge lies in the energy sustainability
of the ACN. AT agents are inherently energy-intensive, requir-
ing substantial power for both large-model inference and high-
speed semantic communication. As the density of agents in-
creases, there is a risk that the energy gains achieved through
6G spectral efficiency improvements will be negated by the ex-
ponential growth in computational power consumption. A po-
tential paradox emerges where optimizing for higher semantic
accuracy or faster task completion inadvertently leads to un-
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sustainable carbon footprints. Future research must focus on
the joint optimization of communication and computation en-
ergy consumption, developing a global utility function that
penalizes excessive reasoning steps or redundant transmis-
sions. Innovations in green semantic communication, which
dynamically degrades semantic precision to save energy dur-
ing non-critical tasks, and the integration of backscatter com-
munications or ambient IoT for zero-energy passive agents
will be pivotal. The network must evolve not only to schedule
bandwidth but also to act as a global energy orchestrator, bal-
ancing the battery life of embodied terminals against the ur-
gency of their tasks.

8.2 Standardization Pathways Toward 3GPP Release 20
and Beyond

From an industrial perspective, the standardization of
ACN interfaces is the prerequisite for multi-vendor interoper-
ability. While 3GPP Release 18 and 19 have successfully
laid the groundwork for Al4Net, focusing on Al-enabled air
interfaces and mobility management, the transition to
Agent4Net requires a more radical standardization effort in
Release 20 and beyond. Key open issues include the stan-
dardization of the agentic syntax signaling header within the
NAS protocol to ensure that diverse agents can express in-
tents in a unified format. Furthermore, the definition of the
NEA requires consensus on the architectural split between
communication and computing functions within the core net-
work and the radio access network. There is a pressing need
for the industry to define a standardized “agent interface”
(comparable to the Uu interface for mobiles) that exposes 6G
ISCC sensing and compute capabilities to third-party agents
in a secure, measured manner.

8.3 Security, Sovereignty, and Ethical Governance

The autonomous nature of Al agents introduces novel secu-
rity vectors. A minimal threat model for the ACN includes in-
jection attacks (fabricating ISUs to drain slice resources), tam-
pering (altering intents to disrupt tasks), replay attacks (trig-
gering redundant topologies), and negotiation attacks (forcing
downgrades to legacy protocols). To counter these, future ar-
chitectures must incorporate baseline defenses: integrity pro-
tection via lightweight hashing in the ISU context-digest, hard-
ware isolation (e. g., trusted execution environments) within
NEAs for secure intent parsing, and strict policy rollback
mechanisms that instantly isolate anomalous Agent-DIDs to
default security postures. Issues of data sovereignty and sover-
eign semantic clouds remain essential for cross-border Al
compliance.

9 Conclusions

The emergence of the ACN represents a fundamental transi-
tion from the ToT to the ToA, necessitating a network architec-
ture that evolves from a passive data pipe to an intent-aware
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substrate. This survey has analyzed the unique traffic patterns
of autonomous agents and the limitations of current protocols,
proposing the adoption of agentic syntax and ISCC-driven co-
ordination to address these challenges. By introducing the
DAN-Arch framework, we demonstrate how NEAs and dy-
namic task graphs can align physical network topology with
logical agent reasoning. While challenges in energy efficiency,
standardization, and governance remain, the integration of
these technologies establishes a viable roadmap for 6G to
serve as the external cortex for collective intelligence.
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Abstract: With the emergence of Al-agent communication networks (ACN) in the 6G era, the efficient training of agents for complex rea-
soning tasks has become a critical capability for scalable ACN deployment. As a representative complex reasoning task, retrieval-
augmented multi-hop question answering (e.g., agentic retrieval-augmented generation) requires agents to perform multi-step reasoning
through reflection, planning, and tool-use mechanisms. However, reinforcement learning training still faces reward sparsity and sample ef-
ficiency challenges, limiting agents’ rapid evolution and adaptability. We propose dynamic batch-aware advantage weighting (DB-AW),
integrating two core components at the batch level: the difficulty-aware weighting component dynamically amplifies positive advantages
based on long-term success rates, directing learning toward learnable yet challenging samples; and the batch filtering component removes
zero-variance groups, ensuring each update contains non-zero gradient signals. Experiments show that DB-AW achieves 18%, 17%, and
15% relative improvements on Qwen2.5-7B, Qwen2.5-3B, and LLaMA3.2-3B, respectively, while improving the effective update rate from
68% to 100%, significantly reducing agent training costs. As a lightweight and reusable algorithmic module, DB-AW can be readily inte-
grated into methods such as group relative policy optimization (GRPO), providing a practical pathway for efficient training of complex rea-
soning agents in ACN.
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1 Introduction

As 6G networks evolve toward intelligence, Al-agent com-
munication networks (ACN) have emerged as an infrastruc-
ture supporting massive agent interconnection!". Through
core capabilities such as digital identity management, flex-
ible networking, and multi-agent collaboration, ACN pro-
vides a secure and efficient communication environment for
agents, empowering diverse application scenarios including
intelligent customer service, network operations, and
knowledge-based question answering (QA). In these applica-
tions, complex reasoning tasks (such as multi-hop question
answering, multi-step planning, and code generation) pose
higher requirements for agents’ reasoning capabilities.

Agentic retrieval-augmented generation (Agentic RAG), as
a representative complex reasoning task, provides powerful

support for multi-hop question answering scenarios through
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agentic workflows including reflection, planning, and tool
use, enabling iterative refinement and multi-step reason-
ing”. Commonly used benchmarks include HotpotQA®!, Wi-
kiMultihopQA™, and MuSiQue", with NQ' as an open-
domain reference.

Reinforcement learning (RL) is widely applied to optimize
performance, but deploying and training agents for complex
reasoning tasks (represented by Agentic RAG) in ACN envi-
ronments faces severe challenges:

First, training efficiency bottlenecks limit agent-scale de-
ployment. Multi-hop reasoning tasks’ high difficulty leads to
severe reward sparsity in outcome-based RL. Training con-
tains numerous zero-variance batches, producing ineffective
gradient updates. This not only reduces individual agent
training speed but also limits the rapid iteration and evolu-
tion capabilities of agent populations in ACN, a limitation
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that is particularly prominent when ACN needs to support
massive parallel agent training.

Second, learning bias affects agent generalization. Policies
tend to over-focus on “easy samples,” failing to direct learn-
ing toward samples near the competence frontier with appro-
priate challenges, limiting generalization improvement. This
affects agents’ adaptation capabilities in the diverse task
scenarios of ACN, disadvantaging flexible deployment in
complex network environments.

How to efficiently integrate “difficulty-aware” and
“sample efficiency improvement” optimization ideas into
mainstream training algorithms like group relative policy op-
timization (GRPO) for complex reasoning tasks remains a
worthwhile endeavor.

We propose dynamic batch-aware advantage weighting

(DB-AW). DB-AW

difficulty-aware advantage weighting and batch filtering.

introduces two core components:
Without changing reward formulation, we dynamically am-
plify positive advantages based on long-term historical suc-
cess rates following within-group normalization, directing
learning toward samples near the competence frontier. At the
batch level, we identify and filter out zero-variance groups,
ensuring each update contains non-zero gradient signals and
significantly improving effective update steps per unit of
computation.

The main contributions are summarized as follows.

1) An RL optimization method for complex reasoning tasks
in ACN: Using Agentic RAG multi-hop QA as a representa-
tive scenario and addressing training challenges such as re-
ward sparsity and learning bias, we propose DB-AW with two
synergistic components:

* Difficulty-aware advantage weighting: It dynamically am-
plifies positive advantages based on long-term success rates
after within-group normalization.

* Batch filtering: We introduce the first batch-level zero-
variance group filtering mechanism for Agentic RAG sce-
narios. It operates without task-specific designs, maintaining
lightweight and general applicability.

DB-AW optimizes GRPO training through gradient re-
weighting without altering reward definition.

2) Empirical validation and analysis: Under controlled
setup, we validate DB-AW s effectiveness on HotpotQA, NQ,
and 2Wiki. DB-AW achieves 18%, 17%, and 15% relative im-
provements on Qwen2.5-7B, Qwen2.5-3B, and LLaMA3.2-3B,

respectively, validating cross-model generalization.

2 Related Work

2.1 Agentic RAG

Agentic RAG introduces reflection, planning, and tool use
into retrieval-augmented pipelines, forming “think—retrieve
—rethink” iterative loops[z]. ReAct 7, Self-RAG ¥, and Re-

flexion” implement closed-loop control. ~Search-o1""

achieves autonomous knowledge supplementation through
Agentic RAG mechanisms.

2.2 GRPO in Agentic RAG

GRPO'"" balances “no value network” and “sample effi-
ciency” through group relative advantages and ratio clipping.
Search-R1"?" implements multi-turn alternating reasoning-
retrieval. R1-Searcher'™ proposes two-stage RL: Stage-1
learns retrieval calling and Stage-2 focuses on effective utili-
zation. Despite their demonstrated effectiveness, challenges
remain, such as reward sparsity, sample distribution imbal-
ance, and zero-gradient updates.

2.3 ACN and Multi-Agent Training Research

The emergence of ACN raises new training requirements.
Research shows that multi-agent collaboration incurs high
communication overhead (up to 15 times token consump-

U4 and suffers from low training efficiency. While of-

[16]

tion
fline MARL"® and parameter sharing!"®' make progress in
multi-agent training, efficient individual agent training re-
mains the foundation for scalable ACN deployment. This pa-
per focuses on training optimization of individual Agentic
RAG agents in ACN, laying the groundwork for multi-agent
collaborative training.

2.4 Reinforcement Learning Improvement Algorithms

18 . «
U81 emphasize “learn-

OHEM"" and curriculum learning
able yet challenging” samples. Decoupled clip and dynamic
sampling policy optimization (DAPO)"! integrates dynamic
sampling, asymmetric clipping, and length penalties, achiev-
ing significant results in mathematical reasoning but poten-
tially harming reasonable long-chain reasoning in Agentic
RAG (e.g., HotpotQA). RLOO and REINFORCE++2 2! im-
prove performance from variance and robustness perspec-
tives, while DPO and SimPO™ %! simplify alignment
through preference signals.

We propose DB-AW, introducing “difficulty-aware advan-
tage weighting+batch filtering” at the batch level. Batch fil-
tering draws inspiration from DAPO’ s zero-variance removal
strategy but is tailored for Agentic RAG without imposing
task-specific length penalties, therefore maintaining light-
weight design and general applicability.

3 Methodology

We elaborate on DB-AW and improve training efficiency
and sample utilization through batch-aware strategies within
the GRPO framework. The core philosophy is to identify and
filter ineffective training groups at the batch level while dy-
namically adjusting advantage weights based on sample diffi-
culty, thereby directing learning toward learnable yet chal-
lenging samples and significantly improving training effec-
tiveness without increasing computational overhead.

As shown in Fig. 1, DB-AW’s complete training loop con-
sists of five key stages: 1) data sampling and reward computa-
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Data input layer Model parameter update

Data [q, a%um]5 sample n,
generate G responses, EM
rewards

r,=EM(y, a

PPO update

;{.m)

3.1 Problem Formulation and Base Algo-
rithm: GRPO
1) Problem formulation: We formulate the

Agentic RAG RL training task based on GRPO.

DB-AW difficultyaware

DB-AW batch filtering
advantage weighting

Group by prompt
detect zero-variance
groups: all (r = 0) or

Query historical success
rate sty lq]

all(r=1)

i

Remove zero-variance
groups, retain valid
groups for training

Piecewise mapping w (sr)
{Sr <0.2—1.7,
0.2<sr<0.5—14,
sr=0.5— 1.0}

Conditional weighting
A';=w-A—if A;> 0 and
y;correct: A’ = w+A,

Within-group relative
advantage estimation (GRPO)

else: A',= fii
Baseline= mean (r;)
A=r—baseline
Normalization:
Ai:(Ai_I“LA)/Ull Update sr,

Given an input sample x, the model generates in-
terleaved structured tags: it reasons within <
think> ---</think> ; triggers retrieval through <
tool call> {...} </tool call>; receives the reinjected
result as <tool response>; and outputs the answer
in <answer> -+ </answer>.

2) Loss masking: During training, we sample
G responses per prompt. In all experiments, we
set G = 4 due to the high interaction cost of
multi-turn retrieval (each prompt requires mul-
tiple tool calls). We mask out external retrieval
tokens in <tool response> and compute policy
objectives only on model-generated tokens,
avoiding meaningless fitting of retrieved text. In
general, larger G can yield more stable group-
relative advantage estimates but increases com-
putation and tool usage.

3) Reward design: We adopt outcome-based
sparse signals, using exact match (EM) as the
sole outcome-based reward.

4) Relative advantages are calculated using
the within-group mean as the baseline b = mean
({r}), and A; = r, = b. The objective function
adopts GRPO’ s ratio clipping (PPO style, no

DB-AW: dynamic batch-aware advantage weighting GRPO: group relative policy optimization
PPO: proximal policy optimization

EM: exact match

Figure 1. Overview of DB-AW training framework

tion; 2) batch filtering (Component 1), which removes zero-
variance groups to ensure that each update contains effective
gradient signals; 3) within-group advantage estimation, com-
puting relative advantages following standard GRPO; 4)
difficulty-aware weighting (Component 2), which dynami-
cally amplifies positive advantages based on the prompt’ s
long-term historical success rate; and 5) policy gradient up-
date and history tracking, executing proximal policy optimi-
zation (PPO) updates using weighted advantages and statistic
updates through exponential moving average (EMA).

The name DB-AW reflects three characteristics: “dy-
namic” refers to the dynamic adjustment of weights based on
sample difficulty; “batch-aware” emphasizes batch-level op-
timization decisions; and “advantage weighting” indicates

the method’s final effect on GRPO’s advantage estimation.
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value network) with KL regularization to monitor
distribution drift.

3.2 DB-AW: Difficulty-Aware
Weighting Component
1) Motivation: Dynamic weighting for learn-

Advantage

able yet challenging samples improves sample ef-

ficiency. We adopt “weighting after within-group

normalization”, avoiding offset introduced by
within-group de-meaning and normalization.

2) Method: Track the historical success rate sry,, using the
prompt key, updated via within-group average accuracy. Com-
putation flow is shown as follows.

* Historical success rate tracking. We track sr, at the
question (prompt) level using a prompt,  (either a question
ID if available, or a hash of normalized qhestion text) as the
unique identifier. The tracker is independent of retrieved evi-
dence and random seeds.

* EMA update. After each training step, we compute

ST umem @S the within-group mean accuracy for that prompt
and update the tracker with an EMA: s, [prompt, ] < «
STomem T (1 = @) sty [prompt, |, where a defaults to 0.3

(recommended range: [0.2, 0.5]).
¢ Cold start. For a new prompt,,, we initialize sr,;, to 0.5,
which maps to w = 1.0 (i. e., no re-weighting). Difficulty-
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aware amplification is applied only after at least one update
is observed for that prompt.

3) Design choice: We amplify only correct samples with
positive standardized advantage. Our goal is to amplify the
scarce, informative gradient signals that correspond to suc-
cessful solutions on difficult prompts (e. g., st < 0.2 for
smaller backbones). These successes serve as high-quality
demonstrations of correct retrieval and reasoning. We avoid
additionally increasing penalties for failures on very hard
prompts, which can make training unstable and overly con-
servative under sparse outcome rewards. Note that failed
samples (reward = 0) still contribute their standard negative
gradients via GRPO; DB-AW does not suppress error-
correction signals. With a binary EM reward, we cannot dis-
tinguish “nearly correct” failures; finer-grained process re-
wards could address this and are left for future work.

a) Obtain within-group advantages A, = r,— mean({r});

b) Normalize A" = (A,— mean(A))/std(A);

¢) Compute weight w based on sr,;, (piecewise mapping):
sr < 0.2 — w = 1.7 (difficult); 0.2 < sr < 0.5 — w = 1.4 (me-
dium); st = 0.5 — w = 1.0 (easy);

d) Weight only positive advantages of correct samples: if
A" > 0 and the sample is correct, then A, = w+A’; otherwise
A=A,

4) Rationale: With fixed rewards, we perform difficulty-
aware scaling on advantages to shift the learning focus to-
ward learnable samples near the competence frontier, allevi-
ating advantage estimation bias under extreme distributions.

Algorithm 1. DB-AW: difficulty-aware advantage weight-
ing component

Require: prompt x, group responses {y.}°_, rewards {r}¢_,
historical success rate sr,_, [x];

Ensure: weighted advantages {4,}¢_,

st < —sr,; [x]

return {A}¢_

1: // Compute within-group advantages and normalization

2: baseline <~ mean ({r,}), u, <= 0,0, < 1

3:fori=1to Gdo

4: A, < r, — baseline

5: end for

6: < mean ({A,}), o, < std({4,})

7:fori=11to Gdo

8: A, (A~ Vo,

9: end for

10: // Difficulty weight mapping

11: sr <= sr, [x]

12: if sr < 0.2 then

13: w < 1.7 {difficult samples}

14: else if sr < 0.5 then

15: w < 1.4 {medium difficulty}

16: else

17: w «— 1.0 {easy samples}

18: end if

19: // Weight positive advantages of correct samples
20: fori=1to G do

21:if A;> 0 and y, is correct then

22: A <—w *A,

23: else

24: A4,

25: end if

26: end for

27: return {Ai'}é
-1
5) Filtering scope and distribution shift: Batch filtering is
applied only within a single training step at the batch level.
For each batch containing n prompts, each prompt forms a
group of G responses (totaling nXG samples). If a prompt’ s
group yields all-0 or all-1 rewards, it is skipped in the current
update. This filtering is not persistent: the same prompt can
be included in later steps if resampling yields mixed rewards,
ensuring that extremely hard prompts are not permanently ex-
cluded. KL regularization further mitigates the forgetting of
already-solved prompts (note that for sr = 0.5, we use w = 1.0).
6) Effective update rate: We define the effective update
rate as the ratio of mixed-reward groups to total groups per
training step, averaged across steps. By construction, filter-
ing removes zero-variance groups, ensuring an effective up-
date rate of 100% for DB-AW, while baseline GRPO can be

substantially lower under sparse rewards.

3.3 DB-AW Batch Filtering Component

1) Motivation: Under group sampling, if within-group re-
wards are all O (all incorrect) or all 1 (all correct), gradient
signals approach zero, wasting resources and reducing con-
vergence speed. We adopt lightweight group-level filtering to
address this.

2) Method: For G responses per prompt, if {r,} is all O or all
1, it is identified as a zero-gradient group and removed, re-
taining only non-zero variance groups for training. Filtering
is executed after determining token-level rewards but before
advantage estimation, allowing subsequent statistics to in-
herit non-zero gradient signals.

3) Rationale: By removing zero-variance groups, we ensure
that each update contains non-zero gradient signals, avoiding
ineffective computation and improving training efficiency.

Algorithm 2. DB-AW batch filtering component

Require: batch B = {(xj, {rj, L, 2,01, G })}jlil
Ensure: filtered batch B’

:B' —

: for each prompt «; in B do

: rewards «— {rj, L, 2,1, G }

. if all (rewards == 0) or all (rewards == 1) then
: continue {Skip zero-variance groups}

I R I S B

:else
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7:B' ~—B' U {(xj, rewards)} {Retain effective groups}
8: end if

9: end for

10: return B’

4 Experiments

We validate DB-AW’ s effectiveness on HotpotQA, NQ,
and 2WikiMultihopQA. This section details the setup and
comparison methods, presents the main results, including
cross-model generalization and algorithm comparison, and
provides an ablation study on component contributions and
synergistic effects.

4.1 Experimental Setup

Datasets: HotpotQA (complex multi-hop reasoning), Natu-
ral Questions (open-domain QA), and 2WikiMultihopQA
(structured multi-hop reasoning).

Research positioning: Considering the high computational
cost of Agentic RAG RL training (where each round requires
multiple group responses and search engine interactions), we
conduct a controlled comparison on small-to-medium datas-
ets (500/2 000 samples). Our research focuses on validating
the proposed algorithmic mechanism’s improvement relative
to the baseline under the same resource constraints, not on
pursuing absolute performance on large datasets.

Controlled experimental principles: All comparison meth-
ods use exactly the same datasets, training steps, and hyperpa-
rameter configurations, with fixed random seeds and multiple
runs averaged. The main metric is Accuracy (strict EM), with
unified decoding hyperparameters and retrieval budget.

4.2 Baselines and Variants

GRPO serves as the baseline. DAPO integrates four core
technologies. DB-AW (Filtering Only) uses only batch filter-
ing. DB-AW (Weighting Only) uses only difficulty-aware
weighting. DB-AW (Full) has both components enabled.

4.3 Implementation Details

Models:  Qwen2.5-3B-Instruct  (main), Qwen2.5-7B-
Instruct (larger version), and LLaMA3.2-3B-Instruct (differ-
ent architecture). Configuration: n_agent=4 - 6, group size
G =4, and max turns =3 - 4.

Training hyperparameters: Ir = le-6, warmup ratio = 0.2 -
0.5, and Kullback-Leibler (KL) coefficient = 0.003 - 0.005.

Rewards and Evaluation: EM is used as the sole outcome-
based reward. The main metric is Accuracy (strict EM).

4.4 Main Results

To validate DB-AW s effectiveness relative to mainstream
RL methods, we compare the GRPO baseline, DAPO, and
DB-AW (full) using the same dataset size and training steps
across three models.

Algorithm effectiveness: DB-AW (Full) significantly out-
performs GRPO and DAPO across all models and datasets. It
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achieves the highest relative improvement on Qwen2.5-7B
(+18.2%), followed by Qwen2.5-3B (+17.2%) and
LLaMA3.2-3B (+15.2%). In contrast, DAPO shows limited
improvement (2.7% - 3.4%).

Cross-model generalization: DB-AW achieves significant
improvements across all three models (15% - 18%), demon-
strating robust generalization across varying parameter
scales and model architectures.

DAPO applicability: DAPO’ s limited improvement sug-
gests that its overlength penalty may hinder valid long-chain
reasoning in Agentic RAG. In contrast, DB-AW focuses on
two core components without task-specific penalties, thereby
maintaining lightweight, general applicability while achiev-
ing superior performance.

4.5 Ablation Study

To evaluate component contributions and synergistic ef-
fects, we conduct an ablation study within the GRPO frame-
work on Qwen2.5-3B-Instruct.

Accuracy Improvement: Weighting alone achieves a
13.8% improvement, filtering contributes +5.9%, and the
full combination reaches +17.2%, indicating that the com-

Table 1. Main results: cross-model generalization (2 000 samples,
validation accuracy)

. Improvement
Base Model Method HotpotQA  NQ  2Wiki  Avg over GRPO
GRPO 0.23 049 0.15 0.290 -
Qwen DAPO 0.25 049 0.16 0.300 +3.4%
2.5-3B
DB-AW 0.31 053 019 0.340 +17.2%
(Full)
GRPO 0.25 052 0.17 0.313 -
Qwen DAPO 0.27 052 0.18 0.323 +3.2%
2.5-7B
DB-AW 0.33 0.57 021 0.370 +18.2%
(Full)
GRPO 0.21 045 0.13 0.263 -
LLaMA DAPO 0.22 045 0.14 0.270 +2.7%
3.2-3B
DE-AW 0.26 049 0.16 0.303 +15.2%

(Full)

DAPO: Decoupled Clip and Dynamic Sampling Policy Optimization
DB-AW: dynamic batch-aware advantage weighting
GRPO: group relative policy optimization

Table 2. Ablation study on Qwen2.5-3B-Instruct (2 000 samples,
validation accuracy)

Configuration HotpotQA  NQ  2Wiki Avg
GRPO (baseline) 0.23 049  0.15 0.290
DB-AW (Filtering Only)  0.26 0.50  0.16  0.307 (+5.9%)
DB-AW (Weighting Only) ~ 0.29 052 0.18  0.330 (+13.8%)

DB-AW (Full) 0.31 053  0.19  0.340 (+17.2%)

DB-AW: dynamic batch-aware advantage weighting
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bined method outperforms either single component.

Training efficiency: Filtering significantly improves effec-
tive update steps by raising the non-zero gradient group ratio
from 68% to 100%. Weighting directs focus toward learnable
yet challenging samples through difficulty-aware amplification.

Component synergy: The full configuration (+17.2%) signifi-
cantly exceeds the expected simple addition (=+14%), indicat-
ing that batch filtering provides cleaner gradient signals for
difficulty-aware weighting, while weighting enables more effec-
tive utilization of filtered samples, forming a virtuous cycle.

S Conclusions

Addressing Agentic RAG RL training challenges in
ACN, we propose DB-AW. Within the GRPO framework,
DB-AW introduces two core components: difficulty-aware
advantage weighting and batch filtering, which significantly
reduce zero-gradient updates and increase the number of
non-zero gradient updates per computation unit. Experi-
ments show DB-AW achieves relative improvements of ap-
proximately 18%, 17%, and 15% on Qwen2.5-7B, Qwen2.5-
3B, and LLaMA3.2-3B, respectively, validating its effec-
tiveness and cross-model generalization.

DB-AW provides a practical pathway for efficient Agentic
RAG training in ACN. Experiments show that DB-AW im-
proves the effective update rate from 68% to 100% while
maintaining performance, significantly reducing ineffective
agent-environment interactions. This has important implica-
tions for scalable agent deployment in ACN:

1) Reduced training costs: Fewer ineffective interactions
lead to less computational consumption, facilitating mas-
sively parallel agent training in ACN. In scenarios where
ACN needs large-scale agent deployment, DB-AW’ s effi-
ciency significantly reduces overall training overhead.

2) Accelerated agent evolution: Efficient training enables
agents to quickly adapt to ACN’s diverse task scenarios, im-
proving the network’ s overall intelligence. By directing
learning toward the competence frontier, DB-AW helps
agents more rapidly enhance generalization on complex rea-
soning tasks.

3) Support for distributed extension: DB-AW s lightweight
and reusable properties lay the foundation for multi-agent
Batch filtering and
difficulty-aware weighting can be conveniently migrated to

collaborative training extension.
distributed scenarios, supporting multi-agent knowledge
sharing and experience transfer.

Future work is outlined as follows:

1) Multi-agent collaborative training extension: We will ex-
tend DB-AW to multi-agent collaborative training in ACN,
investigating knowledge sharing and experience transfer
mechanisms and exploring efficient gradient aggregation in
distributed environments.

2) Larger-scale validation: While we have validated DB-AW
on small-to-medium datasets (500/2 000 samples), future work

can evaluate scalability and transferability on larger datasets (e.
g., the full HotpotQA) and more ACN applications (e.g., intelli-
gent customer service and network operations).

3) Dense reward design exploration: This paper focuses on
simple EM-based outcome reward, without studying struc-
tured dense rewards such as format scores and process re-
wards. Future work should systematically explore the role of
dense rewards, design principles, and their compatibility
with advantage ranking in Agentic RAG RL.
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Abstract: With the rapid advancement of generative artificial intelligence (AI) and large language model (M) technologies, AT agents
are gradually becoming the core service units in networks, and their communication mode is evolving from local collaboration to wide-area
interconnection. The construction of the Internet of Agents (IoA) faces multiple challenges, such as identity management, dynamic net-
working, and semantic routing, which urgently requires the design of a network protocol system that adapts to its new traffic characteristics
and collaboration needs. Based on the application scenarios of agent communication, this paper systematically analyzes the management,
control, and routing requirements that multi-agent collaboration imposes on IP networks, proposes a three-layer functional architecture for
the ToA, and designs a protocol suite covering management, control, and routing around key issues such as agent registration and identifi-
cation, service discovery, capability sensing, and cross-domain traffic assurance. By extending existing Internet protocols and introducing
a semantically aware routing mechanism, this paper provides a scalable, efficient, and secure approach to implementing a protocol for end-

to-end agent collaboration, thereby contributing to the construction of an open, large-scale agent collaboration ecosystem.
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1 Introduction
ith the breakthrough in large language model
(LLM) technology, LLM-based agents have dem-
onstrated  excellent autonomous perception,
decision-making, and action capabilities across
various tasks and are regarded as one of the important paths
to achieve artificial general intelligence (AGI). While a
single agent can handle specific tasks independently, com-
plex scenarios often require the collaboration of multiple het-
erogeneous agents. The core challenge then lies in how to
achieve efficient and reliable organization and interaction
among these agents. This makes the Internet of Agents (IoA)
protocol a key enabling technology.

Agent protocols are mainly divided into two categories. One
is the agent interaction protocol, which is used to standardize
the structured communication and collaboration mechanisms
between agents!" *. For example, Anthropic’ s Model Context

Protocol (MCP) focuses on the interaction between agents and

This work is supported by the National Key R&D Program of China under
Grant No. 2024YFB2906701.

external tools, while Agent Network Protocol (ANP), Agent-to-
Agent (A2A), Agora, etc., are mainly oriented to direct commu-

47 Such proto-

nication and task coordination between agents
cols define message formats, session processes, and security
rules, enabling multi-agent systems to achieve task allocation,
knowledge sharing, and joint reasoning. The other is the agent
network Internet protocol, which is responsible for connecting
distributed agents in physical or virtual networks, and its foun-
dation is the Transmission Control Protocol/Internet Protocol
(TCP/TP) system and related underlying protocols, such as Wi-
Fi, Ethernet, and Border Gateway Protocol/Interior Gateway
Protocol (BGP/IGP) routing protocols® ', With the develop-
ment of agent applications towards real-time, collaborative,
and cross-domain directions, the existing Internet architecture
faces new requirements in terms of delay, reliability, and re-
source customization, promoting the continuous evolution of
network layer protocols.

Nevertheless, most existing agent interaction protocols, in-
cluding MCP, A2A, ANP, and Agora, focus on message ex-
change, tool invocation, and point-to-point coordination,
while lacking unified specifications for agent service capabil-
ity identifiers, agent capability sensing, task-driven network-
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ing, and capability-oriented semantic routing. They rely
heavily on traditional network addressing and lack support
for semantic discovery, decentralized trust, and secure cross-
domain scheduling in open, large-scale environments. The
framework proposed in this paper comprises capability iden-
tification, capability control and management, and semantic
routing as core components, which can effectively address
the deficiencies of current protocols and be applied across
different agent service providers and multiple domains. The
standardization and optimization of the IoA protocol will be
an important foundation for realizing a large-scale and open
agent collaboration ecosystem.

The wide-area interconnection of agents may give rise to
new behaviors such as message traffic management and
thereby
changes in Internet address naming, message forwarding,

transmission-reception  control, triggering new
traffic control, and other aspects. Research on the IoA has
emerged at home and abroad. Ref. [11] proposes that the ToA
will be built based on cloud networks, with the bottom layer
supported by the basic Internet, and looks forward to various
types of agents relying on the Internet for interconnection
and collaboration to complete tasks; Ref. [12] defines the
concept of the ToA, proposes its architecture, including re-
source layer, management layer, collaboration layer, service
layer, and user layer, and conceives five types of application
scenarios and processes of the [oA.

On the basis of recent work, this paper further analyzes
the protocol design challenges of the ToA, proposes a method
for classifying agents into user agents and service agents,
puts forward the protocol framework, and introduces the de-
sign of related key protocols, providing a reference for fur-
ther application and promotion of the IoA.

2 Protocol Design Requirements for the In-

ternet of Agents

With the development of Al agent technology, the indepen-
dent work of single agents, local collaboration, and wide-area
collaboration will become the mainstream interconnection
modes, supporting various scenarios from personal tasks to
cross-domain collaboration. The large-scale hybrid network-
ing of physical and software agents will pose new systematic
requirements for the management, control, and routing sys-
tems of the existing Internet.

The first is the agent management requirement, whose
core is to realize unified identity management and full-life-
cycle supervision. Al agents can be divided into user agents
(which act on behalf of users to perform tasks) and service
agents (which provide functions or services), and a unified
registration and identification system should be established
to be compatible with multi-source heterogeneous agents.
The key points include standardized identification and regis-
tration of capabilities, performance monitoring and reliability
assurance, and a charging mechanism for service calls and
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resource consumption.

The second is the loA control requirement, which focuses
on dynamically adaptive and policy-driven collaboration
scheduling. To support flexible and secure collaboration, it
is necessary to realize real-time discovery of capabilities and
services, sensing of the status and load of service agents, dy-
namic networking, and fine-grained definition and cross-
domain synchronization of user agent permissions, so as to
ensure task-driven adaptive collaboration.

The third is the IoA routing requirement, which needs to
realize semantically aware and differentiated traffic assur-
ance. The new type of “implicit traffic” generated by the au-
tonomous interaction of agents requires the routing mecha-
nism to go beyond the traditional address-based strategy,
support dynamic routing based on capabilities and task con-
tent, and integrate multiple forwarding methods such as uni-
cast, anycast, and multicast. At the same time, it is necessary
to distinguish between user-service interaction traffic and
inter-service collaboration traffic, and implement intelligent
scheduling and collaborative management according to their
differences in bandwidth, delay, packet loss, etc.

3 Protocol Framework of the Internet of
Agents

The ToA is a new type of overlay network built based on
the IP network for agent interconnection, which meets the
needs of flexible networking, autonomous communication,
massive concurrency, etc., between agents. Based on the loA

architecture!"®

, this paper proposes a protocol view, which
serves as the basis for the construction and implementation
of its core protocols. Considering various factors such as the
service object, main function, and permission of agents, this
paper classifies agents into two categories: user agents and
service agents.

The user agent parses the user’ s service intentions, auto-
matically executes subsequent operations for the user, and in-
teracts with other agents on behalf of the user, enabling the
user to be unaware of the implementation details. Limited by
human interaction, the interaction frequency is relatively low,
and the traffic is mainly used for interaction instructions and
execution results. The current Internet protocols can be ad-
opted, and the information transmission content includes the
instructions issued by users to agents and the feedback results
of agents. In addition, such agents often form a deeply bound
relationship with users, so authentication and authorization
only occur in the early stage of establishing the relationship
and regularly in the later stage, with a low frequency.

The service agent is mainly responsible for providing spe-
cific services, and interacts with user agents about service
demand information, service execution result information,
etc. Service agents need to register the services and capa-
bilities they provide in the network for discovery and invo-
cation by other agents. Their traffic is mainly the interac-



tion information between agents, including instructions, in-
formation, etc., and special protocols for inter-agent commu-
nication are adopted, including identification, addressing,
etc. In addition, due to the task-driven agent collaborative
networking, the initial authentication and authorization
need to be triggered after each task group is established, so
the authentication and authorization between service agents
will be more frequent.

To meet the needs of agent identification, discovery, col-
laboration, and networking, the IoA protocol framework,
which combines the networking view and architecture view,
is divided into three major protocol suites: oA Management
Protocol, ToA Control Protocol, and IoA Routing Protocol, as
shown in Fig. 1.

The IoA Management Protocol enables agents to interact
with three types of platforms. First, they interact with the uni-
fied registration platform during network access registration
to obtain agent identification information. Second, they inter-
act with the unified service registration to register agent ser-
vice capability information and its enabling information.
Third, they interact with the management platform that ob-
tains the performance information provided by services to
evaluate the historical performance information of agent ser-
vices. There are two kinds of identifiers in loA: one is the
agent identifier, used to identify the agent; the other is the
agent service capability identifier, used to identify the agent
service capability. Both identifiers need to be unified and
verifiable. The IoA Management Protocol also includes proto-
cols such as agent service orchestration, agent service opera-
tion, and agent service charging, supports the new task-
based charging for agents, constructs an agent service evalua-
tion system to support the performance and reputation evalu-
ation of various agent service capabilities, and provides an
agent capability exposure protocol to provide a unified capa-
bility calling platform, serving as a unified service operation
entrance for agent users.

The ToA Control Protocol is used to support the sensing of
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agent service capability status. At the same time, it supports
centralized agent service discovery to obtain information of
agents participating in collaboration; supports task-driven
networking implementation of multiple agents and performs
traffic engineering according to service requirements. In ad-
dition, considering the implementation of multi-sessions be-
tween multiple agents, a transmission control protocol is
used to ensure the transmission quality between multiple
agents. Moreover, the control protocol can realize unified
identification distribution, service discovery, networking
routing, and other capabilities regardless of the access meth-
ods, supporting the agent communication requirements of 6G
network and the integrated access and services under the
trend of space-air-ground integration.

The ToA Routing Protocol is used to support the routing
and forwarding of data between agents, including the intra-
domain and inter-domain routing and forwarding protocols. It
supports the semantic routing protocol based on the agent
service capability identifier. It needs to support the adaptive
routing protocol for multiple access methods such as mobile
access, fixed access, and satellite access, which can realize
the integrated and unified access of various access methods.
In addition, it needs to support multi-modal routing protocols
for voice, text, video, etc.

Based on the characteristics of the information to be trans-
mitted by user agents and service agents, their service ob-
jects, and networking situations, Table 1 analyzes the de-
mand characteristics of the two types of agents for manage-
ment protocols, control protocols, and routing protocols.

4 Management Protocol Design for the In-
ternet of Agents

4.1 Agent Registration and Identification Protocol

Both user agents and service agents require unified identi-
fication, but their capability types, registration information,
permission information, and dependent trust roots are differ-

ToA Management
Protocol

Agent registration and
identification protocol

Agent service capability
registration protocol

Agent reputation
management protocol

Agent capability
exposure protocol

Agent status
monitoring protocol

ToA Control
Protocol

Agent authentication
authorization protocol

Agent service
sensing protocol

Agent task-driven
networking protocol

Agent traffic
scheduling protocol

Agent service
discovery protocol

loA Routing
Protocol

Agent intra-domain

routing

Agent inter-domain
routing

Agent semantic routing
protocol

Agent cross-domain
traffic assurance protocol

Agent multi-modal
routing protocol

ToA: Internet of Agents

Figure 1. Protocol framework of the IoA
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Table 1. Analysis of protocol requirements for user agents and service agents

Protocol Category

Specific Protocol

User Agent

Service Agent

ToA Management
Protocol

ToA Control
Protocol

Registration and Identification
Protocol; Service Registration
Protocol

Status Monitoring Protocol;

Reputation Management Protocol

Authentication and

Authorization Protocol

Service Discovery Protocol

Service Sensing Protocol

Task-Driven Networking Protocol

Semantic Routing Protocol

Cross-domain Traffic

Distribution of user agent identification
information; association of user binding

information

More direct user perception; demand for

fixed-duration charging

Low frequency; consideration of user

permission information

Small selection range, simple discovery
mechanism; relatively fixed association

with users

Simple sensing information; infrequent

status changes

Networking with users: local area, static
network; networking among user agents:
driven by multi-user collaboration,
relatively static networking

Supporting IP-based routing and agent
service capability identifier-based routing

Intra-domain routing

Distribution of service agent identification information
and agent service capability identification information;
registration and update of capability identification

information
Demand for service performance monitoring;
task-based charging

High frequency; consideration of agent service

capability information and task group information

Large selection range; discovery based on service
identification, combined with performance for

optimization
Complex sensing information; frequent status changes
Networking among service agents: task-driven

networking, multi-agent networking; involving

cross-domain networking

Supporting IP-based routing and agent service
capability identifier-based routing

Inter-domain routing; demand for traffic engineering

ToA Routing

Protocol

Assurance Protocol

Mainly transmitting interaction

Multi-Modal Routing Protocol

and task results of service agents

information between humans and agents,

Mainly transmitting instructions, task related

information, multi-modal, etc., among agents

ToA: Internet of Agents

ent. In the initial access and registration management stage,
the management of user agents focuses on unified identity
management, association with the affiliated user, and permis-
sion authentication, laying a foundation for subsequent ser-
vice access and charging; the management of service agents
focuses on service registration, service capability access veri-
fication, and maintenance of service capability dependency
relationships, laying a foundation for subsequent service ca-
pability discovery and supply.

As shown in Fig. 2, user agents obtain identifiers assigned
by the network operator they access through association with
the user. User agents of different operators establish trust re-
lationships through operators and follow a unified identifica-
tion mechanism; service agents obtain identifiers assigned by
their respective agent service providers. Service agents of dif-
ferent service providers establish trust relationships through
the service providers and follow a unified identification
mechanism; in addition, operators and service providers will
also establish trust relationships, thereby enabling user
agents across operators and service agents across service pro-
viders to establish trust relationships and realize the unique-
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ness and verifiability of identifiers.

As shown in Fig. 3, the access network operator issues a
unified registration template to the user agent. After the user
agent reports information according to the registration tem-
plate, identifier distribution is carried out. In addition, after
obtaining the identifier of the user agent, it is necessary to es-
tablish a binding relationship with the user and report informa-
tion of the user agent, such as user association information,
valid time, permission information, user agent type, and loca-
tion information. Considering the security and privacy of user
information, the relevant sensitive information is uniformly
maintained by the access network operator. A new type of user
agent registration template information can be defined. The is-
suance of such registration templates can be realized by ex-
tending existing registration protocols (e.g., Netconf), or a new
user agent registration protocol can be defined to realize the
flexible issuance and interaction of registration templates.

In addition, when the enabling information of the user
agent or the associated user information changes (such as a
current fault that makes it unable to provide services or
changes in the bound user information), it is necessary to



Network operator 1

Network operator 2

(3 Between network operators and service

BAS: Broadband Access Server

Figure 2. Classification view of agents in the IoA

synchronize the changes to the registration platform in a
timely manner. A new type of update management message
can be defined to update the changes in the attribute informa-
tion of registered agents.

Service agents can be uniformly assigned agent identifiers
by various agent service providers, which issue unified regis-
tration templates to the service agents. After the service
agents report information according to the registration tem-
plates, identifier distribution is carried out. Optionally, a new
type of service agent registration template can be defined, and
its issuance can be realized by extending existing registration
protocols, e.g., by extending interfaces based on the Represen-
tational State Transfer (REST) over HTTP. Various service
agents establish mutual trust through service providers and
maintain capability registration and verification information.

On the other hand, in addition to considering the identifier
allocation for newly added agents, it is also necessary to sup-
port the identifier recovery mechanism for existing agents.
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For example, when an agent goes offline and
no longer provides services, to ensure the ef-
fective allocation and utilization of identifi-
ers, a new type of withdrawal message can be
defined to recover the identifier of the agent
for subsequent distribution.

it eyt e et st

4.2 Agent Service Capability Registration

e s mn ol Protocol

After the

agents is completed, it is necessary to main-

initial identifier allocation of

I tain the global agent service capability view
I of user agents and service agents in real time.
| Agents’ services can be divided into two cat-
: egories: self-services and open services!'.
| Self-services can be used for agent mainte-
: nance, management, monitoring, etc., and are
| called by the registration or management plat-
forms; open services are based on unified
agent service capability identifiers to identify
the same type of agent service capabilities.

Based on the unified identifiers of service
agents, the initial registration and dynamic up-
date of agent service capabilities need to be
carried out. The service agent initiates a service capability reg-
istration request to the capability exposure platform, and the
capability exposure platform sends an information template re-
quired for registration. According to the unified template,
when registering service capabilities, the service agent needs
to carry the agent identifier, IP address, service capability list,
service capability binding information, and agent service capa-
bility dependency relationships, among which:

* Agent service capability binding information: This in-
formation is used to distinguish whether the agent service
capability is an exclusive agent service capability or a
shared agent service capability. It can be registered in the
capability exposure platform. For example, if it is an exclu-
sive service capability, its current binding relationship
needs to be registered with no need to maintain its perfor-
mance information, and the duration of the exclusive service
capability can be further registered; if it is a shared service
capability, its performance information needs to be main-

() ID-user information association phase
1

[ Ll

Provider 1 * Binding relationshi
User agent 1 Network e moh Synchronize estiblished P
access phase: binding
— - - User agent . User
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Figure 3. Registration diagram of user agents
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tained in the later stage.

» Agent service capability dependency relationships: These
are dependency relationships between some agent service ca-
pabilities, that is, the current service capability must cooper-
ate with specific service capabilities to complete specific ser-
vices. The dependency relationships need to be registered in
the unified capability platform for reference when querying
and discovering agent service capabilities.

As for the agent service capability identifier allocation, a
standardized method for the identifier needs to be adopted.
For different types of agent service capabilities, different
metrics may be needed. The name space of the identifier em-
ploys a hierarchical, globally unique, and semantically exten-
sible structured design compliant with unified agent capabil-
ity identifier specifications, which explicitly characterizes
the domain, capability type, interface version, and security
attributes of agent service capabilities. Furthermore, a dis-
tributed trusted registration and resolution mechanism can
be adopted to achieve dynamic identifier allocation, conflict
detection, access control, and version evolution.

The capability exposure platform completes the agent ser-
vice capability registration after verifying the identification in-
formation of the service agent. The above process can be real-
ized by extending the interaction based on existing protocols,
such as via the RESTful interface over HTTP, or by defining a
new service capability registration and update protocol to
implement processes such as service capability addition, up-
date, and deletion. The capability exposure platform further
generales a service capability information database based on
the dimension of agent service capabilities. However, agent
service capabilities may be added, deleted, or experience per-
formance changes, so the service capability information needs
to be updated, which can be realized through periodic, trigger-
based, or active subscription methods. In a specific implemen-
tation, the network side can consider the popularity of the ser-
vice capability demand on the request side and subscribe to
updates for service capabilities with high popularity; or con-
sider whether there is additional payment, and for paid agent
capabilities, subscribe to update information.

* Periodic update: It only synchronizes the information of
newly added/deleted agent service capabili-
ties, and regularly synchronizes with the capa-
bility management platform.

* Trigger-based update: It only synchro-

5 Control Protocol for the Internet of
Agents

5.1 Agent Service Discovery Protocol

How to quickly and accurately discover suitable agents for
task collaboration is an important issue in IoA. For the dis-
covery of agent service capabilities, two technical routes
have emerged currently: based on existing Internet infrastruc-
ture or building a new agent discovery mechanism.

Route 1: Build a new mechanism to obtain the agent iden-
tifier and agent IP, respectively, which can flexibly discover
the required agent service capabilities without modifying the
current infrastructure.

Route 2: Reuse the Domain Name System (DNS)®! capabil-
ity, initiate an “agent domain name request” to directly ob-
tain the Agent IP, reuse the dynamic resolution and hierar-
chical mechanism of DNS, and require little modification on
the user side; however, it needs to rely on DNS for ultra-large
concurrent dynamic service discovery, as shown in Fig. 4.

As for Route 2, when a task request is initiated to the agent
proxy, the proxy decomposes the instruction into multiple sub-
services and needs to connect to the corresponding service
agents. The agent needs to initiate a DNS request based on the
unified agent service capability identifier to achieve dynamic
mapping from it to the IP address. This involves enhancing
multiple functionalities, including the unified agent service ca-
pability identifier, adding agent service query and response
packets, a hierarchical DNS mechanism, and dynamic resolu-
tion mapping.

Unified agent service “domain name”: The unified agent
service “domain name” could design identifiers similar to
“domain name” to identify different agent service capabili-
ties. Compatibility with the current system needs to be con-
sidered, and one alternative method could be considered:
adding new information resource records based on the agent
service “domain name” to store the mapping relationship be-
tween the agent service “domain name” and IP addresses.
In this case, as shown in Fig. 5, a new fully qualified domain
name (FQDN) can be defined, for example, based on a URL;
a new type is defined to identify this as an agent service re-

nizes the information of newly added/deleted

agent service capabilities, or actively updates User

to the management platform when their ser-

vice capability binding relationships change. User

(D Obtain the @ Obtain the

target agent ID  target agent IP
User agent ANS/ADS DNS Service agent
User agent DNS Service agent

* Subscription-based update: The capability
management platform can subscribe to the tar-
get service capability update information from
the agent, and specify to receive active updates
of agent service capabilities of specific types.
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Figure 5. Example of the format of DNS domain name resource record

cord; the class defines whether the agent service capability
identifier is for the local area or the Internet. The DNS reads
the FQDN of the query packet and the packet type to deter-
mine whether it needs to query the information resource re-
cord of the corresponding agent service capability identifier.

Agent service query and response packets: New DNS
query packet and response packet types can be introduced to
identify the DNS request initiated by the agent, and to con-
sider a DNS-side authentication mechanism that determines
whether the current agent has permission to initiate a query.
One alternative method is shown below:

* Identify the DNS message type, which can carry informa-
tion in the Opcode field or Z field of the DNS message
header, as shown in Table 2.

* When sending updates, send one or more update mes-
sages to the local DNS, with QCOUNT=0 (the number of
questions) and ACOUNT (the number of answers) > 1; mul-
tiple agent service query information can be carried.

Hierarchical DNS mechanism: To improve response and
resolution speed, agent service “domain name” resolution
can also be carried out hierarchically and regionally, support-
ing the local DNS to store mapping information of nearby
agent service capability identifiers, ensuring the stability
and scalability of domain name resolution. The freshness and
hit rate of locally cached mapping information need to be op-
timized using the Al/machine learning (ML) methods.

Dynamic resolution mapping: The DNS reads whether the
query packet carries additional demand information, such as
agent selection preferences (e.g., requesting an agent from
the same agent provider), and whether there are capability
dependency relationships to define priorities. In addition,

Table 2. Format of DNS message header

TTL: time to live

Field Description

QR (1 bit)

Query/response flag; 0 for query, 1 for response

Opcode (4 bit) Operation code; 0 for standard query, 1 for reverse

query, 2 for server status request; others are reserved bits

AA, TC, RD, RA Refer to RFC 1035 for definitions
7, Reserved bits
QCOUNT

ACOUNT

Number of questions

Number of answers

AA: authoritative answer flag  RA: recursion available flag TC: truncated flag

DNS: Domain Name System  RD: recursion desired flag

location, preference requirements, etc. The
demand information translation and the map-
ping process need to
dimensional information, which may require
the integration of Al and ML into these func-
tionalities to improve accuracy and resolution performance.

consider multi-

The Agent Service Discovery Protocol adopts a centralized
or DNS-like architecture for identifier-to-location resolution,
emphasizing unified control and good compatibility, making
it suitable for intra-domain, controllable and relatively static
agent discovery.

5.2 Agent Service Sensing Protocol

Considering that different users may have different re-
quirements for the same type of agent service capability (e.g.,
recognition accuracy, response delay, preference for agents
with a higher number of service occurrences, and agents with
good service records), it is necessary to obtain the perfor-
mance information of agent service capabilities to achieve
differentiated matching.

Different grading dimensions of agent service capabilities
can be determined according to different types of capabili-
ties, such as capability response delay, capability response
accuracy, maximum concurrent service number, capability
calling cost, performance stability, and historical perfor-
mance level. First, according to the agent service capability
binding information, the list of currently available shared
agent service capabilities is screened.

Two sensing methods, active performance reporting or on-
demand pulling, can be supported, which can be realized
through the RESTful interface with HTTP, etc.

When a capability actively reports performance informa-
tion to the capability control platform, it can be registered at
the new capability registration stage. Three methods of ob-
taining capability performance information can be supported:
periodic, trigger-based, or active subscription.

* For the periodic acquisition method, different cycles can
be set according to the service type: a longer cycle is set for
long-term service agents, and a shorter cycle is set for short-
term service agents.

* The trigger-based update method triggers an update when
the agent capability change reaches a certain threshold. Dif-
ferent thresholds can be set according to the service type,
such as a lower threshold for performance-sensitive agents
and a higher threshold for performance-insensitive agents.

* The subscription-based update method allows the capa-
bility control platform to subsecribe to target capability up-
date information from the agent and specify to receive timely
updates of the agent capabilities of specific capability types.

To save the maintenance cost of performance information,
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the capability control platform can first maintain the capabil-
ity list information. When a user requests a certain agent ser-
vice capability, the platform can be triggered to actively initi-
ate a capability performance query request to the correspond-
ing agent service capability list. After receiving the perfor-
mance information fed back by all capabilities in the capabil-
ity list, further screening is carried out in combination with
user requirements. Alternatively, the user’s performance re-
quirements are first extracted to generate a capability list, and
after the capabilities in the capability list receive the demand
information, they locally judge whether they meet the demand.
If so, they return the specific capability performance informa-
tion to the capability control platform.

In practice, agent service sensing can be performed by
agent service providers with their own controllers and the
required status information is then synchronized to the con-
troller of the IoA. In this case, the interfaces between the
controller of the IoA and other agent service providers are
essential.

5.3 Agent Task-Driven Networking Protocol

Considering that when the performance of an agent deterio-
rates or a fault occurs, triggering a service agent to switch to
a new agent requires the agent task proxy to initiate a new
agent service discovery process and to carry additional infor-
mation, such as the address information of the peer agent for
collaboration. Before and after the switch, the agents perform
the required context synchronization using task group identi-
fication information, service capability identifier, etc.

Therefore, during the agent task execution process, it is
necessary to introduce an agent task status monitoring proto-
col to monitor the current agent’s session connection status
(including network status) with other agents, as well as the
status of each agent, such as service response delay and up-
link and downlink rates. When the network status informa-
tion or agent status information deteriorates to a preset
threshold, the switch process is triggered. The agent proxy
then re-initiates a service discovery request and additionally
carries demand information, which includes the target agent
capability identification information, address information
(which can carry the address information of the peer agent in-
terconnected with the agent), etc.

The agent proxy receives the new agent information and
synchronizes it to the relevant interconnected agents, re-
establishing a session connection for task collaboration.
When the agent service discovery function receives a new
service discovery request, it re-selects a new agent in combi-
nation with the additional demand information, which could
be carried via the extension of the DNS packet as shown in
Fig. 6. To ensure the service continuity, the agent proxy is-
sues an application synchronization instruction to the two
agents. The synchronization instruction includes: the identi-
fier of the other agent, task identifier, and agent service capa-
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bility identifier. The old and new agents then negotiate and
confirm the information to be synchronized, including the
task identifier and agent service capability identifier. After
verification, the information synchronization starts.

Furthermore, to improve the service efficiency of agents
during multi-agent collaboration, if an agent completes the
task it is responsible for, it can flexibly exit the task group in
advance. To ensure the performance of the original task after
such an early exit, the agent can add a new intermediate
state, which is a transition state. In this state, the current
agent can accept new task requests while still retaining the
relevant information and context of the original task. The
scheduling priority of agents in the transition state is higher
than that of occupied agents and lower than that of idle
agents. This can realize more efficient scheduling and utiliza-
tion of each agent, make full use of the capabilities of each
agent, and allows more users to be served.

6 Routing Protocol for the Internet of
Agents

6.1 Agent Semantic Routing Protocol

Considering the agent service capability discovery mecha-
nism, agent routing can be based on traditional routing sys-
tems, supporting flexible task group construction and mul-
tiple routing mechanisms such as unicast, anycast, and multi-
cast. By supporting the agent routing protocol based on the
agent service capability identifier, service discovery based
on agent capabilities can be realized. A candidate list of
agents that can provide services is searched through the
agent service capability identifier, and the target agent is
then determined in a distributed manner according to other
dimensions.

By extending the computing-aware traffic steering routing
protocol™, a capability-aware agent routing mechanism can
be realized. By advertising the supported capability informa-
tion in the network, the anycast mechanism based on the

+0 (MSB) +1(LSB)
O by Optiopoode L
22 Option-length ik
& Famly
6: | Sourceprefivlengh  Scope prefix-lengh |
3. Address. . . /

MSB: most significant bit LSB: least significant bit

Figure 6. Example of extended fields of DNS used to carry
demand information



agent service capability identifier could be realized. The
agent proxy only needs to carry the target agent service capa-
bility identifier, and the entry gateway selects the optimal ca-
pability for it by combining location information, capability
information, demand information, etc., which can ensure real-
time and dynamic distributed capability discovery.

In addition, the agent routing protocol needs to support
flexible task-oriented networking and construct a new task-
based routing table. A collective communication group can
be created based on the published task requirements to com-
plete agent team formation, and further adaptively complete
the task tree construction. According to the task tree, task re-
lease operator functions such as multicast broadcast and scat-
ter are performed, and task execution results are summarized
based on operators such as “gather” or “reduce” to achieve
distributed task collaboration.

The Agent Semantic Routing Protocol is used in distrib-
uted agent collaboration scenarios, enabling related agents to
discover target capabilities within a limited controlled scope.
It performs capability-based routing directly via agent ser-
vice capability identifiers in a decentralized manner, with
high scalability and dynamics, and is more applicable to
open, multi-domain, large-scale and dynamic agent intercon-
nection scenarios.

6.2 Agent Cross-Domain Traffic Assurance Protocol

The agent wide-area Internet will bring a new traffic pat-
tern. Different from the traditional client-server (C-S) com-
munication traffic pattern, in the agent-centered traffic pat-
tern, communication between agents may trigger call traffic
between agents and tool libraries, introducing implicit traf-
fic!. This may evolve into multi-segment traffic between
agents, as well as between agents and tool libraries, among
others. Therefore, the routing protocol needs to optimize such
multi-segment traffic between agents, between agents and
tool libraries, etc., in the same agent task to ensure unified
service level agreement (SLA) assurance and to prevent the
performance of any single traffic segment from affecting the
overall task performance.

For the same service agent, when it interacts with differ-
ent service agents, there may be different SLA assurance re-
quirements. Therefore, it is necessary to adjust the SLA re-
quirements for interacting with the peer agent and the corre-
sponding tools according to the performance requirements of
the different tasks in which the agent is involved. The SRv6
policy can be extended. The SRv6 controller identifies differ-
ent segment sessions based on the network policy, performs
session SLA association, and maps them to different poli-
cies. When the current agent interacts with other agents, if
agent-invoked API traffic is introduced, the new session
(identified by the agent-agent session) is maintained with the
same priority as the current session. This can be identified
by a triplet: the policy is uniquely identified by <Head end,
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Color, Endpoint>. The Endpoint can represent multiple desti-
nations sharing the same policy group, supporting cross-
domain traffic scheduling and ensuring that multi-segment
sessions run under the same policy framework.

In addition, a single agent may establish connections with
multiple agents at the same time to conduct sessions. There-
fore, there is resource competition between multiple sessions
of a single agent, including competition for network, comput-
ing and storage resources. It is necessary to clarify the prior-
ity of sessions and conduct resource planning for a single
agent. Different types of agent sessions will correspond to dif-
ferent types of traffic. For short-term high-frequency traffic
and long-term low-frequency large-data traffic, agents can ne-
gotiate different communication protocols. Therefore, a
single agent needs to support the ability to adapt to different
protocols and to support the simultaneous operation of differ-
ent protocols.

7 Security Considerations

The introduction of agents brings new security and privacy
challenges, including fake agent capability registration, dis-
covery poisoning, performance signal spoofing, cross-domain
trust issues, malicious identity spoofing, unauthorized ser-
vice invocation, semantic routing hijacking, privacy leakage
during capability discovery, and model or data attacks.
These threats severely hinder the compliance of service calls
and privacy protection of data interactions, which are crucial
for building an open collaborative ecosystem. To address
these issues, future research should focus on several key di-
rections: developing trust evaluation and dynamic access
control mechanisms for agent capabilities, designing decen-
tralized cross-domain authentication and authorization sys-
tems, exploring privacy-preserving capability discovery and
semantic routing technologies, establishing threat detection
methods based on agent behavior analysis, constructing
trusted execution environments for verifiable service invoca-
tion, and promoting the security standardization of capability

identifier and namespace management.

8 Conclusions

The rise of agent technology marks a profound shift in In-
ternet service models and communication paradigms, promot-
ing the evolution of networks from “connecting information”
to “connecting intelligence”. Aiming at the management,
control, and routing challenges faced by the IoA, this paper
proposes a protocol framework for loA. Through mechanisms
such as unified identification registration, dynamic service
discovery, and semantically aware routing, it provides a sys-
tematic protocol solution for efficient, secure, and scalable
collaboration among multiple agents from different agent ser-
vice providers and across multiple domains. In the future,
with the continuous expansion of agent application scenarios,
the actual deployment of the protocol still needs further ex-
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ploration and verification in terms of security, real-time per-
formance, and resource scheduling optimization.

Future work will focus on the detailed implementation of
the ToA architecture, protocol performance simulation, and
cross-domain experiments, aiming to advance the IoA from
theoretical design to practical application and lay a foundation
for the development of the next-generation intelligent network.
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1 Introduction
he rapid proliferation of intelligent devices, the increas-
ing complexity of digital ecosystems, and the emer-
gence of new paradigms, such as next-generation wire-
less communication networks, the industrialization of
intelligent agent devices, and ubiquitous artificial intelligence
(AI), are stretching the limits of 5G capabilities. 6G networks
are envisioned to address these challenges and serve as an
supports
decision-making, automation, and context-awareness' 2. The

intelligence-native  infrastructure that real-time
transition to 6G is expected to further intensify these dynamic
changes, placing higher demands not only on network manage-
ment, optimization, and operational control, but also on en-
abling a user-centric ecosystem in the real physical world. As a
result, the integration of Al with 6G networks has emerged as a
transformative trend in networking'.

During the 5G-A phase, by embedding Al capabilities
across various network layers, Al/machine learning (AT/ML)
functions have gradually found deployment in various net-
work optimization use cases, including load balancing, en-

ergy saving', mobility optimization, network slicing, cover-

age and capacity optimization”!, channel state information
(CSI) prediction, beam management, and positioning'®. The
6G era demands a new Al paradigm—one that is not just
embedded into the network but is native to it, capable of au-
tonomous decision-making across distributed and multi-
agent environments”. Ref. [8] introduces a novel frame-
work to integrate Agentic Al with 6G networks to enable
self-design, self-running, self-reflection, and self-recycling
in the 6G core network (CN).

A new technological leap—physical Al—is emerging”,
where Al is no longer confined to the digital realm but increas-
ingly integrates with the physical world. This paradigm envi-
sions Al systems that can perceive, interact with, and influ-
ence the physical environment in real time. Physical Al en-
ables intelligent interaction with the real world through sys-
tems such as robotic controllers, autonomous machines, and
Al agents. In this context, future 6G networks can serve as a
critical enabler, acting as the infrastructure layer that seam-
lessly connects humans, Al agents, and machines. By provid-
ing ultra-low latency, high reliability, and service-aware intel-
ligence, 6G networks can facilitate real-time, bidirectional
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communication between Al and physical systems, paving the
way for seamless human-machine collaboration in domains
such as smart manufacturing, smart transportation, smart
healthcare, and remote robotics.

While current intelligent 5G networks and conceptual 6G
AT architectures have made progress in integrating Al for net-
work optimization, they lack real-world implementations and
practical use cases involving cross-layer collaboration of Agen-
tic AL. The absence of cross-layer Al agent collaboration hin-
ders the realization of ubiquitous intelligence in 6G—a net-
work that can autonomously understand, reason, and act. Moti-
vated by these limitations, we propose a novel framework:
Agentic Al-enabled 6G Network and Service (AA6NS). This
architecture envisions the 6G network as a key component to
achieve full-domain integrated AI within the network infra-
structure that supports:

¢ Intent-driven service orchestration, where the network in-
terprets high-level user intents and dynamically translates
them into the service-aware information for cross-domain
transfer;

 Adaptive real-time quality of service (QoS) management,
allowing the network to proactively adjust network parameters
in response to changing user goals and real-time environmen-
tal conditions;

* Task-level agent group management, enabling the dy-
namic formation and coordination of service groups to accom-
plish complex, multi-step tasks.

The remainder of this paper is structured as follows. Section
2 introduces the concepts of Agentic Al and Al agents, and re-
views related work on AI/ML for next-generation radio access
networks (NG-RAN) from the standard perspective. Section 3
presents the proposed integration framework for enabling
Agentic Al in 6G networks and Section 4 describes a set of
representative scenarios demonstrating the capabilities of the
proposed AA6NS. Finally, Section 5 outlines the key technolo-
gies for future research and concludes the paper.

2 Background and Related Work

An AT agent is an automated, intelligent entity capable of
interacting with its environment, acquiring contextual informa-
tion, reasoning, self-learning, decision-making, and executing
tasks, either autonomously or in collaboration with other Al
Agents, to achieve a specific goal, as defined in 3GPP SAl
WG, They can function across a wide range of domains,
from autonomous vehicles to intelligent personal assistants,
embodying behaviors with decision-making processes similar
to those of humans.

Furthermore, Agentic Al refers to an autonomous, goal-
oriented functional framework that empowers Al agents to per-
ceive, reason, plan, and execute actions in dynamic environ-
ments. It provides the capability to orchestrate heterogeneous
demands through intent-driven, multi-step tasks, involving
multi-agent cooperation and autonomous optimization. The
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comparison between an Al agent and Agentic Al is summa-
rized in Table 1.

Agentic Al represents a transformative shift in the design
and deployment of intelligent systems. By equipping Al agents
with autonomy, adaptability, and multi-agent collaboration ca-
pabilities, Agentic Al moves beyond the limitations of tradi-
tional Al, enabling intelligent behavior in unpredictable, real-
world physical environments.

3 Integration Framework for Agentic Al
in 6G

During the AI/ML for the NR-RAN phase of 3GPP 5G-A,
the topic “AI/ML for NG-RAN” has been discussed from Re-
lease 17 through the current Release 20. The functional
framework for RAN intelligence (as shown in Fig. 1a) and Al/
ML-assisted use cases have been studied and specified in
RAN3". Additionally, RAN1 and RAN2 have designed
their own functional frameworks for RAN intelligence on the
air interface, as shown in Fig. 1b”. RAN3 focused more on
data transmission, e.g., input, output and feedback, between
AI/ML functions, while RANI1, besides data transmission,
also emphasized model management within the lifecycle man-
agement (LCM).

Since Al in future 6G networks requires multi-domain col-
laboration, considering AI/ML functions from only a single
layer limits the research on Agentic Al in 6G. Therefore,
based on the existing functional framework, we propose a new
functional framework for RAN Intelligence that integrates Al/
ML data transmission, model management within LCM, and
the increasingly important concept of Agentic Al in 6G.

Firstly, Agentic Al consists of several key components, en-
compassing the essential parts shown in Fig. 2.

* Perception: This enables the agent to perceive its network en-
vironment, allowing it to receive and process multimodal inputs
such as text, images, audio, radio conditions or other data types.

Table 1. Comparison between AI agent and Agentic AI

Feature Al Agent Agentic Al
Reactive (requiring spe- . . . e
e . Proactive (actively identifying inten-
Autonomy  cific inputs or condi- . .
. tions and preventing problems)
tions to act)
. Rule-based (relying on  Goal-oriented (autonomously optimiz-
Processing . . .
pre-defined processes) ing strategies)
. - Dynamic (learning in real time f;
Learning Static (based on data ynamic ( cariing m rea’ ime from
. . . data and building knowledge bases
capability for static modeling) .
across domains)
Architec- Single agent Multiple agents (in‘cluding Physical
ture agents); orchestrating multiple agents
Applica- Collaboration with multiple agents
tion sce- Single-task execution across domains to handle complex
narios and long-term tasks

Al: artificial intelligence
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that, combined with perception, enable the

¥ Feedback

Training data .
Model training

Model deployment/
Data update

Model performance

feedback

collection

Inference data Output

autonomous completion of increasingly com-
plex tasks.

Agentic Al can be deployed in all do-
mains, including the CN, RAN and intelli-

gent end devices.

Given this, we depict a new functional

Model inference Actor

(a)

‘ Trained/updated model

framework (Fig. 3) for 6G by combining the
existing frameworks and the Al agentic ar-
chitecture.

1) Data collection: This function provides
input data to model training and model in-

Training data o
> Model training [

Performance
feedback/re-

training request

Model trans-
fer/delivery

Monitoring data

ference functions.

* Training data: data needed as input for
the AI/ML model training function.

* Monitoring data: data required for the
management of AI/ML models or functional-
ities, including data retrieval from the net-
work environment to monitor the perfor-
mance of AI/ML models or functionalities.

* Inference data: data needed as input for

(b)

Figure 1. Functional framework for (a) RAN intelligence and (b) air interface

* Decision-making (Knowledge): This empowers the
agent with autonomous decision-making and planning capa-
bilities, enabling it to handle and execute more complex
tasks effectively.

* Knowledge storage: This provides the agent with
memory functions, where internal storage holds the agent’s
accumulated knowledge, skills, and experiences for refer-
ence and learning.

* Action: This equips the agent with the ability to interact
with the network environment, allowing it to perform actions

Data request
O E—— Management Model storage
collection
Inference Management
output instruction
Inference data |
Inference

| Model transfer/delivery

the AI/ML model inference function.

2) Model training: This function performs
AI/ML model training, validation, and test-
ing, generating model performance metrics
that can be used as part of the model testing
procedure. The model training function is
also responsible for data preparation (e.g., pre-processing and
cleaning, formatting, and transformation) based on the training
data delivered by the data collection function, if required.

3) Model inference: This function generates outputs by apply-
ing AI/ML models or functionalities, using inference data pro-
vided by the data collection function as input. Similar to train-
ing, this function handles necessary data preparation (e.g., pre-
processing and cleaning, formatting, and transformation) for
the inference data.

/Network environment\ - ~ -IHI-
Perception =5 s 1o 5 ) - Knowledge Car
Radio condition,_ ["®#9® ] Agentic Al L"":] Sceping (Han storage network
Video [rees ]
Photo [cees ]
[~eee ]
o I e
H Knowledge storage l LAY Perception  Action ns(;(v)x;:gege RAN
A = \ )
Action Agentic Al 1
Output [ ®®= ] @ Q}
.|ﬂ|- . . Knowledge UE
— Perception Action
Task Q‘ ‘E_——" 4 \‘ & storage
k _/ |- >
Al artificial intelligence RAN: radio access network ~ UE: user equipment
Figure 2. Agentic Al architecture in 6G
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inference function or Agentic Al, and trig-
Feedback gers or performs corresponding actions. The

actor may trigger actions directed toward
Agentic Al other entities or the actor itself.

¢ Feedback: Information needed to derive

Training o training data and inference data, or to moni-
Model training L
data tor AI/ML model performance and its im-
pact on the network through key perfor-
Model Model mance indicator (KPI) updates and perfor-
storage/ retraining mance counters.
update request 6) Agentic Al: It refers to an autonomous,
goal-oriented functional framework that em-
Data Monitoring Management powers Al agents to perceive, reason, plan,
collection data and storage and execute actions in dynamic environ-
ments, particularly in complex network sys-
Model Model tems. Agentic Al integrates advanced capa-
deployment/ performance bilities for model training and inference to en-
update feedback
able real-time perception of the network envi-
ronment. These models are grounded in a
Inference . Output knowledge base and prior knowledge. Given
data BT Actor [ — that, Agentic Al can iteratively dynamically
refine its decision-making, adapt to uncertain-
ties, and orchestrate multi-entity collabora-
R tions to fulfil complex tasks.
Al artificial intelligence
Figure 3. Functional framework for RAN intelligence in 6G 4 Agenﬁc Al-Enabled 6G Net-
work and Service
* Model storage/update: Trained or updated models are de- Based on the concept of Agentic Al and the proposed Agen-
livered to the management and storage function. Trained mod- tic Al functional framework above, AA6NS is proposed as a
els are stored awaiting invocation, while updated models re- new paradigm to empower a user-centric ecosystem with Agen-
place existing ones. tic Al. From a customer perspective, users can directly sub-
4) Management and storage: This function oversees the op- scribe on-demand to personalized services provided by one or
eration and monitoring of AI/ML models or functionalities, more Agentic Al-enabled service groups from operators or au-
including the management of model training and inference, thorized service providers. Communities, schools, and airports
as well as orchestrating model collaboration between network utilize Agentic Al-enabled service groups to provide sub-
elements. It also includes knowledge storage. For example, scribed or customized services, as illustrated in Fig. 4.
in a distributed learning architecture, this function coordi- For operators, AA6NS enables a transformative shift from tra-
nates the training and inference processes across various net- ditional bit-pipe models to value providers through task- and
work elements. attribute-based charging, e.g., billing based on device groups or
* Model retraining request: Based on model perfor- Al compute usage. It supports multi-device collaboration via
mance feedback and monitoring data, model retraining can group capabilities and ensures security through a native, end-to-
be triggered if the model’ s performance does not meet the end 3GPP 6G security framework. For consumers—both busi-
requirements. nesses and individuals—AAG6NS offers cost-effective deploy-
* Model deployment/update: It is used to initially deploy a ment by orchestrating devices with specific capabilities (e. g.,
trained, validated, and tested AI/ML model to the model infer- video, audio, flight capability, diving capability) instead of rely-
ence function or to deliver an updated model to the model in- ing on expensive “do-it-all” devices. This approach enables
ference function. proactive, always-on services, plug-and-play operation, service
Furthermore, compared with legacy AI/ML and Agentic Al context-awareness, and flexible, customizable subscription mod-
the short-term memory and long-term memory are critical for els tailored to individual needs.

optimizing LLM performance. Therefore, the storage function

here includes not only the AI/ML models but also the knowl- 4.1 Applicable Scenarios

edge storage. AAG6NS supports a wide range of application scenarios in
5) Actor: This function receives the output from the model our daily lives. The following examples illustrate the capabili-
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ties of the AAGNS.

1) Last meter delivery

In a 6G-enabled smart community as shown in Fig. 5, a
user’ s natural language command, like “bring the package
from the locker to my home”, is instantly interpreted by the
network into a precise, service-aware task with defined la-
tency and security needs. Recognizing access restrictions,
the system dynamically assembles an Agentic Al service
group, e.g., a public robot for outdoor deliv-
ery and a private home robot for indoor
handling, automating task distribution with-
out user intervention. The network continu-
ously adapts to real-world conditions. For
instance, if it starts raining, it proactively
updates robot behavior and allocates extra

network and compute resources to maintain
delivery speed, precision, and synchroniza-

tion, ensuring seamless, end-to-end task
Bring goods fromiy

the locker to
storage at h

execution from high-level intent to physi-
cal fulfillment.

2) Collaborative safe care

In this scenario, an elderly user is safe-
guarded by a dynamic Agentic Al service
group, including a smartwatch, robot compan-
ion, and integrated sensing and communica-
tion (ISAC) sensor, driven by the high-level
intent of ensuring continuous safety. When
the user is distracted during a conversation
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Medical center
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the user’ s behavior. As shown in Fig. 6, the
Seller system triggers a rapid, coordinated re-
sponse: devices communicate via ultra-low-

latency wireless technologies, e.g., Device-to-

&

Device (D2D) or network-assisted communi-

Community cation, to relay a hazard warning to the user.
The accompanying robot then executes a real-
EUE time action to ensure user safety, which pre-

vents accidents through proactive, autono-
mous collaboration within the group via 6G
networks.

3) Emergency rescue

)

Drsmsiir In a critical situation where a user suf-
fers a sudden cardiac event, the local Agen-
tic Al service group, initially just a smart-

the
anomaly. The 6G network interprets the

watch and support robot, detects

Factory owner
high-level intent as “Immediate Life Pres-
ervation” and translates it into actionable
service needs, such as rapid automated ex-
ternal defibrillator (AED) delivery. The sys-
tem in Fig. 7 dynamically expands the ser-
vice group by recruiting a nearby delivery
drone, which is allowed to override its original task. It recon-
figures network resources for ultra-low latency and priori-
tizes control and video streams. The drone autonomously re-
trieves an AED and navigates the optimal route to the user,
enabling a rapid, coordinated life-saving response.
Furthermore, all the above tasks can be regarded as indi-
vidual subscription-based paid services or packaged as a
whole subscription-based paid service, such as a “24-Hour

6G RAN

(,(é)\) =)

6G CN

—r
Indirect comm
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Indirect comm >
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Direct comm
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to home before
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and approaches a slippery surface, the ISAC
device detects the risk and correlates it with

Figure 5. An illustration of last meter delivery
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Figure 6. Collaborative safe care

Figure 7. Emergency rescue

Community Butler”. Users can directly subscribe to the ser-
vice from operators or community property management, ulti-
mately shaping a future society where all physical agents col-
laborate to serve people and fulfill user intents.

4.2 Architecture

By combining the proposed functional framework for RAN
intelligence with the concept of AA6NS, the overall architec-
ture integrated with Agentic Al is shown in Fig. 8. As ex-
plained above, customers first subscribe to the AA6NS from
operators or third-party service providers (e. g., community
property management, hospitals, and factories). Then, custom-
ers input intent requests to the application layer, which trans-
lates and forwards the intent to the 6G network leveraging the
Agentic Al. After that, the 6G CN further analyzes the intent,
triggers the corresponding protocol data unit (PDU) sessions
toward multiple end devices, and provides the service-aware
information to the RAN. Particularly, Agentic Al is deployed
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in each layer of the 6G network, facilitating knowledge shar-
ing across domains. Thus, upon receiving service-aware infor-
mation, the RAN can dynamically manage the real-time task-
level QoS, perform the corresponding PDU sessions, monitor
the task level QoS/QoE performance, and manage the collabora-
tive Agentic Al-enabled service groups (e.g., express delivery,
auto parking, intelligent care) to realize consumer intents. Agen-
tic Al-enabled services are inherently performed with multiple
tasks by multiple devices, which may require coordinated inter-
actions among devices with differentiated capabilities within a
service group. Task-associated PDU sessions are orchestrated
accordingly, each provisioned with legacy QoS and task-level
QoS parameters. Customers can also provide service quality
feedback through the application layer. Network performance
feedback and user performance feedback information can be
collected within 6G networks and used for service quality evalu-
ation or as part of the knowledge information.

4.3 Potential Technical Features

As previously discussed, the Agentic Al on applications
may invoke 3GPP services based on the intent. In contrast,
Agentic Al on 6G networks may provide the 3GPP service to
customers or third parties based on the received service re-
quest, which will be triggered in the form of one or multiple
task-associated PDU sessions towards one or multiple devices.

The 6G CN is capable of further analyzing intents from the
application layer and triggering the corresponding PDU ses-
sions toward multiple devices. As shown in Fig. 9, an Agentic
Al-enabled service group is initiated based on the translation
of user intents, service requirements and device capabilities.

To support AA6NS, the 6G network shall support the follow-
ing basic functions: authorization and registration of task de-
vices, service-aware information exposure, task-associated
PDU session management and task-level QoS/QoE monitoring,
and service group management, as illustrated in Fig. 10.

Agentic Al-enabled end devices report service capability in-
formation to the CN, which performs authorization and config-
ures the set of allowed tasks for each device. Either the CN or
the device may initiate service requests to establish a PDU
session corresponding to certain tasks to achieve a specific
Agentic Al enabled service. When the Agentic Al-enabled ser-
vice is activated, service-aware information may be provided
to the RAN for network performance monitoring and dynamic
management of service group devices to meet specific task re-
quirements. Task-associated PDU session management also in-
cludes PDU session setup, modification, and release. When
the task-level QoS cannot be fulfilled, the RAN may also trig-
ger the notification towards the CN. Additionally, task-level
QoE/QoS monitoring for real-time status and performance
tracking is also supported.

In addition, Fig. 11 illustrates the group management proce-
dures. Initially, all participating devices join the Agentic Al-
enabled service group, with Devicel and Device2 successfully
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establishing task-level PDU sessions. Based on the data col-
lected from devices and the network, the 6G network deter-
mines that Device2 is deemed no longer suitable for its as-
signed task. As a result, the 6G network initiates the establish-
ment of a new task-level PDU session for Device3, and subse-
quently releases the PDU session associated with Device2.
Privacy and security protection is essential, especially as
Agentic Al makes autonomous decisions based on sensitive
user data. Techniques such as confidential computing, feder-
ated learning, and zero-knowledge proofs can enhance data
protection, while subscriber identity module (SIM) identities
ensure actions are traceable and auditable. This framework fa-

cilitates secure access control and ensures that only autho-
rized device can interact on behalf of consumers.

The above outlines the technical features that we believe
6G networks need to possess in the future to support the pro-

posed AAGNS.

5 Conclusions

The emergence of Agentic Al marks a transformative shift
in the Al paradigm, bridging the gap between the digital and
physical worlds. By enabling real-time perception, interaction,
and actuation within the physical environment, 6G networks
will play a foundational role as the intelligent infrastructure that
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Figure 10. Examples of call flow on Agentic AI-enabled 6G networks and services
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W
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5. The task continued by switching from Device2 to Device3 within the Agentic Al-enabled service group.
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NGAP: next generation application protocol

PDU: protocol data unit
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Figure 11. Call flow on group management

connects humans and Agentic Al-enabled machines through
ultra-reliable, low-latency, and service-aware communication.
The proposed functional framework for RAN intelligence
and the concept of AA6NS illustrate how future networks can
dynamically manage intent-driven Agentic Al-enabled ser-
vices. By utilizing Agentic Al across all layers of the 6G archi-
tecture, the network can interpret user intents, orchestrate

multi-device and multi-step task execution, and ensure real-
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time task-level QoS and QoE performance.

As 6G networks evolve to support AA6NS, key enabling ca-
pabilities—such as authorization and registration of task de-
vices, service awareness, task-associated PDU session man-
agement, task-level QoS/QoE monitoring, and service group
management—become indispensable. Ultimately, this archi-
tecture lays the groundwork for a fully agentic, intelligent, and

adaptive physical-digital ecosystem, where Agentic Al-
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enabled networks and services can seamlessly meet human
needs across diverse application scenarios, fulfilling the vi-
sion of a truly user-centric ecosystem.
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1 Introduction
he rapid advancement of large language models (LLMs)
has fundamentally expanded the application landscape
of artificial intelligence (AI), with the Al agent emerg-
ing as a dominant paradigm for translating LLM capa-
bilities into actionable systems. Al agents are intelligent enti-
ties capable of environment perception, autonomous decision-
making, and action execution, which leverage LLMs to accom-
plish tasks independently or collaboratively in complex environ-
ments while continuously optimizing their behavior'". In recent
years, a diverse spectrum of agent-based applications has been
developed in both industrial and consumer domains, exempli-
fied by Manus” and Coze". Agents can be broadly categorized
into physical agents, which exist in physical forms such as ro-
bots and interact directly with the physical world, and digital
agents, which operate within digital environments to provide
more sophisticated decision support. To accomplish increas-
ingly sophisticated tasks, heterogeneous agents across different
domains must frequently collaborate, necessitating seamless
inter-agent communication and robust networking. As agents
proliferate across diverse environments, future networks will in-
creasingly interconnect these agents rather than conventional
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end hosts, marking a paradigm shift in networked object compo-
sition and imposing new demands on network architecture, con-
trol mechanisms, and resource management.

To accommodate the evolving connectivity requirements of
agents, Heterogeneous Agent-Oriented Networking (HaoNet)
has significant research value. HaoNet aims to provide a glob-
ally interconnected and controllable network with on-demand
enabling for information exchange and task collaboration among
agents of various forms, capabilities, and users™. Unlike con-
ventional networking paradigms, HaoNet is designed to support
reliable agent access and interaction frequencies that far exceed
those of traditional networks. Driven by the intrinsic autonomy
of agents, HaoNet shifts from reactive connectivity to proactive,
task-oriented networking, where links are established autono-
mously to fulfill specific task goals. Furthermore, HaoNet en-
ables real-time, flexible network reconfiguration to navigate
emergent tasks and dynamic environments.

Despite its potential, realizing the full capabilities of HaoNet
presents significant technical challenges. First, addressing
emergent and complex tasks requires deep semantic parsing of
task-specific objectives and the subsequent mapping of these
mission-level goals onto networking targets. Second, ensuring
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policy consistency and reliability across diverse agents is criti-
cal, as any misalignment in intent interpretation could lead to
network instability in dynamic environments. Third, the proac-
tive nature of agents leads to highly frequent and bursty interac-
tions, requiring continuous network policy adaptation. Finally,
the disparity in functional capabilities and computational re-
sources among agents demands a sophisticated orchestration
mechanism capable of balancing global intent fulfillment with
resource efficiency.

The Intent-Driven Network (IDN) is a novel paradigm cen-
tered on user intent, utilizing Al to accurately identify and rap-
idly respond to high-level user requirements®. By integrating
core technologies such as intent refinement, policy generation,
and intent assurance, IDN achieves a closed-loop mapping from
user intent to network configuration, enabling the network to dy-
namically adapt and optimize itself without manual intervention.
This inherent flexibility and self-optimization capability offer a
promising pathway to overcome the bottlenecks of HaoNet. Spe-
cifically, the intent-centered paradigm provides a robust frame-
work for parsing the semantic objectives of emergent tasks, ef-
fectively bridging the gap between mission-level goals and net-
working targets. Moreover, the adaptive architecture of IDN,
supported by advanced techniques such as multimodal process-
ing and semantic communication, is uniquely suited to maintain
policy consistency and handle the highly frequent interactions
characteristic of agents.

This paper aims to develop a network control system for Ha-
oNet that operates under an intent-driven paradigm, fundamen-
tally bridging the gap between high-level task objectives and au-
tonomous network execution. By integrating IDN technologies,
the proposed system ensures policy consistency and reliability
while enhancing networking effectiveness and task efficiency
for emergent tasks in dynamic environments. The main contribu-
tions of this paper are summarized as follows:

1) Characterization of HaoNet: We summarize three key fea-
tures of HaoNet, namely task-driven operation, distributed col-
laboration, and closed-loop intelligence, establishing a concep-
tual foundation for agent-oriented networking.

2) System architecture and key technologies: We propose a
comprehensive system architecture that integrates IDN, and in-
vestigates the associated key technologies required to enable au-
tonomous network control.

3) [lustrative application scenarios: We provide typical ap-
plication scenarios to demonstrate the practical value and fea-
sibility of the proposed system in enabling robust agent-
oriented networking.

2 Related Work

The rapid proliferation of agents has spurred diverse para-
digms of agent-oriented networking. Gupta et al. proposed Ag-
Net'®, a novel architecture that draws parallels with the World
Wide Web by introducing specialized components such as the
Agent Name Server and the Agent Text Transfer Protocol to fa-
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cilitate discovery and interoperability. From a broader ecosys-
tem perspective, the Internet of Agents”” has been envisioned as
a foundational framework for the seamless interconnection of
heterogeneous agents at scale, focusing on capability notifica-
tion and adaptive communication, and introducing emerging
agent communication protocols including Model Context Proto-
col (MCP)® and Agent to Agent Protocol (A2A)". To further
integrate intelligence into the network fabric, Xiao et al. pro-
posed AgentNet!'”, a 6G-oriented framework that connects
task-oriented agents by deploying dedicated agents across the
physical, network, and application layers to enable cross-layer
collaborative intelligence. Despite these advancements, sys-
tematic analysis''"! reveals that siloed agent designs lead to sig-
nificant architectural fragmentation, hindering cross-domain
interoperability and manageable scaling. Compounding this is-

67100 brimarily focus on defining

sue, existing frameworks'
static structural components while paying insufficient atten-
tion to specific operational mechanisms, particularly under dy-
namic task execution.

IDN has emerged as a transformative paradigm that auto-
mates network management by translating high-level user objec-
tives into actionable configurations''”. Recent research has in-
creasingly focused on integrating Agentic Al to overcome the ri-
gidity of traditional rule-based IDN systems. For instance, Jiang

1."3 proposed a hierarchical multi-agent framework for 6G,

et a
where LLM-based agents employ reasoning-action cycles to de-
compose natural language intents into technically feasible net-

04 introduced a

work slice configurations. Similarly, Lee et al.
Generative-Al-empowered architecture that utilizes a chief
agent to transform intents into dependency-aware execution
graphs for autonomous telecom service reconfiguration. In spe-
cialized domains such as industrial automation, Romero et al.'™!
integrated Agentic Al into the intent-based paradigm, utilizing
specialized sub-agents to translate high-level human goals into
autonomous actions aligned with Industry 5.0 principles. While
these studies predominantly leverage Agentic Al as a tool to en-
hance the autonomy of IDN, the maturation of IDN capabilities
provides a natural foundation for extending its robust intent-
centered and self-optimization mechanisms to support agent-
oriented networking. Applying these enhanced capabilities en-
ables a strategic shift from using agents to manage the network
to leveraging the network’ s inherent intelligence to proactively
sustain the task-driven, bursty, and heterogeneous interactions
of the agents themselves.

The integration of IDN into agent-oriented networking re-
mains in its early stages. A preliminary attempt is GoAgent-
Net"" which draws on the intent-driven paradigm to enable
multi-agent collaboration by orchestrating their perception,
communication, and computation. While it explores goal-
oriented fulfillment, GoAgentNet lacks specific mechanisms
to ensure dynamic intent-agent mapping and scalable collab-
orative orchestration of heterogeneous agents. To bridge these
gaps, our research proposes an intent-driven control frame-
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work for HaoNet, which incorporates diverse mechanisms
such as LLM fine-tuning and adaptive collaboration patterns
to ensure high network policy consistency and reliability

within dynamic environments.

3 Networking Scenario and Design of HaoNet

This section presents the core foundations of HaoNet, ranging
from key features to architectural implementation. We introduce
a general networking scenario to establish context, followed by a
summary of key features that serve as a conceptual foundation.
Finally, we present the system architecture for HaoNet.

3.1 Networking Scenario

To provide a foundational understanding of HaoNet, we intro-
duce a general networking scenario centered on collaborative in-
frastructure maintenance tasks, which can be analogized to
other networking scenarios, as shown in Fig. 1. This scenario in-
corporates a heterogeneous agent society comprising unmanned
aerial vehicle (UAV) agents, ground robotic agents, and virtual
assistant agents, all operating collaboratively to ensure the op-
erational integrity and safety of 5G/6G network-based urban or
unmanned ad-hoc network-based industrial infrastructures.

The collaborative infrastructure maintenance process typi-
cally initiates with high-level operational objectives, including
comprehensive structural health inspections. These objectives
are systematically decomposed into granular subtasks and allo-
cated to multiple agents, which then form task subnets for col-
laborative execution based on their capabilities and real-time
spatiotemporal status. During this collaborative process, their lo-
calized interactions give rise to specific networking require-

Collaborative infrastructure maintenance task
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ments, as the underlying communication infrastructure must
adapt its resources to support the synchronization and data-
intensive demands of agents.

Beyond preplanned task allocation, the network must accom-
modate spontaneous, peer-to-peer interactions within this dy-
namic environment. For instance, a ground robotic agent requir-
ing an aerial perspective for a localized assessment can autono-
mously initiate a collaborative request to a nearby UAV, trigger-
ing a real-time massive data exchange. These emergent commu-
nication requirements necessitate on-demand reconfiguration,
where logical links and physical resources are rapidly reconfig-
ured into transient, task-aligned subnets.

It is important to note that 5G/6G networks and unmanned
ad-hoc networks exhibit fundamentally different characteristics.
Specifically, 5G/6G networks rely on well-established infrastruc-
ture, providing relatively stable topology, reliable connectivity,
and support for centralized control. In contrast, unmanned ad-
hoc networks operate without fixed infrastructure, featuring
highly dynamic topology, intermittent connectivity, and a stron-
ger reliance on distributed and self-organizing mechanisms. Al-
though the key technical requirements differ across scenarios in
terms of control strategies, resource management, and communi-
cation patterns, the proposed architecture and key technologies
are designed to address common requirements while enabling
flexible adaptation to scenario-specific characteristics.

3.2 Key Features

By distilling the fundamental requirements of HaoNet, we
summarize three key features: task-driven operation, distributed
collaboration, and closed-loop intelligence.

3.2.1 Task-Driven Operation
In HaoNet, task intent
originating from the user
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Figure 1. A general networking scenario of collaborative infrastructure maintenance in HaoNet
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HaoNet encompasses three task orchestration modes: central-
ized, distributed, and semi-distributed, as shown in Fig. 2. In
the centralized mode, a central agent maintains a comprehen-
sive global view of the network, covering agent capabilities,
edge computing resources, network states, and related contex-
tual information. Based on this view, it performs unified intent
refinement and decomposition and assigns subtasks to appropri-
ate agents. In the distributed mode, each agent is capable of in-
tent refinement and decomposition; upon receiving a task in-
tent, an agent autonomously processes the intent and collabo-
rates with other agents through negotiation to accomplish the
task. In the semi-distributed mode, a group of agents dynami-
cally selects a central agent based on their intelligence levels.
Task intents, together with relevant network information, are for-
warded to the selected agent, which performs intent refinement
and decomposition on behalf of the group.

These three orchestration modes are suitable for different sce-
narios and offer distinct advantages. Centralized orchestration is
well-suited to relatively stable networks and tightly coupled
tasks that require unified control. Distributed orchestration tar-
gets highly dynamic networks with numerous mobile nodes,
where tasks exhibit weak dependencies and high requirements
for flexibility and fault tolerance. Semi-distributed orchestration
applies to agent networks that are locally centralized but glob-
ally distributed, aiming to balance the efficiency of centralized
planning with the flexibility of dis-
tributed coordination.

3.2.2 Distributed Collaboration

Distributed collaboration signifies
that agents are physically distrib-
uted and collaboratively accomplish
tasks. Distributed agents execute as-
signed subtasks within a task subnet
and continuously adjust their behav-
iors aligned with the task intent, col-
laborating and  cooperating  to
achieve global task optimization.

To sustain such collaborative ex-
ecution, the interplay between
agents necessitates both information
sharing and capability sharing. In-
formation sharing encompasses the

physical environment data per-

Task intent
ceived by agents, information re-
garding the capabilities of surround-
ing agents, and real-time network
Through

change, agents within a task subnet

states. information  ex-
can obtain a comprehensive view of
subnet information. Capability shar-
ing allows an agent to remotely le-
verage the capabilities of another

(a) Centralized orchestration
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agent to fulfill the current assignment.

Facing the challenge of massive data exchange among
agents, distributed collaboration in HaoNet relies on semantic
communication. To fulfill complex tasks, agents will exchange
multi-modal information to achieve information unification,
which inherently triggers massive data transmissions. Further-
more, the disparity in intelligence levels and functional capa-
bilities leads to heterogeneous data modalities, creating a criti-
cal need for cross-modal transformation. To address these
challenges, semantic communication is employed to provide
expressive and flexible representations, such as embedding-
based data transmission, ensuring efficient and seamless in-
teroperability across agents.

3.2.3 Closed-Loop Intelligence

Closed-loop intelligence refers to the internal architecture of
the agent that enables it to autonomously perform the full life-
cycle of task intents, including environment perception, data
processing, decision-making, and action execution. As shown in
Fig. 3, a general agent consists of four core functional modules
(perception, analysis, planning, and execution) supported by an
internal knowledge base for data storage and inter-module inter-
action. To enhance the capabilities of each module, the agent in-
tegrates additional components such as LLMs, external knowl-
edge bases, and external tools, thereby supporting comprehen-

Task intent

(c) Semi-distributed orchestration

Figure 2. Three task orchestration modes in HaoNet
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sive task completion”.,

The perception module monitors network connectivity, the
physical environment, and agent capabilities. The analysis mod-
ule handles intent recognition, conflict detection, intent refine-
ment, and intent decomposition by utilizing LLMs and related
processing tools. The planning module generates policies and
resolves conflicts, drawing on analyzed data and other related
tools to produce a new policy compatible with existing network

The

implements these policies using re-

policies. execution module

lated execution tools to convert

Intent-Driven Control System for Heterogeneous Agent-Oriented Networking (HaoNet)

forming them into executable policies. It performs a complete
technical workflow, including environment perception, intent re-
finement, intent decomposition, and policy generation, based on
the agent’ s internal functional modules of Perception, Analysis,
Planning, and Execution.

Environment perception collects heterogeneous contextual in-
formation from both the physical and network environments,

providing essential inputs for subsequent processing. Intent re-

them into concrete configurations or

actions. Interaction among these Task intent

modules ensures reliable task ex- U

ecution and efficient collaboration

with other agents. LLMs Eecht External tools

3.3 Design of Architecture & rmﬁ Analysis E:> [ Planning
Based on the above summariza- :> Internal knowledge <:

tion, an architecture of an intent- knm];:f:f;:iﬂases base .

driven control system for HaoNet is <IEEE Perception <l' Execution APT

proposed, as shown in Fig. 4. The 7\
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the application layer, the intent | Network | Agent /L -‘-%;— @,C,
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agents and their surrounding physi-
cal and network environments form
the infrastructure layer. The separa-
tion between the application and in-
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Figure 3. General internal architecture of agent
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finement extracts explicit task requirements from user intents.
Intent decomposition integrates the task requirements with envi-
ronmental information to identify appropriate agent sub-groups,
generate executable subtasks for individual agents, and coordi-
nate their execution to optimize the fulfillment of the overall
task intent. Based on the agent’ s current state and assigned
subtask requirements, the policy generation function produces
executable policies and delivers them to the execution module
for concrete actions.

The intent layer incorporates semantic communication to sup-
port multi-modal and cross-modal information exchange among
heterogeneous agents. Multi-modal inputs are encoded into uni-
fied semantic embeddings via modality-specific encoders, pre-
serving task-relevant information for intent understanding, agent
matching, and subtask coordination. These embeddings can be
further transformed across modalities to ensure consistent inter-
action among agents with different capabilities. Structured inter-
faces based on MCP and A2A support context exchange, tool in-
vocation, and task-level coordination, reducing redundant trans-
mission and improving interoperability.

3) Infrastructure layer

The infrastructure layer is responsible for constructing task-
specific subnets based on the matching results between agents
and assigned subtasks, thereby enabling multi-agent collabora-
tion. After receiving their respective subtasks, agents within a
task subnet exchange information and adapt their execution
policies in response to environmental dynamics, collectively
working toward the optimal fulfillment of the overall task intent.

Built on the IDN framework, the architecture incorporates
inter-agent semantic communication and implements workflows
such as intent refinement and policy execution within the
agents. Through continuous interactions within the three-layer
architecture, the north - south direction realizes a full-lifecycle
closed loop of task intent, from input and execution to assur-
ance, while the east — west direction supports efficient collabo-
ration among multiple agents, thus comprehensively ensuring
the dynamic adaptability and flexible scheduling of HaoNet.

4 Key Technologies

To realize the intent-driven control system for HaoNet, this
section presents the key technologies from three perspectives:
Monitor-Analyze-Plan-Execute over a shared Knowledge
(MAPE-K) based intent closed-loop and adaptive modes; LLM
for intent recognition, refinement, decomposition, and map-
ping; and Coordination, Collaboration, and Cooperation (CoX)
and large-small model collaboration mechanisms. These tech-
nologies form a general framework that can be flexibly
adapted to different networks such as 5G/6G and unmanned
ad-hoc networks.

4.1 MAPE-K Based Intent Closed-Loop and Adaptive
Mode
To handle diverse task intents, agents must exhibit task
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adaptability and support closed-loop policy generation to ensure
intent fulfillment. MAPE-K, an adaptive IDN architecture, con-
sists of five components

Monitor, Analyze, Plan, Execute, and
Knowledge—enabling autonomous management and intelligent
optimization", The internal MAPE-K architecture of the agent
is shown in Fig. 5.

The Monitor, Analyze, Plan, and Execute components consti-
tute the primary functional components of the agent. Knowledge
serves as the data storage module, providing storage space for
data interaction among the primary functional components. The
Monitor captures environmental information through integrated
sensors and data filtering tools. The Analyze component pro-
cesses this data to perform intent refinement, decomposition,
and conflict detection, leveraging LLMs and external knowledge
bases to extract task requirements and generate subtasks while
checking for conflicts with existing network policies. The Plan
component generates executable policies by reconciling task re-
quirements and detected conflicts, using LLMs and specialized
small models. Finally, the Execute component implements these
policies, employing code scripts and physical tools to carry out
concrete task operations.

The MAPE-K architecture supports multiple patterns to ac-
commodate different task scenarios, including coordinated
control, information sharing, master-slave control, regional

planning, and hierarchical control patterns"”!

. In multi-agent
collaboration, an MAPE-K based agent can dynamically select
patterns according to task complexity, environmental condi-
tions, and its own capabilities. The schematic diagrams of
these five control modes across three task orchestration modes
are shown in Fig. 6. While each agent in the figure contains all
MAPE-K components, the diagrams highlight only the primary
components utilized in each mode.

In the centralized orchestration mode, the main patterns are
hierarchical control and master-slave control patterns. The hier-
archical control pattern features a top-down structure, where the
high level maintains a global network view and ensures long-
term adaptive objectives, the middle level coordinates and man-
ages multiple lower-level agents, and the low level handles di-
rect execution, status monitoring, and short-term adaptive deci-
sions. This pattern is well-suited for large-scale management
systems, such as massive data centers, providing clear hierar-
chies but increasing management complexity. In contrast, the
master-slave control pattern is simpler and easier to implement.
The master agent handles analysis and planning, while slave
agents focus on monitoring and execution. The master agent di-
rectly governs all slave agents, imposing higher stability require-
ments on the master and lacking the long- and short-term goal
differentiation inherent to hierarchical control, making it better
suited for small-scale agent networks.

In the distributed orchestration mode, the main patterns are
coordination control and information sharing. The coordination
control pattern emphasizes system consistency in intent execu-
tion. It requires the four MAPE-K components of each agent to

ZTE COMMUNICATIONS | 57
June 2026 Vol. 24 No. 2



Special Topic | Intent-Driven Control System for Heterogeneous Agent-Oriented Networking (HaoNet)

Wang Bowen, Lu Lu, Li Huimin, Yang Chungang

Task intent

for geographically dispersed tasks,
balancing local adaptation with
cross-regional optimization.

In large-scale agent-oriented net-

< i

working scenarios, the scalability of

Al agent ) \ VS is 1-
----------- ( Analyze )--....-.---. ____.-_____.-........-. the .proposed control syst.em is pri
marily enabled by the flexible adapt-

e abiliy of MAPE-K contrl pattens.

i Selecting appropriate patterns ac-

Used components Used components cording to environmental character-

| LLM [ ExtermalkB | | LLM || Small model istics ensures stable system opera-
tion. For example, in stable environ-

ments, hierarchical control provides
large-scale structured collaboration,

information R . . Lo
........... while in dynamic environments, in

formation sharing and regional plan-

Environmental perception Policy execution . e

ﬁ ning may enhance adaptability.
Used components Used components 4.2 LLM for Intent Recognition,
I Sensor " Data filtering I Code script " Physical tools Refinement, Decomposition,
and Mappin

5 1YY g .
For each task intent received by
Environmental - Agent operation an agent, the processing workflows

information N/

Physical environment

are performed in conjunction with
its dependent LLM. The processing

capability of the LLM largely repre-
sents the intelligence level of the

Al: artificial intelligence ~ KB: Knowledge Base  LLM: large language model agent. Therefore, to enhance the ap-
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Figure 5. Internal MAPE-K architecture of the agent fields, this paper investigates the

interact with their counterparts in other agents. This pattern is
suitable for tasks with high precision coordination requirements,
but it also entails higher coordination costs. The information
sharing pattern, by contrast, limits interaction to the Monitor
component, while other components operate independently. It
reduces complexity and inter-agent interactions, making it suit-
able for tasks such as distributed environmental monitoring,
where information synchronization is prioritized over behavior.
In the semi-distributed orchestration mode, the main patterns
are regional planning and master-slave control. In the regional
planning pattern, a central agent is assigned the planning func-
tion within each region. Agent subnets achieve intra-domain ob-
jectives through local closed loops, while inter-domain objec-
tives are accomplished via collaboration among the central
agents of different regions. The master-slave control pattern inte-
grates features of multi-regional planning, establishing master-
slave control within each region while enabling collaboration
among central agents across regions. Compared to master-slave
control, regional planning provides greater autonomy to ordinary
agents and reduces the computational burden on central agents,
whereas master-slave control is more centralized, emphasizing
the achievement of overall objectives. Both patterns are suitable
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LLM for intent recognition, refine-
ment, decomposition, and mapping,
with the proposed technical architecture shown in Fig. 7.

In recent years, LLMs have attracted significant attention due
to their powerful natural language processing capabilities, spur-
ring extensive research on their application in networking® >,
However, deploying LLMs in highly specialized domains often
faces challenges such as opaque internal mechanisms, limited
interpretability, and hallucinations. To improve reliability in
professional network scenarios, mainstream approaches include

7l 81 Fine-tuning adjusts all

fine-tuning®” and prompt engineering
or part of the model parameters on smaller, domain-specific da-
tasets to enhance specialized performance, whereas prompt en-
gineering operates at the input level, augmenting the user intent
with additional information and instructions to elicit more accu-
rate and comprehensive outputs.

This paper enhances the domain-specific performance of
LLM through Parameter-Efficient Fine-Tuning (PEFT) and Gra-
phRAG. PEFT trains only a subset of the LLM’ s parameters,
with popular schemes including Prompt Tuning®!, LoRAP,

27 An external knowledge base is con-

and Adapter Tuning
structed from network-domain documents, research papers, and

expert knowledge, and is continuously updated as technology
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Figure 6. Five control patterns of MAPE-K across three task orchestration modes

evolves. The LLM is periodically fine-tuned using this knowl-
edge base to achieve ongoing capability enhancement. Gra-
phRAGP' *2 an extension of standard RAG and a prompt engi-
neering technique, retrieves intent-related triplets from the
knowledge base and performs graph-based expansions to enable
contextual retrieval. The task intent, retrieved context, and rel-

evant prompt templates are sequentially provided to the LLM
according to the workflow. Combined with external model algo-
rithms, this allows the LLM to perform task intent recognition,
refinement, decomposition, and mapping. Additionally, environ-
mental information collected by the agent’ s perception module
is fed into the LLM to support comprehensive analysis and
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tion mechanism is illustrated in Fig. 9.
The internal architecture of the agent integrates a domain-

(23°24 and task-specific small mod-

specific LLM for networking
els. Leveraging its natural language processing capabilities, the
LLM identifies highly specialized tasks that require the exper-
tise of a small model, initiates an invocation command, and for-
wards the request. By utilizing rule-based algorithms or pre-
trained neural networks specific to concrete tasks within these
small models, the system generates task policies that are profes-
sional and possess high real-time performance. Conversely,
tasks involving extensive data analysis or language processing
remain handled by the LLM itself. The final executable policy
can either be directly generated by a task-specific small model
or synthesized by the LLM based on feedback received from the
small models. The large-small model collaboration mechanism
combines the strengths of both, achieving adaptive selection of
task processing strategies to support diverse tasks.

From a scalability perspective, the scalability of the proposed
control system is primarily enabled by multiple MAPE-K con-
trol patterns. In addition, supporting mechanisms such as large-
small model collaboration further improve system efficiency and
responsiveness, facilitating practical deployment in complex
scenarios. Together, these mechanisms enable the system to
maintain performance as the system scales.

5 Application Scenarios

To demonstrate the practical value of the proposed system,
we provide two representative application scenarios, as shown
in Fig. 10.

1) Smart home scenario

Future smart homes are evolving from simple remote control
and preset automation into complex ecosystems composed of
multiple specialized agents. Consider a common return-home
scenario in daily life: The system may include digital agents,
such as home steward agents and health agents, as well as
physical agents, such as robotic agents and quadruped robots.
Before returning home, the user informs the home steward agent
of the current intent: “Steward, I will be home in 30 minutes
and I need a warm meal.” Based on this intent, the home stew-
ard agent might assign a health agent to curate a nutritionally
balanced recipe, command a quadrupedal robot to prepare the
necessary ingredients, and finally delegate the cooking process
to a robotic agent.

In this process, the proposed system plays a central role.
When an unstructured intent is received, the intent layer per-
forms intent refinement to identify specific task requirements.
By referencing the real-time availability of agents based on the
environment perception, the system executes an automated
agent matching process and intent decomposition accordingly.
Given the relatively stable and small-scale nature of smart home
environments, the system utilizes the centralized task orchestra-
tion mode and selects the master-slave control pattern. There-
fore, the home steward agent acts as the master agent, respon-
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Figure 9. Schematic of large-small model collaboration mechanism

sible for intent processing at the intent layer and for generating
corresponding network policies according to the communication
requirements among slave agents, thereby ensuring reliable
communication during task execution.

Upon the successful formation of this task-specific subnet,
the slave agents collaborate to complete their respective sub-
tasks. After the overall task intent is fulfilled, the system sys-
tematically deallocates the dynamically configured resources
and dissolves the task-specific subnet.

2) Smart factory scenario

Manufacturing factories are undergoing a digital transforma-
tion toward device-level intelligence, as they evolve into highly
collaborative multi-agent networks. Consider a typical multi-
production-line manufacturing scenario: Several production
lines operate simultaneously, each managed by a dedicated
main control agent. Under each main control agent, different
types of agents are deployed to support production operations,
including order reception agents, diagnostic agents, and robot
agents. Meanwhile, the main control agents of different produc-
tion lines exchange information and coordinate their actions to
ensure balanced workloads and efficient collaboration across
the entire factory.

Through continuous environment perception, the system ob-
tains real-time information about the operational status of pro-
duction lines, the availability of equipment agents, and the
workload of embodied robots. Based on this information, the
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Figure 10. Two application scenarios of HaoNet: smart home and smart factory

system performs agent matching and intent decomposition, gen-
erating subtasks that are distributed to the corresponding agents
within each production line. Considering the relatively large
scale of industrial production systems and the need for both lo-
cal autonomy and global coordination, the system adopts a semi-
distributed task orchestration mode with a regional planning
pattern. In this architecture, each production line is managed
by its own main control agent responsible for local decision-
making and for generating corresponding network policies ac-
cording to the communication requirements among task agents,
while inter-line communication among main control agents en-
ables collaborative scheduling, load balancing, and global pro-
duction optimization.

After the task-oriented subnet for a given production objec-
tive is established, the agents within each production line col-
laborate to complete their respective subtasks under the coordi-
nation of the local main control agent. Diagnostic agents con-
tinuously monitor production conditions, and robot agents per-
form the required physical manipulation tasks. Meanwhile, the
main control agents exchange status information and coordinate
resource allocation across production lines to maintain system-
wide efficiency and stability. Through this mechanism, the pro-
posed system supports flexible and intelligent coordination
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across heterogeneous agents, thereby improving production effi-
ciency, operational reliability, and overall manufacturing adapt-
ability in smart factory environments.

6 Conclusions

Heterogeneous agent-oriented networking aims to enable an
interconnected and efficiently collaborative network for a large-
scale population of heterogeneous agents. Leveraging the techni-
cal strengths of intent-driven networking, the proposed control
system enhances networking effectiveness and task execution ef-
ficiency for heterogeneous agent-oriented networking, while en-
abling intent recognition, translation, and decomposition. By in-
corporating key technologies such as MAPE-K and the large-
small model collaboration mechanism, it offers a novel architec-
tural solution to advance future agent-oriented networking.

References
[1]ETSI GR ENI 051 v4.1.1: 2025 Experiential networked intelligence (ENI);

study on Al agents based next-generation network slicing [S]

[2] Monica. Manus [EB/OLY]. [2026-03-10]. https://manus.im

[3] Bytedance. Coze [EB/OLY]. [2026-03-10]. https://www.coze.com

[4] China Mobile Think Tank. Al-agent communication network white paper [R].
Beijing: China Mobile, 2024



Intent-Driven Control System for Heterogeneous Agent-Oriented Networking (HaoNet)

[5] Yang C G. Intent-driven autonomous network [M]. Beijing: Science
Press, 2024

[6] Gupta M, Acharya V. Agnet: a novel Al agent network architecture [PP/OL].
SSRN [2026-03-10]. https://ssrn.com/abstract=5108385

[7]Wang Y T, Guo S L, Pan Y H, et al. Internet of agents: fundamentals, appli-
cations, and challenges [J]. IEEE transactions on cognitive communications
and networking, 2026, 12: 4476 - 4501. DOI: 10.1109/TCCN.2025.3623369

[8] Anthropic. Model context protocol (MCP) [EB/OL]. [2026-03-10]. https://

www.anthropic.com/news/model-context-protocol

[9] Google. Agent to agent protocol (A2A) [EB/OL]. [2026-03-10]. https://a2a-

protocol.org/latest/

[10] Xiao Y, Shi G M, Zhang P. Toward agentic Al networking in 6G: a genera-
tive foundation model-as-agent approach [J]. IEEE communications maga-
zine, 2025, 63(9): 68 - 74. DOI: 10.1109/MCOM.001.2500005

[11] Du C G, Wang C Y, Chao Y H, et al. Al agent communication from Internet
architecture perspective: challenges and opportunities [PP/OL]. V1. arXiv
(2025-09-02)[2026-03-10]. https://doi.org/10.48550/arXiv.2509.02317

[12] Minhas S, Jaswal R, Sharma A, et al. Revolutionizing networking: a com-
prehensive overview of intent-based networking [C]/Proceedings of In-
ternational Conference on Emerging Innovations and Advanced Comput-
ing (INNOCOMP). IEEE, 2024: 463 - 468. DOI: 10.1109/
INNOCOMP63224.2024.00081

[13] Jiang G Z, Wang K Z, Chen X M, et al. Agentic Al empowered intent-based
networking for 6G [PP/OL]. V1. arXiv (2026-01-10)[2026-03-10]. https://
doi.org/10.48550/arXiv.2601.06640

[14] Lee K Y. Intent-driven autonomous reconfiguration for telecom OSS: a
generative-Al-empowered hierarchical multi-agent architecture [C]//Pro-
ceedings of 25th Asia-Pacific Network Operations and Management Sympo-
sium  (APNOMS). IEEE, 2025: 1 - 6. DOL 1023919/
APNOMS67058.2025.11181316

[15] Romero M L, Suyama R. Agentic Al for intent-based industrial automation
[CJ//Proceedings of 16th IEEE International Conference on Industry Appli-
cations (INDUSCON). IEEE, 2025: 437 - 444. DOI: 10.1109/
INDUSCON66435.2025.11241317

[16] Chen S T, Liao Q, Aijaz A, et al. Goal-oriented multi-agent semantic net-
working: unifying intents, semantics, and intelligence [PP/OL]. V2. arXiv
(2026-03-24)[2026-03-10]. https://doi.org/10.48550/arXiv.2512.01035

[17] Tong ] W, Guo W, Shao ] W, et al. WirelessAgent: large language model
agents for intelligent wireless networks [PP/OL]. V1. arXiv (2025-05-02)
[2026-03-10]. https://doi.org/10.48550/arXiv.2505.01074

[18] Dzeparoska K, Beigi-Mohammadi N, Tizghadam A, et al. Towards a self-
driving management system for the automated realization of intents [J].
IEEE  access, 2021, 9: 159882 - 159907. DOIL: 10.1109/
ACCESS.2021.3129990

[19] Weyns D, Schmerl B, Grassi V, et al. On patterns for decentralized control
in self-adaptive systems [M]//Software Engineering for Self-Adaptive Sys-
tems II. Berlin, Heidelberg: Springer, 2013: 76 - 107. DOI: 10.1007/978-3-
642-35813-5_4

[20] Jiang F B, Peng Y B, Dong L, et al. Large language model enhanced multi-
agent systems for 6G communications [J]. IEEE wireless communications,
2024, 31(6): 48 - 55. DOL: 10.1109/MWC.016.2300600

[21] Saad W, Hashash O, Thomas C K, et al. Artificial general intelligence
(AGI)-native wireless systems: a journey beyond 6G [J]. Proceedings of the
IEEE, 2025, 113(9): 849 - 887. DOI: 10.1109/JPROC.2025.3526887

[22] Cui H W, Du Y Y, Yang Q, et al. LLMind: orchestrating Al and loT with
LLM for complex task execution [J]. IEEE communications magazine, 2025,
63(4): 214 - 220. DOL: 10.1109/MCOM.002.2400106

[23] Chen Y X, Li R P, Zhao Z F, et al. NetGPT: a native-Al network architec-
ture beyond provisioning personalized generative services [PP/OL]. V4.
arXiv (2024-03-09) [2026-03-10]. https://doi. org/10.48550/
arXiv.2307.06148

[24] Zou H, Zhao Q Y, Tian Y, et al. TelecomGPT: a framework to build telecom-

Special Topic

Wang Bowen, Lu Lu, Li Huimin, Yang Chungang

specific large language models [J]. IEEE transactions on machine learning
in communications and networking, 2025, 3: 948 - 975. DOIL: 10.1109/
TMLCN.2025.3593184

[25] Wang X C, Ji S W, Li C. Research on intelligent computing network tech-
nology for large-scale pre-trained models [J]. Telecommunications science,
2024, 40(6): 160 - 172. DOI: 10.11959/j.issn.1000-0801.2024167

[26] Huang B, Wu S A, Wang W G, et al. KG-LLM-MCom: a survey on integra-
tion of knowledge graph and large language model [J]. Journal of Wuhan
University (natural science edition), 2024, 70(4): 397 - 412. DOI: 10.14188/
j.1671-8836.2024.0040

[27]Hu Z Q, Wang L, Lan Y H, et al. LLM-adapters: an adapter family for
parameter-efficient fine-tuning of large language models [C]//Proceedings of
the 2023 Conference on Empirical Methods in Natural Language Process-
ing. Stroudsburg, PA, USA: ACL, 2023: 5254 - 5276. DOI: 10.18653/v1/
2023.emnlp-main.319

[28] Mekrache A, Ksentini A. LLM-enabled intent-driven service configuration
for next generation networks [C]//Proceedings of IEEE 10th International
Conference on Network Softwarization (NetSoft). IEEE, 2024: 253 - 257.
DOI: 10.1109/NetSoft60951.2024.1058888 1

[29] Lester B, Al-Rfou R, Constant N. The power of scale for parameter-efficient
prompt tuning [C]//Proceedings of the 2021 Conference on Empirical Meth-
ods in Natural Language Processing. ACL, 2021: 3045 - 3059. DOL:
10.18653/v1/2021.emnlp-main.243

[30] Hu E J, Shen Y, Wallis P, et al. LoRA: low-rank adaptation of large lan-
guage models [C]/International Conference on Learning Representations.
ICLR, 2022: 1 - 20. DOI: 10.48550/arXiv.2106.09685

[31] Han H Y, Wang Y, Shomer H, et al. Retrieval-augmented generation with
graphs (GraphRAG) [PP/OL]. V2. arXiv (2025-01-08) [2026-03-10]. https:/
doi.org/10.48550/arXiv.2501.00309

[32] Edge D, Trinh H, Cheng N, et al. From local to global: a graph RAG ap-
proach to query-focused summarization [PP/OL]. V2. arXiv (2025-02-19)
[2026-03-10]. https://doi.org/10.48550/arXiv.2404.16130

[33] Ou Y Y. Intelligent intent policy refinement of space-terrestrial network [D].
Xi ‘an: Xidian University, 2023

[34] Liu Y Q, Liu G Y, Wang J C, et al. LAMeTA: intent-aware agentic network
optimization via a large Al model-empowered two-stage approach [J]. IEEE
journal on selected areas in communications, 2026, 44: 2462 - 2478. DOL:
10.1109/JSAC.2025.3642840

Biographies

Wang Bowen is currently pursuing his doctoral degree with the GUIDE family at
Xidian University, China. His research interests include intent-driven networks,
large Al models, and software-defined networks.

Lu Lu received her master’s degree from Beijing University of Posts and Telecom-
munications, China. She is currently the Deputy Director of the Department of Ba-
sic Network Technology, China Mobile Research Institute; the leader of the Core
Network Group, CCSA TC5; and the Vice Chair of ITU-T SG13. Her main research
interests include 5G/6G network architecture and next-generation I[P technology.

Li Huimin is currently pursuing a master’ s degree in the GUIDE family at Xidi-
an University, China. Her research interests include intent-driven networks,
agents, and software-defined networks.

Yang Chungang (guideyang2050@163.com) is a full professor at Xidian Univer-
sity, China. His research interests are Al-enabled 6G wireless mobile networks, in-
tent-driven networks, space-terrestrial networks, and game theory for emerging
communication networks.

ZTE COMMUNICATIONS | 63
June 2026 Vol. 24 No. 2



Special Topic | Mitigating Semantic Drift in Multi-Agent Communication: A Dynamic Neuro-Symbolic Approach

Xie Linhao, Li Fan, Wu Mingxuan, Song Yong, Ouyang Ye

Mitigating Semantic Drift in

Multi-Agent Communication:
A Dynamic Neuro-Symbolic Approach

Xie Linhao'?, Li Fan®, Wu Mingxuan®, Song Yong', DOI: 10.12142/ZTECOM. 202602008

https://kns.cnki.net/kecms/detail/34.1294.TN.20260429.0945.002.html,
published online April 29, 2026

Ouyang Ye'

(1. Asialnfo Technologies, Beijing 100193, China;

2. Communication University of China, Beijing 100024, China;

3. China Unicom Beijing Branch Network Optimization Center, Beijing
100032, China;

4. CRSC Information Industry Co., Ltd., Beijing 100070, China)

Manuscript received: 2026-02-24

Abstract: The emergence of multi-agent systems (MAS) based on large language models (LLMs) has enabled autonomous collaboration on
complex, goal-oriented tasks. However, effective interaction is frequently hindered by semantic drift, a phenomenon where heterogeneous
agents assign conflicting meanings to shared terminology due to differing internal prompts or domain knowledge. Existing communication
paradigms either rely on unconstrained natural language, which suffers from structural vagueness, or rigid symbolic schemas that fail to adapt
to emergent concepts. To address this gap, we propose DOA, a novel dynamic ontology alignment framework that serves as a semantic media-
tion layer for MAS. DOA integrates a proactive semantic prober to detect conceptual mismatches and a neuro-symbolic aligner that reconciles
local semantic structures in real time. By grounding fluid natural language dialogues in an evolving shared ontology, our framework ensures
deterministic mutual understanding over long-horizon tasks. Empirical evaluations in cross-domain supply chain and healthcare coordination
scenarios demonstrate that DOA improves task success rates by an average of 31.5% and reduces communication overhead (token consump-
tion) by 50% compared to state-of-the-art baselines. Our results provide a robust and scalable foundation for semantic consistency in next-

generation industrial-grade Al systems.
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1 Introduction
he rapid advancement of large language models
(LLMs) has fundamentally transformed the landscape
of artificial intelligence, shifting focus from individual
generative tasks toward the development of autono-
mous, goal-oriented multi-agent systems (MAS). By simulat-
ing human-like organizational structures and collaborative rea-
soning, LLM-based agents have demonstrated unprecedented
capabilities in solving multifaceted problems, ranging from au-
tomated software engineering to complex scientific discov-
ery!.
serves as the vital substrate that enables information ex-

In these distributed environments, communication

This work is supported by Mobile Information Networks-National Science
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change, task synchronization, and collective consensus™.

However, as the complexity of collaborative tasks scales, the
fundamental limitations of existing communication protocols
have become increasingly apparent™.

A critical yet often overlooked challenge in agent-to-agent in-
teraction is the phenomenon of semantic drift, as illustrated in
Fig. 1. Despite their linguistic fluency, LLM-based agents lack
a shared, deterministic conceptual framework. Because agents
are often initialized with different system prompts, role-specific
instructions, or private domain knowledge, they frequently as-
sign conflicting meanings to the same terminology. This “con-
textual drift” creates a subtle but destructive form of ambiguity,
where agents operate under the illusion of agreement while pur-
suing divergent logical paths* > Recent studies have begun to
quantify this drift, revealing that even minor misalignments in
initial conceptual grounding can lead to significant reasoning
hallucinations and a degradation in system reliability, particu-
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Figure 1. Semantic drift in multi-agent communication

larly in safety-critical applications such as autonomous health-
care or industrial supply chain management'®’

Research into agent communication has primarily oscillated
between two suboptimal extremes. On one hand, uncon-
strained natural language communication offers maximum flex-
ibility but suffers from structural vagueness and high computa-
tional overhead due to excessive token consumption®. On the
other hand, traditional symbolic approaches, such as static on-
tologies, provide rigorous formalisms but are inherently too
rigid to accommodate the emergent, non-predefined concepts
that LLMs generate during real-time problem solving”. While
recent efforts have explored using LLMs to assist in offline on-
tology matching® ?', these methods fail to address the fluid na-
ture of live agent-to-agent dialogues. This dichotomy necessi-
tates a new paradigm that combines the logical rigor of formal
ontologies with the adaptive reasoning of neural models"”.

To bridge this gap, we propose a novel framework called dy-
namic ontology alignment (DOA) for LLM-based multi-agent
communication. Rather than imposing a predefined, “one-size-
fits-all” global schema, our approach enables agents to autono-
mously negotiate and align their local semantic structures in
real time as the dialogue progresses. The proposed DOA
mechanism incorporates a proactive semantic probing protocol
to detect conceptual mismatches at the onset of interaction,
coupled with a neuro-symbolic alignment mediator that re-
solves conflicts by reasoning over hierarchical constraints. By
dynamically grounding natural language communication in an
evolving shared ontology, the DOA framework ensures that
agents maintain semantic consistency across long-horizon
tasks. Empirical evaluations in cross-domain collaborative sce-
narios demonstrate that our method significantly improves
task success rates while reducing communication redundancy,
providing a robust and scalable foundation for next-generation

industrial-grade Al systems''.

2 Related Work

The development of LLM-based MAS has necessitated a re-
evaluation of how autonomous entities coordinate and share
knowledge. Our work lies at the intersection of agent commu-

13 . .
|| semantic alignment, and neuro-

nication protocols!'?
symbolic integration.

Existing communication protocols in LLM-based MAS fall
into two main categories (also referred to as paradigms)'*. The
first is unconstrained natural language interaction, popular-
ized by frameworks such as AutoGPT and MetaGPT, which le-
verage the linguistic flexibility of LLMs to simulate human-
like collaboration. While versatile, these systems are prone to
logical inconsistencies and “hallucinated” instructions. The
second paradigm employs structured formats, such as JavaS-
cript Object Notation (JSON) or predefined Application Pro-
gramming Interface (API) schemas, to enforce syntactical con-
sistency. However, these rigid structures often fail to capture
the nuanced semantic relationships inherent in complex,
multi-domain tasks, creating a “semantic gap” between the
agent’s internal reasoning and the external communication in-
terface!"”,

Ontology matching has evolved from classical algorithms to
LLM-enhanced approaches"®” 7. Ontology matching is a well-
established field in the Semantic Web community, tradition-
ally focused on finding correspondences between heteroge-
neous metadata schemas. Classical approaches, such as Log-
Map and AgreementMakerLight (AML), utilize graph-based
matching and lexical similarity to align static ontologies.
While effective for stable datasets, these methods lack the con-
textual adaptability required for generative Al environ-

81 Recent studies, such as Agent-OM, have demon-

ments
strated that LLM-based agents can outperform traditional algo-
rithms in identifying complex semantic mappings by leverag-
ing their vast parametric knowledge. Nevertheless, most exist-
ing LLM-enhanced ontology matching methods, such as
LLMs4om and Agent-OM, are primarily designed for offline
alignment of static schema files. These approaches lack the
temporal responsiveness and dynamic negotiation capabilities
required for live, multi-turn agent dialogues where concepts
emerge contextually. In contrast, DOA introduces a real-time
mediation layer that specifically targets these “on-the-fly” se-
mantic discrepancies. Semantic drift and the challenge of
reaching consensus have been central to research on multi-

U7 A fundamental challenge in long-

agent collaboration
horizon agent interaction is semantic drift, where the shared
understanding of a concept gradually diverges as the conversa-
tion progresses. Research into “Shared Mental Models” sug-
gests that for effective collaboration, agents must maintain a
synchronized internal representation of the task environ-
ment''"”.. Becker et al.”! quantified this drift in multi-turn inter-
actions, noting that without an explicit grounding mechanism,
agents frequently succumb to “Contextual Illusion”, i.e., the
false assumption of mutual understanding. Our work ad-
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dresses this by introducing a dynamic re-alignment mecha-
nism that acts as a continuous grounding layer, preventing the
accumulation of semantic errors.

The landscape of semantic alignment has shifted signifi-
cantly in 2024 and 2025 with the advent of more sophisticated
1.2 provided a
comprehensive vision for LLM-based MAS in software engi-

reasoning frameworks. For instance, He et a

neering, identifying semantic consistency as a critical bottle-
neck for long-horizon task coordination. Furthermore, the
emergence of neuro-symbolic hybrids, as discussed by Boug-
zime et al.”!! underscores the necessity of combining genera-
tive flexibility with logical rigor, i.e., a principle that lies at
the core of our DOA framework. Other recent works, like Ka-
mali et al.""®, have explored compositional generalization in
neuro-symbolic agents, further justifying our approach to dy-
namic concept grounding.

Neuro-symbolic integration and dynamic schema generation
offer promising directions for robust agent communication®”,
The integration of neural models with symbolic reasoning
(Neuro-Symbolic AI) provides a promising path toward more

21 By grounding the “soft” rea-

robust agent communication
soning of LLMs in the “hard” constraints of formal ontologies,
systems can achieve both creativity and reliability!"". Further-
more, emerging research in dynamic schema generation ex-
plores how systems can evolve their data structures in re-
sponse to novel inputs. Our proposed DOA framework extends
this concept by treating the ontology not as a static artifact but
as a living protocol that is negotiated and refined through
agent interaction, thereby combining the adaptability of neural
agents with the precision of symbolic logic.

3 Methodology

The DOA framework serves as a semantic mediation layer
that operates between an agent’ s internal reasoning engine
and its external communication interface. It ensures that het-
erogeneous agents reach a state of mutual understanding by
dynamically resolving conceptual discrepancies.

We define a MAS as a tuple S=(A,0,I"), where A =
{AI,AZ,---,An} represents the set of autonomous agents, 0 =
{O,,Oz,--',On} denotes the set of local ontologies held by
each agent, and I signifies the operational task context.

Each local ontology O, is a structured graph (C,,R;,3,),
consisting of concepts C, relations R, and logical constraints
3. Semantic divergence occurs when two agents A, and A; as-

sign different internal representations to the same linguistic to-
ken T.

3.1 Definition of Semantic Drift Degree

Let C be a concept invoked in a message, and let
o0(C,0,) = R? be the semantic embedding of the concept de-
rived from the LLM’ s parametric knowledge grounded in on-
tology 0. The semantic drift 6 between agents A; and A; re-
garding concept C is defined as:
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7 (C.0,y0(C,0,)
|oc.on]|oc.0)]

8(A,A)C) =1 - (1).

A mediation process is triggered if and only if § > 7, where
7 is a predefined tolerance threshold for semantic precision.

3.2 System Architecture

The DOA architecture comprises three primary modules:

* Semantic Prober: responsible for extracting concept snip-
pets from outbound messages and identifying potential con-
flicts in inbound headers.

* Neuro-Symbolic Aligner: a hybrid reasoning engine that
utilizes the LLM’ s zero-shot reasoning to propose mappings
and a symbolic reasoner to verify logical consistency.

* Dynamic Consensus Vault (DCV): a volatile, session-
based repository; in the implementation, it is referred to as
the Volatile Consensus Vault (V). It caches established map-
pings & to ensure temporal consistency and reduce redundant
negotiations.

3.3 Dynamic Alignment Algorithm

The core logic for resolving semantic conflicts is encapsu-
lated in the dynamic alignment algorithm. Unlike traditional
batch-matching techniques, this algorithm operates on de-
mand during the dialogue. Algorithm 1 delineates the end-to-
end execution flow for resolving semantic discrepancies dur-
ing active agent-to-agent dialogue. The process begins with a
lightweight concept extraction phase, which isolates key
predicates from the natural language stream. A critical compo-
nent is the use of the semantic drift function (6) in Step 2,
which acts as a computational “trigger” to ensure that expen-
sive reasoning resources are invoked only when conceptual di-
vergence exceeds the tolerance threshold 7. By integrating a
symbolic check in Step 4, the algorithm guarantees that the
neural-generated mappings do not violate the hard logical con-
straints () of the domain, thereby preventing “hallucinated”
alignments that often plague purely LLM-based systems.
From a computational perspective, Step 2 (Compatibility
Analysis) is a lightweight operation with a time complexity of
O(d), where d is the embedding dimension, typically ex-
ecuted on a CPU or a small-scale embedding model. In con-
trast, LLM_DeepReasoning is the primary consumer of re-
sources, involving a forward pass of an LLM. Its GPU memory
consumption scales with the context length of the source con-
cept definition (D_,) and the local ontology (0,.), though this
cost is mitigated by the lazy alignment strategy described in
Section 3.4.

Algorithm 1: LLM-driven dynamic alignment process

Input: Source message M, Source concept definition D
Context I’

Output: Alignment mapping rule &

sre? sre?

Recipient local ontology O

rec?

1. Step 1: Concept Extraction



Mitigating Semantic Drift in Multi-Agent Communication: A Dynamic Neuro-Symbolic Approach

Special Topic

Xie Linhao, Li Fan, Wu Mingxuan, Song Yong, Ouyang Ye

2. E < Parse(M_, )//Extract primary predicate P and
attributes {attr}

3. Step 2: Compatibility Analysis

4. & < ComputeSemanticDrift(P_ , P,...1I")

5. If6 > 7 then

6. R, <= LLM_DeepReasoning(D,,, 0., ")/
Invoke Neural Phase

7. Step 3: Conflict Resolution

8. If isSubset(P_,, P,..) then

9. & < DefineSubsumptionMapping(P_., P...)

10. Else if hasAtributeMismatch({attr_ },{attr . .})

then
11. < GenerateTransformation(x) // e.g.,
unit conversion

12. & < ApplyTransformation( f')

13. End if

14. Else

15. & < IdentityMapping

16. End if

17.  Step 4: Consistency Verification

18. If SymbolicCheck (,%,) is False then

19. @ «— RefineMapping(@,2,) // Resolve logical

contradictions

20. End if

21.  Step 5: Consensus Commitment

22. UpdateDCV () // Store in Dynamic Consensus Vault

23. NotifyAgents(A_., A,... D)

24. Return &

3.4 Pseudo-Code Implementation

The following pseudo-code illustrates the implementation of
the alignment mediator using a neuro-symbolic algorithm. Al-
gorithm 2 formalizes the internal reasoning mechanism of the
DOA mediator. The mediator follows a “lazy alignment” strat-
egy facilitated by the Volatile Consensus Vault (V), which
minimizes redundant negotiation by caching successful map-
pings within the session context. The architecture exemplifies
a neuro-symbolic hybrid approach: Phase 2 leverages the zero-
shot reasoning capabilities of LLMs to handle linguistic vari-
ety, while Phase 3 enforces logical rigor via symbolic verifica-
tion. If a mapping fails the consistency check, the mediator
initiates a recursive refinement loop, ensuring that the final
consensus 1s both semantically rich and logically sound before
it is committed to the shared environment.

Algorithm 2: Dynamic ontology alignment mediator

Input: Source concept C Task con-

text I
Output: Aligned semantic mapping rule &
1. Phase 1: Volatile Cache Lookup
2. key<— concatenate(C_, - uid,C *uid)

sre rec

3. If key e V, then

consensus

+» Recipient concept C,,

4. Return V. [key]// Retrieve from shared
consensus vault

5. End if

6.  Phase 2: Neuro-Symbolic Inference

7. P < GenerateAlignmentPrompt(C,_, C,..,I")

8. D, .. < LLM_Reasoning(?) // Neural Phase:

LLM-based semantic
9.  Phase 3: Symbolic Consistency Verification

10. If SymbolicReasoner.check (., , C,..*2) then

11. Voenae L k€Y 1= & /] Commit to volatile cache

12. Return &

13. Else

14. /I Refinement Phase: Recursive negotiation if
logic verification fails

15. Return RefineNegotiation(C_,, C,..)

16. End if

3.5 Grounded Message Transformation

Once the mapping & is established, the original message M
is transformed into a grounded message M". This transforma-
tion is defined by a function &

M =GgM,2,I) (2).

In M", ambiguous natural language tokens are replaced or
augmented with unique semantic identifiers, i.e., Uniform Re-
source Identifiers (URIs) from the aligned space. This ensures
that Agent A, can deserialize the message into its internal
state with deterministic accuracy, thereby eliminating down-
stream errors in the collaborative workflow.

4 Experimental Evaluation

In this section, we evaluate the DOA framework’s efficacy
in resolving semantic conflicts and improving collaborative
performance in multi-agent systems. Our experiments aim to
answer three key research questions (RQs):

RQ1: Does DOA improve the success rate of complex tasks
compared to standard LLM-based communication?

RQ2: How robust is the framework against increasing levels
of semantic drift?

RQ3: Does the neuro-symbolic alignment significantly re-
duce communication overhead (tokens) compared to raw natu-
ral language negotiation?

4.1 Experimental Setup

1) Datasets and environments

We utilized two distinct environments to simulate heteroge-
neous agent interactions:

* Cross-domain supply chain (CDSC): Agents represent a
manufacturer (using ISO-based terminology) and a logistics
provider (using proprietary transport schemas). The task re-
quires synchronizing inventory levels and shipping schedules
where units and lead times are intentionally mismatched.
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* Autonomous healthcare coordination (AHC): Diagnostic
agents and therapeutic agents must collaborate, using System-
atized Nomenclature of Medicine—Clinical Terms (SNOMED
CT) standard ontology™ and International Classification for
Diseases (ICD)-10 ontologies®!, respectively.

2) Baseline models

We compared DOA against three baselines:

* Raw-NL: unconstrained natural language communication;

* Fixed-Schema: Agents are forced to use a predefined
JSON schema (static);

* LLM-Prompt-Only: Agents are prompted to “be clear and
define terms” but have no formal alignment mechanism.

3) Implementation details

We used DeepSeek-R1 as the core LLM for the Neuro-
Symbolic Aligner and used the Protege-OWL API for sym-
bolic consistency checking. The drift threshold is set to 7 =
0.3. Additionally, all experiments were conducted on a server
equipped with dual NVIDIA H100 (80 GB) GPUs and an Intel
Xeon Platinum 8480C CPU to ensure reproducible latency

measurements.

4.2 Task Success Rate (RQ1)

We conducted 100 trials for each environment. A trial was
marked as successful only if the final state matched the global
goal without any constraint violations.

As shown in Table 1, DOA outperforms the best baseline
(LLM-Prompt-Only) by over 25%. The failure of the Fixed-
Schema in complex tasks highlights the inability of static
structures to handle the emergent concepts required for multi-
domain reasoning.

Unlike baseline methods that rely solely on the LLM s in-
ternal parametric knowledge (similar to the mechanism in
LLM-Prompt-Only), DOA’ s superiority lies in its Neuro-
Symbolic hybridity. While state-of-the-art LLM-based aligners
often focus on lexical similarity, our framework ensures that
proposed mappings are validated against hard logical con-
straints (2), preventing the reasoning hallucinations that often
lead to task failure in purely neural approaches.

Table 1. Task success rate across frameworks in CDSC and AHC

A Improvement
Framework CDSC/% AHC/% ver over Base-
age/% .
line/%
Raw-NL 62.5 54.0 58.3 31.5
Fixed-Schema 45.0 38.5 41.8 48.0
LLM-Prompt-Only 67.5 61.5 64.5 253
DOA (Ours) 91.5 88.0 89.8 =

AHC: autonomous healthcare coordination
CDSC: cross-domain supply chain
DOA: dynamic ontology alignment

LLM: large language model

NL: natural language
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4.3 Robustness to Semantic Drift (RQ2)

To evaluate the resilience of the DOA framework, we con-
ducted a sensitivity analysis by manually injecting “semantic
noise” into the agents’ local ontologies. We controlled the se-
mantic drift degree (8) by perturbing concept embeddings with
Gaussian noise and introducing disjoint taxonomic labels for
identical concepts, ranging from 8 = 0.1 (minor terminology
variation) to 8 = 0.6 (significant conceptual misalignment).
The detailed success rates under different drift levels are
shown in Table 2.

As illustrated in Fig. 2, there is a clear “performance cliff”
for baseline methods.

* Breakdown of Raw-NL: When 6 > 0.3, the performance
of the Raw-NL baseline collapses. This confirms the “contex-
tual illusion” hypothesis, i.e., agents continue to communi-
cate using shared tokens but are unaware that their underly-
ing logical grounding has diverged, leading to irreversible rea-
soning errors.

* DOA’ s graceful degradation: In contrast, the DOA frame-

Table 2. System success rate vs. semantic drift (5)

LLM-

. Raw- Fixed-Sche- DOA
DG NL/% ma/%  LTOMPEON
ly/%
0.1 (Low) 90.3 88.0 92.5 96.0
0.2 75.5 72.8 83.3 94.0
0.3 (Threshold) 58.3 41.8 64.5 89.8
0.4 323 22.0 43.5 88.3
0.5 (High) 16.5 12.3 24.3 82.5
0.6 (Critical) 6.5 5.0 11.0 65.8
DOA: dynamic ontology alignment
LLM: large language model
NL: natural language
100 I T T T T —

80 1

60

40 1

Task success rate/%

== DOA (Ours) \v — L S

207 -o LLM-prompt-only P \\\\ 1
¥ Fixed-schema i pT e \\.
Raw-NL =
0 L 1 L L |
0.1 0.2 0.3 0.4 0.5 0.6

Semantic drift degree (8)

DOA: dynamic ontology alignment
LLM: large language model
NL: natural language
Figure 2. Robustness analysis of the impact of semantic drift § on task

success rate, where the DOA framework maintains stability compared
to the sharp decline of baseline methods



Mitigating Semantic Drift in Multi-Agent Communication: A Dynamic Neuro-Symbolic Approach

Special Topic

Xie Linhao, Li Fan, Wu Mingxuan, Song Yong, Ouyang Ye

work maintains a success rate above 80% even at high levels
of drift (6 = 0.5). The stability of the curve is attributed to the
semantic prober’ s proactive detection mechanism. By calcu-
lating the drift before the task execution begins, DOA triggers
the Neuro-Symbolic Aligner to bridge the gap early.

* Symbolic anchor: Even at the “Critical” drift level (6 =
0.6), where natural language becomes almost deceptive, the
symbolic consistency check ensures that the agents do not
commit to contradictory plans, allowing the system to fail
safely or request human intervention rather than proceeding
with hallucinated consensus.

4.4 Communication Efficiency (RQ3)

One major concern with LLM-based negotiation is the “to-
ken explosion”. We measured the average tokens consumed
per successful task completion.

As shown in Table 3, while Fixed-Schema exhibits the low-
est token consumption and latency due to its rigid structure, it
fails to handle emergent semantic conflicts as previously
shown in Table 1. Our DOA framework strikes an optimal bal-
ance: it incurs slightly higher initial overhead than Fixed-
Schema due to the neuro-symbolic alignment phase. Although
the observed alignment latency (1.4 s) is acceptable for supply
chain coordination, it may pose challenges in ultra-high-
stakes scenarios, such as robotic surgery or acute medical
emergency coordination, where sub-second responses are man-
datory. However, since DOA utilizes a “lazy alignment” strat-
egy via the DCV, this latency is typically a one-time cost per
concept, with subsequent interactions benefiting from cached
mappings at near-zero overhead.

During our experiments, the peak GPU memory utilization
for the Neuro-Symbolic Aligner was recorded at approximately
24 GB per instance when processing complex healthcare on-
tologies. The ComputeSemanticDrift function accounted for
less than 1% of the total alignment latency, confirming that
the gating mechanism successfully prevents unnecessary invo-
cations of the more expensive neural reasoning phase.

Table 3. Communication overhead analysis: comparison of efficiency
metrics per successful task completion

LLM-P: -
Metric Raw-NL  Fixed-Schema rompt DOA (Ours)
Only
Avg. turns to con- "
8.4 2.0 6.2 3.1

sensus

Ave. tokensper 4, 1200 3850 1950
task

Alignment laten- N/A 03 N/A 14

cyls

Notes: * Fixed-Schema achieves the lowest number of consensus turns among
all frameworks, but it also has the lowest task success rate (see Table 1).
DOA: dynamic ontology alignment
LLM: large language model
NL: natural language

S Conclusions and Future Work

In this paper, we introduce the DOA framework, a neuro-
symbolic approach designed to mitigate semantic drift in LLM-
based multi-agent systems. By combining the adaptive reason-
ing of LLMs with the formal rigor of symbolic consistency
checking, our framework ensures that heterogeneous agents
maintain synchronized conceptual grounding during real-time
collaboration.

Our experimental results demonstrate that DOA increases
task success rates by an average of 25.25% over natural lan-
guage baselines, reduces token consumption by 50% through
efficient grounded message transformation, and maintains ro-
bustness in the face of significant conceptual divergence.

Despite its efficacy in structured domains, a potential limi-
tation of the current DOA framework lies in its performance
on unconstrained open-domain dialogues. Specifically, when
agents encounter “out-of-ontology” concepts that lack any for-
mal parent-child relationship or attribute constraints in their
local knowledge bases, the neuro-symbolic aligner may
struggle to provide a verifiable mapping. In such cases, the
system defaults to probabilistic neural alignment without the
added guarantees of symbolic verification.

Beyond current evaluations, we recognize the necessity of
validating DOA in domains with stricter real-time constraints
and safety sensitivities. We intend to extend the framework to
cooperative autonomous driving scenarios, where sub-second
semantic alignment is critical for collision avoidance. Further-
more, we plan to incorporate active learning to allow local on-
tologies to evolve incrementally based on successful alignments.
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Abstract: With the sustained growth of live video streaming, the demand for high-quality video services for mobile users across diverse net-
work environments is increasing rapidly. In this paper, we define the network fluctuation characteristics in different environments as network
modality. To comprehensively investigate network modality across different environments, we construct a network modality dataset by collect-
ing multi-dimensional network metrics from various real-world scenarios and suggest that network modality exhibits separability. Therefore,
network modality recognition, which aims to distinguish the scenarios where a user is located based on network modality sequences, is fea-
sible and can be formulated as a multivariate time series (MTS) classification problem. To address this problem, we propose a novel neural
network (NN)-based classification model called ACTap. Specifically, the model first integrates a two-stage attention (TSA) mechanism and a
convolutional neural network (CNN) to extract features from network modality sequences. Then, it filters out noisy feature representations to
learn discriminative class prototypes, and finally recognizes network modality based on the distance between their feature representations and
class prototypes. Experimental results validate the separability of network modality and show that ACTap outperforms four benchmark models

in terms of classification accuracy on the network modality dataset.
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1 Introduction
he widespread popularity of mobile devices has
spurred explosive growth in mobile video services.
User demand for viewing experience is steadily in-
creasing, with video streaming constituting a signifi-
cant portion of network traffic. However, mobile users are of-
ten situated in environments with significant disparities in
network modality (e. g., malls, subways, basements), where
pre-programmed adaptive bitrate streaming (ABR) algo-
rithms (e.g. , the congestion control algorithm'') and offline

[ZJ)

learning models (e. g. , Pensieve'”) cannot adapt to the highly

Bl To alleviate this issue, accessing

heterogeneous networks
current network modality information can aid in adapting
ABR algorithms to dynamic network conditions. Therefore,
network modality recognition is beneficial for providing low-

latency and high-reliable mobile video services across di-

This work was supported in part by ZTE Industry-University-Institute Co-
operation Funds under Grant No. IA20230728008 and the National Natural
Science Foundation of China (NSFC) under Grant No. 62271224.

verse network environments.

Network modality can be reflected by multiple typical net-
work metrics (e.g., bandwidth, latency, packet loss ratio). To
dive deeper into network modality across different scenarios,
we collect multi-dimensional network metrics across various
real-world scenarios to construct a network modality dataset.
Through the observations of network modality sequences from
different scenarios in the dataset, we suggest that the network
modality exhibits separability, which motivates the task of net-
work modality recognition. The purpose of network modality
recognition is to distinguish the scenarios where users are lo-
cated based on the network modality sequences. Network mo-
dality sequences are multivariate time series (MTS), which
consist of coevolving time series typically recorded over mul-
tiple attributes, since network metrics are measured over time
and can be obtained simultaneously. Thus, network modality
recognition can be formulated as an MTS classification prob-
lem that aims to identify labels for MTS. In general, the work
on MTS classification can be roughly divided into pattern-
based methods and neural network (NN)-based methods.
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The pattern-based methods typically generate discrimina-
tive patterns for classification. In addition to the fact that the
produced patterns may not be helpful for classification, they
have two major limitations: 1) They rely on domain knowledge
to carefully design the architectures for generating patterns; 2)
they tend to select discriminative patterns from a large num-
ber of candidates, which may require sophisticated filtering
mechanisms. In contrast, the NN-based methods can directly
learn feature representations from MTS through deep NNs.
They are more effective and do not involve domain knowledge.
In this paper, we propose a novel NN-based model for network
modality recognition, named ACTap which means integrating
Attention and Convolution for extracting features from time se-
ries and utilizing them for attentional prototype learning.

Considering that most prior datasets™ * fail to provide high-
level granularity of multi-dimensional network modality infor-
mation across multiple scenes, which would be detrimental to
the appropriate design of NN-based models and to showcasing
their benefits, we collect multi-dimensional network metrics
in various real-world scenarios with higher-level granularity.
Moreover, due to the difference of measurement factors (e.g.,
packet size), there may be a gap between measured through-
put and actual bandwidth, which is seldom considered in prior
datasets. Here, to eliminate ambiguity, we define the term
“throughput” as the rate at which data is successfully trans-
mitted, and it is typically measurable, whereas the term “band-
width” refers to the maximum rate that the path can provide to
a flow, which is usually unobservable. Besides, some datasets
rely on measuring Transmission Control Protocol (TCP) flows
while neglecting testing with User Datagram Protocol (UDP)
flows (e.g., online conferences™ and live streaming“ol).

In this paper, we present a network modality dataset. Our
dataset is logged with 100 ms granularity and contains 5-di-
mensional network modality information, including round-trip
time (RTT), bandwidth, and packet loss ratio for both uplink
and downlink. Moreover, during the measurement process, we
adjust the packet size and rate to probe the full pipe (as de-
tailed in Section 5.2), where measured throughput can be con-
sidered as bandwidth depending on whether the packet loss ra-
tio exceeds a threshold. The performance of neural networks is
highly correlated with the distribution of training data. Thus,
obtaining bandwidth data that closely resembles real-world
scenarios is beneficial for improving model performance dur-
ing real-world deployment. Besides, we conduct real-time mea-
surements using both UDP and TCP flows in six real-world
scenes. The main contributions are as follows:

* We construct a network modality dataset by real-time col-
lection of 5-dimensional network metrics in various real-world
scenarios (e.g., subway, mall, and high-speed railway) using
HoloWan"!l, Compared to prior datasets, ours is logged with
higher-level granularity and considers the gap between mea-
sured throughput and bandwidth. In addition, we conduct mea-
surements using both TCP and UDP. Subsequently, we sug-
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gest that network modality exhibits separability through obser-
vations from our dataset.

* We propose a novel NN-based model for network modal-
ity recognition, named ACTap, which integrates two-stage at-
tention (TSA)"? and convolutional neural networks (CNNs)
to extract features from network modality sequences. More-
over, the model adopts a clustering algorithm and random
sampling to filter out noisy feature representations for better
class prototype learning.

* We conduct experiments using our dataset to compare
ACTap with four benchmark models. The benchmark models
include TapNet!"", which achieves classification accuracy of
over 80% on a well-known MTS dataset, as well as several
variants of ACTap. The results validate the separability of
network modality and show that our proposed model achieves
the highest classification accuracy compared to four bench-
mark models.

2 Related Work

2.1 Network Datasets

Prior related datasets focus on network metrics logged
across a range of timescales and various mobility patterns. A
comparison of these datasets is shown in Table 1. Raca et al."
recorded latency, throughput, and some physical information
(e.g., signal strength) of video services during stationary (in-
door, stationary car) and mobile (car in urban and suburban ar-
eas) scenarios at a granularity of 1 s, but it was only tested us-
ing TCP. Yang et al.”! measured the throughput of various ap-
plications (including web browsing, instant messaging, music
streaming, etc.) during usage, while other network modality in-

1 [6]

formation was neglected. Van et al." collected throughput for

six modes of transportation, namely walking, cycling, bus,
light rail, train, and car, with a granularity of 1 s. Pan et al."”!
collected throughput, packet loss ratio, RTT, and physical in-
formation for video services on high-speed rails, with a granu-
larity of 1 s, while other scenes were not measured. Kousias et
al."¥ measured the throughput, packet loss ratio, delay, and

physical information in three scenarios (indoor static, outdoor

Table 1. Comparison of network datasets

Sampling  Multi-Dimensi .
Dataset Time onal Modality Multiple Fl.ln Protocol
. . Scenes Pipe
Interval/s Information
Ours 0.1 N v Vv UDP/TCP
Raca et al.! 1 N N X TCP
Yang et al”  unknown X N X UDP/TCP
Van et al. 1 x v x TCP
Pan et al.” 1 N x x  UDP/TCP
Kousias millisec-
et al® ond-level v v x rer

TCP: transmission control protocol ~ UDP: user datagram protocol
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walking, and outdoor driving) with millisecond-level granular-
ity. All the above datasets do not carefully consider the gap be-
tween measured throughput and bandwidth; instead, they sim-
ply send large files to maximize link utilization.

2.2 MTS Classification

Many works on multivariate time series classification follow
the direction of pattern-based classification models. Li et al.'""
adopt contrastive learning and K-means to select subse-
quences of MTS as patterns and employ SVM with a linear

.l adopt reinforcement

kernel for classification. Gao et al.
learning and Toeplitz inverse covariance-based clustering to
select state changes in adjacent time steps of MTS as patterns
and train a long short-term memory (LSTM) classifier. More-
over, NN-based methods achieve promising performance in
multivariate time series classification tasks. Zhang et al.'"!
adopt CNN and LSTM to extract features from MTS and use
feature representations for classification. Khan et al."® build
an end-to-end model called SE-FCN for MTS classification.
They also hybridize an RNN-based model with their SE-FCN
to make augmentations. Many variants of Transformer!!” '
have also been proposed for MTS classification. Although
these models have shown great performance for MTS classifi-

cation, they are often limited by insufficient data.

3 Dataset and Motivation

Using the specialized network metrics acquisition software
HoloWan, we collect RTT, bandwidth, and packet loss ratio
for both uplink and downlink with 100 ms granularity to con-
struct the network modality dataset. RTT affects network re-
sponsiveness, bandwidth constrains the maximum transmis-
sion rate, and packet loss triggers data retransmission. Thus,
these metrics can effectively reflect network conditions. Our
dataset comprises measurement data spanning six and a half
hours from six common scenarios with weak network condi-
tions, including mobile environments (taxi, subway, and high-
speed railway) and indoor environments (basement, mall, and
elevator). This dataset faithfully logs the real-world network
fluctuations under the influence of different communication
scenarios, where different network modalities are expected to
be present.

To illustrate the differences in network modalities across
scenarios, we compare the measured downlink bandwidth
across those scenarios in Fig. 1. From the comparison, we sum-
marize the bandwidth fluctuation characteristics in different
scenarios: 1) Bandwidth fluctuations in both basements and
malls are significant, but those in basements exhibit more
regular patterns, whereas those in malls do not (shown in Figs.
la and 1b); 2) upon entering an elevator, there is a sudden
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Figure 1. Bandwidth samples in six scenarios
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drop in bandwidth (e.g., 1 = 10 s in Fig. 1c), and when the el-
evator doors open midway, the bandwidth increases (e.g., 20 -
25 s in Fig. 1¢); 3) compared to indoor environments (e.g., base-
ment and mall), users experience more instances of weak net-
work conditions (e.g., bandwidth approaching 0) when moving
outdoors, and as speed increases, the proportion of time spent
in weak network conditions increases (shown in Figs. 1d — 1f);
4) similarly, outdoor mobile users experience longer RTT com-
pared to indoor users (not shown in this paper).

Based on the above observations, we believe that network
modality exhibits separability. Therefore, we propose the task
of network modality recognition to identify the scenarios
where mobile users are located based on network modality se-
quences. To achieve better recognition performance, we pro-
pose a novel NN-based model, ACTap. The network modality
recognition approach presented in this paper can also provide

new insights into ABR algorithms!"® ?"! with enhanced envi-
ronmental adaptability, laying the foundation for lower-latency

and more reliable video service in future research.

4 Network Modality Recognition Based on

ACTap

In this section, we first formulate network modality recogni-
tion in Section 4.1. Then, we introduce the overall architec-
ture of ACTap in Section 4.2. Afterwards, we explain each
component of our proposed model in Section 4.3. Lastly, we
elucidate class prototype learning in Section 4.4. The key nota-
tions are summarized in Table 2.

4.1 Problem Formulation of Network Modality Recognition

Network modality can be represented as a sequence X =
{r.0,,, b, Ligus Bion }» Where 1 denotes RTT, 1, and 1, de-
note the packet loss ratios of uplink and downlink, respec-
denote the bandwidths of uplink and
downlink, respectively. Each dimension of X is a time series

down? ¥ down down

down

tively, and b, and b

of length L. For example, when we collect 5-dimensional net-
work metrics with a length of 50 data points, the network mo-
dality can be represented as a matrix of size 5X50. Each net-
work modality sequence X, is associated with a class label
¥, € ) indicating the corresponding network scenario. Our
goal is to train a classification model f: X, — ¥, to recognize a
network modality sequence with an unknown label, given a set
of network modality sequences and their corresponding labels.

4.2 Model Architecture Overview

Fig. 2 shows the overall architecture of ACTap, which com-
prises two main components: feature fusion of attention and
convolution, and class prototype learning.

The input of our model is a set of 5-dimensional network
modality time sequences. All dimensions of each sequence
share the same temporal length, and the temporal length re-
mains consistent across different network modality se-
quences. To capture cross-dimension and cross-time depen-
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Table 2. Summary of notations

Symbol Description
X, The network modality sequence
¥, € & The corresponding class label of the network modality sequence
L The length of the network modality sequence
F, The feature representation of the network modality sequence
Sien The length of the feature representation
Sy The i-th segment in dimension d
seg.. The length of segment
h,; The i-th feature vector in dimension d
model The length of the feature vector
H The input of the TSA layer
O The outputs of the cross-time stage and
’ cross-dimension stage, respectively
FoF The extracted features of the TSA layer and
oAz T O CNN layer, respectively
PP The set of all representations and the set of selected
ke Tk representations, respectively
W, The attention weight for class k
¢, The prototype of class k
D(x,¢,) The distance between network modality sequence x and
class prototype ¢,
oy = k) The probability of network modality sequence x belonging to

class k

CNN: convolutional neural network ~ TSA: two-stage attention

dencies in network modality sequences, ACTap integrates
TSA and a multi-layer CNN as the encoder. The basic idea of
TSA is to extract features through a cross-time stage and a
cross-dimension stage. The model then encodes the multi-
dimensional into  low-

network modality sequences

dimensional ~ feature  representations.  For  example,
Encoder(X**) = F!*/= where L is the length of network mo-
dality sequences, and f,, is the length of feature representa-
tions. Further details of feature fusion are given in Section 4.3.

A class prototype is denoted as the benchmark feature rep-
resentation of each class indicating the same real-world scene,
and has the same size as the feature representations of train-
ing samples. After feature extraction and fusion, the feature
representations of the training set are clustered and randomly
sampled to filter out noisy representations. Then, the selected
representations are used as input to learn the prototype for
each class. Specifically, the class prototype is a weighted sum
of the training samples belonging to the same class, where the
weights of the training samples are trained by an attention
layer. The intuition behind this is to learn a prototype for each
class, which has smaller distances to the samples with the
same class, but larger distances to others. A detailed descrip-

tion of class prototype learning can be found in Section 4.4.
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BN: batch normalization ~ MSA: multi-head self-attention
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NN: neural network ~ ReLU: rectified linear unit
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Figure 2. Overall architecture of ACTap

4.3 Feature Fusion of Attention and Convolution

Encoding a network modality sequence through neural
network-based function f, (X) aims to learn a low-dimensional
feature representation F € R'*/, where 6 denotes the set of
parameters and X € R>*" is the network modality sequence.

(22-23 can only cap-

CNN and some Transformer-based models
ture cross-time dependencies in multivariate time series. In-
spired by ViT?, which splits an image into non-overlapping
patches and rearranges these patches into a sequence, TSA
can simultaneously capture cross-time and cross-dimension
dependencies of multivariate time series. Thus, ACTap inte-

grates TSA and multi-layer CNN for feature fusion.

4.3.1 Multi-Head Self-Attention

To utilize multi-head self-attention (MSA)™®! for feature ex-
traction from the network modality sequences in subsequent
sections, we briefly outline its process here. In practice, we
compute the attention function on a set of queries, keys and
values, packed together into matrices Q, K, V, respectively:

.
Attention(Q, K, V) = softmax( 35 )14 (1),
dy,

where /d, is the scaling factor. Then, instead of performing a

single attention function with d,_ . ,-dimensional keys, values,

1.2

model

and queries, Vaswani et a propose that it is beneficial to

linearly project the queries, keys and values h times with dif-
ferent, learned linear projections to d,, d, and d, dimensions,
respectively. Afterwards, on each of these projected versions
of queries, keys and values, we perform the attention function
in parallel, yielding d,-dimensional output values:

MSA(Q, I(7 V) = Concat(head],..., headh)WO (2),

where head; = Attention(QWi(),KWiK, VWL.V), and the projec-
tions are parameter matrices WY € Rl K g Rfwn> "
WL-V e R * % and WO e RM X In summary, MSA allows
the model to jointly attend to information from different repre-
sentation subspaces at different positions while a single atten-
tion head cannot achieve this.

4.3.2 Feature Extraction Based on TSA

Zhang et al."” propose that attention values of time series
tend to be segmented, i.e., nearby data points have similar at-
tention weights. Thus, it is more reasonable to first partition
the network modality sequence in each dimension into non-
overlapping segments (Fig. 3) and then embed them into fea-
ture vectors:

S, = {xd’, (i—1)xseg,, <t<iXx seglm} (3),

where s,, € R'***~ is the i-th segment in dimension d with
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Figure 3. Partition of network modality sequence

length seg,., and x,, is the data of X in dimension d and time
step t. For convenience, we assume that L is divisible by
seg,..- Then each segment is encoded into a feature vector us-
ing a single-layer feedforward (SLF) neural network with posi-
tion information:

hzl,i = SLF(Sd,i) + pos,; (4),

where h, ;€ R'*%ww1 is the i-th feature vector in dimension d
with length d, ., and pos, ; € R'*% denotes the learnable
position parameters for position (d, i). After encoding, we ob-
tain H={h, ]l <d<51<i<N}eR " where N is
the number of segments in each dimension. Therefore, H is
the input of the TSA layer.

The TSA layer contains two stages: cross-time stage and
cross-dimension stage. For convenience, in the following, we
use H_; to denote the feature vectors of all dimensions at time
step i, and H . for those of all time steps in dimension d. In
the cross-time stage, MSA is applied to each dimension:

ﬁi’?‘e = LayerNorm(H , , + MSA“me(Hd,:)) (5).

H'™ = LayerNorm(ﬁﬁmC + MLP(ﬁ'imC)) (6),

where LayerNorm denotes layer normalization”!, MLP denotes

multi-layer feedforward network, and H, i and H"™ denote
the output of the MSA and MLP, respectively. All dimensions
share the same MSA layer. Through the above process, feature
vectors of each dimension can be fused across time range.

In the cross-dimension stage, MSA is also used to fuse fea-
ture vectors of each dimension at the same time step:
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ﬁd‘l"‘ = LayerNorm(H f;"‘* + MSA‘“"'(H:‘ff"C)) (7),

Hi™ = LayerNorm(ﬁ‘lim + MLP(ﬁdi"‘)) (8),

where ﬁd'lm and H"™ denote the outputs of the MSA and MLP,
respectively. We construct multiple TSA layers to further fuse
features, with the output of a lower layer serving as the input
of the layer above. Then, we operate average pooling on
H"™ e R>*"* % (the output of the top layer) to obtain the fea-
tures F, € R"*“ extracted by TSA.

4.3.3 Feature Fusion of CNN and TSA
Three one-dimensional CNN layers are employed to en-
hance the ability to capture cross-time dependencies in net-

%1 and leaky

work modality sequences. Batch normalization
rectified linear unit (Leaky ReLU)"”" are operated after each
convolutional layer. We set the number of filters for the three
convolutional layers to 256, 256, and 256, with kernel sizes of
8, 5, and 3, respectively. The output Fyy € R is then gen-
erated after average pooling, where d, is the filter size of the
last convolutional layer.

Finally, the outputs of TSA and CNN are fused to obtain the
feature representation of the network modality sequence. Spe-
cifically, Fiq, is flattened and concatenated with F gy as
F..,eR' $ N s 4 Then, two fully connected layers are

operated on F  , to generate the low-dimensional feature rep-

Comb

resentation F € R' */.

4.4 Class Prototype Learning

To better recognize network modality, we adopt the idea of
learning a prototype for each class and classifying the input
network modality sequences based on their distance to these
class prototypes. Let P, = {x,,--, %} € R""*/= denote the

set of feature representations of training samples belonging to
class k, where In,| is the number of samples of class k.
Considering the fact that the number of feature representa-
tions used for class prototype learning can be large due to the
big size of the training set, it is highly desirable to filter out
the noisy feature representations and base classification on
the most critical ones, which may improve the classification
performance. In this paper, the K-means clustering algo-

8] and random sampling are adopted to select discrimi-

rithm
native feature representations. Specifically, at the beginning of
each learning iteration, the model uses K-means to aggregate
P, into n clusters, and then randomly samples m feature repre-
sentations from each cluster to form a new set P,. Thus, ¢,, the
prototype of class k, can be expressed as a weighted sum of

the feature representations in P,:

C, = sz,i x i)kl 9),

where Isk’i is the i-th feature representation in P, and W, . de-
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notes its weight. The weight W, is not predefined but is
learned according to P, .. Specifically, for each feature repre-
sentation, an attention-based multi-instance pooling method'!
is applied to learn its weight for the class prototype. The atten-
tion weights for class k are computed by:

W, = softmax(w; X tanh(V,f};kT)) (10),

where @, € R"*" and V, € R"*/» are trainable parameters for
the attention model, and A is the size of hidden dimensions for
them. Each class uses separate parameters {w,, V,} to accom-
modate the assumption that different classes may have distinct
attentions on their feature spaces.

Afterwards, the squared Euclidean distance D(x,¢,) = llx -
¢, is adopted to calculate the distance from a feature repre-
sentation to each class prototype. Then, the model converts
the distance into probability by a softmax layer:

e—D(x,cA)

P()’=k|x)=zT (11).

%,¢;)

i

We introduce a multiplicative coefficient before the dis-
tance function to align with the intuitive expectation: the
smaller the distance between feature representations and a
class prototype, the higher the probability of the sample being
classified into that class. Moreover, we calculate the distance
between prototypes of different classes:

K

K
dprolo = z ED(civ c}') (12)7
i=1

j=1

where K is the total number of classes. The overall loss func-
tion can be presented as:

loss =-logp(y = klx) —a xd_,, (13),
where « is the scale factor between the negative log probabil-
ity and d
function via the Adam algorithm

Lastly, we train our model by minimizing the loss
[29]

proto*
: . During the training pro-
cess, feature representations gradually approach the proto-
type of their own class and move away from prototypes of
other classes, thereby achieving network modality recogni-
tion with higher accuracy.

5 Data Collection

5.1 Setup
The collection campaign took place in Wuhan, China. Dur-
ing the implementation, we ran the HoloWan backend pro-

9 cloud server. Concurrently, we enabled

gram on an Aliyun'
Android mobile devices with the HoloWan software to connect
to a portable Customer Premise Equipment (CPE) equipped

with a 5G SIM card, to ensure a strong and stable signal and

to prevent interruptions during measurements. Fig. 4 shows
the complete setup, which consists of the CPE, a portable
power source for powering the CPE, and the mobile device
with the HoloWan software.

5.2 Measurements

The above setup allows us to perform network metrics mea-
surements. We measure 5-dimensional network metrics of
real-world scenes multiple times as the network modality se-
quences. Then, we label them with the corresponding collec-
tion scenes to construct a network modality dataset. During
the measurement process, mobile devices send data packets of
a certain size to the cloud server through the CPE at a set time
interval (e.g., 0.1 s), and the HoloWan software is used to mea-
sure and record the network metrics.

The HoloWan software supports UDP stream testing, trans-
mitting uniform, reliable, constant-speed UDP traffic between
the two ends of the network and enabling the acquisition of
more detailed bandwidth fluctuation data. Besides, it also sup-
ports high-frequency TCP testing to measure network latency
and packet loss ratio with better precision. Therefore, we si-
multaneously conduct UDP and TCP testing during the mea-
surement. Moreover, HoloWan can accurately track the trajec-
tory of each packet by utilizing the sequence number in the
packets, thereby effectively detecting common issues such as
data loss and packet reordering and making network measure-
ment more precise.

The basic principle of bandwidth measurement is that
when packet loss caused by network congestion occurs, the
channel is at the full-pipe stage and the throughput can be re-
garded as the bandwidth®", The full pipe is identified by the
following condition:

F, =1{l>5%) (14),
where [, denotes the packet loss ratio at time . [ {z} is the in-

dicator function for logic z such that I{z} = 1 when z is true,
and O otherwise. Thus, F, = 1 indicates the full pipe. Here,

1)

Figure 4. The measurement setup consists of 1) the CPE, 2) a portable
power source, and 3) the mobile device with the HoloWan software
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the threshold of 5% (see Ref. [1]) takes into account the pres-
ence of non-congestion packet loss, such as that caused by
lossy wireless links.

At the initial stage of the measurement, we conduct mul-
tiple short-term measurements (e. g., for tens of seconds),
gradually increasing the packet size and rate from small val-
ues to probe the full-pipe stage. Subsequently, we conduct
long-term measurements (e.g., for tens of minutes) while main-
taining the full-pipe configurations. Moreover, the packet size
and rate should not be excessively large to avoid measurement
interruptions. Afterwards, we remove the collected data points
that satisfy F, = 1, as the throughput observed at this time
step does not reach the bandwidth of the channel.

We train and evaluate the proposed model on our network
modality dataset, which contains higher-level granularity,
more precise bandwidth data and more real-world scenarios
than prior datasets. During training and evaluation, to miti-
gate the impact of noise in the measurement data, we sample
one data point from every ten data points from the measure-
ment data with 0.1 s interval to form the processed data with
1 s interval. Moreover, the processed data are divided into
training and testing sets at a 6:4 ratio. Then, we utilize a
sliding window of size [ with a stride of 1 to segment the data
of the training/test set, generating sufficient network modal-
ity sequences.

6 Experiments

6.1 Environment

All models, including our proposed model ACTap and four
benchmark models, are implemented in PyTorch™. All experi-
ments were conducted on a server with an Intel(R) Xeon(R)
Platinum 8352V CPU @ 2.10 GHz and a single NVIDIA RTX
4090 GPU with 24 GB memory, running Ubuntu 20.04. To
avoid running out of memory, we set the batch size to 120. The
learning rate is kept fixed at a low value of Ir = 0.000 1, and
the weight decay (regularization loss parameter) is set to 0.01,
while the number of epochs for network training is 90.

6.2 Compared Methods
We compare ACTap with four different benchmark models,

"3 and some

including the NN-based model named TapNe
variants of our proposed model. TapNet has been extensively
tested on a well-known MTS dataset®, and achieves a classifi-
cation accuracy of over 80% on MTS classification tasks
across multiple domains. The archive contains data collected
from various domains, including human activity recognition,
electrocardiogram signals, motion classification, etc. In this
dataset, the dimensions of time series range from 2 to 963 and
the lengths of time series range from 8 to 17 901.

The details of the benchmark models are provided as follows:

1) TapNet: an NN-based model for MTS classification. It

consists of an LSTM layer, three one-dimensional CNN layers
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along with random dimension permutation to generate low-
dimensional feature representations, and attention-based class
prototypes learning.

2) CNNTap: a variant of our proposed model. It consists
only of three one-dimensional CNN layers and class proto-
types learning for classification.

3) AttentionTap: a variant of our proposed model. Tt consists
only of the TSA layer and class prototypes learning.

4) ACMLP: a variant of our proposed model. Tt consists of
the TSA layer and three one-dimensional CNN layers, but ap-
plies a multilayer perceptron for classification.

6.3 Accuracy Performance Evaluation

The classification accuracy of each model is shown in Table 3.
Overall, our model outperforms all the other benchmark mod-
els in terms of classification accuracy.

1) ACTap vs. TapNet

Compared to TapNet, ACTap improves classification accu-
racy from 0.6716 to 0.902 3 (an improvement of approximately
23.07 percentage points). This is mainly because ACTap can
integrate cross-time and cross-dimension features of network
modality sequences while TapNet cannot. Moreover, other ex-
periments (not demonstrated in this paper) show that, for low-
dimensional time series, random dimension permutation used
in TapNet degrades classification performance.

2) Single feature extraction vs. feature fusion

To study the performance of our feature fusion, we compare
ACTap with CNNTap and AttentionTap. Table 3 shows that
ACTap achieves improvements of 5.23% and 8.90%, respec-
tively. The results indicate that integrating TSA and multi-
layer one-dimensional CNN achieves better network modality
recognition than using either attention or convolution alone.
This is mainly because the temporal dependencies extracted
by the multi-layer one-dimensional CNN can complement the
features extracted by TSA, thus enhancing the expressiveness
of our model and improving classification performance.

3) Class prototype learning vs. MLP

To study the performance of class prototype learning, we
compare ACTap with ACMLP, which applies a multilayer per-
ceptron for classification. Table 3 shows that ACTap achieves
a 5.44% improvement over ACMLP. The result indicates that
learning class prototypes and classifying feature representa-

Table 3. Accuracy performance of models

Model Accuracy
ACTap 0.9023
TapNet 0.671 6
CNNTap 0.8500
AttentionTap 0.813 3
ACMLP 0.8479

Notes: CNNTap, AttentionTap, and ACMLP are variants of ACTap
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tions based on Euclidean distance can better distinguish dif-
ferences between different classes, thereby improving classifi-
cation performance.

4) Varying the length of the network modality sequence

We compare the impact of different lengths of the network
modality sequence on the final accuracy of ACTap. The cho-
sen length [ affects the total number of samples in the training
set, and the number of selected samples needs to be predeter-
mined. Thus, to mitigate the influence of sampling proportions
on the experimental results, all samples in the training set are
used directly to learn the class prototypes in this experiment.
The set of lengths is {18, 36, 60, 72, 90, 108, 120}. Fig. 5
shows the accuracy for varying lengths of the network modality
sequence. The accuracy increases rapidly as the length in-
creases from 18 to 72, and then decreases slightly. Based on
this observation, the default length of the network modality se-
quence is set to 72.

5) Varying cluster numbers

We compare the impact of different numbers of clusters on
the final accuracy of ACTap. The set of cluster numbers is {5,
10, 15, 20, 50, and all}. Fig. 6 shows the accuracy for varying
cluster numbers. The accuracy shows an increasing trend as
the number of clusters increases from 5 to 15, since more fea-
ture representations can be learned, and then decreases gradu-
ally, since noisy features cannot be filtered out effectively,
which degrades the discrimination of class prototypes. Based
on this observation, the default number of clusters is set to 15.

6) All feature representations vs. random sampling vs. KNN

To study the effectiveness of K-means clustering algorithm
for selecting feature representations in Section 4.4, we con-
duct an experiment to compare it with random sampling and
no selection. The details of the three methods are as follows:

* K-means: This method aggregates the feature representa-
tions of the same class into n clusters through K-means and
randomly sample m of representations from each cluster. It
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0.85
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Figure 5. Performance comparison under different lengths of
network modality sequence
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Figure 6. Performance comparison under different numbers of clusters

then uses the selected feature representations to learn the
class prototype.

* Random: Without clustering, this method randomly
samples the feature representations of the same class, keeping
the total number of selected representations consistent with
that in K-means. Then, it uses the selected ones to learn the
class prototypes.

* All: Without selection, this method directly uses all the
feature representations to learn the class prototypes. The num-
ber of clustering n and the number of samples per cluster m
are set to 15 and 100, respectively.

The performance comparison is shown in Fig. 7. K-means
achieves improvements of 2.20% and 2.30% over Random and
All, respectively. The result indicates that K-means demon-
strates its superior ability to filter out noisy features and select
high-quality representations, leading to better performance.

7) Varying the size of the training set

0.902

09077830 0.879

0.85— —

0.80— —

0.75— —

Accuracy

0.70— [

0.65— [

0.60

All Random
Methods
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Figure 7. Performance comparison of feature selection methods
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To investigate how much training data is needed for ACTap
to achieve a high classification accuracy level (e.g., 80% or
above), we train the model using training sets of varying sizes
and evaluate the classification performance on the same test
set. All represents a total of 7 784 network modality se-
quences in the training set, with a total duration of approxi-
mately 155 hours and 40 minutes. Ratios (e.g., 1/2) represent
the proportion of the training set data being used. The test set
comprises 5114 network modality sequences, with a total dura-
tion of approximately 102 hours and 16 minutes. Moreover, to
adapt hyperparameters to different training set sizes, the num-
ber of training epochs and clusters are also scaled down pro-
portionally with the size of the training set.

The performance comparison is shown in Fig. 8. As the pro-
portion of the training set used decreases, the classification ac-
curacy gradually decreases as well. When using a proportion
of 1/15, comprising 519 network modality sequences (approxi-
mately 10 hours and 23 minutes), the classification accuracy
falls below our expected threshold of 80%. Therefore, we
should strive to ensure that the size of the training set exceeds
this value.

8) Non-overlap vs. overlap

As indicated in Section 4.3.2, ACTap partitions the net-
work modality sequence into non-overlapping segments. How-
ever, it is obvious that there are other segmentation methods
for network modality sequences, for example, partitioning the
sequence into multiple segments with a certain overlap using
a fixed step size (as shown in Fig. 9). To further investigate
the impact of different overlapping levels of segments on the
final accuracy, we conduct an experiment to compare three
overlapping levels: non-overlap (default), half overlap (the
step size is half of the length of the segment), and almost full
overlap (the step size is 1). Moreover, to prevent the GPU
memory from being fully occupied, we train the model using
1/3 of the training set.
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0.85 — I I

0.822

0.793
0.80 — —
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05— 1 1 1 T
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Figure 8. Performance comparison under different sizes of
the training set
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Figure 9. Partitioning the network modality sequence into
overlapping segments
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Figure 10. Performance comparison under different overlapping levels

The performance comparison is shown in Fig. 10. Non-
overlap achieves improvements of 1.40% and 3.10% over Half
Overlap and Almost Full Overlap, respectively. The result in-
dicates that, as the overlapping level increases, the classifica-
tion accuracy decreases gradually. We suspect that this may
be due to the similarity between overlapping segments,
thereby increasing the difficulty of learning attention weights
for the TSA layer and leading to worse convergence of the
model. Moreover, a higher overlapping level implies more data
and longer training/testing time, while also resulting in poorer
performance. Therefore, ACTap still adopts non-overlapping
segmentation for network modality sequences.

9) Visualization

Lastly, we visualize the feature representations to demon-
strate the effectiveness of our proposed model. We use the t-
SNE algorithm™ to visualize feature representations as two-
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dimensional images and use different colors to distinguish dif-
ferent classes. Fig. 11 shows the ground truth and prediction
results of ACTap. From the results, we can conclude that
scenes including high-speed rail, elevator, and subway are
well distinguished while other scenes like mall, basement and
taxi are not. For example, network modality sequences of taxi
are often misidentified as basement (as shown in the black
circle area in Fig. 11b). We suspect that this may be due to
the similarities between the different scenarios. For example,
a basement and the ground floor of a mall may exhibit similari-
ties. Similarly, when taxis pass through tunnels, the signals
may be obstructed due to geographical factors, which may also

80
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Figure 11. Classification visualization of ACTap

share similarities with other scenes like basements. Therefore,
ACTap may misjudge the network modality under these condi-
tions. To mitigate this issue, in future work we intend to ex-
plore more detailed features, such as signal strength and han-
dover events, to better distinguish between similar scenarios.

7 Conclusions

In this paper, we presented a network modality dataset col-
lected from various real-world scenarios and suggested that net-
work modality exhibits separability through observations. Sub-
sequently, we proposed a novel NN-based model for network
modality recognition, named ACTap. To improve classification
performance, ACTap integrates TSA and multi-layer convolu-
tional networks to extract cross-time and cross-dimension fea-
tures of network modality sequences. Moreover, the model ap-
plies the K-means clustering algorithm and random sampling
to filter out noisy features, thereby learning class prototypes
with high discrimination. Lastly, the model recognizes network
modality based on the Euclidean distance between feature rep-
resentations and class prototypes. We conducted experiments
on ACTap and four benchmark models using our dataset. The
experimental results validate the separability of network modal-
ity and show that the accuracy of ACTap is the best among all
the models compared. Moreover, we further explored the im-
pact of multiple hyperparameters and the size of the training
set on the classification accuracy of ACTap.
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Abstract: Holographic multiple-input multiple-output (HMIMO) systems deploy ultra-dense antennas in confined spaces, yet spatial degrees
of freedom (DoF) fail to scale with element count. Only by harnessing evanescent waves can the potential gains of ultra-dense arrays be un-
locked. However, in practical scenarios, antenna apertures are typically too small relative to communication distances to generate significant
near-field effects for capturing these evanescent waves. This paper proposes a method to alter the dispersion relation via locally resonant meta-
materials (LRM), thereby enabling the radiation of near-field evanescent wave components into the far field. This approach leverages the DoF
gains offered by ultra-dense elements within a confined aperture. Full-wave simulations validate the effectiveness of the evanescent-
propagating wave conversion method, demonstrating an increase in the spatial DoF radiated into the far field by the HMIMO system even with

a limited aperture.
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olographic multiple-input multiple-output (HMIMO),

considered one of the potential technologies for 6G

wireless communications, involves an antenna array

with ultra-dense spacing within a confined aperture,
which can be theoretically regarded as having an infinite num-
ber of antenna elements!". Although HMIMO consists of many
antennas, the spatial degrees of freedom (DoF) are extremely
limited. The antenna elements in HMIMO exhibit strong cou-
pling, and thus are not independent of each other. This cou-
pling has been modeled using a circuit model in Ref. [2], which
also analyzes the spatial DoF. In existing HMIMO studies, the
antenna apertures are often large, necessitating the use of near-
field modeling™. However, when considering far-field communi-
cation scenarios, the Nyquist sampling theorem provides an up-
per bound on the spatial DoF for HMIMOY, In spatial signal
processing, a sampling interval of half-wavelength is sufficient
to recover spatial signal information without spatial aliasing,

This work was supported by ZTE Industry-University-Institute Coopera-
tion Funds under Grant No. HC-CN-20200923014.

thereby preserving the spatial characteristics of the signal.
Therefore, for far-field communications, an antenna arrange-
ment denser than half a wavelength proves redundant'.

Evanescent waves possess higher spatial frequencies, re-
quiring denser spatial sampling and thereby increasing the
DoF for a given aperture. Since evanescent waves exist only in
the near-field region, utilizing them requires confining the
communication distance to the near-field zone. As the size of
the antenna array’ s aperture increases, the near-field region
expands. If the communication distance remains within this re-
gion, evanescent waves can be exploited to achieve enhanced
spatial DoF'®l,

While evanescent waves can provide higher DoF for com-
munication, it is physically challenging to utilize them in an
HMIMO system with an infinitely large aperture. In practice,
we can only deploy antennas within a limited space. This
raises a question: is it possible to achieve spatial DoF exceed-
ing the classical half-wavelength limit using ultra-dense an-
tenna arrays (i.e., HMIMO) without increasing the antenna ap-
erture size?

Due to the limited size of the antenna array aperture, the
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communication distance may not fall within the near-field
range, where evanescent waves exhibit exponential decay and
cannot directly reach the far field”. Therefore, evanescent
waves must be converted into propagating waves to be uti-
lized. This paper proposes a method to convert near-field eva-
nescent waves of HMIMO into far-field propagating waves us-
ing locally resonant metamaterials (LRM), thereby enabling
HMIMO transceivers to radiate additional DoF.

Previous studies have revealed the physical mechanisms of
converting evanescent waves into propagating waves and have
applied them in super-resolution imaging®. Physicists have
developed a method to achieve sub-wavelength focusing by
placing ultra-dense resonators, i.e., LRM, near the antenna'”.
These resonator units exhibit strong coupling, forming a fre-
quency band with multiple resonance frequencies. When eva-
their sub-

wavelength details are encoded as spectral information and ra-

nescent waves interact with these resonators,

diated to the far field as propagating waves, enabling subwave-
length focusing in super-resolution imaging''”.,

However, to the best of our knowledge, no study has yet ex-
plained from a communication systems perspective how LRM
can be used to convert the near-field evanescent waves of a
limited-aperture HMIMO to achieve ultra-high spatial DoF. In
this paper, we first reveal why a limited-aperture HMIMO trans-
mitter cannot realize multiple streams. Then, we present the
principle of extending the number of effective radiation modes
to the far-field using LRM in the vicinity of the HMIMO. Fi-
nally, we verify through full-wave simulation software CST that
an HMIMO composed of ultra-dense dipole antennas within a
limited aperture can achieve spatial multiplexing.

The remainder of this paper is organized as follows. Section
2 details the HMIMO implementation and establishes the theo-
retical DoF limits for both HMIMO and discrete MIMO sys-
tems. It is demonstrated that the DoF in the radiative far field
is solely dependent on the aperture size, indicating that
densely deploying antennas, as in HMIMO configurations, re-
sults in redundancy. In Section 3, we introduce the theoretical
framework for overcoming the DoF limitations of HMIMO us-
ing LRM. In Section 4, we perform full-wave simulations to
verify the system where LRM enhances the DoF of HMIMO.
Section 5 concludes the study.

Notation: a, a, and A represent scalars, vectors, and ma-
trices, respectively. A", A”, and A™' denote the transpose,
Hermitian (conjugate transpose), and inverse, respectively.
A, or [A]iJ represents the (i,j)—th element of A. a,repre-
sents the n-th element of a. || and ()* denote the modulus

and conjugate, respectively.

1 System Model

1.1 System Implementation of HMIMO
The HMIMO system examines a line-of-sight (LoS) MIMO
communication scenario involving two continuous apertures of
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arbitrary shapes and positions in an infinite homogeneous me-
dium. The modeling of continuous apertures and LoS channels
is provided in Refs. [11] and [12], respectively. The current
density j(s,t) at a source point s within the transmitting aper-
ture S, generates an electric field e(r,) at a location r within
the receiving aperture S,. For only monochromatic sources and
fields, the time-harmonic fields can be described by the pha-
sors j(s) and e(r), with their relationship governed by the

Green’s function:
e(r)=ij0fG(r,s)j(s)ds, res, (1),
S
where k = w/ ¢ = 2w/ A is the wavenumber (¢ being the speed

of light),
and the Green’ s function G(r,s) is determined by the bound-

Z, is the characteristic impedance of the medium,

ary conditions.

The continuous source and field on the transmitting and re-
ceiving apertures are expanded using orthogonal modes
{p,(s);m=1,--M} and (¢ (r);n=1,- N}

tively. As shown in Eqgs. (2) and (3), the expansion coefficients

respec-

x,, and jkZ,y constitute the channel, where M and N are the

dimensions of the input and output signal spaces, respectively.

M
=Y H,x,+z,(n=1--N) 2),

m=1

H, = I[(ﬁf(r)C(r,s)(bm(s)ds dr (3).

Lety = [yl,"-,yNT and x = [xl,---,xM}T. The equation can
be expressed in the matrix form y = Hx, where H € C" ™" rep-
resents the channel matrix.

HMIMO uses orthogonal modes on continuous apertures to
carry information, but practical implementation consists of a fi-
nite number of densely packed antennas. In this work, we select
cosine and sine functions as orthogonal modes. The current dis-
tribution on an M XN antenna array used to construct orthogo-
nal modes on an aperture D, X D is described in Eq. (4).

=Sy (x = gDy - pD,) (4),

P

where A" describes the amplitude of the current on the (p,q )-
th dipole, which is the sampled value of the orthogonal cosine
and sine modes. The current amplitude of the (p,q)-th dipole
in mode (m,n) is given in Eq. (5).

AN = A

mn 0.,mn

Sin("le(p/(M +1)- l/2))sin(1'm(q/(N +(5
1)-1/2))
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where J, describes the current distribution on each dipole an-
tenna. This distribution must satisfy boundary conditions
where the current is zero at both ends, represented by a cosine
distribution. The expression for J, is given in Eq. (6):

]d(x,y) =5/, cos(’n‘%)rect(%)@(x) (6),
where L is the length of each dipole antenna.

The continuous function is achieved by interpolating current
amplitudes A? on the discrete antennas using the cosine-sine
orthogonal basis, as described in Eq. (5). According to the sam-
pling theorem, the current amplitudes extracted from M XN dis-
crete antenna elements can perfectly reconstruct the superposi-
tion of M XN orthogonal mode currents on the continuous aper-
ture. For example, Fig. 1 illustrates how the current distribution
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cent propagat-
ing conversion

(a) Discretization
ot gy e ————

x - —_——— -

v

z (f) Interpolation z (e) Current
excitation

on densely packed discrete antennas is interpolated to form the
current distribution on a continuous aperture. Fig. la depicts a
1 X6 HMIMO array with an element spacing of 0.1A, and the
current distribution on it is plotted based on Eqs. (4) - (6). Fig.
1b shows the current distribution on a continuous aperture ob-
tained by interpolating the current amplitudes of the discrete
antennas in Fig. la.

1.2 DoF of HMIMO Transmitter with Limited Aperture
The DoF of HMIMO is determined by the number of or-
thogonal current modes M that can be effectively transmitted
to the far-field on the aperture S,. As illustrated in Fig. 2, to in-
vestigate the spatial DoF of the transmitter, the electromag-
netic wave y(r,t) received in the far field is time-reversed as
y™(r,t) = y(r,—t), which is then backpropagated. The electro-
magnetic field x™(s) received again at the transmitting aper-

Mode 1 Mode 2

(b)

(¢) Radiation and
forwarding propagation
_————

e

(d) Time reverse and
backward propagation .-

Figure 2. System model: (a) x,, is modulated onto the orthogonal basis of mode currents ¢, (s), where m = 1,2,---, M, and is realized through a dis-
cretized dense dipole antenna array; (b) an LRM structure is employed to achieve the evanescent-propagating waves conversion; (c) the signal radi-
ates and propagates forward into the far field; (d) the signal, received by an ideal aperture, undergoes time-domain reversal and is backpropagated;
(e) the time-reversed field excites currents on the HMIMO transmitter; (f) the current distribution on the aperture is recovered through interpolation
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ture can be projected onto the orthogonal basis to obtain x™".

It can be proven (Appendix A”) that:
= (HH") 5" (7).

When the far-field receiving aperture ideally captures all ra-
diated fields from the transmitting aperture, the rank and ei-
genvalue distribution of the matrix HH" constructed through
time-reversal characterize the effectiveness of the orthogonal
current modes in radiating into the far field.

For an HMIMO system with a limited aperture, the commu-
nication distance will be much greater than L/A, where L is
the aperture size of the HMIMO and A, is the operating wave-
length. In this case, the receiver is located in the far-field re-
gion of the HMIMO. The radiation from the HMIMO in the far-
field region can be approximated as a plane wave, and thus
the transformation from near-field (spatial domain) to far-field
(wavenumber domain) is described by a Fourier transform
(FT). Consequently, the minimum resolution in the wavenum-
ber domain and the spatial domain are Ak = 21/ L and AL =
2m/2k, = Ay/2, respectively. For propagating waves, the avail-

0°
whereas wavenumbers beyond this range correspond to evanes-
cent waves, which cannot propagate to the far field. As shown
in Eq. (8), the number of independent channels can thus be es-
timated by the ratio of the wavenumber range to the minimum
wavenumber resolution.

2k _ 2L

Therefore, for each A,/2-scale of the radiating aperture,
there is only one spatial DoF. HMIMO systems with ultra-
dense elements arranged within a limited aperture cannot
achieve high spatial DoF, as reflected by the low effective
rank of HH".

1.3 DoF of Conventional MIMO Transmitter

In the following, we compare HMIMO with conventional dis-
crete MIMO and observe that the DoF of discrete MIMO is
highly consistent with the theoretical bounds and limits of
HMIMO.

Consider a discrete MIMO array composed of N elements.
The radiation intensity of the n-th element in the direction
(6.p) is given by A, f,(6.¢)e™ "
the n-th element,fn(ﬂ,(p) is the radiation pattern, k is the wave

*, where A, is the amplitude of

vector, and r, is the position vector.

Consider that the radiation field of the N-element array un-
dergoes time reversal of the far-field radiation and backpropa-
gation, and is subsequently received by the same array. The

transmitted signal from the n-th element, after time reversal, is
received by the m-th element, forming the channel matrix
HH" as shown in Eq. (9).

2m

)= Tt o
0

0

o " sin 0d0 do

9).

It can be easily shown that the spatial multiplexing DoF
limitation of the array is the rank of the matrix HH" (Appen-
dix B"), as shown in Eq. (10).

DoF < rank (HH") (10).

For consistency throughout the paper, we consider a linear
array composed of N half-wave dipoles, with an aperture size

of L = Nd. In this case, the expression for (HHH) is given in
Eq. (11",

(") =
sin[kd(n—m)] B 1 + (’Os[kd(n_m)] forn # m
kd (n — m) [kd(n-m)]  [kd(n-m)] (11).

2
gsin2 0,forn =m

For an HMIMO with the same aperture size, Eq. (8) provides
the expression for its DoF limitation. Fig. 3 compares the DoF of
a 1 000-element discrete MIMO linear array at various element
spacings with that of an HMIMO array having the same aperture
size. The high consistency between the two plot lines indicates

1200

1000

800

[
a — Disc
S e00 Discrete MIMO DoF
2 =~ Continuous HMIMO DoF
o
-— kd=m
400 N
200 4
0 . L . .
0 4 5 6 7 8 9 10

kd

Dok degree of freedom
HMIMO: holographic multiple-input multiple-output
MIMO: multiple-input multiple-output

Figure 3. Comparison of a 1 000-element discrete MIMO array at differ-
ent element spacings with an HMIMO array of the same aperture size,
where the upper limit of the DoF of discrete MIMO is given by Egs. (10)
and (11), and the upper limit of the DoF of HMIMO is given by Eq. (8)

* The proofs of Eqgs. (7) and (10) are provided in the supplementary material at the following link: https://zte.magtechjournal.com/EN/10.12142/ZTECOM.202602010.
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that the DoF of the discrete MIMO array is equal to that of the
HMIMO with the same aperture. When the element spacing
is A/2, the antenna elements are utilized most efficiently.

2 Principles for Expanding the DoF of
HMIMO with Limited Aperture

In the previous section, we have established that the DoF of
an HMIMO system with a limited aperture is inherently low.
The primary reason for this low DoF is that, when the density
of the antenna elements becomes excessively high, some cur-
rent modes manifest as evanescent waves, which cannot effec-
tively radiate to the far field. To address this issue, we propose
principles for enhancing the DoF of HMIMO by converting
evanescent waves into propagating ones, thereby enabling
more modes to radiate effectively. These principles aim to opti-
mize the system’s capacity by increasing the number of effec-
tive spatial channels.

2.1 Number of Effective Radiation Modes

When N antennas are used to implement HMIMO, Eq. (4)
indicates that N orthogonal modes can be constructed, yield-
ing N spatial multiplexing DoF. However, in practice, not all
N orthogonal bases can radiate into the far field.

To discuss the field distribution for each current excitation
mode, it is necessary to consider the FT of the electric or mag-
netic field in the spatial domain. Using the equivalence prin-
ciple, when the field on the opposite side of the planar aper-
ture is set to zero, the field distribution on the aperture can be
equivalently represented by an electric current distribution
given by J =z X H , enabling quantitative description of the
radiation field through the FT of the current distribution',
For the current distribution of an M X N array described by
Eq. (4), the FT for mode (m,n) is given by Eq. (12), where

Fd(kx,ky) denotes the FT of the dipole current distribution.

Fo(kok,) = B kb, )| sine (L, L, )

< 2 217
25ﬁpr’h‘Pp

pq ===

_nm) A L2
(5(1% L ) 5(/% + L ))e

mm mm ~jk,L,/2
ofs 5 ofs e

In Eq. (12), the spectral distribution of the radiation field in
the wavenumber domain for mode (m, n) is a translation and

*k

(12).

superposition of sinc functions.

In the k -k, wavenumber plane, the region within the
circle k7 + k> = k* is defined as the visible region. Inside the
circle, the wavenumber in the propagation direction k, =

W kf is real, indicating that it can radiate into the far

field. Outside the circle, the wavenumber in the propagation

divection k. = [k> + kf - k* becomes purely imaginary. This

implies that the wave decays exponentially in the z-direction
and can only propagate along the k, — & plane, corresponding
to evanescent waves that contribute to energy storage. Eq. (13)
provides the spatial forms of electromagnetic waves along the
z-direction in the k, — k, wavenumber domain, for both the vis-
ible and invisible regions.

E(kk,z) = Bk, )4 =

E(kx,ky)ejdkg_k%_k?z,ki + k? <k2 (13)

N
ke N

Thus, the radiation into the far field depends only on the
portion of the source current’s spatial FT that lies within the
visible region.

Based on the visible region, the characteristic modes on the
antenna array can be classified into radiation modes and eva-
nescent modes. Radiation modes have their sinc functions’
main peaks within the visible region, allowing them to radiate
a significant amount of energy. Despite this, the infinite peri-
odicity of the FT also results in peaks outside the visible re-
gion, corresponding to unavoidable evanescent waves that
store energy in the near field. The number of radiation modes
corresponds to the spatial DoF of the transmitter.

Evanescent modes are those whose sinc functions’ main
peaks lie outside the visible region, and thus all their main
lobes generate evanescent waves, leading to greater energy
storage. It should be noted that evanescent modes of a finite-
sized array can still radiate a small amount of energy because
all sinc functions in the wavenumber spectrum have sidelobes
within the visible region. Theoretically, evanescent modes of
an infinitely large array do not radiate energy, as the sinc func-
tion has a width close to zero, equivalent to a 6 function with-
out radiative sidelobes.

Consider a 1 X 5 linear array of electric dipoles to examine
the changes in spatial DoF as the aperture gradually de-
creases, transitioning from an antenna array with standard
half-wavelength spacing to an HMIMO system with a limited
aperture. We observe the k_ direction for the 1 X 5 dipole ar-
ray and plot the complete wavenumber spectrum of each
mode, formed by the superposition of sinc functions at differ-
ent element spacings, as shown in Fig. 4. In this figure, the
red dashed box indicates the visible region. Based on the
above classification criterion, the modes of the 1 X5 dipole ar-
ray with different element spacings are classified as shown in
Table 1, indicating the corresponding spatial DoF.

For a conventional array with an element spacing of N/2, the
period of the shifted sinc functions equals the diameter of the
visible region. This configuration excludes any evanescent
modes, thereby fully exploiting the DoF provided by the num-
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Figure 4. Spatial spectrum of each mode under element spacings: (a) d, = A/20, (b) d, = A/10, (¢) d, = A/4, and (d) d, = A/2, where each color
represents the spatial spectrum components of a current distribution mode and the red dashed box indicates the visible region

Table 1. Classification of patterns for a 1x5 dipole array

Element Spacing A20 A/10 A4 A2
Radiating mode / Mode 1 Modes 1 -2 Modes 1 -5
Evanescent mode ~ Modes 1 - 5 Modes 2 - 5 Modes 3 - 5 /

DoF <1 1 2 5

DoF: degree of freedom

ber of antennas. In contrast, for an HMIMO system with ulira-
dense element spacing and a limited aperture, the spatial DoF

is extremely limited.

2.2 Expansion of DoF in Limited-Aperture HMIMO

To radiate more modes of HMIMO into the far field, it is
necessary to effectively expand its visible region, i.e., convert
the high-frequency oscillating components that originally ex-
isted as evanescent waves into propagating waves.

LRM with periodic structures can convert evanescent com-
ponents into propagating waves. For example, an LRM consist-
ing of N X N metallic wires of the same length L can achieve
this effect".

The LRM is placed within the near-field region of the
HMIMO, and the coordinate system is defined in Fig. 2. Ac-

cording to the Floquet theorem, the periodicity in the trans-

88 ZTE COMMUNICATIONS
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verse plane gives the fields Eﬂ(xﬂ), Ey(xxz), Hﬂ(xu), and

Hy(xxz) the form of a Bloch wave solution:

Ulx,.)=e™"U(x,) (14),

where k__ is the Bloch wavenumber, and Up(xﬂ) represents the

periodic part of the decomposed transverse components of the
electric or magnetic field.

By applying Maxwell’ s equations in conjunction with the
perfect electric conductor (PEC) boundary conditions, the dis-
persion relations for the transverse electric (TE) and trans-
verse electromagnetic (TEM) modes described in Eq. (15) are
derived as depicted in Fig. Sa.

(.02

2

2
w L2 =
—: TEM:k? =

TE: k. + k, =
c c

(15).

Thus, the transverse wavenumber k. for TEM modes propa-
gating along the y-direction can take any value. This allows
high-frequency oscillating evanescent wave components from
HMIMO to propagate within the metallic medium, which acts
as a waveguide supporting the propagation of high-frequency
components.

Further analysis of all transverse and longitudinal electro-
magnetic components, as shown in Fig. 5b, reveals that,



An Evanescent-Propagating Wave Conversion Method for Expanding the DoF in Holographic MIMO

Industry-Academia Co-Research

Liu Guohao, Fang Min, Peng Lin, Luo Jun, Sun Zhi

k y-axis

TE mode
TEM mode

\m\s

1

2 2
ﬂ:1+2“¢)%f) (17).
—F S I\ ko Jo

E,
—H

This yields the dispersion characteristic
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TE: transverse electric TEM: transverse electromagnetic

Figure 5. Locally resonant metamaterials: (a) dispersion relations for TE and TEM modes and

(b) electromagnetic field distribution

near the y-axis adjacent to the metallic medium, the electric
field exhibits strong polarization in the y-direction and de-
cays exponentially as an evanescent wave, preventing en-
ergy from escaping through the top or bottom interfaces of
the structure and allowing radiation only from the transverse

U0 The y-component of the electric field can be

interface
modeled as small dipoles located at y = £L/2. The spatial
distribution of these small dipoles is determined by the y-
component of the TEM mode at the interface, which radiates
energy outward.

To understand how the spatial frequency of evanescent
waves corresponds to the frequency of the radiated propagat-
ing waves, it is necessary to explore the dispersion relation be-
tween the radiated field frequency and the transverse wave
vector component. When a TEM wave propagates along the y-
axis and the metallic wire array, it encounters an interface be-
tween the metallic waveguide and air. At this interface, the
wave undergoes both reflection and refraction. Between the
two reflective surfaces located at y = L/2 and y =—L/2, the
wave reflects back and forth, creating an effective Fabry-Perot
cavity. This results in Fabry-Perot resonance for each propa-
gating mode. The effective length of the Fabry-Perot cavity is
determined by the energy entering the air, calculated in Eq.
(16), where 8 is the evanescent penetration depth associated
with total internal reflection at the interface.

2

ly=1+25=1+
[k - i

(16).

With the condition for Fabry-Perot resonance [, = nA/2,
the dispersion relation is obtained in Eq. (17), where £, = 7/l
and f, = ¢/2] denote the initial wavenumber and frequency of

the first-order Fabry-Perot resonance, respectively.

;
/

high-spatial frequency components and the
radiation frequency. As shown in Fig. 6c,
compared to free space, the bending of the
dispersion curve induced by the LRM re-
sults in a larger visible region in the wave-
number domain at the same radiation fre-
quency. As the visible region for HMIMO
modes expands, high-frequency compo-
nents that would otherwise remain evanes-
cent waves can now radiate into the far
field as propagating waves, further increas-
ing the DoF.

3 Simulation Results

We employ full-wave simulation software CST to validate
the theoretical derivation regarding the expansion of the vis-
ible region of an HMIMO antenna array using LRM. As illus-
trated in Fig. 6a, we consider an HMIMO system consisting of
five dipole antennas spaced approximately A /36 apart, with
an aperture width of A,/9 and a center operating frequency of
f. =340 MHz. Focusing solely on the spatial multiplexing
DoF of the transmitting HMIMO antenna, we employ the time-
reversal method discussed in Section 2. By examining the ei-
genvalue distribution of the HH" matrix, we determine the
number of orthogonal eigenmodes that can be radiated into the
far field by the transmitter, thereby evaluating the DoF.

3.1 Determination of the Visible Region

In the absence of LRM, the far-field time-reversal array
completely surrounds the transmitting antenna, allowing elec-
tromagnetic waves radiated in all directions to be received.
Thus, in free space, the visible region is defined as [ = ko, kq ]

When LRM is present, the size of the visible region must be
determined by measuring the frequency bands of the reso-
nance peaks in the radiation field. As shown in Figs. 6b and
Fig. 6¢, the resonant frequencies of the electromagnetic waves
radiated to the far field by the LRM are measured. This deter-
mines the visible region to be [ — 98.3,98.3] m™' based on the

dispersion relation.

3.2 Measurement of Transmit Spatial DoF

Based on the size of the visible region, the spatial DoF of
the transmitting antenna with and without the LRM is deter-
mined to be 5 and 1, respectively. Simulations are performed
for modes 1 to 5 under the same simulation environment, com-
paring the time-reversed signal distribution and the spatial
distribution of the transmitted signal for scenarios with and
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Figure 6. Simulation model and results: (a) simulation scenario, (b) nor-
malized E-field magnitude with resonance frequencies and (c) visible re-
gion on the dispersion curve; in both scenarios (with and without
LRM), the transverse wave number associated with the highest reso-
nance frequency defines the range of the visible region
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without LRM, as shown in Fig. 7. The blue line depicts the
distribution of current modulus values for spatial signals trans-
mitted on an ultra-dense antenna array. The green and red
lines depict the reconstruction of time-reversed signals by the
ultra-dense antenna array without and with LRM, respectively.
All curves are normalized to their maximum values.

It is evident that, compared to the free-space scenario, the
presence of a near-field LRM effectively enhances the spatial
DoF of the radiated field in an HMIMO system composed of
an ultra-dense linear antenna array, thereby enabling multi-
stream transmission in a confined space.

Using the time-reversal method described in Section 2, we
analyze the eigenvalue distribution of the channel matrix HH"
for an HMIMO system with five orthogonal basis modes to de-
termine the spatial DoF at the transmitter side. When the
transmitted signal is represented by s, =e;,i=12734,)5,
(where e; are unit vectors), the time-reversed signal corre-
sponds to the projection of the received signal onto each or-
thogonal basis, allowing us to compute the channel ma-
trix HH".

In the presence of a near-field LRM, the eigenvalue distri-
bution obtained after eigenvalue decomposition is 1.252,
0.804, 0.397, 0.130, 0.049 (x107°). In the free-space scenario,
the eigenvalue distribution is 8.769 8, 0.010 8, 0, 0, 0. It can
be observed that in the presence of a near-field LRM, the rank
of the channel matrix is 5, and the eigenvalue distribution is
relatively uniform. If we consider channels with eigenvalues
greater than 10% of the maximum eigenvalue as effective
channels, the number of effective independent orthogonal
channels in the system is 4. In contrast, without the near-field
LRM, the number of effective channels is only 1. However,
this enhancement comes at the cost of a certain degree of en-
ergy loss introduced by the LRM.

To better quantify the number of effective channels, the ef-
fective rank is employed as an evaluation metric, defined in
Eq. (18), where A, represents the i-th eigenvalue of HH", and
N is the number of antenna elements. When calculating the ef-
fective rank, we normalize the time-reversed current distribu-
tion before projecting it onto an orthogonal basis to compute
HH". Consequently, the resulting eigenvalues differ from
those previously discussed. This approach solely assesses
mode recovery without considering energy differences.

N 2
3
1=N1

Effective Rank = (18).

i=1

The effective rank quantitatively measures the uniformity of
the eigenvalue distribution, the dimensionality of the signal
subspace, and the system’ s ability to effectively distinguish
between different signal sources. A higher effective rank indi-
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cates a system with greater DoF. We conduct simulations of
HMIMO systems with LRM under different element spacings
and compare them with HMIMO systems without LRM, as
shown in Fig. 8. It is evident that HMIMO with a surrounding
LRM significantly enhances the DoF by more than twofold
compared to HMIMO without LRM, while being only slightly
below the DoF of discrete MIMO with half-wavelength spacing
used as a benchmark. Notably, the aperture size of HMIMO
with LRM is reduced to approximately one-sixth of that of the
discrete MIMO with half-wavelength spacing. It is important
to note that, theoretically, the DoF of discrete MIMO with half-
wavelength spacing equals the number of antenna elements.
However, in our simulations, the time-reversal mirror utilized
consists of only eight far-field antennas, which cannot achieve
ideal performance, resulting in measured DoF values lower
than the theoretical predictions. Through these simulations,
we demonstrate that the LRM significantly enhances the DoF
of the HMIMO system with a limited aperture, enabling high-
dimensional multi-stream transmission.
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4 Conclusions

HMIMO is implemented using ultra-dense antenna arrays.
However, the upper limit of spatial multiplexing DoF in
HMIMO is no longer determined by the number of antennas
but by the size of the visible region defined by the laws of elec-
tromagnetic wave propagation. Placing LRM in the near field
alters the spatial dispersion relation, converting the high-
frequency evanescent wave components into propagating
waves radiated into the far field. This effectively expands the
visible region in the wavenumber domain, significantly en-
hancing the spatial multiplexing Dol of HMIMO. The theory
of visible region expansion has been validated through full-
wave simulation software. In the future, super-resolution multi-
stream technology is expected to find wide-ranging applica-
tions in numerous domains. For instance, in smart factory envi-
ronments, an HMIMO system deployed on agents can facili-
tate real-time data transmission and high-precision control
with high efficiency and improved spatial utilization.
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1 Introduction
ith the ongoing deployment and advancement of
the 5G “New Infrastructure” strategy, a series of
technological innovations related to the next-
generation railway mobile communication are be-
ing actively developed in China''. The fifth-generation mobile
communication for railway (5G-R) system, based on 5G tech-
nology and designed to meet the demands of railway communi-
cation services, is the next-generation railway mobile commu-
nication system?. Network security is critical to the safe and

This research was supported by State Key Laboratory of Advanced Rail
Autonomous Operation under Grant No. RA02023ZZ004, the Project of
China State Railway Group under Grant No. N2024B004, and ZTE Indus-
try-University-Institute Cooperation Funds under Grant No. W23L01180.

reliable operation of the 5G-R system and its underlying ser-
vices, serving as a vital foundation for its high-quality develop-
ment. Cyber security assessment constitutes one of the key
steps in ensuring information system security”. It is an impor-
tant measure to enhance cyber security, prevent malicious at-
tacks and data leakage, and reduce security risks. For the 5G-
R system and the railway industry, the importance of cyber se-
curity assessment technology cannot be overstated. It is signifi-
cant in ensuring the normal operation of 5G-R network ser-
vices, preventing the leakage of sensitive data, defending
against network attacks, and maintaining the availability, reli-
ability, and security of the 5G-R network.

Although certain cyber security assessment methods are
prescribed in standards like ISO 27000, these methods re-

quire a comprehensive understanding of vulnerabilities pres-
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ent within a network. Additionally, their assessment results
tend to be single-dimensional, making it difficult to obtain key

>3 and vulnerability scores.

information such as attack paths'
Moreover, these methods fail to meet the particular security
and service requirements when applied to specific networks
such as the 5G-R network. Therefore, for 5G-R cyber security,
introducing attack graphs to analyze network vulnerabilities
and attack paths enables a more comprehensive and in-depth
assessment of the 5G-R core network security.

In 1998, Phillips et al.””! introduced the concept of attack
graphs, which involves simulating network attacks, predicting
potential attack paths, and analyzing network vulnerabilities.
This method relies on inputting the network ’s structural infor-
mation, configurations, attacker actions, and attack patterns to
construct a directed graph representing the state of the net-
work. Thus, it analyzes various attack paths that an attacker
might take and their effects.

As the demand for efficient generation of attack graphs
grows, particularly in large network environments, reducing
attack graph complexity and developing more efficient gen-
eration tools have become focal points in attack graph re-
search. Ritcheyet al."' constructed attack paths using the
symbolic model verifier (SMV), a method capable of generat-
ing only one path at a time, thereby limiting coverage of all
possible paths. In contrast, Lippmann et al.' developed the
Network Security Planning Architecture (NetSPA) tool, lever-
aging graph theory principles. This tool employs a simple at-
tack description language and utilizes a forward depth-first
search algorithm to rapidly generate attack graphs. However,
it relies on manually constructed rule bases and generates at-
tack graphs containing multiple loops. The topological vul-
nerability analysis (TVA) tool developed by Noel et al.!"!
faces similar issues: although offering TVA, it still depends
on manually constructed rule bases and lacks automated gen-
eration methods. Sheyner et al. "' developed the Attack
Graph Toolkit for the Linux system, featuring a state attack
graph generation tool. However, its state attack graphs are
difficult to scale to large networks due to algorithmic com-
plexity and state explosion issues. The MulVAL tool devel-
oped by Ou et al.”™ utilizes vulnerability scan results and de-
scribes relevant information using the Datalog programming
language. It performs modeling and analysis using its rule
base and employs the Graphviz tool to draw attack graphs.
While it offers high accuracy, scalability, and has gained
widespread recognition, it still faces issues such as rule base
updates and the expression of attack types.

In recent years, with more in-depth research, attack graphs
have been increasingly applied to cyber security across vari-
ous domains. For instance, Ref. [11] combines attack graphs
with the cyber security of power system networks, constructing
a risk assessment method suitable for such networks. Ref. [12]
introduces an optimized attack graph-based cyber security
risk assessment method, achieving cross-domain dynamic se-
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curity risk analysis for industrial control systems. Ref. [13]
presents an attack path discovery method based on hierarchi-
cal task networks, addressing the performance shortcomings of
attack graphs in large networks.

In summary, utilizing attack graphs as the theoretical model
for security assessment of the 5G-R core network has its mer-
its. On one hand, attack graphs enable structured analysis and
identification of vulnerabilities within the 5G-R core network.
Security assessments based on attack graphs can identify and
prioritize paths most likely to be exploited by attackers, en-
hancing the specificity and efficiency of defensive measures.
On the other hand, attack graphs support dynamic security as-
sessments, adapting to the complex situations of the 5G-R
core network environment. Updated attack graphs reflect new
security statuses, making them particularly suitable for net-
works like 5G-R, which requires continuous monitoring and
rapid response. Therefore, employing attack graphs as the
theoretical model for 5G-R core cyber security assessment can
help establish a robust cyber security assessment framework.

However, current security assessment models based on at-
tack graphs still have the following shortcomings:

1) Vulnerability assessment indicators are relatively fixed,
and their values are not comprehensive enough. The fixed na-
ture of assessment indicators may result in assessment results
that do not adequately reflect the real cyber security situation.

2) The influence of atomic attack probability is singular.
Current assessment models rely only on one or a few simple
probability values to estimate the success rate of each atomic
attack, ignoring the reality that the success of an attack may
be influenced by various factors.

To address the deficiencies of the current cyber security as-
sessment models, this paper proposes the following optimiza-
tion strategies:

1) Adding relevant assessment indicators: To improve the
adaptability and comprehensiveness of vulnerability assess-
ment indicators, assessment methods, and indicators can be
adjusted and expanded by introducing related indicators
based on specific scenarios and security needs of the network.

2) Multidimensional attack probability estimation: By intro-
ducing a multi-factor assessment model that takes into ac-
count the nature of the vulnerability itself and the influencing
factors during the attack process, a method for calculating the
probability of success for atomic attacks can be constructed.

2 Optimization of 5G-R Core Cyber Security
Assessment Method Based on Attack Graphs

Attack-graph-based cybersecurity assessment technology is
founded upon the attack graph model. Through detailed model
analysis, it enables comprehensive evaluation of the cyber se-
curity status. This methodology mainly includes two key com-
ponents: vulnerability assessment based on the attack graph
and the quantification of node compromise probabilities.

This section focuses on optimizing the general attack graph
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cyber security assessment method to develop a comprehensive
assessment framework for 5G-R core networks. The overall ar-
chitecture is shown in Fig. 1.

2.1 Vulnerability Assessment Method

This section investigates vulnerability assessment methods
for the 5G-R core network. By integrating the security require-
ments of the 5G-R core network and expert knowledge, param-
eter indicators are optimized to better align the refined assess-
ment method with practical cybersecurity needs. The vulner-
ability assessment method is illustrated in Fig. la.

The proposed optimization strategies focus on two aspects.
First, the exploitability score values are optimized by expand-
ing the exploitability scoring indicators, thereby improving as-
sessment accuracy. Second, the impact scoring indicators are
optimized by constructing a business security impact metric to
measure the security influence of vulnerabilities in the 5G-R
core network, which caters to cyber security needs.

1) Optimization of exploitability scoring indicators

For the conventional exploitability scoring indicator, attack
vector E_, the values include Network N , Adjacent Network
A, Local Network L, and Physical Access P. To meet the secu-
rity needs of the 5G-R core network, Wireless Access W, is
added as a new value for the attack vector. Other attack vector
classifications are consistent with the common vulnerability
scoring system (CVSS). Since the definition of Wireless Ac-

Vulnerability assessment method

Vulnerability
scoring
Calculation
’—> formula <—‘
Feasibility Impact
score score
Feasibility Impact
calculation calculation
formula formula
Attack Attack . - Business
. Confidentiality . B
vector complexity confidentiality
Privileges User . Business
. . . Integrity . .
required interaction integrity
Availability || Business
continuity
(a)

cess is similar to that of Network Access, it is assigned a
weight of W, = N. The level divisions for the 5G-R core net-
work scoring system are consistent with the CVSS system, re-
sulting in the weight order of N > A > L > P.

The attack complexity values for the 5G-R core network are
divided into four levels: Low (L), Medium (M), High (H), and
Very High (H,). Among these, Medium (M) and Very High (H,)
are two new levels added specifically for assessing 5G-R core
network vulnerabilities, designed to refine the difficulty in ex-
ploiting different vulnerabilities. Other attack complexity clas-
sifications are consistent with CVSS.

2) Optimization of impact scoring indicators

Conventional vulnerability impact scoring indicators focus
solely on the impact on information security. In contrast, the
vulnerability impact scoring indicators for the 5G-R core net-
work comprehensively consider two main dimensions: one is
the impact on information security, namely confidentiality (7,),
integrity (/,), and availability (1,); the other is the impact on
business security, namely business confidentiality (B,), busi-
ness integrity (B,) , and business continuity (B,) . Regarding
impact scoring, this paper adopts the same weight values and
calculation methods as the CVSS scoring system. The calcula-
tion method for information security impact is shown in

Eq. (1):

Sy =642 x {1 =[(1-1)x(1-1)x(1-1)]} (.

Node reachability probability assessment method

Prior reachability
probability

T

Node state transi-
tion probability

Parent-child node
relationship
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T
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analysis

[

Vulnerability
exploitation
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ability exploitability
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(b)

AHP: analytic hierarchy process

Figure 1. Overall framework of 5G-R core cyber security assessment based on attack graphs

ZTE COMMUNICATIONS
June 2026 Vol. 24 No. 2

| 95



Industry-Academia Co-Research | 5G-R Core Network Cyber Security Assessment Method Based on Attack Graphs

Dong Congtang, Xu Hang, Sun Bin, Ding Jianwen, Wang Wei

Based on Eq. (1), the specific calculation method for busi-
ness security impact assessment is shown in Eq. (2):

Sp=1-[(1-B)x(1-B)x(1-B)] 2).

Furthermore, given that the proposed vulnerability assess-
ment model is tailored for 5G-R core network security and
that the 5G-R system is a business-critical system, business
security indicators are allocated a weight of 0.6, and informa-
tion security indicators a weight of 0.4, based on past experi-
ence and expert advice. Building upon Eq. (1), the vulnerabil-
ity impact score is calculated as follows:

Sy, = 642 (0.6 X S, + 0.4 x S)) (3),

Imp

where S, represents the vulnerability impact score, S, the
business security impact score, and S, the information secu-
rity impact score.

For the 5G-R core network vulnerability assessment model,
information and business security indicators are divided into
three levels: High, Low, and None, which represent the poten-
tial damage to information and business security from the ex-
ploitation of 5G-R core network vulnerabilities. Information se-
curity indicators are consistent with CVSS, and new business
security indicators grading criteria are shown in Table 1.

In summary, the specific values for the exploitability and
impact scoring indicators in the 5G-R core network vulnerabil-
ity assessment model are shown in Table 2. The values of the
indicators are derived by combining the CVSS scoring system
with related materials and expert judgment.

2.2 Node Reachability Probability Calculation Method

This section explores an optimization method for calculating
the node reachability probability in the 5G-R core network. By
optimizing influencing indicators of the atomic attack success
probability for the 5G-R core network, a formula for calculating
atomic attack success probability based on the fuzzy analytic hi-
erarchy process (AHP) is constructed, which enables optimized
node reachability probability to more accurately reflect the se-
curity requirements of the SG-R core network.

The overall architecture of the 5G-R core network attack
graph node reachability probability calculation model is
shown in Fig. 1b.

The optimization of the node reachability probability pri-
marily focuses on the calculation of the atomic attack suc-
cess probability. On one hand, the influencing factors of
atomic attack success probability are considered, where addi-
tional influencing indicators are introduced on top of conven-
tional methods. On the other hand, a formula for calculating
the atomic attack success probability based on expert experi-
ence and fuzzy AHP is constructed.

2.2.1 Vulnerability-Related Elements Research

The influencing factors of atomic success probability of the
5G-R core network attack graph can be mainly divided into
two aspects: vulnerability exploitability within the 5G-R core
network that attackers utilize during attacks, and the attacker’
s intent regarding vulnerability exploitation. This section opti-
mizes the calculation methods for vulnerability exploitability
and temporal exploitability, and defines indicators to measure
attack intent.

1) Vulnerability exploitation

From the dynamic perspective of actual attack paths, attack-

Table 1. Consequences of vulnerability exploitation on business security indicators in the 5G-R core network

Level Business Confidentiality

Business Integrity

Business Continuity

Serious threats to the business due to the leakage

fecting business processes

High U Lo
g of critical information in the 5G-R core network
L Minor leakage of non-critical business informa-
oW . . . L
tion, with relatively minor impacts
None No information leakage

Illegal modification, destruction, or deletion of
business data or system functions, seriously af-

data or system functions

No modification of business data or system
functions

Key business services unavailable for a long
time, requiring an extended recovery period

Minor unauthorized modification of business

Temporary business interruption or delay

No impact

Table 2. Vulnerability assessment indicator values

Indicator Category

Indicator Level

Quantitative Value

Attack vector
Attack complexity
Business confidentiality
Business integrity

Business continuity

Network, wireless access, adjacent network, local, physical
Very high, High, Medium, Low
High, Low, None
High, Low, None
High, Low, None

(0.85, 0.85, 0.62, 0.55, 0.20)
(0.22, 0.44, 0.56, 0.77)
(0.27,0.62, 0.85)
(0.27,0.62, 0.85)
(0.27,0.62, 0.85)
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ers inevitably obtain the necessary preconditions (such as
privileges) and environmental conditions required to exploit
vulnerabilities. Therefore, when dynamically considering the
exploitability of vulnerability nodes in the 5G-R core network
attack graph, to ensure the accuracy and non-redundancy of
the inference results, the indicators of attack vector and re-
quired privileges should be excluded.

Thus, the vulnerability exploitability V, calculation formula

for the nodes in the 5G-R core network attack graph is:

Vu = an x Eui (4)’

where E represents attack complexity and E; means user
interaction.

2) Temporal vulnerability exploitability

To assess the temporal exploitability of vulnerabilities in
the 5G-R core network attack graph, it is necessary to opti-
mize temporal exploitability indicators in the CVSS scoring
system. The optimized indicators for 5G-R attack graph nodes
are “Technical Maturity” and “Mitigation Level”, correspond-
ing to CVSS indicators “Vulnerability Exploitability” and

E . represents the confidence in the reports related to node
vulnerability. The specific grading standards for the corre-
sponding indicators are shown in Table 3.

3) Attack intent

This paper proposes two indicators to measure the attack-
ers’ intent toward nodes in the 5G-R core network attack
graph: business criticality and the strength of protective mea-
sures, which are used to assess the potential gains from an at-
tack and the associated risks, respectively.

* Business criticality

This section defines the business criticality of vulnerabili-
ties in the 5G-R core network attack graph as the degree of im-
portance, direct or indirect, of the network components in-
volved in vulnerabilities to the continuity, stability, and effi-
ciency of 5G-R network services. The main factors affecting
the business criticality indicator include service impact scope,
data sensitivity, and the effect of failure. The classifications
and assigned values for business criticality levels in the 5G-R
core network attack graph are shown in Table 4.

* Protective measure strength

“Mitigation Level”, respectively. The calculation method for This section defines the strength of protective measures in

temporal exploitability V,, of vulnerability nodes in the 5G-R the 5G-R core cyber security assessment as the capacity and

core network attack graph is shown in Eq. (5). robustness of related components or systems in the 5G-R

core network to resist attacks and threats. Factors that influ-

Vo=E,.XE,XE_ (5), ence the protective measure strength indicator include tech-
nical deployment, physical security, data backup, restora-
where E, represents the technical maturity level of the attack tion, etc. The classifications and assigned values for the pro-

against the node; E corresponds to the mitigation level tective measure strength levels in the 5G-R core network are

rl

against the node vulnerability, which falls into four levels; and presented in Table 5.

Table 3. Grading criteria for corresponding indicators

Indicator Category Level Classification Criteria
High (H) Widely used tools or methods exist; the attack process is fully automated, requiring no complex configuration.
Automatable (4) Automated tools requiring basic configuration; attack scripts or code may have been developed and shared,
-hnical maturi utomatable . . e
Technical maturity needing minor modifications.
Verified (V) Verified in certain environments but not widely automated; requiring technical adjustments to existing tools.
Unverified (V) Only proposed in theory; requiring highly customized development, involving complex research and testing.

Non-remediable (V,) Currently, no known patches or tools that can mitigate the risk.

Indirectly remediable

(N

UR)

Although no direct remedy is available, the risk can be mitigated by implementing additional protective

measures.

Mitigation level Methods are available to address the vulnerability, but they either only partially alleviate the risk or are com-

Low remediation (L) plex to implement.

. - The vulnerability can be effectively addressed with existing methods and tools; patches or remedial measures
High remediation (H,,) )
are already available.

. Existence and details are verified through reliable means; it has been exploited in observed attacks or de-
Confirmed (C)

tailed reports provided by relevant organizations.

Report confidence The report is not fully verified; it may originate from unverified third-party claims or automated scanning

Unconfirmed (C ) .. AP
" tools, requiring further verification.

Unknown There have been no reports related to this vulnerability.
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Table 4. Business criticality value classification

Value Range Classification Criteria

Extensive impact scope: involves crucial data; failure

0.8-1.0 .
causes a severe breakdown of the entire system.

0.6 - 08 Broad impact scope: involves highly sensitive data; failure

’ ’ may result in prolonged business interruption.
04-06 Moderate impact scope: components handle sensitive data;

’ ’ failure causes temporary business interruption.
02-04 Limited impact scope: data is moderately sensitive; failure

’ ’ has a minor impact on network stability.
0.0 -02 Negligible impact scope: data is public or non-sensitive; fail-

ure has virtually no impact on the network.

Table 5. Protective measure strength value classification criteria

Value Range Classification Criteria

Integrates advanced security protection technologies; physical

0.8 -1.0  security meets high standards, possessing comprehensive data
backup and rapid recovery capabilities.
Adopts multi-layered protective technologies; physical securi-
0.6 - 0.8ty has advanced preventative measures, with strong data back-
up and recovery capabilities.
Deploys a range of defense technologies; moderate physical se-
04-0.6 curity measures are implemented, with certain data
recovery capabilities.
02-04 Configured with basic security controls; physical security re-
’ ’ lies on generic solutions, lacking the ability for quick recovery.
0.0-02 Unprotected or features only basic default settings; lacks physical
’ ’ security controls, data backup, and recovery mechanisms.
2.2.2 Atomic Attack Success Probability Calculation Method
Research

This paper identifies four indicators—vulnerability exploit-
ability, temporal vulnerability exploitability, business critical-
ity, and the strength of protective measures—as the influenc-
ing factors for the atomic attack success probability in the 5G-
R core network attack graph. When constructing a formula to
calculate the atomic attack success probability, it is necessary
to determine the relative weight of each influencing factor due
to their varying degrees of influence. The calculation formula
for the atomic attack success probability of the 5G-R core net-
work attack graph is shown in Eq. (6).

P(E,)= VA"~ xVT,'"" x BC,' " x (1 - SP,)' " (6),

where P(Ei) represents the success probability of the atomic
attack for the i-th vulnerability exploitation; VA, VT, BC,, and
SP; represent the i-th vulnerability’ s exploitability, temporal
exploitability, business criticality, and the strength of protec-
tive measures indicators, respectively; w, w,, w;, and w, rep-
resent the relative weights corresponding to vulnerability ex-
ploitability, temporal vulnerability exploitability, business
criticality, and the strength of protective measures.

To determine the relative weights of the indicators affecting
the atomic attack success probability, this paper uses the
fuzzy AHP to analyze the weights for the atomic attack suc-
cess probability calculation formula of the 5G-R core network
attack graph and determine the relative weights of each indica-
tor in Eq. (6).

The fuzzy analysis of factors influencing the atomic attack
success probability primarily considers four indicators: the
vulnerability exploitability of nodes in the attack graph, the
temporal vulnerability exploitability, business criticality, and
the strength of protective measures. The fuzzy judgment ma-
trix built based on expert experience is shown in Table 6.

Based on the matrix in Table 6, following the analysis pro-
cess of the fuzzy AHP, the relative weights for the atomic at-
tack success probability are obtained as 0.205 2, 0.121 8,
0.166 8, and 0.172 8, respectively. Substituting these into Eq.
(6), we obtain w, = 0.2052, w, = 0.1218, w; = 0.166 8 and
wy = 0.172 8. Therefore, the final formula for calculating the
atomic attack success probability of nodes in the 5G-R core
network attack graph is as follows:

P(El,) = VAi°'7948 XVTI_O.8782 X BCio.sssz x (1 - SP, )0.3272(7)’

where E, represents the atomic attack on the i-th vulnerability
in the 5G-R core network attack graph, P(E,) represents the
atomic attack success rate for the i-th vulnerability exploita-
tion, and VA, VT, BC,, and SP, respectively denote the ex-
ploitability, temporal exploitability, business criticality, and
the strength of protective measures of the i-th vulnerability.

In summary, the specific values of the indicators involved
in the node reachability probability calculation method for the
5G-R core network are shown in Table 7.

3 Method Validation

To verify the effectiveness of the proposed 5G-R core cyber
security assessment method based on attack graphs, as well as

Table 6. Fuzzy judgement matrix for atomic attack success probability

Vulnerability Exploitability ~ Vulnerability Temporal Availability

Business Criticality ~ Strength of Protective Measures

Vulnerability exploitability (0.5,0.5,0.5) (0.7,0.8,0.9) (0.6, 0.7, 0.8) (0.5,0.6,0.7)
Vulnerability temporal availability (0.1,0.2,0.3) (0.5,0.5,0.5) (0.3,0.3,0.4) (0.2,0.3,0.4)
Business criticality (0.2,0.3,0.4) (0.6,0.6,0.7) (0.5,0.5,0.5) (0.3,0.5,0.5)
Strength of protective measures (0.3,0.4,0.5) (0.6,0.7,0.8) (0.6, 0.6, 0.3) (0.5,0.5,0.5)
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Table 7. Node reachability probability indicator values

Indicator Category

Indicator

Quantitative Value

Technical maturity
Level of remediation

Report confidence

High, automatable, verified, unverified
Non-remediable, indirectly remediable, low remediation level, high remediation level

Confirmed, unconfirmed, unknown

(1.00, 0.97,0.94, 0.91)
(1.00, 0.97, 0.96, 0.95)
(1.00, 0.96, 0.92)

the rationality of the optimization methods, this study con-
ducts a comprehensive evaluation. We compare the perfor-
mance of the proposed method with traditional assessment ap-
proaches to demonstrate its superiority. Specifically, a testbed
was constructed to simulate the network environment, facilitat-
ing the generation of the corresponding attack graphs. By ap-
plying the attack probability quantification method for the 5G-
R core network, we calculate the attack success probability
and node reachability. The experimental results confirm the
validity and robustness of the proposed framework.

3.1 Vulnerability Assessment Method Analysis

The analysis of the 5G-R core network vulnerability assess-
ment method comprises two parts: feasibility analysis and per-
formance analysis.

1) Feasibility analysis

To verify the effectiveness of the 5G-R core network vulner-
ability assessment method in Section 2.2, we evaluate 10 typi-
cal vulnerabilities identified both in the 5G-R core network
and the CVSS database. Using the optimized scoring method
developed in this paper, we rate these vulnerabilities and com-
pare the results with CVSS scores. Comparison results are
shown in Table 8.

Based on the comparative results of Table 8, vulnerabilities
with a potentially significant impact on network services in the
5G-R core network, such as CVE-2017-9445 and CVE-2021-
41794, receive higher scores in this assessment method. Vul-

Table 8. Vulnerability comparison for the proposed method and CVSS

5G-R Core Network Vulnera-

Vulnerability CVSS bility Assessment Method
CVE-2017-9445 7.5 8.8
CVE-2019-13272 7.8 7.1
CVE-2020-35658 5.3 5.6
CVE-2020-8554 5.5 7.5
CVE-2020-13777 7.5 7.5
CVE-2020-3556 7.5 8.1
CVE-2021-21985 9.8 9.8
CVE-2021-1732 7.8 6.8
CVE-2021-41794 7.5 8.1
CVE-2023-23846 7.5 8.1

CVE: common vulnerabilities and exposures
CVSS: common vulnerability scoring system

nerabilities that are less associated with the 5G-R core net-
work’ s services, or have a smaller business impact, such as
CVE-2019-13272, receive lower scores in this assessment.
However, all score changes remain within the same level of se-
verity as the CVSS scores, indicating that within an accept-
able range, the method provides a more differentiated under-
standing of the security level with respect to business impact,
thereby demonstrating its superiority.

2) Performance analysis

To comprehensively verify the performance of the proposed
5G-R core network vulnerability assessment method, this sec-
tion uses MATLAB to conduct a statistical analysis on the
combined results of all indicator weights for both models. The
score distributions of the CVSS model and the 5G-R core net-
work vulnerability assessment model are presented respec-
tively in Fig. 2.

Compared with the CVSS model, the score distribution
curve of the proposed 5G-R vulnerability assessment method
changes more gradually and has fewer extreme values. This in-
dicates that the model provides higher consistency and stabil-
ity in scoring, ensuring consistent risk quantification across
different vulnerabilities and security threats. Moreover, the
score distribution of the proposed method approximates a nor-
mal distribution, further highlighting its superiority.

To summarize, the proposed 5G-R vulnerability assessment
method demonstrates superior characteristics in terms of sta-
bility, distribution smoothness, and the ability to capture the
natural distribution of vulnerabilities.

3.2 Attack Probability Calculation Method Analysis

To verify the validity of the proposed optimization scheme
for calculating the node reachability probability in 5G-R core
network attack graphs, this section employs a network testbed
to build a simplified simulation environment. Based on the
corresponding attack graph, the probability of potential node
risk occurrence is evaluated. Additionally, comparative experi-
ments are conducted against the methods from Refs. [14] and
[15] under an identical experimental setup. The 5G-R core
network architecture, constructed using the Open5GS open-
source platform, is shown in Fig. 3.

Based on the same simulation environment (Fig. 4) and the
attack graph (Fig. 5), Fig. 6 compares the atomic attack suc-
cess probabilities calculated by integrating the proposed
method with the calculation methods in Refs. [14] and [15].

As shown in Fig. 6, there are significant differences in the
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Figure 2. Score distribution diagram of CVSS model and vulnerability
assessment model for 5G-R core network

results produced by the three calculation methods, which can
be attributed to the following reasons:

1) The method proposed in Ref. [14] is overly simplistic re-
garding the influencing indicators of the atomic attack suc-
cess probability. Tt allows the vulnerability’s own exploitabil-
ity to dominate the probability of a successful atomic attack,
while other important indicators are overlooked, resulting in
an overestimation of the success probabilities for most
atomic attacks.

2) Regarding the vulnerability source discussed in Ref.
[15], since the vulnerabilities in the 5G-R core cyber security
mostly stem from 5G network technologies, factors such as
market share and user numbers are not appropriate for assess-
ing the vulnerabilities of 5G network technologies.

3) Theoretically, attacker behaviors and defensive measures
can significantly affect the probability of atomic attack suc-
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Figure 3. Network architecture diagram of 5G-R core network built-in
cyber range

cess. Therefore, the calculation of atomic attack success prob-
ability in this paper is consistent with theoretical analysis and
common understanding, demonstrating its rationality and supe-
riority compared with other methods.

4 Conclusions

This paper presents a comprehensive methodology for 5G-R
core cyber security assessment based on attack graphs, which
comprises two main components: 1) A vulnerability assess-
ment using an optimized CVSS method. Three elements of
business security impact were introduced as optimization indi-
cators, and the values of other indicators were optimized. The
exploitability and impact indicators that conform to the net-
work characteristics and security requirements of the 5G-R
core network were investigated, resulting in a vulnerability as-
sessment method specifically suited for the 5G-R core net-
work; 2) A method for calculating the probability of success-
ful attacks on nodes in the 5G-R core network attack graph.
The fuzzy AHP was combined with the security requirements
and actual network environment to optimize the calculation of
atomic attack success probabilities. With the incorporation of
Bayesian theory, the reachability probability of nodes in the at-
tack graph was further processed, resulting in the determina-
tion of the node reachability probability for the 5G-R core net-
work attack graph.

To verify the effectiveness and rationality of the proposed
method, this paper selected conventional security assessment
methods and approaches cited in existing literature for com-
parative analysis. A simplified 5G-R core network simulation
environment was set up in a network range, and simulation
validation based on the attack graph was carried out. The ex-
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perimental results prove that the vulnerability assessment

model in the proposed method outperforms existing ap-

proaches, and the node reachability probability calculation
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Figure 6. Comparison diagram of atomic attack probabilities

method is more comprehensive and rational. Therefore, the

5G-R core cyber security assessment method based on attack

graphs is rational and demonstrates clear superiority.
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