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To the Communications CommunityTo the Communications Community
——20262026 New Year New Year’’s Messages Message

At this historic juncture of deepening technological revolu‑
tion and industrial transformation, China’s communication sec‑
tor stands on the eve of another great leap forward. Reflecting 
on the development of communications over the past two de‑
cades, China has forged an innovative path from catching up to 
keeping pace and then to leading the way. Today, at the new 
starting point of 6G development and facing the paradigm shift 
brought about by “AI + communications,” China’s scientific 
research community, with the courage to venture into uncharted 
territory, is advancing original theories such as the new commu‑
nication paradigm based on a unified theoretical framework of 
information theory to the global forefront. This fully demon‑
strates the strategic resolve and institutional advantages of Chi‑
nese modernization in the realm of technological innovation.

If the evolution from 3G to 5G represented continuous up‑
grades in communication technology—innovations along the ex‑
tension of Western-led classical information theory—its funda‑
mental characteristic was driving generational progress in mo‑
bile communications through technological accumulation and 
resource consumption, particularly energy. In the era of artifi‑
cial intelligence, big data demands ever-increasing data band‑
width, and bandwidth expansion requires resource compensa‑
tion. In other words, in the 6G era, it is no longer feasible to 
continue along the traditional trajectory. There is an urgent 
need to find an “inflection point” to meet the demand for band‑
width. This inflection point technology will mark an unprec‑
edented paradigm shift in the field of communications.

The traditional paradigm of communication theory can no 
longer meet the new demands of the “AI +” era. The diverse 
data generated by massive “device-end” equipment urgently re‑
quires more efficient communication paradigms to support it. 
The proposal of semantic communication has fundamentally al‑
tered the core logic of communication: it no longer pursues the 
mere transfer of information symbols but emphasizes task orien‑
tation, intelligent understanding, and efficient collaboration. 
This is not merely a technical upgrade but a fundamental recon‑
struction of communication theory.

The core advantage of modern semantic communication lies in 
its use of end-to-end intelligent learning models, enabling trans‑
mission systems to accurately understand task intent rather than 

mechanically transferring symbols. This approach significantly 
enhances communication efficiency and markedly reduces net‑
work bandwidth and energy resource consumption. This innova‑
tive thinking breaks through the traditional boundaries of commu‑
nication and is widely regarded by the international academic 
community as the “second communication revolution.”

However, such a revolution must address several challenging 
questions: First, what is the foundational theory supporting this 
revolution? Second, if this theory overturns traditional theory, 
how can we explain the success of traditional communication 
over the past century? Third, how can we explain the general‑
ization of AI’s empowerment of communication systems?

It is at such an unprecedented juncture that I hope all com‑
munication professionals will possess the unwavering determi‑
nation to traverse this “uncharted territory.” In the new year, 
let us use our research findings to provide definitive answers 
that eliminate future uncertainties, thereby laying the founda‑
tion for a new edifice of science and technology.

As the Year of the Horse approaches, I wish everyone imme‑
diate success, renewed pride, and a relentless pursuit of greater 
scientific achievements in the journey ahead.
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Special Topic on Special Topic on 
Achievements of ZTEAchievements of ZTE’’s Industrys Industry--UniversityUniversity--Institute Institute 

Cooperation ProjectsCooperation Projects

T
he relentless evolution of Information and Communica‑
tion Technology (ICT) stands as a testament to the syn‑
ergistic power of collaboration. It thrives at the dy‑
namic intersection of industrial insight, academic 

rigor, and dedicated research. This special issue, “Achieve‑
ments of ZTE’s Industry-University-Institute Cooperation 
Projects,” presents a curated collection of cutting-edge re‑
search that embodies the fruitful outcomes of deep collabora‑
tion, addressing some of the most pressing challenges across 
wireless communications, artificial intelligence (AI), software 
engineering, and industrial digitization.

Opening the issue, the paper “Deep CSI Compression and 
Feedback for Massive MIMO: A Survey” provides a compre‑
hensive overview of deep learning-based Channel State Infor‑
mation (CSI) compression for massive Multiple-Input Multiple-
Output (MIMO) in 5G-Advanced and future 6G systems, 
thereby framing a key research direction for the community.

Pushing the boundaries of physical-layer communication, 
the second paper “Low-Complexity OTFS Channel Equaliza‑
tion Based on CLU-MMSE” introduces a novel algorithm that 
significantly reduces the computational complexity of equal‑
ization for Orthogonal Time Frequency Space (OTFS) modula‑
tion. This work is pivotal for making OTFS, a promising wave‑
form for high-mobility scenarios, more practical and imple‑
mentable in next-generation wireless systems.

Enhancing security at the hardware level, the third paper 
“Carrier Frequency Offset Based Robust Radio Frequency 

Fingerprint for OFDM Communication in Time-Varying Chan‑
nels” proposes a robust radio frequency fingerprinting method 
using Carrier Frequency Offset (CFO), offering a novel layer of 
physical-layer authentication for securing IoT and other mas‑
sive device networks.

Addressing a fundamental AI operational challenge, the 
fourth paper “Key Technologies for AI-Driven Network Traffic 
Classification Workflow and Data Distribution Shift” delves 
into the critical issue of model performance degradation when 
traffic patterns evolve. By proposing a systematic workflow 
and countermeasures for data distribution shift, this paper pro‑
vides essential methodologies for deploying sustainable and 
adaptive AI in dynamic network environments.

Securing collaborative industrial ecosystems, the fifth paper 
“Efficient and Secure Data Storage in 5G Industrial Internet 

Collaborative Systems” presents a novel solution that inte‑
grates data confidentiality with attribute-based access control. 
This work tackles the dual challenge of protecting sensitive in‑
dustrial data while enabling flexible, policy-driven data shar‑
ing among multiple entities within a 5G-enabled industrial 
framework.

Driving the evolution of broadband access, the sixth pa‑
per “Complexity-Reduced Equalization for 200 Gbit/s PON 
Downstream Systems Based on SSB Modulation and Direct 
Detection” presents a low-complexity equalization scheme 
for a 200 Gbit/s passive optical network (PON), achieving a 
29 dB power budget over 20 km fiber, demonstrating its 
readiness for metro-access deployment.

Transforming software development practices, the seventh 
paper “Enhancing Code Quality with LLM in Software Static 
Analysis” demonstrates a pioneering application of large lan‑
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guage models. By integrating an AI-powered detection and 
patching microservice directly into the developer’s workflow, 
this research enables a significant shift-left in software quality 
and security assurance, showcasing AI’s role in augmenting 
developer productivity and code robustness.

Advancing digital human technology, the eighth paper 
“AED-NeRF: Audio-Driven and Emotion-Editing Dynamic 

Neural Radiance Fields for Expressive Talking Face Avatar” 
advances the state of expressive avatar generation by seam‑
lessly integrating audio-driven lip synchronization with ex‑
plicit emotion control. This work enables real-time, photo-
realistic talking faces whose expressions can be intuitively ed‑
ited, addressing a key limitation in current virtual communica‑
tion systems.

Empowering intelligent industrial inspection, the ninth pa‑
per “Steel Surface Anomaly Detection Using 3D Depth and 
2D RGB Features” presents a robust multi-stage visual detec‑
tion system. By effectively fusing 2D texture and 3D geometric 
features, this method achieves high accuracy in defect classifi‑
cation and localization, offering a practical and reliable AI so‑
lution for quality control in complex industrial manufacturing 
environments.

Innovating at the component level, the tenth paper “Synthe‑
sis and Design of Generalized Strongly Coupled Resonator 
Quartet Combline Filters with Redundant Resonance” contrib‑
utes a novel filter synthesis theory and design. This work en‑
ables the realization of high-performance filters with desirable 
transmission zeros using simplified inductive coupling struc‑
tures, an important advancement for the front-end hardware of 
compact communication devices.

Finally, rethinking system-level design, the paper “Modern 
Graphics APIs: Design Principles, A Use Case, and New Per‑
spectives” provides a deep architectural analysis of the evolu‑
tion of graphics APIs. Through principle elucidation and a 
concrete rendering engine case study, it offers valuable in‑
sights into the design trends that drive efficiency and perfor‑
mance in modern computing systems, a foundational concern 
for all computationally intensive applications.

Collectively, these contributions exemplify how targeted col‑
laboration turns industrial challenges into research frontiers 
and translates academic innovation into practical solutions. 
They move beyond isolated theoretical pursuits, firmly ground‑
ing innovation in real-world requirements such as complexity 
reduction, security hardening, cost efficiency, and adaptabil‑
ity. The works on OTFS equalization, RF fingerprinting, and 
PON systems directly address the performance and economic 
constraints of future networks. The explorations into AI for 
code quality, traffic classification, and industrial inspection 
tackle scalability and reliability challenges in software and au‑
tomation. The advancements in filters, graphics APIs, and 
emotional AI avatars highlight the continuous drive for better 
performance and more natural interfaces. We hope this spe‑
cial issue inspires continued and deepened collaboration 
across the industry-academia-research spectrum to meet the 
exciting challenges that lie ahead.
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1 Introduction

With the increasing demand for data traffic and mas‑
sive connectivity, advanced technologies such as 
multiple-input multiple-output (MIMO), non-
orthogonal multiple access (NOMA), and ultra-

dense networks (UDN) have been proposed to meet the high-
throughput, high-reliability, and low-latency challenges in 5G 
and beyond 5G (B5G) wireless communication networks[1–2].  
Massive MIMO is considered a key technology in B5G net‑
works since it improves the spectral and energy efficiency of 
wireless communication networks by simultaneously serving a 
set of users with multiple antennas at the base station (BS)[3].  
To achieve the potential multiplexing gain in massive MIMO 
systems, the BS requires downlink channel state information 
(CSI) for transmission design, such as beamforming and power 
allocation, to enhance the desired signal and eliminate multi-

user interference.
Since the performance of massive MIMO systems relies di‑

rectly on the accuracy of the CSI obtained at the BS, it is sig‑
nificant to develop practical CSI acquisition methods under 
various scenarios[4]. In time-division duplexing (TDD) systems, 
downlink CSI can be obtained at the BS from the uplink CSI 
by utilizing channel reciprocity. In frequency-division duplex‑
ing (FDD) systems, uplink and downlink operate in different 
frequency bands, and the channel reciprocity no longer holds. 
Consequently, downlink CSI in FDD systems needs to be esti‑
mated at the users and then fed back to the BS through a feed‑
back link. However, the feedback overhead in massive MIMO 
systems is prohibitively large due to the fact that the dimen‑
sion of CSI increases with the network scale. Thus, there is an 
urgent need for effective CSI compression and feedback meth‑
ods to achieve acceptable accuracy under the constraint of lim‑
ited backhaul.

In recent decades, deep learning (DL) has attracted growing 
attention in wireless communications due to its exceptional 
ability in feature extraction and function approximation, which 

 The corresponding author is Xu Wei.
 This work was supported by ZTE Industry⁃University⁃Institute Coopera⁃
tion Funds under Grant No. IA20240319003 and the NSFC under Grant 
No. 62571112..
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makes it a potential methodology to address the intractable 
nonlinear challenges in signal processing[5]. The DL tech‑
niques are also introduced to CSI compression and feedback 
design in massive MIMO systems to overcome the drawbacks 
of conventional CSI feedback approaches such as substantial 
computational complexity and dependence on channel model 
assumptions. Given the superior performance of DL in image 
compression, DL-based CSI acquisition methods have the po‑
tential to learn the compression of the CSI matrix in a data-
driven manner, thereby improving reconstruction accuracy 
and reducing feedback overhead. Furthermore, based on the 
domain knowledge of massive MIMO channels, model-driven 
DL methods can be applied to solve practical problems in CSI 
compression and feedback, such as network lightweighting 
and generalization enhancement.

In the rest of this paper, we first review the conventional 
CSI compression and feedback approaches in Section 2. The 
DL techniques deployed in CSI compression frameworks are 
summarized and elaborated in Section 3. Section 4 introduces 
the applications of DL techniques for solving practical chal‑
lenges in CSI compression and feedback. The critical chal‑
lenges and potential directions for CSI compression in future 
wireless networks are discussed in Section 5. Finally, Section 
6 concludes this survey.
2 CSI Compression and Feedback for Mas⁃

sive MIMO
To reduce the tremendous feedback overhead in massive 

MIMO networks, researchers have proposed CSI compression 
methods utilizing channel correlations and environmental 
knowledge. A straightforward approach to address the chal‑
lenges in feedback overhead is to feed back only statistical 
CSI[4]. However, this strategy achieves only satisfactory perfor‑
mance in limited scenarios such as slowly changing channels. 
To achieve the potential multiplexing gain in massive MIMO 
systems, it is necessary to investigate effective approaches for 
instantaneous CSI acquisition. In this section, we introduce 
the conventional CSI compression and feedback schemes 
based on two popular techniques, i. e., codebook-based meth‑
ods and compressive sensing (CS).
2.1 Codebook-Based CSI Compression

An effective approach for instantaneous CSI acquisition 
with limited feedback relies on a pre-defined codebook for 
channel quantization. By employing a vector quantization co‑
debook designed offline and known to both the BS and users, 
the users are only required to feed back the quantization index 
of the selected codeword in the codebook. In Ref. [6], nonco‑
herent trellis-coded quantization (NTCQ) was proposed for 
channel quantization in massive MIMO. By leveraging the du‑
ality between source coding on the Grassmannian manifold 
and channel coding for noncoherent communication, the com‑
plexity of encoding grows linearly with the number of anten‑

nas. Moreover, codebook-based channel feedback techniques 
have been incorporated into wireless standards such as 3GPP 
LTE and IEEE 802.16m[4].

Codebook-based channel feedback also faces some techni‑
cal challenges in practical implementation. Since the design 
of the codebook is closely related to the channel distribution, 
a specific design is difficult to adapt to different system sce‑
narios. In addition, the codebook size increases exponentially 
with the number of antennas, and the computational expense 
for the look-up algorithm at the BS increases accordingly.
2.2 Compressive Sensing-Based CSI Compression

CS is a signal reconstruction framework for recovering 
sparse signals through sub-Nyquist sampling, which has been 
widely applied to signal processing in wireless communica‑
tions[7]. Since the antenna arrays in massive MIMO have 
strong spatial correlations, the channel matrix is expected to 
exhibit sparsity in the spatial-frequency domain. Based on the 
channel sparsity assumption, CS was first applied to the de‑
sign of the CSI compression and feedback scheme in Ref. [8]. 
Specifically, the channel matrix was estimated and com‑
pressed at the receiver via a predefined measurement matrix, 
which was randomly generated offline according to Gaussian 
distributions and known at both transmitter and receiver. Sub‑
sequently, the transmitter adopted the orthogonal matching 
pursuit (OMP) algorithm to recover the channel, leveraging the 
known measurement matrix and sparsifying bases. The two-
dimensional discrete cosine transform and Karhunen-Loeve 
transform were employed as the sparsifying bases since they 
can offer a sparser representation of the signal. The dimension‑
ality of the compressed channel was significantly reduced due 
to the channel sparsity, and the accuracy of recovery was ac‑
ceptable with the sparsifying bases properly selected.

However, the CS-based channel compression and feed‑
back still have some limitations in practical implementation. 
On the one hand, the CS-based CSI compression methods de‑
mand a channel sparsity assumption in a certain domain; this 
assumption may not strictly hold in practice, leading to inac‑
curacies in CSI recovery[9]. On the other hand, the signal re‑
construction at the BS is generally solved by employing itera‑
tive algorithms such as OMP, linear programming (LP), and 
basis pursuit (BP) [8]. These iterative algorithms introduce 
substantial computational complexity and time delay, mak‑
ing the reconstruction process infeasible in practice. Conse‑
quently, numerous studies have turned to promising DL tech‑
niques to facilitate effective CSI acquisition under limited 
feedback, which will be introduced in the following sections.
3 Deep Learning Techniques for CSI Com⁃

pression and Feedback
Due to its strong capability of data processing and function 

approximation, deep learning-based CSI acquisition is consid‑
ered a promising approach to addressing the challenges of con‑
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ventional methods[10]. In this section, we focus on deep learn‑
ing techniques for CSI compression and feedback. We first in‑
troduce the general framework of deep CSI acquisition. Then, 
we focus on deep CSI acquisition techniques for CSI matrices 
with specific correlations, i.e., the spatial correlation and tem‑
poral correlation. Finally, we analyze the computational com‑
plexity of various deep CSI acquisition methods.
3.1 General Framework of Deep CSI Compression

The autoencoder is a common framework adopted in deep 
CSI compression and feedback. Inspired by image processing, 
autoencoder-based deep CSI acquisition methods view the CSI 
matrix as an image. As depicted in Fig. 1, the autoencoder 
framework consists of an encoder and a decoder. The CSI ma‑
trix is first compressed into specific codewords by an encoder 
on the user side. Subsequently, the BS utilizes a decoder to re‑
construct the CSI matrix from the received latent codewords, 
thereby facilitating efficient information feedback.

Various neural network (NN) architectures can be employed 
to design the autoencoder, such as convolutional neural net‑
works (CNN) [11], long short-term memory (LSTM) networks[12], 
and the attention mechanism[13]. Different from images in com‑
puter vision, the CSI matrix contains inherent correlations due 
to the physical propagation environment. Since the perfor‑
mance of deep CSI compression and feedback is significantly 
affected by the NN architecture of autoencoders, appropriate 

NNs should be designed based on the specific characteristics 
of the CSI matrix, which will be discussed in the following two 
subsections.

The generative adversarial network (GAN) [14] is another ef‑
fective framework of deep CSI compression and feedback, 
which learns the latent channel distribution to improve feed‑
back performance. As shown in Fig. 2, GANs consist of two in‑
terlinked NNs, i.e., a generator and a discriminator, trained in 
tandem through an adversarial process. During the training 
phase, the generator produces samples mirroring the distribu‑
tion of the training CSI data, whereas the discriminator aims to 
distinguish between authentic and synthesized samples. Dur‑
ing the inference phase, only the generator is deployed as the 
decoder to reconstruct CSI matrices.

In Ref. [15], a deep convolutional generative adversarial 
network (DCGAN) framework was proposed to improve feed‑
back accuracy in massive MIMO systems. Specifically, the 
generator of DCGAN learns to reconstruct high-quality CSI 
from the compressed vector, and the discriminator network 
evaluates the recovery quality. The GAN-based framework out‑
performs CS-based methods and achieves robust performance 
in outdoor channels. Moreover, a generative network termed 
PRVNet was proposed in Ref. [16] for CSI acquisition in 
MIMO-OFDM systems. By utilizing the generative framework 
of variational autoencoders, the PRVNet achieves robustness 
against various noise levels.

CNN: convolutional neural network     CR: compression ratio     CSI: channel state information     LSTM: long short-term memory
Figure 1. Illustration of autoencoder architecture
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3.2 Spatially Correlated CSI Compression
The CSI matrix in the space-frequency domain contains in‑

herent spatial correlations, such as the correlation across BS 
antennas and the correlation among users. CNN is a suitable 
NN architecture for CSI acquisition, as it learns the spatial 
correlation of CSI matrices through convolutional operations. 
Specifically, in each convolutional layer of CNN, convolu‑
tional kernels are used to perform element-wise multiplication 
and addition with the input data to capture local features. By 
sliding the convolutional kernels over the input data, an out‑
put feature map with detected features is generated. The math‑
ematical representation of the convolutional layer is formu‑
lated as:
Yc,i,j = ∑

m = 1

Cin ∑
p = 1

F ∑
q = 1

F

Xm,i + p,j + q ⋅ Wc,m,p,q + bc (1),

where X ∈ RCin × Hin × Win is the input data, Y ∈ RCout × Hout × Wout is 
the output feature map, Wc ∈ RF × F is the c-th convolutional 
kernel and bc ∈ R is the corresponding bias. By stacking sev‑
eral convolutional layers, the CNN can adjust the receptive 
field to learn the spatial local correlation of the CSI matrix.

The CNN architecture was first applied to CSI compression 
and feedback in Ref. [17], where a CNN-based autoencoder, 
termed CsiNet, was proposed to learn the spatial correlations 

among transmit antennas. The en‑
coder extracts CSI features with con‑
volutional layers and compresses the 
CSI with fully connected layers, 
while the decoder adopts a symmet‑
ric structure and adjusts the number 
of layers and neurons. The recon‑
struction accuracy of CsiNet is sig‑
nificantly higher than that of the CS-
based methods. CsiNet merely con‑
siders the CSI feedback in MIMO 
systems with a single user. However, 
in multiuser massive MIMO sys‑
tems, the correlations among CSI 
matrices of nearby users can be ex‑
ploited to improve the feedback per‑
formance. In Ref. [18], an autoen‑
coder, termed DeepCMC, with fully 
convolutional layers, was proposed 
for CSI feedback in multiuser MIMO 
systems. In DeepCMC, the encoders 
are distributively deployed across 
the users, while the decoder at the 
BS jointly reconstructs the multiuser 
CSI. The decoder consists of sepa‑
rate decoder branches for users and 
combining kernels to fuse the side 
information of users. DeepCMC out‑
performs CsiNet by exploiting the 

correlations among users.
3.3 Temporally Correlated CSI Compression

In time-varying channels, the temporal correlations should 
be considered in CSI acquisition. LSTM is capable of han‑
dling long-term dependencies in sequential data due to its 
gated mechanisms, making it suitable for extracting temporal 
correlations to improve CSI feedback. Specifically, LSTM pro‑
cesses sequential data by stacking a series of LSTM cells, 
which is formulated as:

i t = σ ( )W ix t + U ih t - 1 + b i

f t = σ ( )W fx t + U fh t - 1 + b f

o t = σ ( )Wox t + Uoh t - 1 + bo

C t = f t⊙C t - 1 + i t⊙ tanh ( )Wcx t + Uch t - 1 + bc

h t = o t⊙ tanh ( )C t

(2),

where i t is the input gate that decides what information should 
be added to the cell state, f t is the forget gate that decides 
what information should be discarded from the cell state, o t is 
the output gate that decides what information should be output 
from the cell state. Additionally, C t represents the memory 
cell, h t  denotes the hidden vector, and  t signifies the time 

DCGAN: deep convolutional generative adversarial network
Figure 2. Illustration of generative adversarial network architecture
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step. By maintaining and updating the cell state through these 
gates, LSTMs can effectively handle long-term dependencies 
of input data.

CsiNet-LSTM was proposed in Ref. [19] for CSI acquisition 
in time-varying massive MIMO systems. In CsiNet-LSTM, 
CNN-based encoders are deployed at the user side, while the 
decoders at the BS are composed of CNNs and LSTMs to cap‑
ture the spatial and temporal features of CSI matrices. The re‑
construction accuracy of CsiNet-LSTM is higher than that of 
CsiNet due to the temporal correlation extraction. Advancing 
from CsiNet-LSTM, ConvlstmCsiNet was proposed in Ref. [20] 
for further improvement in reconstruction quality. By adopting 
pseudo-3D blocks to maintain the independence of temporal 
and spatial features, ConvlstmCsiNet achieves remarkable 
feedback accuracy and robustness at low compression ratios.

Although LSTM-based deep CSI feedback methods effec‑
tively extract the temporal correlation features of CSI matri‑
ces, they ignore the weight assignment of CSI features. An at‑
tention mechanism can be deployed in CSI feedback networks 
to assign more weight to dominant features, thereby enhancing 
the representation of temporal features and improving the per‑
formance of CSI reconstruction. Specifically, the attention 
mechanism generates a set of weight factors to describe the im‑
portance of features, and allocates more weights to the feature 
maps with more information. The attention weights are calcu‑
lated as:

αij = exp ( )f ( )s i, s j

∑k
exp ( )f ( )s i, sk

(3),

where s i ∈ Rd is the input feature, and f is the alignment 
model operated by dense layers. Therefore, the output of the 
attention layer is:

c i = ∑
j

αij s j (4),

where i, j = 1 ,…, T denotes the length of the input sequence.
An LSTM-attention network was proposed in Ref. [21] to im‑

prove CSI feedback accuracy by leveraging the attention 
mechanism to fine-tune the temporal features of CSI data. The 
autoencoder first deploys LSTM units to exploit the temporal 
correlation of massive MIMO channels, and subsequently in‑
corporates the attention mechanism to prioritize and weight 
feature importance. The CSI recovery accuracy is significantly 
improved by adopting the attention mechanism. Moreover, a 
CNN-LSTM-A network was proposed in Ref. [22] for CSI feed‑
back in MIMO systems with high user mobility, where the at‑
tention mechanism is introduced to assign more weights to  
dominant features in each time step.
3.4 Computational Complexity Analysis

In this subsection, we evaluate the computational complex‑

ity of deep CSI compression and feedback methods in the 
training and inference stages. Since the complexity of the 
training stage is mainly influenced by the backpropagation 
process for updating trainable parameters, we assess the com‑
plexity of the training stage based on the parameter size of NN 
models, which is referred to as space complexity (SC). Mean‑
while, the complexity of the inference stage is evaluated by 
the number of floating-point operations (FLOPs), referred to as 
time complexity (TC).

We consider the downlink of an FDD massive MIMO-
OFDM system with Nt antennas at the BS and a single-
antenna user. The system adopts OFDM transmission with Nc subcarriers. Since the complexity of deep CSI feedback mod‑
els is primarily dominated by the convolutional layers and 
dense layers, we analyze the time and space complexity of 
these layers, respectively. According to Refs. [23 – 24], the 
time and space complexity of convolutional layers are

TCC = O (∑l = 1
L Wl HlCl - 1ClF

2
l  ) (5),

SCC = O (∑l = 1
L Cl - 1ClF

2
l  ) (6),

where Cl is the number of channels in layer l, and Fl is the 
convolution kernel size in layer l. In deep CSI feedback mod‑
els, the width and height of input feature satisfies Wl Hl =
2Nt Nc, ∀l. Thus, the time and space complexity of convolu‑
tional layers in CSI feedback NN models are

TCCSI
C = 4Nt Nc∑l = 1

L Cl - 1ClF
2
l (7),

SCCSI
C = ∑l = 1

L Cl - 1ClF
2
l (8),

where the time complexity consists of the number of multipli‑
cation and addition in convolution operations, each occupying 
2Nt Nc∑l = 1

L Cl - 1ClF
2
l  FLOPs. The space complexity indicates 

the parameter size of kernels.
Similarly, the time and space complexity of dense layers are
TCD = O (∑l = 1

L Nl - 1 Nl ) (9),

SCD = O (∑l = 1
L Nl - 1 Nl + Nl ) (10),

where Nl denotes the feature dimension in layer l. In deep CSI 
feedback models, the input and output features are N0 =
2Nt Nc, NL = 2Nt Nc γ at the encoder and N0 = 2Nt Nc γ, NL =
2Nt Nc at the decoder, where γ is the compression ratio. Thus, 
the time and space complexity of dense layers in CSI feedback 
NN models are
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TCCSI
D = 4Nt Nc(1 + γ) (N1 + NL - 1 ) + 4∑l = 2

L - 1 Nl - 1 Nl (11),

SCCSI
D = 2Nt Nc(1 + γ) (N1 + NL - 1 + 1) +

2∑l = 2
L - 1( )Nl - 1 Nl + Nl + N1 + NL - 1 (12),

where the space complexity indicates the parameter size of 
weights and biases.

The time and space complexity of various feedback NNs are 
shown in Table 1. Since the feature dimension is related to the 
dimension of the CSI matrix and the feedback length, the com‑
putational complexity increases with the compression ratio. 
Moreover, the complexity of convolutional layers is generally 
lower than that of dense layers. Since LSTM contains more 
dense layers, the complexity of NN in Ref. [17] is lower than 
that in Refs. [20] and [21].
4 Applications of Deep CSI Compression 

and Feedback
In the 5G R18 standard[25], various methods have been ad‑

opted to improve the CSI compression and feedback, includ‑
ing the historical CSI-based prediction methods that utilize 
historical CSI data to predict future CSI, non-AI/ML predic‑
tion methods such as filters and interpolation algorithms, and 
the advanced prediction models utilizing AI/ML technologies. 
Current 5G communication protocols focus on enhancing the 
accuracy and real-time performance of CSI feedback through 
DL techniques, optimizing the transmission efficiency of 5G 
networks. DL techniques have been widely applied in 5G com‑
munications. In this section, we discuss the applications of DL 
techniques for solving practical challenges in CSI compres‑
sion and feedback designs. Specifically, we emphasize the rep‑
resentative research achievements in network lightweighting, 
reconstruction performance improvement, CSI generalization 
enhancement, and the joint design of CSI compression, feed‑
back, and precoding. These approaches are significant to the 
practical implementation of CSI acquisition, as they reduce de‑
ployment costs and enhance compression efficiency.
4.1 Network Lightweighting

Network lightweighting is crucial to the practical deploy‑
ment of DL-based CSI compression and feedback networks, 
aiming to reduce the network size deployed on both BS and 
users, thereby saving hardware costs. To date, numerous ef‑
fective network lightweighting methods have been proposed 
and applied in the CSI compression and feedback of MIMO 
systems.

Due to more stringent computational and memory con‑
straints on the users than on the BS, the primary objective of 
network lightweighting methods is to reduce the size of the en‑
coder network at the user end. The most common approach in‑
volves designing innovative convolutional structures to de‑

crease the number of parameters at the encoder[26]. Typical 
lightweight structures include multi-branch convolutions, di‑
mensionality reduction sampling of CSI feature maps, etc.

On the other hand, the inherent characteristics of CSI are 
also leveraged for the implementation of network lightweight‑
ing. The observed similarity in the probability distributions of 
the real and imaginary parts of the CSI matrix enabled a 
method where only the real part of the CSI matrix is inputted 
into the network for training[27]. Subsequently, the trained net‑
work was reused for the compression and feedback of the 
imaginary part. This approach, without compromising perfor‑
mance, effectively reduces the network parameters by approxi‑
mately half.

Furthermore,the real and imaginary parts of CSI matrix also 
carry inherent physical information. This characteristic has 
been utilized in studies focusing on network lightweighting. 
One research approach in Ref. [28] involved transforming a 
real-valued NN designed for lightweight purposes into a 
complex-valued NN, achieving equivalent network perfor‑
mance with fewer parameters required. Another research in 
Ref. [29] focused on the design of a pseudo-complex-valued 
input layer, while retaining the real-valued NN. This approach 
allows the input CSI matrix to undergo equivalent complex-
valued operations, thereby reducing the computational over‑
head by 24%.
4.2 Performance Improvement

In the context of DL-based CSI compression and feedback, 
enhancing the efficiency of CSI acquisition represents a para‑
mount research direction. Extracting the inherent features of 
the CSI matrix to improve the compression performance from a 
physical perspective is considered a highly promising re‑
search avenue.

Researchers initially focused on the sparsity characteristics 
of the CSI matrix, which vary with different channel scenarios 
and compression rates. According to existing DL-based 
theory, dense images are more aptly processed using convolu‑

Table 1. Computational complexity of deep CSI feedback models

Complexity

Time 
complexity

Space 
complexity

Ref. [17]

Ref. [20]

Ref. [21]

Ref. [17]

Ref. [20]

Ref. [21]

1/4
21 659 648

121 708 544

-

2 103 904

28 326 904

10 247 148

1/8
5 668 864

97 591 296

-

1 055 072

22 296 312

-

1/16
3 571 712

86 319 104

-

530 656

19 477 624

7 484 688

1/32
2 523 136

80 879 616

-

268 448

18 117 432

7 024 272
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tional kernels of smaller size for feature extraction, while 
sparse images benefit from larger convolutional kernels. To en‑
able CSI encoders and decoders to effectively extract features 
of CSI in various scenarios, a multi-path parallel convolutional 
structure has been proposed and applied to both[30–31]. By em‑
ploying parallel convolutional layers with different kernel 
sizes to extract CSI features, this architecture significantly en‑
hances the efficiency of CSI compression and feedback across 
diverse scenarios and compression rates.

In the realm of DL for image compression, a series of effi‑
cient techniques have been developed by investigating the 
structural features of images. In CSI compression and feed‑
back, the CSI matrix is often viewed as an image, thereby en‑
abling the utilization of image characteristics of the CSI matrix 
to enhance compression efficiency. The CSI image can be di‑
vided into many small blocks, where some blocks contain a 
high level of self-information and the image features within 
are referred to as shape features; conversely, blocks with less 
self-information are characterized by their texture information. 
By preserving blocks with high self-information shape features 
and discarding those with low self-information texture features 
during compression, researchers have achieved efficient CSI 
compression and feedback[32–33]. Distinct from black-box neu‑
ral networks, this method incorporates CSI prior knowledge 
and significantly reduces the complexity of the encoder net‑
work.

The previous researchers de‑
signed NNs from the perspective of 
the image features of CSI. In con‑
trast, other researchers aim to de‑
sign CSI compression and feedback 
networks based on the extraction of 
physical CSI features. In Ref. [34], 
the authors discovered that the line-
of-sight (LoS) propagation path char‑
acteristics and non-line-of-sight 
(NLoS) path features can be effec‑
tively extracted by different NNs. 
Consequently, the authors employed 
a dual-feature fusion NN that com‑
bines a CNN with an attention en‑
hancement network structure to 
achieve improved compression per‑
formance. In Ref. [35], the authors 
considered the similarity of the CSI 
matrix across different polarization 
directions caused by dual-polarized 
antennas and introduced a de‑
coupled representation learning 
method. This method reduces the re‑
dundant information shared across 
different polarization directions of 
CSI, thereby enhancing compression 

performance.
4.3 Generalization Enhancement

To achieve satisfactory CSI feedback performance, DL-
based approaches require a substantial amount of CSI training 
data, which is exceedingly costly in real-world scenarios. Fur‑
thermore, when the channel environment changes, DL net‑
works trained under different channel conditions cannot be ap‑
plied to new channel environments. This necessitates CSI data 
re-collection and network re-training, thereby significantly in‑
creasing the deployment cost of NN applications. Hence, gen‑
eralization enhancement is a valuable direction for research.

To address the issues of insufficient training samples and 
the maladaptation of NNs to new channel environments, direct 
transfer learning and meta-learning, two methods of deep 
transfer learning, have been introduced into the CSI compres‑
sion and feedback domain for generalization enhance‑
ment[36–38]. Fig. 3 presents a schematic illustration of employ‑
ing transfer learning methods for CSI compression and feed‑
back. Both direct transfer learning and meta-learning are ef‑
fective strategies for addressing model generalization and 
adaptability issues. They achieve this by utilizing the transfer 
of existing knowledge and adopting a “learning to learn” strat‑
egy to rapidly adapt to new tasks, respectively. In Refs. [36–
38], deep transfer networks employing direct transfer and 

CSI: channel state information      NN: neural network
Figure 3. Transfer learning model for CSI feedback

Client 1 Client N
…

Pre-trained NNs

Public CSI data
New client

Fine-tune

Fine-tune

New CSI data

Codewords Codewords

Recovered new CSI dataRecovered CSI data
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meta-learning methods required only a minimal amount of 
training data to achieve satisfactory CSI compression and feed‑
back performance. Moreover, through fine-tuning, these net‑
works can quickly adapt to new channel environments, signifi‑
cantly reducing training overhead. Specifically, in Ref. [36], 
the downlink channel prediction was formulated as a deep 
transfer learning (DTL) problem, and a direct transfer algo‑
rithm based on a fully-connected NN architecture was pro‑
posed. The authors also designed a meta-learning algorithm 
that trains the network by alternately performing intra-task 
and inter-task updates, which is then adapted to new environ‑
ments using a small amount of labeled data. Simulation results 
show that, compared with methods without transfer learning, 
the direct transfer algorithm and the meta-learning algorithm 
can improve downlink CSI prediction accuracy by up to 50%. 
In Refs. [37] and [38], the authors proposed a model-agnostic 
meta-learning (MAML) approach to address the issue of need‑
ing a large number of wireless channel environment samples 
for training deep neural networks (DNNs) as pre-trained mod‑
els. By fine-tuning the pre-trained model with a relatively 
small number of samples, they achieved CSI feedback models 
for different wireless channel environments at a lower training 
cost. Simulation results show that the MAML method achieves 
7 – 8 dB gains in CSI feedback NMSE compared with the 
deep transfer learning under different channel models.

Transfer learning methods can also be applied to the recon‑
struction of MIMO channels, enabling the acquisition of suffi‑
cient CSI training data without the need for extensive measure‑
ment and labeling of actual channels. Ref. [39] utilized un‑
trained neural networks (UNN) to obtain a large amount of 
equivalent wireless channel data through minimal measure‑
ments (e.g., only a few time snapshots). In this transfer learn‑
ing training, the UNN acquired prior knowledge about the 
propagation environment, thereby enabling the reconstruction 
of wireless channels.

Moreover, transfer learning techniques can also address the 
inflexibility issue in compression ratios within DL-based CSI 
compression and feedback methods[40]. In real-world communi‑
cation scenarios, the channel conditions between the BS and 
users are constantly changing, necessitating adjustment to the 
compression ratio. Consequently, the users and BS need to 
store network parameters for various compression rates, which 
increases the hardware overhead. By employing transfer learn‑
ing approaches, this overhead can be saved and the CSI com‑
pression performance can be enhanced.

Finally, Ref. [41] addressed the issue of data silos and on‑
line training adaptation caused by offline NN training, and 
proposed a DL approach based on interactive federated and 
transfer learning (IFTL). This method enables downlink CSI 
prediction and online update capabilities. The transfer learn‑
ing approach takes into account various factors, including the 
asynchrony of different clients, and achieves good perfor‑
mance in the channel environments of different cells. These 

research findings collectively underscore the potential and 
promising prospects of transfer learning methods in CSI com‑
pression and feedback, making it a promising direction for fu‑
ture research.
4.4 Joint Design of CSI Compression, Feedback, and Pre⁃

coding
In wireless communication, the purpose of CSI compression 

and feedback is to facilitate more efficient design of the pre‑
coding matrix, thereby enhancing the communication rate in 
millimeter-wave MIMO (mMIMO) systems. Hence, merely im‑
proving the accuracy of CSI compression and feedback with‑
out considering precoding matrix design does not guarantee 
optimal communication performance. To address this, re‑
searchers have integrated pilot estimation, CSI compression 
and feedback, and precoding matrix design into a unified pro‑
cess, optimizing communication performance from the per‑
spective of communication rates. This approach is more practi‑
cally meaningful than efforts focused solely on achieving 
higher CSI reconstruction accuracy, as it addresses the overall 
effectiveness issue in communication systems.

Ref. [42] presented a joint framework for pilot design, CSI 
compression and feedback, and precoding design in downlink 
multi-user massive MIMO systems based on DL. The authors 
observed that this joint design problem could be modeled as a 
distributed source coding issue. Specifically, the pilot design 
employed an unbiased single-layer fully connected network 
for equivalence, with the network’s weights serving as the pi‑
lot sequences to be optimized. The pilot was input into the CSI 
compression and feedback network, which output quantized 
codewords. This network effectively accomplished three tasks: 
channel estimation, channel compression, and quantization of 
the compressed codewords. Finally, the quantized codewords 
were input into a precoding network, which output the precod‑
ing matrix optimized by the NN. Simulation results indicate 
that this approach closely matches the performance of tradi‑
tional precoding schemes with perfect CSI while requiring sig‑
nificantly less pilot and codeword feedback overhead. Ref. 
[43] proposed a similar joint training framework while intro‑
ducing a training strategy distinct from that in Ref. [42]. This 
approach can circumvent the need for retraining across differ‑
ent network scales intended for scalable designs, thereby re‑
ducing training overhead.

Furthermore, to address the need for flexible pilot adapta‑
tion due to the limited saturation levels of amplifiers in mas‑
sive MIMO systems, Ref. [44] devised a DL-based closed-loop 
massive MIMO system joint optimization scheme. In this 
scheme, the authors represented the process of generating the 
beamforming (BF) matrix as a functional optimization prob‑
lem. The functions of adaptive pilot length, CSI compression, 
and BF were all substituted by NNs, where each functional 
block learned the optimal strategy to maximize network utility 
during the training process.
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In real-world communication scenarios, signaling overhead 
and CSI mismatches can arise due to transmission delays. To 
address this issue, Ref. [45] developed a dual-timescale DNN 
architecture composed of long-term and short-term DNNs. The 
analog precoder, designed by the long-term DNN based on 
CSI statistical information, was updated once over multiple 
time slots. In contrast, the digital precoder was optimized at 
each time slot by the short-term DNN based on a low-
dimensional equivalent CSI matrix. Moreover, a corresponding 
dual-timescale training method was developed, which 
achieved lower bit error rates and pilot overhead reduction.

To summarize, the main contributions of the above papers 
are listed in Table 2.
5 Technical Challenges and Future Directions

Although various research has been proposed to solve the 
practical problems in massive MIMO CSI acquisition, there 
are still some open issues remaining to be investigated. In 
the following content, we enumerate the key challenges and 
future directions of DL-based CSI acquisition in future wire‑
less networks.
5.1 Technical Challenges

The major challenge of DL-based CSI feedback lies in the 
enormous number of training samples required in the training 
process. Most existing works utilize the true CSI in massive 
MIMO downlinks as the training label and learn to minimize 
the error between true CSI and reconstructed CSI. However, 
CSI estimation in massive MIMO downlinks incurs overwhelm‑
ing overhead, as the number of orthogonal pilots increases lin‑
early with the number of antennas. This makes the training 
phase of autoencoders for CSI compression and reconstruction 
expensive and time-consuming. Furthermore, the testing data‑
set in practical implementation often exhibits domain discrep‑
ancies with training datasets due to time delay, which may 
lead to performance degradation[46]. Consequently, it is neces‑

sary and challenging to obtain the appropriate training dataset 
at an acceptable cost.

The cooperation between the BSs and users in DL-based 
CSI feedback design also brings up various challenges. Since 
most existing DL-based designs employ end-to-end learning of 
the encoder and decoder, the users and BSs are required to ex‑
change compressed CSI and calculated gradients, respec‑
tively, leading to tremendous signaling overhead. Moreover, 
the network training process demands huge computational and 
storage resources, which are unaffordable for the users. Mean‑
while, some studies investigate novel DL architectures to de‑
ploy end-to-end training on the BS[47]. In this case, the encoder 
is obtained at the BS and thus brings up extra problems such 
as the intellectual property among manufacturers.

Another critical issue is enhancing the generalization capa‑
bility of DL-based CSI feedback models. Most existing designs 
focus on autoencoder architectures over a specific channel dis‑
tribution or have limited scalability towards some specific fac‑
tors, which may suffer from severe performance degradation in 
real-time implementations, such as high mobility scenarios[48]. 
In addition, it is infeasible to train diverse models for different 
channel scenarios due to the high training cost. Therefore, the 
generalization capability of DL-based CSI feedback models is 
significant in practical use and remains a crucial challenge for 
future investigation.
5.2 Future Directions

The artificial intelligence-native air interface (AI-AI) is a 
disruptive framework that incorporates conventional signal 
processing modules by deploying AI models to the air inter‑
face, which is considered a promising evolution of the network 
design in the B5G and 6G systems[49–50]. Different from the ex‑
isting systems decoupling the source coding, channel coding, 
and data transmission into a block-to-block architecture, the 
goal of the AI-native air interface is to initially build an AI-
based communication framework considering the impact of 

Table 2. Summary of recent papers on deep CSI feedback

Advantages
Network lightweighting

Performance improvement

Generalization enhancement

End-to-end design

Key Techniques
Design an innovative structure of multi-branch convolutions

Exploit the similarity of real and imaginary parts of CSI
Exploit the sparse characteristics of CSI

Exploit the image characteristics of the CSI matrix
Extract CSI features based on physical propagation environment

Adopt model-agnostic meta-learning approaches
Adopt deep transfer learning techniques

Adopt interactive federated and transfer learning
Joint framework of pilot design, CSI feedback, and precoding
Consider adaptive pilot length for mm-wave MIMO systems

Design a dual-timescale network to reduce signaling overhead

References
Ref. [26]

Refs. [27–29]
Refs. [30–31]
Refs. [32–33]
Refs. [34–35]
Refs. [36–38]
Refs. [39–40]

Ref. [41]
Refs. [42–43]

Ref. [44]
Ref. [45]

CSI: channel state information      MIMO: multiple-input multiple-output
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hardware imperfections and radio environment. According to 
3GPP Release 18, CSI feedback is included as one of the 
three representative specific use cases in AI-native air inter‑
face[51]. The key challenge of designing deep CSI feedback 
models for the AI-native air interface is the model generaliza‑
tion capability over scenarios and configurations. Training da‑
taset mixing and online learning are two potential approaches 
to this challenge[52]. By mixing the CSI samples generated with 
different channel models, a training dataset that covers vari‑
ous channel distributions can be formed, thereby improving 
the generalization ability of the model. Online learning is re‑
quired when new channel distribution occurs. Moreover, ad‑
vanced learning-based techniques such as transfer learning 
and meta-learning could be deployed to accelerate online 
learning and reduce training overhead.

Terahertz (THz) -band communication is regarded as a cru‑
cial technique to support the increasing demand for communi‑
cation capacity and bandwidth in future wireless mobile com‑
munications. To alleviate the high propagation loss and power 
limitation in THz communications, densely packed nano-
antenna arrays are employed to construct ultra-massive MIMO 
(UM-MIMO) systems[53]. However, CSI acquisition in UM-
MIMO systems is more challenging than that in massive 
MIMO due to the expanding number of antennas, beam squint, 
and hybrid-field effects[54]. Moreover, training labels for DL-
based CSI feedback design are more difficult to acquire. 
Model-driven deep learning is a promising approach to these 
challenges. For example, deep unfolding is a model-driven 
technique that unfolds iterative algorithms into a layer-wise 
neural network[55]. Since the CSI reconstruction at the BS is 
generally achieved via iterative algorithms, deep unfolding 
can be adopted for CSI feedback design in UM-MIMO sys‑
tems. Furthermore, unfolding-based DL networks rely on the 
architecture of the underlying iterative algorithm and incorpo‑
rate inherent domain knowledge. Thus, the number of train‑
able parameters in unfolding-based DL networks is consider‑
ably lower than that of black-box DNNs, thereby reducing 
training overhead.

Semantic communication is a novel framework that takes 
into account the meaning of transmission messages in signal 
processing designs[56–57]. With the increasing demand for 
content-based services in 5G and beyond, semantic communi‑
cation is considered a promising technique to meet the tremen‑
dous requirements by exploiting the semantic aspects of com‑
munication not included in Shannon’s information theory. Se‑
mantic communication-based deep CSI feedback is a potential 
approach to mitigating feedback overhead, while it faces criti‑
cal challenges in semantic expression modeling. To address 
this issue, a task-oriented deep CSI feedback framework can 
be employed. For example, in a data hiding-based CSI feed‑
back system where downlink CSI is hidden within the trans‑
mitted images, the autoencoder architecture used for image 
compression can be adopted to design the CSI feedback net‑

work[58]. Moreover, in a precoding-oriented CSI feedback sys‑
tem where the BS aims to design multiuser precoding vectors, 
an end-to-end DNN architecture can be employed, and a spe‑
cific loss function can be designed to strike a trade-off be‑
tween sum-rate performance and feedback overhead[59].
6 Conclusions

In this paper, we provide a comprehensive overview of DL-
based CSI compression and feedback techniques in massive 
MIMO systems. We focus on the critical challenges in conven‑
tional CSI acquisition approaches, such as quantized code‑
books and compressive sensing. Specifically, we analyze the 
advantages of various DL techniques applied to CSI compres‑
sion, including CNN, LSTM, GAN, and attention mechanisms. 
The applications of DL-based methods for solving practical 
challenges in CSI compression and feedback such as network 
lightweighting and generalization enhancement are also dis‑
cussed. Finally, we emphasize the existing critical challenges 
and promising future directions.
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1 Introduction

Orthogonal Time Frequency Space (OTFS) is a novel 
multicarrier modulation technique that characterizes 
the time-frequency dual-selective channel as an ap‑
proximately time-invariant channel in the Delay-

Doppler (DD) domain through a two-dimensional time-frequency 
extension[1], making it suitable for highly dynamic scenarios.

However, in actual communication environments, OTFS sys‑
tems still suffer from inter-code interference, inter-subcarrier in‑
terference, and Doppler interference, which require channel 
equalization techniques to ensure system reliability[2–6]. Since 
the equivalent channel matrix dimension of OTFS in the DD do‑
main is much higher than that of Orthogonal Frequency Division 
Multiplexing (OFDM), the complexity of channel equalization in‑
creases significantly. Therefore, the study of equalization algo‑
rithms with low complexity and high performance is key to the 
development of OTFS modulation systems.

Existing channel equalization techniques for OTFS can be 
classified into linear and nonlinear types based on design cri‑
teria. Linear equalization offers advantages such as simple 
structure and easy implementation, making it widely used in 
communication systems. Among various linear equalization al‑
gorithms, the minimum mean square error (MMSE) is the most 

commonly used. However, for an OTFS system with N symbols 
and M subcarriers, the size of the equivalent channel matrix in 
both the time domain and the DD domain is MN × MN, and 
the complexity of the conventional MMSE with matrix inver‑
sion is as high as O ( ( MN ) 3 ). To address this problem, various 
low-complexity linear equalization algorithms based on the 
properties of the OTFS channel matrix have been proposed. 
Under ideal pulse conditions, Surabhi et al. [7] proposed an 
MMSE equalization algorithm with linear complexity by ex‑
ploiting the doubly circulant property of the OTFS delay-
Doppler domain channel matrix. This algorithm reduces the 
complexity of MMSE to logarithmic levels, but its performance 
deteriorates severely under practical rectangular pulse wave‑
forms. To address this issue, Tiwari et al. [8] proposed an 
MMSE algorithm with logarithmic complexity under rectangu‑
lar pulse waveforms by utilizing the quasi-banded property of 
the Reduced Cyclic Prefix (RCP) -OTFS time-domain channel 
matrix, avoiding large matrix inversion through matrix decom‑
position. However, this algorithm heavily depends on the chan‑
nel matrix structure and cannot be directly applied to Cyclic 
Prefix OTFS (CP-OTFS) systems, which offer better compat‑
ibility with OFDM. Based on the above analysis, most existing 
low-complexity linear equalization algorithms for OTFS are 
MMSE variants developed in different domains, and most rely 
on the assumption of ideal pulse or RCP-OTFS. Therefore, it 
is important to further explore practical and effective low-
complexity linear equalization algorithms that can be applied This work was supported by ZTE Industry⁃University⁃Institute Coopera⁃

tion Funds under Grant No. KY10800230005.
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to CP-OTFS for the implementation of OTFS technology.
Motivated by this, this paper proposes a low-complexity Ma‑

trix Chunking Lower and Upper Triangular Decomposition 
(CLU)-MMSE equalization algorithm for CP-OTFS systems. The 
algorithm employs matrix chunking combined with lower-upper 
(LU) decomposition of banded matrices, leveraging the block-
diagonal structure of CP-OTFS time-domain channel matrices.
2 OTFS Fundamentals

2.1 OTFS System Model
Traditional wireless communication signals, such as those in 

OFDM systems, are typically analyzed and processed in the 
time-frequency domain. In contrast, OTFS modulation intro‑
duces the concept of the DD domain, and realizes the mutual 
conversion between the DD and time-frequency (TF) domains 
through the two-dimensional Symplectic Finite Fourier Trans‑
form (SFFT), as shown in Fig. 1.

In Fig. 1, M and N denote the number of subcarriers and sym‑
bols per OTFS frame, respectively. T is the duration of a single 
symbol, which is the reciprocal of the subcarrier spacing Δf. The 
bandwidth occupied by an OTFS frame is B = MΔf, and the 
frame duration is Tf = NT.

The bitstream signals b = [ b1, b2,⋯, bk ] generated at the 
transmitter side are mapped to a transmit signal vector a =
[ a1, a2,⋯, aMN ] via a modulator. If the constellation size is A, 
the number of bitstream symbols is K = MN log2 A. By arrang‑
ing the transmit signal vector a sequentially on the DD-
domain grid, the DD-domain OTFS complex signal matrix 
xDD ∈ CM × N is obtained. The OTFS modulation is then per‑
formed on this matrix. Fig. 2 illustrates the complete block dia‑
gram of the OTFS communication system.

At the transmitter, the transmit symbol xDD [ k, l ] at the k-th 
Doppler and l-th delay grid point in the DD domain undergoes a 
2D Inverse Symplectic Finite Fourier Transform (ISFFT) [9], 
which transforms it into the TF domain symbols XTF [ n, m ] , 
where 0 ≤ n ≤ N - 1 and 0 ≤ m ≤ M - 1. The transformation 
is given by:

XTF [ n, m ] = 1
NM

∑
k = 0

N - 1 ∑
l = 0

M - 1
xDD [ k, l ] ej2π ( )nk

N - ml
M (1).

The TF-domain symbol XTF [ n, m ] is then converted to the 
time-domain signal s ( t ) via the Heisenberg transform, which can 
be regarded as the process of adding a window to the TF-domain 
signal after an M-point inverse Fourier transform, typically 
implemented via the Inverse Fast Fourier Transform (IFFT). The 
resulting signal is:

s ( t ) = ∑
n = 0

N - 1 ∑
m = 0

M - 1
XTF [ n, m ] g tx ( t - nT )ej2πmΔf ( t - nT ) (2),

where g tx denotes the transmit shaping pulse with duration 
[ 0, T ], repeated N times per frame.

The time domain signal arrives at the receiving end through 
the wireless channel, yielding the received signal r(t) :

r ( t ) = ∬h (τ, ν ) s ( t - τ )ej2πν ( t - τ ) dν dτ + n ( t ) (3),
where h (τ, ν ) represents the DD domain channel impulse re‑
sponse, and n ( t ) is additive white Gaussian noise (AWGN) 
component. CN (n ; 0, σ2

n ), which is an operator indicating 
that the variable n obeys a complex Gaussian distribution, is 
calculated as:

CN (n ; μ, σ2 ) = 1
πσ2

exp ( )- || n - μ
2

σ2
(4).

Consider a mobile terminal moving 
at velocity v with carrier frequency fc. For the i⁃th propagation path, let θi de‑
note the angle of arrival relative to the 
moving direction, di the path length, 
and c the speed of light. The corre‑
sponding delay and Doppler shift are 
given by:

τi = di

c (5),

νi = fc
v cos θi

c (6).Figure 1. Schematic diagram of the relationship between channel resource transformations in the TF 
and DD domains

SFFT: Symplectic Finite Fourier Transform      ISFFT: Inverse Symplectic Finite Fourier Transform
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This leads to an expression for the channel impulse response 
in the DD domain:

h (τ, ν ) = ∑
i = 1

P

hi δ (τ - τi ) δ (ν - νi ) (7),

where P is the total number of paths and hi is the complex gain 
of the i-th path.

The path delays and Doppler shifts in Eqs. (5) and (6) can be 
obtained by projecting them into the DD domain with resolution 
of 1 MΔf and 1 NT, respectively:

τi = lτi

MΔf
, νi = kνi

+ κνi

NT (8),

where lτi
 is the integer delay tap, kνi

 is the integer Doppler taps, 
and κνi

 is the fractional Doppler taps with κνi
∈ (-0.5,0.5 ]. The 

indices lτi
 and kνi

 represent the path’s delay index and Doppler 
indices in the DD domain, respectively. In general, the delay 
resolution is sufficient to approximate each path’s delay to the 
nearest sampling point; therefore, there is no need to consider 
the fractional delay.

Sampling the received signal in Eq. (3) yields the discrete-
time signal:

ru = ∑
i = 1

P

hi s (u - li ) ej2πki( )u - li + nu (9).

Unlike time-invariant multipath channels, time-varying mul‑
tipath channels introduce significant Doppler shifts (θi )ki - li , 
which cause inter-carrier interference (ICI) in the frequency do‑
main and inter-Doppler interference (IDI) in the DD domain. 
These interference components severely degrade the bit error 
rate (BER) performance and greatly increase the difficulty of 

channel estimation and signal detection. For a channel with one 
direct path and two reflection paths, the received signal ru is the 
superposition of these paths, each weighted by its corresponding 
path gain and shifted by its propagation delay. The direct path 
arrives first, so its delay can be regarded as zero. The received 
signal ru can therefore be expressed as:

ru = h1 s1 (θ1 )k1 + h2 s2 (θ2 )k2 - l2 + h3 s3 (θ3 )k3 - l3 + nu (10).
At the receiver, the received signal is passed through a 

matched filter to obtain the cross-ambiguity function Agrx,y( t, f ). 
Sampling this function at t = nT and f = mΔf yields the discrete 
TF domain received signal YTF[n,m ], expressed as

YTF ( t, f ) = Agrx, y( t, f ) ≜ ∫ grx
∗( t - t') r ( t') e-j2πf ( )t - t' dt' (11),

YTF[n, m ] = YTF ( t, f ) | t = nT,   f = mΔf (12),
where grx ( t ) denotes the receive filter. The operations in Eqs. 
(11) and (12) together constitute the Wigner transform. Applying 
the SFFT to the output of the Wigner transform yields the DD 
domain signal yDD [ k, l ] as:

yDD [ k, l ] = 1
NM

∑
n = 0

N - 1 ∑
m = 0

M - 1
YTF [ n, m ] e-j2π ( )nk

N - ml
M (13).

The resulting yDD [ k, l ] is the demodulated OTFS signal, 
which serves as the input to the subsequent signal detec‑
tion stage.
2.2 CP-OTFS

Fig. 3 illustrates the complete implementation of a CP-OTFS 

Figure 2. Block diagram of an OTFS communication system

CP: Cyclic PrefixISFFT: Inverse Symplectic Finite Fourier Transform M-QAM: M-ary Quadrature Amplitude ModulationSFFT: Symplectic Finite Fourier Transform

M-QAMmodulation
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transmitter. As shown, the TF-domain 
and time-domain processing in CP-
OTFS is identical to that in OFDM, ex‑
cept for the addition of a CP to each 
symbol. This structural similarity ren‑
ders CP-OTFS highly compatible with 
OFDM. Consequently, CP-OTFS can 
be implemented directly on existing 
OFDM systems by simply adding pre- 
and post-processing modules, facilitat‑
ing the rapid deployment of OTFS 
technology.

The time-domain channel matrix for 
CP-OTFS can be expressed as[10]:

H CP
t =

é

ë

ê

ê

ê

ê
êê
ê

ê

ê

ê ù

û

ú

ú

ú

ú
úú
ú

ú

ú

úH1
      H2
           ⋱
                HN

 (14),

where Hn ∈ CM × M is the n-th chunked 
submatrix, calculated as
Hn = ∑

i = 1

P

hiΠ
lτi

M Δ
kνi

,n (15),

where Π lτi

M  is the forward cyclic shift matrix and Δkνi
,n is the di‑

agonal phase matrix of dimension M, defined as:

Π =
é

ë

ê

ê

ê
êê
ê
ê

ê ù

û

ú

ú

ú
úú
ú
ú

ú
0 ⋯ 0 1
1 ⋯ 0 0

⋮ ⋱  ⋮ ⋮
0 ⋯ 1 0 M × M

Δ(ki ) =
é

ë

ê

ê

ê

ê
êêê
ê

ê

ê
ù

û

ú

ú

ú

ú
úúú
ú

ú

úej2πkνi

[ ](n - 1) M (0)
M ⋯ 0 0

0 ⋯ 0 0
⋮ ⋱  ⋮ ⋮
0 ⋯ 0 ej2πkνi

[ ](n - 1) M - 1
M

M × M

(16).

In Eq. (14), the omitted blocks of H CP
t  are zero matrices.

From Eq. (14) and Eq. (16), it can be seen that the time-
domain channel matrix of CP-OTFS is a block diagonal matrix 
with N submatrices. Therefore, the structure of the CP-OTFS 
time-domain matrix under rectangular pulse conditions can be 
obtained as shown in Fig. 4.

Consequently, the time-domain channel matrix of CP-OTFS 
under rectangular pulse shaping assumes the block-diagonal 
form illustrated in Fig. 4 and given by:
H CP

t = diag{H CP1 ,⋯, H CP
N } (17),

where each diagonal block H CP
i ∈ CM × M, 1 ≤ i ≤ N, is gener‑

ally distinct.

3 Channel Equalization Algorithm Based on 
CLU-MMSE

3.1 MMSE Equalization Algorithm
Let the number of OTFS symbols be N and the number of sub‑

carriers be M. The input-output relationship between the trans‑
mitter and receiver can be expressed as:

Doppler

Delay-Doppler domain grid

Figure 3. Schematic diagram of a CP-OTFS transmitter

CP: Cyclic PrefixIFFT: Inverse Fast Fourier Transform
ISFFT: Inverse Symplectic Finite Fourier TransformPISO: parallel input, serial output

Figure 4. Schematic of CP-OTFS time domain channel matrix structure
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y = Hx + n (18),
where x, y ∈ CMN × 1 denote the transmitted and received symbol 
vectors in the time or DD domain, H ∈ CMN × MN is the equiva‑
lent channel matrix in the corresponding domain, and 
n ∈ CMN × 1 is the additive white Gaussian noise vector.

Equalization aims to recover the transmitted signal by pro‑
cessing the received signal, e.g., through interference cancella‑
tion. The equalized output signal can be expressed as:
x̂ = Gy (19),

where G ∈ CMN × MN is the linear transformation equalization 
matrix.

MMSE equalization derives the equalization matrix by mini‑
mizing the mean square error between the transmitted signal 
and the equalized signal. The estimated signal at the MMSE 
equalization output is given by:
x̂MMSE = G MMSEy = (HHH + σ2 IMN )-1

HHy =
x + (HHH + σ2 IMN )-1

HHn
(20),

where σ2 denotes the noise variance.
Direct matrix inversion in MMSE involves large-scale matri‑

ces, resulting in a computational complexity of Ο(( MN ) 3 ) com‑
plex multiplications.
3.2 CLU-MMSE Equalization Algorithm

Substituting Eq. (17) into Eq. (20) yields the time-domain 
MMSE equalization matrix for CP-OTFS:

G = ((H CP
t )HH CP

t + σ2 IMN )-1 (H CP
t )H =
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(21),
where G′i = ( H CP

i )HH CP
i + σ2 IM ∈ CM × M,  i = 1,⋯, N.

The result of substituting Eq. (21) into Eq. (19) in a chunked 
matrix form is given by:
x̂ i = (G′i )-1 (H CP

i )Hy i (22),

where y i, x̂ i ∈ CM × 1,  i = 1,…, N, are the i-th subvectors of the 
time-domain received vector y t and the equalized estimate vec‑
tor x̂, respectively.

From Eq. (21), the time-domain MMSE equalization matrix G 
is block diagonal, with each submatrix sharing the same struc‑
ture. Since the calculation of G requires the inverse of each G′i , the structural properties of the matrix G′i , i = 1,⋯, N are de‑
rived first. Substituting Eq. (14) into Eq. (21), the matrix G′i can 
be expressed as:
G′i = (H CP

i )HH CP
i + σ2 IM =

∑
p = 1

P

hpΔ
-kpΠ-lp∑

s = 1

P

h′sΔksΠ ls + σ2 IM =

∑
p = 1
p = s

P ( )|| hp

2 + σ2 IM + ∑
p = 1
p ≠ s

P ∑
s = 1

P

hp h′sΠ
ls - lpΔks - kp

(23),

where P is the number of channel paths, hp and h′s are the com‑
plex channel coefficients of different paths, and li and ki, i =
1,⋯, P, are the delay taps and Doppler taps corresponding to 
each path, respectively.

Let lmax denote the maximum delay tap and β denote the ceil‑
ing of the maximum Doppler tap. Then, the range of ( ls - lp ) is 
[-lmax, lmax ]. Therefore, the maximum shifts represented by  
Π ls - lp can shift up to lmax positions to the left or right, indicating 
that the submatrix G′i is a quasi-banded matrix with a bandwidth 
of (2lmax + 1), as shown in Fig. 5. The inversion of G′i can be ef‑
ficiently performed using matrix factorization algorithms, as de‑
scribed in the following.

First, the LU decomposition of G′i is illustrated in Fig. 5. Let 
Q = M - lmax; this decomposition process can be expressed in 
matrix form as:

G′i = é

ë

ê
êê
ê
ê
ê ù
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úú
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( )0
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   ( )T lmax × lmax

= L iU i

(24),

where L i and U i are the LU decomposition matrices of G′i , and 
LA and UA are the LU decomposition matrices of the chunking 

Figure 5. Schematic diagram of the LU decomposition of the chunked 
matrix
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matrix A.
The following matrix relationship can be obtained from the 

above equation:
A = LAUA (25),
F = (LA )-1

B (26),
E = C (UA )-1 (27),
RT = D - EF (28).
Therefore, to compute the LU decomposition of G′i , one needs 

to solve for the matrices LA, UA, E, F, R, and T separately.
From Fig. 5, A ∈ CQ × Q is a standard banded matrix with a 

non-zero element bandwidth of 2lmax - 1 and a half-bandwidth 
of lmax. The LU decomposition of the standard banded matrix can 
be performed using a low-complexity LU decomposition algo‑
rithm. The algorithm proceeds in Q steps. For the k-th step (k =
0,⋯, Q - 1), only the elements in an lmax × lmax rectangular win‑
dow that is active along the diagonal are involved in the opera‑
tion. The first row and the first column of this window in the k-th 
step correspond to the k-th row and the k-th column of A, respec‑
tively. At this point, the k-th column of LA and the k-th row of UA can be obtained using Eqs. (29)‒(31):
LA (k, k ) = 1 (29),

LA (k + i, k ) = A (k + i, k ) /A (k, k )     1 ≤ i < m (30),

UA (k, k + j ) = A (k, k + j )     0 ≤ j < m (31).
In the rectangular window of A, the elements not directly in‑

volved in the current step are updated using Eqs. (30) 
and (31):
A (k + i, k + j ) = A (k + i, k + j ) - LA (k + i, k )UA (k, k + j )

(32),
where 0 < i < m,  0 < j < m.

As k increases, the lmax × lmax rectangular window moves 
along the diagonal of A element by element. The corresponding 
columns and rows of LA and UA are computed sequentially, ulti‑
mately completing the decomposition.

Using Eq. (28) to solve for R and T, we observe that R and T 
are lower and upper triangular matrices in small dimensions, re‑
spectively. They can be directly obtained via LU decomposition 
of (D - EF ) using standard Gaussian elimination.

To find the matrix F, we first rewrite Eq. (26) as:
LAF = B (33).

Since LA is a known banded lower triangular matrix, Eq. (33) 
can be transformed into a system of linear equations and solved 
for F using recursive relations, as shown in Algorithm 1. Simi‑
larly, Eq. (27) can be rewritten as (U T

A )ET = CT , so E can also 
be obtained using Algorithm 1.
Algorithm 1. Inversion of standard banded lower triangular ma‑
trices and matrix multiplication
Inputs: banded lower triangular matrix L ∈ CQ × Q, matrix 
B ∈ CQ × lτmax, bandwidth l = lmaxOutput: F = (L )-1B
1: for k = 0 to l - 1 do
2: F0, k = B0, k /L0, 03: for i = 1 to l - 1 do
4: F i, k = B i, k /L i, i - ∑j = 1

i B i, i - j F i - j, k
5: end for
6: for i = l to Q - 1 do
7: F i, k = B i, k /L i, i - ∑j = 1

l B i, i - j F i - j, k
8: end for
9: end for

The LU decomposition matrices L i and U i of G′i can be ob‑
tained after computing each chunk submatrix.

Substituting Eq. (24) into Eq. (22) yields:

x̂ i =
             

( )U i

-1

         
( )L i

-1
   ( )H CP

i

H
y i

r1

r2

r3

,  i = 1,…, N (34).

This equation can be computed in three steps. The first step 
computes r1, exploiting the sparsity of H CP

i  to reduce complexity. 
The second step computes r2 by leveraging the banded lower tri‑
angular matrix structure of L i. In this step, each element of r2 is 
obtained recursively using forward substitution, as detailed in 
Algorithm 2. The third step computes r3 using backward substi‑
tution, leveraging the upper triangular structure of U i, as shown 
in Algorithm 3.
Algorithm 2. Forward substitution for banded lower triangular 
matrices
Inputs: banded lower triangular matrix L = L i ∈ CM × M, vector 
r (1) ∈ CM × 1, bandwidth l = lmax, dimension parameter Q
Output: r (2) = L-1r (1)
1: r (2)0 = r (1)02: for k = 1 to l - 1 do
3: r (2)

k = r (1)
k - ∑i = 1

k Lk, k - i r (2)
k - i

4: end for
5: for k = l to Q - 1 do
6: r (2)

k = r (1)
k - ∑i = 1

l Lk, k - i r (2)
k - i

7: end for
8: for Q to M - 1 do
9: r (2)

k = r (1)
k - ∑i = 1

M - 1Lk, k - i r
(2)
k - i
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10: end for
Algorithm 3. Backward substitution for banded upper triangular 
matrices
Inputs: banded upper triangular matrix U = U i ∈ CM × M, 
vector r (2) ∈ CM × 1, bandwidth l = lmax, dimension parameter Q
Output: r (3) = U-1r (2)
1: r (3)( M - 1) = r (2)( M - 1) /UM - 1, M - 12: for k = M - 2 to M - 2l do
3: r (3)

k = ( )r (2)
k /Uk, k - ∑i = 1

M - k - 1Uk, k + i r (3)
k + i

4: end for
5: for k = M - 2l - 1 to 0 do
6: r (3)

k = ( )r (2)
k /Uk, k - ∑i = 1

l Uk, k + ir
(3)
k + i - ∑r = M - l

M - 1 Uk, r r (3)
r

7: end for
Both Algorithms 2 and 3 are derived by utilizing the connec‑

tion between matrix LU decomposition and linear equation sys‑
tems. This approach reduces the overall complexity of the 
MMSE algorithm by replacing complex and large matrix inver‑
sion operations with simple recursive subtraction and numerical 
multiplication.

By performing the above operations on N matrices G′i , the N 
time-domain estimation subvectors x̂ i are computed and merged 
into the time-domain estimate x̂ = [ x̂T1 ,⋯, x̂T

N ]T ∈ CMN × 1 in 
column-wise order.

According to Eq. (2), the signal matrix in the time-frequency 
domain is transformed via the Heisenberg transform to obtain 
the time-domain transmit signal matrix S :
S = G txF H

M (FMXDDF H
N ) = G txXDDF H

N (35),
where S ∈ CM × N , and G tx ∈ CM × M is the matrix representation 
of the transmit window function g tx ( t ) :
G tx = diag ([ g tx[0] , g tx[T/M ] ,…, g tx[ ( M - 1)T/M ] ] ) (36),

where diag (⋅) forms a diagonal matrix from the given vector.
The matrix form of a rectangular pulse waveform can be ex‑

pressed as a unit matrix. Under this condition, the modulation 
process at the transmitter side in Eq. (35) can be simplified as:
S = G txF H

M (FMXDDF H
N ) = G txXDDF H

N = XDDF H
N (37).

From Eq. (37), the equalized time-domain signal is trans‑
formed to the DD domain as:
x̂DD = vec(vec-1

M × N ( x̂ )FN ) (38).
Fig. 6 shows the overall flowchart of the CLU-MMSE algo‑

rithm for the CP-OTFS system.
4 Analysis of Simulation Results
4.1 Complexity Analysis

Using the number of complex multiplications as a metric, 

the  computational complexity of the proposed CLU-MMSE al‑
gorithm for CP-OTFS under rectangular pulses is summarized 
as follows:

1) The time-domain channel matrix of CP-OTFS is chunked 
by Eq. (17) and the N matrices G′i are computed using Eq. (23). 
This step requires ( )(P2 - P ) ( β + 1) MN + P2 N  complex 
multiplication.

2) According to Eq. (24), the LU decomposition of N matrices 
G′i is performed, and the LU factors of the standard banded ma‑
trix A are obtained using Eqs. (29) ‒ (30). This step requires 
( )( l2max - lmax )MN  complex multiplication operations.

3) For the N matrices G′i, Algorithm 1 is used to compute E 
and F from Eqs. (26) and (27). Standard LU decomposition is 
then applied to Eq. (28) to obtain R and T. This step requires a 
total of ( )(2l2max + 3lmax )MN - (5l3max + 3l2max + 1)N  complex 
multiplications.

4) Using Eq. (34), r1 is calculated, and r2 and r3 are computed 
according to Algorithms 2 and 3 to obtain the time-domain estimate. 
This step requires ( )(4lmax + 1) MN - (7l2max + 5lmax - 2P )N/2  
complex multiplication operations.

5) The DD-domain estimate is obtained from Eq. (38) by per‑
forming an M×N-point Fast Fourier Transform, which requires 
( MN log2 N ) /2 complex multiplications.

Figure 6. Flowchart of the proposed CLU-MMSE algorithm

DD: Delay-Doppler

Decompose G′i  into G′i = L iU i, and calculate the submatrices 
LA and UA of Li and Ui

Compute the chunking matrices E, F, R, T

The estimated vector x̂ i is obtained by computing r1, r2, and r3

Output time-domain estimate x̂ i = [ x̂T1 ,⋯, x̂T
N ]T ∈ CM × M and transform to the DD domain

End

Start

Initialization: chunk H CP
t  and yt, and calculate the equalization matrix G′i = 1,⋯, N
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In summary, the total complexity of the proposed CLU-MMSE 
algorithm for CP-OTFS is on the order of Ο( MN log2 N ) for 
large values of MN.

Table 1 compares the computational complexity of several 
linear equalization algorithms. As shown, the proposed algo‑
rithm achieves significantly lower complexity than the tradi‑
tional matrix-inversion-based MMSE and zero forcing (ZF) al‑
gorithms. Moreover, unlike the MMSE equalization algorithm 
based on the doubly circulant characteristic[11], the proposed 
algorithm does not rely on the ideal bi-orthogonal pulse as‑
sumption, making it more practical.
4.2 Simulation Parameters

To evaluate the bit error rate (BER) performance of the pro‑
posed equalization algorithm, simulations are conducted for un‑
coded OTFS modulation. The Extended Vehicular A (EVA) 
channel model from LTE is adopted. The detailed simulation pa‑
rameters are listed in Table 2.
4.3 Simulation Performance

Figs. 7 and 8 compare the BER performance of the proposed 
algorithm with that of traditional matrix-inversion-based ZF and  
MMSE algorithms, as well as the MMSE algorithm based on the 
doubly circulant characteristic. It can be observed that, across 
different modulation formats and varying values of M and N , 
the proposed algorithm achieves BER performance nearly iden‑
tical to that of the traditional matrix-inversion-based MMSE, 
while significantly outperforming the traditional matrix-

inversion-based ZF and the MMSE based on the doubly circu‑
lant characteristic.
5 Conclusions

The traditional OTFS equalization algorithm based on matrix 
inversion suffers from high computational complexity. In this pa‑
per, we address this issue by adopting the time-domain channel 
matrix with a chunked band structure for equalization. Specifi‑
cally, the time-domain MMSE equalization matrix is chunked 
and decomposed multiple times via LU decomposition. Through 
the factorization into lower and upper triangular matrices, com‑
putations involving matrix inversion or matrix-vector/matrix-
matrix multiplications can be reformulated as solving linear sys‑

Table 1. Computational complexity comparison of linear 
equalization algorithms

Algorithm name
Traditional matrix-inverse ZF
Traditional matrix-inverse MMSE

MMSE based on doubly circulant characteristic
Proposed CLU-MMSE

Complexity order
Ο(( MN ) 3 )
Ο(( MN ) 3 )

Ο( MN log2 MN )
Ο( MN log2 N )

CLU: Matrix Chunking Lower and 
Upper Triangular Decomposition

MMSE: minimum mean square error
ZF: zero forcing

Table 2. Simulation parameters
Parameter

Carrier frequency
Subcarrier spacing (Δf )

Number of subcarriers ( M )
Number of symbols (N )

Modulation type ( A)
Pulse waveform

Signal path
Relative movement speed

Value
4 GHz
15 kHz
32, 16

16
4QAM, 16QAM

Rectangular pulse
EVA

500 km/h
EVA: Extended Vehicular A

(b) 4QAM, M=32, N=16

(a) 4QAM, M=N=16

SNR/dB0   5  10 15 20 25

OTFS
MMSECLU-MMSEZFDL-MMSE

BER
BER

SNR/dB0   5  10 15 20 25

100
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10−4

10−5

MMSECLU-MMSEZFDL-MMSE

OTFS

100
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10−6

Figure 7. BER performance comparison under 4QAM modulation

BER: bit error rate
CLU: Matrix Chunking Lower and 
Upper Triangular Decomposition
DL: deep learning
MMSE: minimum mean square error

OTFS: Orthogonal Time Frequency Space
QAM: quadrature amplitude modulation
SNR: signal-to-noise ratio
ZF: zero forcing
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tems, thereby avoiding explicit inversion. A recursive algorithm 
based on forward-backward substitution is then employed to 
compute each element of the linear equations sequentially. 
Simulation results demonstrate that the proposed algorithm 
achieves comparable reliability while reducing the computa‑
tional complexity of the traditional OTFS-MMSE algorithm, 
thereby avoiding complex operations such as large-scale matrix 
multiplication and inversion.
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Abstract: The radio frequency (RF) fingerprint technique is a robust method for security enhancement of the physical layer by leveraging the 
unique RF imperfections inherent in various wireless devices. Among these imperfections, the carrier frequency offset (CFO) stands out as a pri‑
mary RF fingerprint (RFF) of the transmitter, offering the potential to distinguish among different transmitters. However, accurately estimating CFO 
in time-varying channels poses significant challenges due to multipath effects and Doppler shifts. In this paper, we focus on estimating CFO for wire‑
less device identification in the orthogonal frequency division multiplexing (OFDM) communication system. To achieve precise CFO estimation un‑
der time-varying channels, we propose a frequency domain correlation and spline interpolation (FCSI) algorithm. This approach utilizes pilots dis‑
tributed across different subcarriers to correlate with prior local sequences, facilitating accurate CFO estimation. Classification is then performed 
based on the Euclidean distance between the prior RFF and the tested RFF dataset. Simulation results demonstrate that the proposed M-
consecutive average method effectively reduces the classification error rate in the challenging high-frequency (HF) skywave channel environment.
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Citation (Format 1): Liu G Y, Pan Y J, Wang J B, et al. Carrier frequency offset based robust radio frequency fingerprint for OFDM communica‑
tion in time-varying channels [J]. ZTE Communications, 2026, 24(1): 25–33. DOI: 10.12142/ZTECOM.202601005
Citation (Format 2): G. Y. Liu, Y. J. Pan, J. B. Wang, et al., “Carrier frequency offset based robust radio frequency fingerprint for OFDM com‑
munication in time-varying channels,” ZTE Communications, vol. 24, no. 1, pp. 25–33, Mar. 2026. doi: 10.12142/ZTECOM.202601005.

1 Introduction

The transmission of wireless communication signals re‑
lies on radio frequency (RF) hardware, which is signifi‑
cantly affected by the imperfections of the RF transmit‑
ter and receiver.  Due to the presence of RF imperfec‑

tions, the signal received by the receiver inherently carries 
unique RF fingerprints that can be utilized for transmitter iden‑
tification.  The identification of individual RF transmitters in‑
volves extracting and analyzing the unique characteristics of 
each transmitter through the receiver.  This process identifies 
the different transmitters by analyzing the signals emitted from 
unknown transmitters.  Therefore, the primary focus of RF fin‑
gerprint research is to determine which types of RF fingerprints 

(RFF) are advantageous for the identification of transmitters.
In Ref. [1], RFF extraction methods are categorized into 

transient-state-based RFF, steady-state-based RFF, and other 
approaches. Transient-state-based RFF focuses on transition ex‑
traction from off to on or the control signal at the transmitter, 
which occurs before the data transmission of the signal. Ref. [2] 
extracts the RFF of transmitters from the distance between the 
start and the end points of the transient signal. Moreover, the 
normalized amplitude variance, the number of peaks, and the 
wavelet transform are utilized for the transient RFF. The short-
time Fourier transform (STFT) is employed to obtain the spec‑
trum of transient control signals of unmanned aerial vehicles 
(UAV) [3]. The energy transient is used to extract 15 statistical 
properties to analyze the control signals of the UAV. Steady-
state-based RFF primarily focuses on features extracted from 
the received modulated signals. Five specific features of RF im‑
perfection are used in a Passive Radiometric Device Identifica‑
tion System (PARADIS) for physical-layer transmitter identifi‑
cation[4]. Differential constellation trace figures (DCTF), carrier 
frequency offset, modulation offset, and in-phase/quadrature-
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No. 20251077, and Research Fund of National Mobile Communications 
Research Laboratory, Southeast University under Grant No. 2023A03.

25



ZTE COMMUNICATIONS
March 2026 Vol. 24 No. 1

Liu Gengyi, Pan Yijin, Wang Junbo, Chen Yijian, Yu Hongkang 

Special Topic   Carrier Frequency Offset Based Robust Radio Frequency Fingerprint for OFDM Communication in Time-Varying Channels

phase (IQ) offset extracted from constellation trace figures 
(CTF) serve as steady-state-based RFFs in Ref. [5]. A hybrid 
classification method is proposed to classify different transmit‑
ters by training and testing these steady-state-based RFFs. 
Moreover, deep learning significantly impacts RF fingerprint 
techniques. It is particularly effective for classification tasks 
due to its adaptability to the features in target signals, making it 
well-suited for RFF applications. In contrast, methods relying 
on predefined models or features often struggle to accurately de‑
tect sufficient distinguishing characteristics among devices[6]. 
For instance, Ref. [7] examines two CNN models to assess RF 
fingerprint effectiveness under various environmental condi‑
tions, focusing on factors such as channel influence, the signal-
to-noise ratio (SNR), the number of devices, and the training da‑
taset size. Ref. [8] introduces a radio frequency fingerprint iden‑
tification (RFFI) approach for long range (LoRa) systems, lever‑
aging deep learning to enhance security through the identifica‑
tion of devices’ unique hardware features. RFFs can also be ex‑
tracted from channel-based features or channel fingerprints that 
rely on location features in static scenarios. The radio signal 
strength indicator (RSSI), which depends on transmit power and 
channel attenuation, is used as an RFF feature[9]. The channel 
impulse response (CIR) [10] and channel frequency response 
(CFR) [11] represent two kinds of channel fingerprints. Another 
strategy is the active RFF, which involves the deliberate intro‑
duction of controllable imperfections at the transmitter[12] or the 
insertion of unique “signatures” within IQ signals[13]. This 
method effectively aids in the differentiation and classification 
of various transmitters.

However, RFF is highly sensitive to time-varying and mul‑
tipath channels. Considering high frequency (HF) skywave com‑
munication, the extraction of steady-state RFF is significantly 
challenged by the time-varying feature of wireless channels and 
the severe multipath effects, adversely affecting extraction pre‑
cision. HF signals can be transmitted over long distances by the 
reflection of the ionosphere. The ionosphere moves and changes 
in density, causing Doppler shifts on the reflected HF signals, 
which complicates the extraction of RFF features. In time-
varying channels, the classification accuracy of the RFF di‑
rectly related to the received IQ signal will greatly degrade. 
Apart from the impact of time-varying channels, RFF is highly 
dependent on the structure and RF components of the RF 
chain. Different RF chain structures entail different signal pro‑
cessing approaches for baseband signals. For example, a super‑
heterodyne transmitter undergoes more spectrum shift opera‑
tions than a direct conversion transmitter, leading to more com‑
plex scenarios of carrier frequency offset.

In this study, we adopt a direct conversion structure for its 
simplicity. The baseband signal is modeled to include three 
types of RF imperfections: CFO, IQ imbalance, and direct cur‑
rent (DC) offset. The contributions of this paper are as follows.

1) We extract carrier frequency offset (CFO) as an RFF in an 
OFDM-modulated, HF skywave time-varying channel communi‑

cation system. CFO is a robust RFF in time-varying channels.
2) Traditional CFO estimation algorithms, particularly those 

based on cyclic prefixes and block pilots, generally perform 
poorly in time-varying channels[14]. Furthermore, these algo‑
rithms have phase ambiguity issues during CFO estimation. To 
address these challenges, we introduce the frequency domain 
correlation and spline interpolation (FCSI) algorithm, which es‑
timates CFO in the frequency domain by exploiting the correla‑
tion between known local sequences and received pilots across 
different subcarriers. This approach is designed to be robust 
against time-varying channels.

3) We utilize the Euclidean distance between the prior RFF 
and the RFF under test for classification purposes. Moreover, 
the M-consecutive average method is used for feature post-
processing. To validate the proposed estimation and classifica‑
tion method, we simulate a scenario involving the identification 
of 12 individual transmitters in an HF skywave OFDM commu‑
nication system.

The rest of this paper is organized as follows: Section 2 intro‑
duces the signal model with RF imperfections for HF skywave 
OFDM systems. Section 3 discusses the proposed FCSI algo‑
rithm for estimating CFO. Section 4 details the classification al‑
gorithm that utilizes CFO as an RFF to distinguish different de‑
vices. Simulation results are presented in Section 5, and the pa‑
per concludes with remarks in Section 6.
2 Signal Model

In this section, we analyze an HF skywave OFDM communi‑
cation system impacted by three types of RF imperfections: 
CFO, IQ imbalance, and DC offset. We first present the direct 
conversion RF transmitter structure. Then, we introduce the 
CFO to evaluate its effect on the baseband signal. Following 
this, IQ imbalance and DC offset are added to the signal model. 
Finally, the influence of the HF time-varying channel is consid‑
ered to accurately simulate the received signal which is used to 
extract RFF.

The adaptive selection of suitable parameters has enabled 
the effective implementation of OFDM modulation for wideband 
HF skywave communication[15]. The OFDM modulation is con‑
figured with a cyclic prefix (CP) length of NCP, a set number of 
subcarriers NSC, and a subcarrier spacing of Δf. Pilots are stra‑
tegically placed at equal intervals among the subcarriers.
2.1 RF Transmitter Structure

The RF transmitter architecture includes all components, 
ranging from the digital-to-analog converter (DAC) to the trans‑
mitting antenna. As depicted in Fig. 1, within the direct conver‑
sion RF chain, the digital signal first undergoes conversion to 
an analog format by the DAC. It then undergoes low-pass filter‑
ing and baseband amplification using an amplifier, which 
serves to eliminate out-of-band noise and boost the signal’s 
strength. Subsequently, the IQ modulator combines two 
branches of the IQ signals into one stream. An up-converter is 
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used for spectrum shift, with the carrier signal produced by a lo‑
cal oscillator. The up-converted signal then passes through an 
RF band-pass filter and a power amplifier (PA) before being 
broadcast through the transmitting antenna into the channel.
2.2 Carrier Frequency Offset

CFO typically occurs following the up-conversion process, af‑
fected by the characteristics of local oscillators. The natural fre‑
quency variation in crystal oscillators causes a persistent differ‑
ence in the carrier frequencies of the transmitter and receiver. 
This unique deviation for each transmitter-receiver pair charac‑
terizes CFO as a crucial attribute of the transmitter, represented 
by fε. As a result, the up-converted signal xCFO, incorporating 
the CFO, is expressed as:

xCFO = N ( xej2π ( )fc + fε t ) (1),
where fc is the carrier frequency and x = xr + jxi is the OFDM 
modulated baseband signal. Considering that the signal trans‑
mitted through the channel is a real signal, N (∙) signifies tak‑
ing the real part of a complex number. In the general case, 
fε ≪ fc. Assume that the local oscillator of the down converter 
in the receiver is perfectly precise, the down-converted signal y 
is expressed as:

y = xree-j2πfc t (2),
where xre is the received signal before the down-conversion. By 
plugging Eq. (1) into Eq. (2), the down-converted IQ signal yIQ 
corrupted by carrier frequency offset can be expressed as:

yIQ = xr + jxi2 ej2πfε t + xr2 e-j2π ( )2fc + fε t - jxi2 e-j2π ( )2fc + fε t (3).

The last two terms of Eq. (3) are filtered out by the low-pass 
filter. Therefore, Eq. (3) can be modified as:

yIQ = xr + jxi2 ej2πfε t = x
2 ej2πfε t (4).

The spectral shift results in the signal’s amplitude being 
halved and the carrier frequency offset induces a clockwise or 
counterclockwise rotation, which increases with time in the 
down-converted IQ signals.
2.3 Other RF Imperfections

Besides CFO, many RF imperfections in the transmitter will 
corrupt the signal before the signal is transmitted to the chan‑
nel. Due to the quantization error of DAC and the leakage of the 
local oscillator, the IQ signals exhibit a notable DC offset de‑
noted by C[16]. Moreover, the gain difference and inexact 90° 
phase difference may happen to these two signal branches, 
which will cause IQ imbalance. The IQ parameters are denoted 
as a1 and a2[17]. Therefore, the discrete-time expression of trans‑
mitting an IQ signal with DC offset and IQ imbalance can be ex‑
pressed as follows:

X IQ(n) = (a1 x (n) + a2 x*(n) ) + C (5),
where x (n) is the discrete-time expression of the IQ signal from 
the baseband. Adding the oscillator imperfection CFO, the 
transmitted signal with RF imperfections after up-conversion 

DAC: digital-to-analog converter      RF: radio frequency
Figure 1. Direct conversion transmitter structure
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can be modeled as:
Xc(n) = N (X IQ(n) e

j2π ( )fc + fε n
Fs ) (6),

where Xc(n) is the up-converted signal and Fs is the sample rate.
2.4 HF Skywave Time-Varying Channel

After the up-conversion, the signal goes through the HF sky‑
wave channel. In this paper, a wide-sense stationary uncorre‑
lated scattering channel model is considered for the HF sky‑
wave channel[18–19]. The intra-path delay can be neglected for 
the communication signal and the path channel response can 
be modeled as a time-varying attenuation impulse:

cn( t,τ) = αn( t) δ (τ) (7),
where δ ( t) is the unit-impulse function; τ and αn( t) are the 
time delay and impulse of the n-th path, respectively. Assume 
that the channel is relatively stationary and the relative time de‑
lay of each path is independent of time t. The HF skywave 
channel response can be modeled as:

h ( t,τ) = ∑
n

cn( t,τ - τn ) = ∑
n

αn( t) δ (τ - τn ) (8).

We perform the Fourier transform to get the time-varying fre‑
quency response:

H ( f, t) = ∫-∞
∞ ∑

n
αn( t) δ (τ - τn ) e-j2πτf dτ = ∑

n
αn( t) e-j2πτf

(9).
In Eq. (9), the amplitude and phase of the signal are modu‑

lated by αn( t), which is a complex Gaussian random process. 
The spectrum of αn( t) follows a Gaussian Doppler spectrum, 
which can be expressed as:

SG( f ) = 1
2πσ2

G

e- ( )f - f0
2

2σ2
G (10),

where f0 is the center frequency of the Doppler frequency shift 
and σG is the normalized standard deviation, which is relative 
to the Doppler spectrum spread fd.We can simplify Eq. (8) as:

h ( t) = ∑
n

hn( t) δ ( t - τn ) ej2πfdn t (11),

where hn( t) and fdn are the n-th path amplitude channel gain 
and Doppler frequency shift, respectively; fdn is time-varying 
and Gaussian distributed with f0 mean and σ2

G variance. The 
discrete-time expression of Eq. (11) is given by:

h (n) = ∑i = 1
Mh hi(n) δ (n - Di ) e

j2πfdin
Fs (12),

where Di is the discrete-time form of the time delay and Mh is 
the number of paths; fdi is the Doppler frequency shift corre‑
sponding to the  i-th path.

Therefore, the received signal Y (n) through the HF skywave 
channel and additive white Gaussian noise (AWGN) ω (n) is 
given by:

Y (n) = h (n)*Xc(n) + ω (n) (13),
where * denotes convolution and ω (n)~N (0,σ2

N ). Therefore, 
we can extract RFF from the steady-state received OFDM signal.
3 RFF Extraction Algorithm Design

To precisely estimate the CFO as an RFF in the HF skywave 
time-varying channel, we propose the FCSI algorithm. The algo‑
rithm operates in two stages: first, a frequency domain correla‑
tion method is employed to achieve coarse CFO estimation; sub‑
sequently, cubic spline interpolation is utilized to refine the es‑
timation for fine CFO correction.
3.1 Frequency Domain Correlation

In OFDM systems, the pilots and the cyclic prefix can be 
used for the estimation of frequency offsets. In the FCSI algo‑
rithm, pilots are employed to correlate with the prior local se‑
quence, thereby extracting the actual frequency offset compo‑
nent. It is assumed that timing synchronization in the OFDM 
system is perfect. By plugging Eq. (6) and Eq. (13) into Eq. (2), 
the resultant IQ signal, subjected to a low-pass filtering pro‑
cess, can be written as:

YIQ(n) = h (n)*
X IQ( )n

2 e
j2πfεn

Fs + ω (n) (14).
Without considering the influence of noise, the prior local 

synchronization sequence, denoted as xH(n) = x (n) ,  n =
0,⋯, L - 1, undergoes a correlation process with the received 
IQ signal, as specified in Eq. (14). Consequently, the correla‑
tion process can be represented as:

z (k) = ∑
n = 0

L - 1
YIQ(n + k) x*

H(n) (15).

We assume that the prior local synchronization sequence is 
the first L symbols of the transmitted IQ signal on the corre‑
sponding subcarrier. When k = 0, the synchronization is per‑
fect and Eq. (15) can be expanded as follows:

z (0) = ∑
n = 0

L - 1 h ( )n
2 *X IQ(n) x*(n) e

j2πfεn
Fs (16).

In the direct conversion communication system, to maintain 
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communication performance, the IQ amplitude imbalance 
should be kept below 5 dB, while the phase imbalance should 
be limited to less than 5°[16], which means that a1 ≫ a2. More‑
over, DC offset is calibrated at the receiver and its impact on 
system performance is smaller than that of IQ imbalance, so 
that a1 ≫ C. Therefore, X IQ(n) x*(n) can be expanded as:

XIQ(n) x*(n) = a1 x (n) x*(n) + a2[ x*(n) ] 2 + Cx*(n) ≈
a1 x (n) x*(n) = a1| x (n) |2 (17).
By plugging Eq. (17) into Eq. (16), z (0) is rewritten as:
z (0) = ∑

n = 0

L - 1 h ( )n
2 *a1| x (n) |2ej2πfε

n
Fs (18).

In this form, the frequency offset is mainly influenced by the 
Doppler frequency shift fdn of the HF skywave channel h (n) 
and the frequency deviation fε between the transmitter and re‑
ceiver. Then we perform N-point fast Fourier transform (FFT) to 
get the frequency spectrum Z ( fn ) of Eq. (18).

fn = (n - N
2 ) Rf,  n = 1,⋯,N (19),

where Rf = R/N is the frequency resolution depending on the 
symbol rate R and the point number of FFT N. The carrier fre‑
quency offset is estimated in the frequency domain, which can 
be expressed as:

Fcoarse = arg max
fn

 Z ( fn ) (20).
Therefore, the coarse estimated frequency offset Fcoarse of the 

transmitted signal can be compensated as:
YFOcomp(n) = YIQ(n) e-j2πFcoarse

n
Fs (21).

Then we use Eq. (21) to estimate the fine carrier frequency offset.
3.2 Cubic Spline Interpolation

After coarse frequency offset estimation, cubic spline interpo‑
lation is used for fine estimation. First, a frequency offset detec‑
tion range and its step are determined by Rf in Eq. (19). The 
range is set as [ - Rf /2, Rf /2] and the step is set as Rf /NR, 
where NR is the detection number. Therefore, the detection 
range can be expressed as:

Fdet (i ) = - Rf

2 + ( i - 1) Rf

NR - 1 ,  i = 1,⋯,NR (22).

Then, we use Eq. (22) to compensate for the frequency offset 
of the synchronized received IQ sequence in Eq. (21), which 
can generate NR IQ signals with different compensated fre‑
quency offsets. The inner product of the compensated IQ se‑

quence and the local synchronization sequence is calculated as 
the correlation peak sequence corresponding to the fine fre‑
quency offset detection range. The correlation peak sequence is 
given by:

VPeak (i ) = ∑
n = 0

L - 1
YFOcomp (n )e-j2πFdet (i ) n

Fs x*
H (n ) (23),

where i = 1,⋯, NR. Next, we use the cubic spline interpolation 
algorithm[20] to fit a finer correlation peak sequence. The detec‑
tion range [ - Rf /2, Rf /2] is evenly divided into NS parts and the 
second derivatives at the boundary -Rf /2 and Rf /2 are both set 
to 0. The correlation peak sequence can be interpolated as shown 
in Fig. 2. We can obtain the finely estimated CFO F fine from the 
maximum value of the interpolated correlation peak sequence:

F fine = arg max
Fdet (i )  VPeak (i ) (24).

3.3 FCSI Algorithm
Following the coarse estimation of CFO using frequency do‑

main correlation and subsequent fine CFO estimation through 
cubic spline interpolation, the accurately estimated CFO Fest is 
obtained by:

Fest = Fcoarse + F fine (25),
which is the RFF of the transmitter. The flowchart for the FCSI 
algorithm is depicted in Fig. 3.

As discussed in Section 2, CFO is associated with both the 
Doppler frequency shift and the frequency deviations in oscilla‑
tors between the transmitter and the receiver. In HF communi‑
cation systems, the frequency shift caused by Doppler effects in 

Figure 2. Correlation peak sequence interpolation
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time-varying channels is considerably smaller than oscillator 
frequency deviations. Consequently, frequency domain correla‑
tion can accurately determine the primary frequency offset re‑
sulting from these deviations. Cubic spline interpolation can es‑
timate fine frequency offsets, thereby making the FCSI algo‑
rithm an accurate approach for CFO estimation. Moreover, the 
CFO is estimated and compensated during the time and fre‑
quency synchronization of the received signal, ensuring that 
this RFF extraction design will not introduce additional compu‑
tational load. As a result, CFO serves as an effective RFF for 
distinguishing between different transmitters in HF skywave 
OFDM communication systems. The complete FCSI algorithm 
for CFO estimation is summarized as follows.
Algorithm 1. FCSI algorithm for CFO estimation
Input: YIQ (n ) and xH (n ).
  Use Eq. (15) to correlate YIQ (n ) and xH (n ).
  FFT is applied to find the coarse frequency offset by Eq. (18).
  Obtain the coarse CFO by Eq. (20).
  Obtain the correlation peak sequence in Eq. (23) corre‑

sponding to Eq. (22).

  Use cubic spline interpolation to estimate fine CFO in Eq. 
(24) and total estimated CFO in Eq. (25).

Output: Total estimated frequency offset Fest.
4 Classification Algorithm

In this paper, the classification algorithm employs the Euclid‑
ean distance to classify RFF and identify the transmitter of a 
steady-state received signal. The precise relative deviation 
ΔRi, i = 1,⋯, NT of the oscillators between the transmitter and 
the receiver used in the classification test can be measured 
through the direct connection, where NT is the number of trans‑
mitters. Therefore, the prior RFF of each transmitter can be de‑
noted as Φi = fcΔRi, i = 1,⋯, NT, which is the precise CFO of 
the 12 transmitters Tx i, i = 1,⋯, NT.Next, we can use the same receiver to receive the signal from 
different unidentified devices Tx j, j ∈ 1,⋯,NT, from which the 
CFO Φ test, j is extracted and identified through the Euclidean 
distance dji between the extracted CFO and the prior RFFs Φi, which is given by:

dji =  |Φ test, j - Φi|,  i = 1,⋯, NT (26),
where the transmitter number corre‑
sponding to the prior RFF with the mini‑
mal Euclidean distance is denoted as the 
judgment result k:

k = arg min
i

 dji,  i = 1,⋯, NT (27).
A classification error is noted when 

k ≠ j, indicating an error associated with 
the received signal from Tx j. This frame‑
work facilitates the classification of sig‑
nals from each transmitter via the esti‑
mated CFO. The number of classification 
errors and the total test signals from Tx j are represented by Nerror and N test, respec‑
tively. Therefore, the classification error 
rate (CER) can be expressed as:

CER = Nerror
N test

(28).
In this scheme, a CFO extracted from 

an OFDM modulated frame constitutes 
one classification sample. Alternatively, 
the mean of M CFOs extracted from M 
consecutive frames in the time domain 
can be considered as a classification 
sample, where M denotes the sample pe‑
riod. This M-consecutive average method 
reduces the influence of estimation de‑
viations on classification. The averaged 
RFFs are represented as Figure 3. Frequency domain correlation and spline interpolation algorithm flowchart
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Φ̄j,l,  j ∈ 1,⋯,NT,  l = 1,2,⋯,NF /M and N test = NF NT /M, 
where NF signifies the total number of transmitted frames. By 
utilizing averaging to reduce the error in frequency offset esti‑
mation, this method enables more accurate classification of dif‑
ferent transmitters, proving particularly effective in HF skywave 
channels affected by Doppler spread.
5 Simulation Results

The classification test is conducted with NT = 12 devices,  
and the simulation parameters are detailed in Table 1. Typi‑
cally, the frequency tolerance of crystal oscillators varies be‑
tween −2 and 2 parts per million (ppm). As a result, the corre‑
sponding CFO spans from −32 Hz to 32 Hz. Moreover, the iono‑
spheric Doppler shift varies from −1 Hz to 1 Hz in general in 
the HF skywave channel. The proposed FCSI CFO estimation 
method is labeled as FCSI. For comparison, the performance of 
both block pilot (BP) -based and CP-based CFO estimation is 
simulated, which are labeled as BP and CP, respectively.

A single CFO is estimated from one frame with a synchroni‑
zation header in the different subcarriers. We conduct CFO esti‑
mations using 8 pilots in corresponding subcarriers from 1 000 
frames for each transmitter. Following this, we estimate the 
CFO for NF = 1 000 frames per transmitter to conduct the clas‑
sification test. Eqs. (26) and (27) are employed to calculate the 
number of classification errors, with N test = NF NT /M.

Figs. 4 and 5 indicate that the CER is closely related to the 
mean squared error (MSE) of the CFO estimation algorithm in 
both HF and AWGN channels. Notably, the CER achieved by 
the FCSI-based estimation is substantially lower than that ob‑
tained using CP-based and BP-based methods, highlighting the 
superior performance of the FCSI algorithm. Fig. 5 presents the 
simulated CER in an AWGN channel. The FCSI algorithm 
demonstrates superior CER performance compared with both 
BP-based and CP-based algorithms. In the AWGN channel, 
the absence of Doppler spread means that the estimated fre‑
quency offset is free from frequency errors attributable to the 
channel. The absence of Doppler spread results in an overall 
CER that is lower than that observed in HF channel, as illus‑

trated in Fig. 4. The CFO estimation in the HF skywave chan‑
nel is affected by the Gaussian distribution of Doppler shifts, 
leading to the convergence of the MSE of the FCSI algorithm 
as the SNR increases, which in turn prevents the CER from 
decreasing with higher SNR. The MSE of CFO at an SNR of 
16 dB is 0.204 7, which is very close to the set Gaussian dis‑
tributed Doppler shift variance σ2

G = 0.25. This result demon‑
strates the effectiveness of the FCSI method for CFO estima‑
tion. In such scenarios, the actual CFO difference between de‑
vices is smaller than the Doppler shift induced by the HF sky‑
wave channel, complicating the classification of devices with 
similar CFOs. Therefore, we need to mitigate the impact of 
Doppler spread. Considering the distribution of the Doppler 

Table 1. Simulation system parameters of the classification test

Parameter
Device number NT

HF channel multipath number
Multipath delay τ

Standard deviation of Doppler shift σG

Carrier frequency fc

System bandwidth BW

Subcarrier spacing Δf

Subcarrier number NSC

CP length NCP

Guard band subcarrier number

Value
12
2

2 ms
0.5

16 MHz
320 kHz
500 Hz

512
8

50 Figure 4. CER and MSE of CFO estimation with different SNRs in 
HF channel

BP: block pilot
CER: classification error rate
CFO: carrier frequency offset
CP: cyclic prefix
FCSI: frequency domain correlation and 

spline interpolation
HF: high frequency
MSE: mean squared error
SNR: signal-to-noise ratio
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shift, we can use the M-consecutive average method to lever‑
age statistical properties and appropriately reduce the random‑
ness of the Doppler shift.

The M-consecutive average method is applied to the classifi‑
cation in the HF skywave channel. As shown in Figs. 8 and 9, 
the CER and MSE of the CFO estimation decrease with the in‑
creasing M, demonstrating the effectiveness of this method in 
reducing the CER of classification in the channel. When M =
16, the CER of the FCSI algorithm can reach 9.47% at an SNR 
of 10 dB. The experimental results indicate that leveraging the 
statistical properties of CFO effectively mitigates the impact of 
the Doppler shift on device identification, significantly reduc‑
ing the CER.

6 Conclusions
We introduce DC offset, IQ imbalance, and CFO into the 

baseband signal to simulate the impact of RF imperfections on 
an HF skywave time-varying channel in the OFDM system. We 
employ an HF skywave channel model characterized by random 
Doppler frequency shifts and propose the FCSI algorithm to es‑
timate the CFO of the transmitter as the RFF. Subsequently, the 
Euclidean distance between prior and test RFFs is used to clas‑
sify 12 transmitters. The simulation results demonstrate that the 
FCSI method achieves a significantly lower CER than those ob‑
tained by CP- and BP-based CFO estimation methods. Further‑
more, the M-consecutive average method proves to be an effec‑

Figure 5. CER and MSE of CFO estimation with different SNRs in 
AWGN channel

AWGN: additive white Gaussian noise
BP: block pilot
CER: classification error rate
CFO: carrier frequency offset
CP: cyclic prefix

FCSI: frequency domain 
correlation and spline inter‑
polation
MSE: mean squared error
SNR: signal-to-noise ratio

Figure 8. CER and MSE of CFO estimation versus M in HF channel

BP: block pilot
CER: classification error rate
CFO: carrier frequency offset
CP: cyclic prefix
FCSI: frequency domain correlation 

and spline interpolation
HF: high frequency
MSE: mean squared error
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tive strategy for reducing the CER in the HF skywave channel 
to resist the influence of Doppler spread on RFF extraction.
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1 Introduction

Network traffic classification (TC), as an essential 
means for network management and security, has re‑
ceived significant attention from academia and indus‑
try since the late 1990s. It has been well applied in 

quality of service/quality of experience (QoS/QoE) manage‑
ment, network resource optimization, congestion control, intru‑
sion detection, etc. [1] With the rapid development of new-
generation network technologies (B5G/6G, Internet of Things, 
celestial and terrestrial integrated networks, etc.), network 
technology is moving towards high autonomy of self-healing, 
self-management, self-optimization and self-protection, and 
the network traffic classification technology plays a key role as 
one of the decision-making tools for the network service and 
security management[2]. However, with the ubiquitous access 
of a large number of heterogeneous terminals, the network 

shows a high degree of dynamism, heterogeneity and complex‑
ity. This brings new challenges to network traffic classification 
technology. In particular, the frequent upgrading of legacy ap‑
plications, the continuous emergence of new applications, and 
the gradual downgrading of silent applications have left net‑
work TC technology “one step behind”, unable to keep pace 
with dynamic application change.

The development of TC technology has roughly gone 
through three stages. The first phase is based on ports or deep 
packet inspection (DPI) to achieve TC. However, as applica‑
tions increasingly adopt technologies such as tunnelling, en‑
cryption, and random ports, coupled with the security risk of 
user privacy leakage, these technologies quickly become inef‑
fective. The second phase mainly uses machine learning (ML) 
based methods to learn the intrinsic laws of different business/
application/attack traffic characteristics and implement the de‑
lineation of various applications in the data space to achieve 
traffic classification. However, such methods need to extract 
high-quality traffic features as the training basis of ML, and This work was supported by ZTE Industry⁃University⁃Institute Coopera⁃

tion Funds under Grant No. HC⁃CN⁃20220607009.
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the extraction and selection of these features are highly depen‑
dent on the experience of network experts and time-
consuming. With the rapid development of cloud computing, 
big data, especially deep learning (DL) and high-performance 
computing technologies, feature learning of massive traffic 
data has become possible, bringing new extension space to the 
TC field. DL has three excellent features: automatic feature ex‑
traction that can reveal more profound data laws, a large num‑
ber of mature applications in vision/image/text/voice models, 
and the ability to address the gaps in ML-based TC methods. 
In recent years, DL-based TC techniques (hereafter referred to 
as DL-TC; AI-TC in subsequent text denotes ML/DL-TC) have 
been proposed and sparked new research enthusiasm. These 
include methods based on the convolutional neural network 
(CNN), the auto encoder (AE), the multilayer perceptron 
(MLP), long short-term memory (LSTM), and the generative ad‑
versarial network (GAN), which have achieved better classifi‑
cation performance than ML-TC[3–9].

Many research institutes and personnel are actively re‑
searching and developing efficient AI-TC algorithms and mod‑
els, but there are still many problems for practical deployment 
and operation. Table 1 shows the comparison between aca‑
demia and industry in AI-TC.

The data distribution shift has now become a research hot‑
spot in AI, but most studies focus on classical AI fields such 
as images, vision, speech, and texts, and few studies have ven‑
tured into network traffic classification. This paper focuses on 
the data shift problem in AI-TC, describing its concepts, chal‑
lenges, and critical techniques. The contributions of this pa‑
per are as follows:

1) A generic framework for AI-driven sustainable learning 
of network traffic classification systems is proposed;

2) The existing research progress on the data distribution 
shift problem is summarized, and a data distribution shift de‑
tection method for AI-TC is proposed;

3) The current advances in continuous learning research 
are summarized and a continuous learning method for AI-TC 

is presented;
4) The challenges and future research directions in data dis‑

tribution shift detection and continuous learning within the 
context of AI-TC are identified.
2 A Generic Framework for Sustainable 

Learning of AI-TC System

2.1 AI-TC System Framework
To cope with the three major challenges of dynamic 

changes in the network environment, rapid evolution of busi‑
ness applications, and continuous upgrading of privacy protec‑
tion in the new generation of communication networks, the AI-
TC system has to be an iterative optimization process with con‑
tinuous learning. The generic end-to-end AI-TC workflow is il‑
lustrated in Fig. 1. From the perspective of an end-to-end ma‑
chine learning lifecycle, a common framework for sustainable 
learning AI-TC classification systems includes the definition 
of AI-TC classification requirements/design principles, traffic 
data engineering (TDE), feature engineering and model devel‑
opment and evaluation, model interpretation, deployment, 
model monitoring, and continuous learning phases. The sepa‑
rate phases are detailed below:

• Design principle: It primarily aims to define detailed clas‑
sification requirements and development principles for AI-TC. 
These requirements include classification granularity, applica‑
tion scenarios, data sources, and real-time/non-real-time con‑
siderations, while the development principles encompass reli‑
ability, robustness, security, adaptability, etc.

• TDE: It builds datasets for training and testing. This in‑
cludes considerations for data sources (baseline data sources, 
real-time data sources, etc.), traffic collection, traffic sam‑
pling, preprocessing (background traffic, redundant data, etc.), 
and traffic labeling (including both manual and ML-based la‑
beling). Furthermore, after model deployment, it is essential to 
continuously gather and sample new traffic sample representa‑

Table 1. Comparison between academia and industry in AI-TC

Classification requirements

End-to-end TC
Training data

Costs
Data distribution shift
Continuous learning

Interpretability
Computational complexity

Academia
Modeling on training datasets for optimal performance
Focus on the modeling process before the TC model is 

deployed
Static/obsolete, well labeled, noise known

Mostly unconcerned
Mostly unconcerned
Mostly unconcerned
Mostly unconcerned

Focus more on training fast

Industry
Comprehensive study of training/classification costs, efficien‑

cy, continuous operation, credibility, etc.
Increased focus on monitoring optimization of TC models after 

deployment
Continuous/changing, no/wrong labeling, noise unknown

Great concern
Great concern
Great concern
Consideration

More concerned with reasoning fast
TC: traffic classification
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tives of typical scenarios (e.g., through active learning) to sup‑
port ongoing learning.

• Traffic feature engineering (TFE): It performs feature 
extraction, selection, representation, and reduction for net‑
work traffic data to construct an optimal feature subset in 
accordance with the design principles of the AI-TC classifi‑
cation system.

• Model development/evaluation: This session involves the 
choice of learning methods (supervised, semi-supervised, un‑
supervised, and weakly supervised), training methods (central‑
ized/distributed training, federated learning, etc.), whether to 
pre-train or not, and whether to use the classical model for 
transfer learning or not. In addition, based on the TC design 
principles, the corresponding performance evaluation metrics 
are defined, including accuracy, precision, recall, F1 score, 
AUC, etc. In addition, the computational complexity, time 
complexity, computational resources (CPU/memory/flash 
memory) and time (training/inference) required for training/
reasoning of the model are also considered.

• Model interpretation/explanation (XAI): In a narrow 
sense, model interpretability mainly solves the trustworthiness 
of classification model users (e. g., operators). Specifically, it 
focuses on solving the “black box” problem of AI-TC models 
so that users of the classification model (e. g., operators) can 
trust the model and have confidence in using the model. In a 
broader sense, model interpretability also includes transpar‑
ency and fairness. The former primarily aims to provide model 
transparency for developers, turning the “black box” into a 

“white box”, which is convenient for model problem diagnosis 
and iterative optimization. The latter is to detect whether the 
model is biased, e. g., whether the classification model favors 
high-value users while neglecting low-value users, especially 
in the application scenario of bandwidth guarantee based on 

refined application classification.
• Model deployment: According to different application sce‑

narios, the reasoning environment of classification models can 
be divided into the network side, the edge side and the termi‑
nal side. The model deployment includes model sending meth‑
ods (pull/push/subscribe, etc.), update strategies, training par‑
ticipation modes (e. g., the federated learning mode), traffic 
sampling methods (e.g., active learning), and performance pa‑
rameter reporting.

• Model monitoring: By comprehensively monitoring the sta‑
tus of the classification model and the real-time data flow, this 
link can detect key issues such as classification system failure 
and classification model degradation promptly, thereby trigger‑
ing continuous learning and driving a new round of iterative 
updates. This is crucial to the robustness of the entire classifi‑
cation system. In addition to general hardware/software fail‑
ures of the classification system, the scope of monitoring also 
includes specific machine learning failures such as hyperpa‑
rameter problems and abnormal data problems. The most im‑
portant is the data distribution shift, which is particularly se‑
vere in network traffic classification.

• Continuous learning: This session is triggered by model 
monitoring, which initiates a series of iterative optimization 
and continuous learning from TDE, TFE, as well as model de‑
velopment evaluation, deployment, etc., which is the key to 
keeping the whole classification system with high adaptability, 
robustness and reliability.

The following content focuses on an in-depth elaboration of 
two issues: data distribution shifts and continuous learning.  
Their concepts, existing technologies, and applications in the 
context of AI-TC are introduced, and open questions and fu‑
ture research directions are presented.

Figure 1. Generic end-to-end AI-TC workflow
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2.2 Flow Data and Feature Engineering
The traffic data distribution shift problem is inextricably 

linked to traffic data and feature engineering, and this paper 
proposes an AI-driven workflow for network traffic classifica‑
tion data and feature engineering, as shown in Fig. 2.

1) Data source: a combination of baseline data and real-
time streaming data. Baseline data mainly consists of public 
and self-built private datasets. In addition, real-time stream‑
ing data from the real network being served is also collected to 
meet the need for continuous learning of new traffic data class 
distributions.

2) Traffic acquisition and preprocessing: Considering the 
huge amount of real-time streaming data, it is necessary to 
design a reasonable traffic sampling strategy to collect repre‑
sentative traffic samples. In addition, pre-processing, i. e., 

“traffic distilling”, is also required because real-time flow 
data often contains background traffic, redundant groups and 
other noisy data.

3) Traffic labeling: The traffic is labeled with business 
types, applications, or attacks, i.e., the ground truth, which 
is an extremely critical step in dataset construction and will 
directly affect the performance of the AI-TC model. Devel‑
oping the automated traffic annotation capability indepen‑
dent of network experts is the future development trend in 
traffic labelling[10].

4) Feature extraction, selection, and compression: It refers 
to extracting representative flow features from raw packets, 
whether using ML or DL. Flow features are mainly classified 
into raw packet bytes and flow attributes. The former is often 
used for packet-grained classification in real-time scenarios, 
while the latter is classified into packet- , flow- , and session-
level features according to the granularity of the flow attri‑
butes, which are primarily in the form of spatial (packet 
length, number of packets, flow length, etc.), temporal (inter-
packet time interval, flow duration, etc.) and statistical fea‑
tures (expectation, variance, etc.). A typical set of network traf‑
fic features is shown in Table 2. To reduce the complexity of 

the model, it is also necessary to select the most representa‑
tive characteristics according to certain principles, which in‑
volves the feature selection method[11]. The features need to be 
compressed to further reduce the model parameters and the 
complexity of model training, usually using AE, principal com‑
ponent analysis (PCA), and other dimensionality reduction 
methods.

5) Feature representation: After extracting traffic features 
for model training, it is often necessary to choose a suitable 
way to express the traffic feature information. Common meth‑
ods of expression include 2D vectors, images, byte sequences, 
graphs, etc. This forms a feature set for model training.

6) Data storage and retrieval: Traditional network traffic da‑
tasets are often stored as PCAP raw files or stream feature csv 
files. However, data formats, models, storage, and retrieval 
methods will face new challenges when building large-scale 
massive datasets.
3 Data Distribution Shift in AI-TC

3.1 Concept
After the AI-TC classification model is deployed to the real 

network environment, the data distribution of the application 
traffic becomes different from that during the training period, 
which is called the data distribution shift (DDS). One funda‑
mental assumption of ML systems is that the training set and 
unseen data come from the same static distribution. In the 
model development and evaluation phase, the testing set repre‑
sents the unseen data, and the model’s performance on the 
testing set reflects the model’s generalization ability. How‑
ever, in practice, this is often not the case. The unseen data is 
prone to change (e.g., application updates, emergence of new 
applications, etc.), i. e., the DDS phenomenon occurs, leading 
to degraded model performance. The DDS phenomenon arises 
from two reasons: first, the training set is limited by data col‑
lection/sampling, annotation, and preprocessing methods, 
which are unable to represent real-world data distributions re‑

Figure 2. AI-driven network traffic data and feature engineering
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alistically; second, real-world data is not static, but dynami‑
cally changes with new applications and application updates. 
The solution to the AI-TC data shift problem should achieve 
three objectives: 1) detecting the drift with the minimum num‑
ber of traffic samples; 2) accurately characterizing the shift 
characteristics of the traffic data distribution, and preferably 
identifying shift samples from test data; 3) quantifying the de‑
gree of malignancy of the drift as much as possible.
3.2 Categories

DDS includes three subtypes: the covariate shift (CS), the 
concept drift (CD), and the label shift (LS). If the input of a 
classification model is defined as X, its probability distribu‑
tion is P ( X ); if the output is Y, its probability distribution is 
P (Y ). Under the supervised learning paradigm, training data 
can be viewed as a set of samples conforming to the joint prob‑
ability distribution of P ( X, Y ), and the ML/DL-based TC clas‑
sification model aims to build the model of P (Y|X ).

CS refers to changes in the distribution of input traffic data 
P ( X ) while keeping the conditional probability P (Y|X ) un‑
changed. There are three causes of this drift: 1) The bias in 
the traffic data collection/sampling process. For example, 
fewer samples are collected when constructing the traffic data‑
set due to less Distributed Denial of Service (DDoS) traffic. 
When DDoS attacks occur in the natural network environ‑
ment, the traffic distribution differs significantly from that in 
training; 2) data augmentation operations performed to allevi‑
ate the class imbalance problem of the training dataset, which 
cause the input distribution to be inconsistent with reality, 
such as over-sampling, SMOTE, or GAN; 3) the model train‑
ing process causing the traffic data distribution to change. In 
particular, active learning, which selects the most representa‑

tive samples based on some assumptions or prior information, 
making the distribution of training input data differ from the 
real world.

CD, known as posterior drift, refers to a situation where the 
input distribution remains unchanged, but given an input, the 
conditional probability distribution of the output changes, that 
is, P (Y|X ) changes while P ( X ) remains constant. In network 
traffic classification, it often refers to the emergence of new ap‑
plications and iterative updates to old applications. This 
causes instances previously predicted as Application A to now 
be predicted as unknown or mistakenly classified as Applica‑
tion B, while classification models use the same input. The 
CD issue is a relatively concentrated problem in previous re‑
search on network traffic classification and intrusion detection 
involving the drift of concepts.

LS, also known as prior drift or target drift, refers to a situa‑
tion where P (Y ) changes while P (X|Y ) remains constant. In 
other words, when the output distribution changes, the input 
distribution remains unchanged for a given output. Taking 
DDoS attack traffic as an example, AI-TC primarily identifies 
it as a DDoS attack based on the typical characteristic of con‑
stant inter-packet time intervals (statistically, this means 
slight variance). If AI-TC classifies traffic as a DDoS attack 
flow, the rule based on typical flow characteristics remains un‑
changed, which means P(X|Y) remains constant. However, due 
to real network conditions, DDoS attack behavior suddenly 
surges, causing an increase in this type of attack traffic, which 
means that P(Y) distribution changes (compared with the 
DDoS probability distribution in the training dataset). When 
the input traffic distribution changes, causing a CS phenom‑
enon, the output distribution often changes accordingly, thus 
leading to the LS phenomenon.

Table 2. A typical collection of network traffic features (partial)

Flow Feature
Flow 5-tuple

TCP slide window
TLS handshake packet 

information
Packet length sequence

Packet arrival times

Flow length related

Flow duration

Category
Flow index

TCP window

TLS fingerprint

Packet-related

Flow-related

Description
src/sp/dst/dp/protocol

TCP flow control parameters

Handshake types, cipher suites, content types, key length, etc
A sequence of packet lengths in the stream.

It may contain upstream, downstream, and bidirectional sequences as needed.
A time sequence of packet arrivals in a diversion. Upstream, downstream 

and bidirectional sequences may be included as needed.
Total number of flow bytes per unit of time, which may include upstream, 

downstream, and bidirectional as needed.
TCP flow duration UDP flow duration can be increased if NP resources 

are sufficient.

Feature Calculation Method
Serialized regular

preprocessing
Serialized regular

preprocessing
Serialized regular

preprocessing
Packet length variance

(max/min/ave/std)
Packet time variance

(max/min/ave/std)
Multi-flow length variance

(max/min/ave/std)
Multi-flow duration variance

(max/min/ave/std)
 NP: network processing      TCP: transmission control protocol      TLS: transport layer security       UDP: user datagram protocol
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3.3 Causes of Formation
There are many causes of distribution drifts in flow data, 

which are broadly classified into the following two categories.
3.3.1 Causes of CS/LS

Since CS and LS often occur concurrently, their underlying 
causes are fundamentally similar.

1) Flaws in data collection methods for the training dataset 
lead to CS or LS. Due to limitations in data collection, the dis‑
tribution of some traffic categories in the training set differs 
from that in real networks. For instance, malicious attacks oc‑
cur more frequently in real networks, but simulating attack 
traffic is challenging during data collection for training, result‑
ing in a smaller amount of collected traffic.

2) Feature changes can lead to CS/LS. For example, intro‑
ducing new features, such as the device type (Apple or An‑
droid), for fine-grained mobile application identification in the 
AI-TC model can result in CS/LS.

3) The use of data augmentation methods to address class 
imbalance may cause CS/LS.

4) CS/LS arises during the model learning process. For in‑
stance, selecting the most representative samples based on 
heuristic rules for active learning can result in CS/LS.
3.3.2 Causes of CD

CD is often the result of new applications emerging, old ap‑
plications getting updated, and inactive applications being 
taken down. This is particularly significant in security sce‑
narios like intrusion detection. For instance, in order to evade 
detection, hackers continuously enhance and modify their at‑
tack methods using various traffic obfuscation techniques.
4 Shift Detection

4.1 Traditional Approaches
Traditional methods infer whether the DDS problem occurs  

by monitoring the changes in metrics such as accuracy, preci‑
sion, recall, F1-score, and AUC-ROC. However, these metrics 
need to be compared with the ground truth. The model is often 
unable to obtain the real value in real-time or after a consider‑
able delay, so the method is impractical. Lipton et al. [12] pro‑
posed a black-box shift estimation method to detect and quan‑

tify the degree of shift in the data distribution without the need 
for actual data labels. This method designs a black-box predic‑
tor to reduce data dimensionality and, by utilizing the revers‑
ibility of a confusion matrix, predicts whether a data distribu‑
tion shift has occurred and quantifies the degree of the shift.
4.2 Statistical Methods

The statistical method is to compare the statistical values of 
the source distribution and the target distribution, such as 
min, max, mean, median, variance, skewness, and kurtosis. 
For example, statistics on the expected value and variance of 
packet lengths in network flow features during model infer‑
ence are compared with those of the training dataset to deter‑
mine whether there is any shift. Google’s TensorFlow exten‑
sion plugin currently supports some of these features. How‑
ever, the statistical values in the training set and those during 
the inference process may be quite similar, making it difficult 
to determine whether a data distribution shift has occurred. 
Currently, shift detection based on statistical methods can be 
roughly categorized into two types: univariate detection and 
multivariate detection.
4.3 Two-Sample Hypothesis Test

Another method is using a two-sample hypothesis test (re‑
ferred to simply as the two-sample test). This test serves to as‑
certain whether a substantial statistical disparity exists be‑
tween two datasets. Detecting such a difference indicates a re‑
duced likelihood of random variations within the data. Further‑
more, it suggests a greater probability that the two datasets 
stem from distinct distributions, signifying a shift in the data 
distribution. A typical two-sample test method is the 
Kolmogorov-Smirnov test, or the K-S test, which does not re‑
quire prior knowledge of the data distribution, but detects the 
difference in the statistical level between the two datasets 
from the training set and the real-time flow to determine the 
shift. However, the disadvantage of this method is that it can‑
not work in a high-dimensional space. Thus, high-dimensional 
data must first be downscaled before applying the K-S test for 
statistical level difference analysis. Fig. 3 shows a framework 
for detecting shifts in network traffic distribution based on the 
two-sample test. The framework performs a dimensionality re‑
duction operation on data from two distributions—the training 

Figure 3. Network traffic distribution shift detection based on a two-sample test
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set and the real-time flow—to form low-dimensional training 
features and real-time flow features, feeds them into the K-S 
two-sample test, integrates several statistics for shift detection, 
and finally performs quantitative analyses of the shift degree. 
These include various dimensionality reduction methods, 
PCA, AE, etc. There are also many methods for two-sample 
testing, such as maximum mean discrepancy (MMD) [13] and 
learned Kernel MMD[14].

Fig. 3 shows the whole shift detection process. First, the 
training feature set and the real-time flow feature are reduced 
to low-dimensional features, respectively with dimensionality 
reduction means like PCA. The low-dimensional training fea‑
tures are referred to X = x1, x2,…, xn, while the low-

dimensional real-time flow features are X̂ = x1 , x2 ,…, xn. Then the distance between the two distributions is calculated 
using MMD. The calculation formula is: MMD (X, X̂ ) =

|

|

|
||
|
|
||

|

|
||
|
|
| 1
n ∑

i = 1

n

ϕ ( )xi - 1
m ∑

j = 1

m

ϕ ( )Xj

2
, which calculates the squared 

Euclidean distance between the mean of samples mapped to 
the feature space in X and X̂ separately. When the value of 
MMD is 0, we consider the two distributions to be the same. 
Thus, MMD measures the difference between the distributions 
of samples by comparing their means in feature space and 
thus can be used to detect shift between domains.
4.4 Two-Sample Testing Experiments

We utilized real traffic collected at different time intervals 
for the same application as our dataset. On the personal termi‑
nal, PCAPdroid is used to mark network traffic, and on the 
router, Wireshark is used to capture it. Finally, the two are 
compared and filtered to obtain the traffic data required by the 
experiment. CICFlowMeter is then used to calculate the net‑
work traffic characteristics for each application’s PCAP file to 
get the corresponding csv file. The applications contained in 
the dataset and the corresponding number of streams are 
shown in Table 3.

We employed a consistent traffic classification model, and 
the results are shown in Fig. 4 and Table 4. Traffic of the same 
application collected at two different time points with a one-
month interval was used for evaluation. Fig. 4a presents the con‑
fusion matrix for traffic collected at the earlier time point, while 
Fig. 4b shows the results for traffic collected at the later time 
point. As can be observed, the classification performance of QQ 
Music exhibits a noticeable degradation across the two time 
points, with the number of correctly recognized samples de‑
creasing from 6 588 to 6 275, whereas the performance of most 
other applications remains relatively stable. This observation 
suggests the presence of a potential data distribution shift, 
which motivates the subsequent drift detection experiments.

The experimental results show that the classification perfor‑
mance of QQ Music degrades noticeably, which is consistent 

Table 3. Dataset and the corresponding number of streams

App
QQmusic (Music)

LOL:Wild Rift (Game)
Naruto (Game)
Zhihu (Sociality)

Bilibili (Video)
Teamfight Tactics (Game)

IQiyi (Video)
Tiktok (Video)

Honor of Kings (Game)
Background (Log)

Flow
39 465
19 841
27 240
16 643
20 014
23 718
36 740
16 640
42 734
30 000 Figure 4. Confusion matrices of network traffic classification results at 

two different time points

(b) Classification results at the later time point

(a) Classification results at the earlier time point
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with the drift detection outcomes. To further investigate this 
phenomenon, paired-sample drift detection was performed by 
comparing traffic collected at two different time points. As il‑
lustrated in Fig. 4a, the traffic features from two closely 
spaced time points are highly similar and largely overlap, indi‑
cating no observable data drift. In contrast, Fig. 4b demon‑
strates a clear distribution shift when comparing traffic col‑
lected at two time points separated by a longer interval. These 
results suggest the presence of a data distribution shift, which 
motivates subsequent drift detection analysis.

The corresponding drift detection results are summarized in 
Table 5. For the one-day interval data, most methods report no 
drift, except for Spot-the-diff. For the one-month interval data, 

the majority of methods successfully detect drift, with the ex‑
ception of the Least-Squares Density Difference method. In 
terms of efficiency, Kolmogorov-Smirnov, Cramérvon Mises, 
and the mixed-type tabular data methods exhibit the lowest ex‑
ecution times, whereas MMD and Spot-the-diff incur the high‑
est computational cost.

The distance for detecting drift in Table 5 denotes a func‑
tion or metric utilized in measuring the variation or resem‑
blance of data or concepts. For instance, MMD is a representa‑
tive technique for drift detection based on data distributions. 
The fundamental concept of MMD is that if the moments of 
any two data distributions are identical, then these two distri‑
butions are consistent. Conversely, the two distributions have 

Table 4. Classification results of network traffic at different times

QQ Music
Background

Bilibili
Tiktok
Naruto
IQiyi

Honor of Kings
Zhihu

LOL: Wild Rift
Teamfight Tactics

Accuracy
Macro avg

Weighted avg

Traffic at Time Point T1
precision

0.802
0.716
0.984
0.736
0.732
0.859
0.865
0.800
0.842
0.988
0.828
0.832
0.831

recall
0.826
0.698
0.951
0.638
0.880
0.871
0.812
0.791
0.897
0.899
0.828
0.826
0.828

f1-score
0.814
0.707
0.968
0.683
0.799
0.865
0.838
0.795
0.869
0.942
0.828
0.828
0.828

support
7 978
6 106
3 979
3 291
5 472
7 300
8 653
3 250
3 977
4 601
0.828

54 607
54 607

Traffic at Time Point T2
precision

0.829
0.709
0.985
0.749
0.688
0.861
0.841
0.841
0.817
0.984
0.822
0.830
0.827

recall
0.787
0.698
0.950
0.656
0.897
0.843
0.819
0.767
0.904
0.901
0.822
0.822
0.822

f1-score
0.807
0.704
0.967
0.700
0.779
0.852
0.830
0.802
0.859
0.941
0.822
0.824
0.822

support
7 978
6 106
3 979
3 291
5 472
7 300
8 653
3 250
3 977
4 601
0.822

54 607
54 607

Table 5. Experimental results of data drift in response to different time periods

Data

One-month interval

One-day interval

Methods
Kolmogorov-Smirnov

Maximum mean discrepancy
Chi-Squared

Cramérvon Mises
Least-squares density difference

Spot-the-diff
Mixed-type tabular data

Kolmogorov-Smirnov
Maximum mean discrepancy

Chi-Squared
Cramérvon Mises

Least-squares density difference
Spot-the-diff

Mixed-type tabular data

Drift Occurs
√
√
√
√
√
×
√
×
×
×
×
√
×
×

Distance (unitless)
/

0.192 245 841
/
/

0.239 282 097
0.551 293 545

/
/

0.000 526 399
/
/

0.003 137 094
0.054 495 389

/

Execution Time/s
0.062
1.385
0.232
0.030
0.398
1.293
0.069
0.064
1.449
0.145
0.025
0.391
1.286
0.069
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drifted if a particular moment exhibits divergence. If the 
MMD’s value is 0, it demonstrates that the two distributions 
are identical and have not drifted. The approach employs a 
Gaussian kernel function to capture changes in the data’s 
higher-order moments. A larger MMD value signifies a greater 
disparity between the two distributions, implying a higher de‑
gree of drift. However, the flow features do not provide suffi‑
cient information about QQ Music. For instance, the Spot-the-
diff method requires a reference set and a test set. The refer‑
ence set represents the baseline distribution of the data, while 
the test set is used to detect any drift. The distance between 
the histogram vectors of the reference set and the test set is 
calculated and ranked for each flow feature. The top k-th fea‑
tures with the largest distances are identified as candidates for 
the occurrence of drift. However, drift detection is often im‑
peded by the inadequate determination of thresholds for k.

Furthermore, a visualization technique was employed to 
identify instances of drift in QQ Music traffic. Network traffic 
differs from images and text, making it difficult for human per‑
ception. The t-distributed stochastic neighbor embedding (t-
SNE) approach was chosen to analyze the network traffic at 
varying time intervals. Fig. 5a illustrates the daily collected 
QQ Music network traffic, revealing an overlap of the two data 
types. In contrast, Fig. 5b displays the monthly collected QQ 
Music network traffic, where a clear distinction between the 
left and right sides of the diagram can be observed.
5 Solutions to Network Traffic Data Distri⁃

bution Shift

5.1 Common Approaches
There are three common ways to cope with the data distribu‑

tion shift problem: 1) Continuously supplementing new data 
for model retraining. This requires the training dataset to be 
large enough for the AI-TC model to learn the distribution as 
comprehensively as possible. However, this is often difficult to 
achieve in practical applications because of the enormous size 
of the network traffic. The massive traffic dataset will take up 
a great deal of storage resource, which also sharply increases 
the cost of model training. So, the academic community is also 
constantly looking for new methods to make the model cope 
with the network data shift problem at a limited cost. 2) Re‑
training the model using newly labeled data. The different 
training methods are divided into two ways: retraining the 
model on both new and old data (also called stateless training) 
and using only new data for continuous training on the exist‑
ing model (known as stateful training or fine-tuning). Regard‑
less of the paradigm selected, two core questions need to be 
clarified: how to choose between stateful and stateless training 
and how to start a new training. 3) Domain adaptation. To 
solve the problems of the previous two approaches, research‑
ers have proposed a new area of research in machine learning. 
This method allows the model to learn the target distribution 

without new labels. It often uses representation learning meth‑
ods combined with unsupervised learning to enable the model 
to learn invariant features of the data, thereby effectively ad‑
dressing data distribution shift[15–16].
5.2 Instance-Based Adaptive Methods

Instance-based adaptation is a process in domain adapta‑
tion that aims to minimize the bias among data distributions 
by reweighting source-labeled data according to the target 
risk. It assumes that the source and target distributions differ 
only in their marginal distributions， while the posterior distri‑
bution remains constant, called covariate bias. The problem is 
difficult to solve without labeled data in the target domain. To 
solve this problem, an importance weighting method is used to 
compensate for the bias by reweighting the samples in the 
source domain according to the ratio of the densities in the tar‑

Figure 6. Visualisation of network traffic characteristics for different 
time intervals

t-SNE: t-distributed stochastic neighbor embedding
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get and source domains. This can be achieved by methods 
such as kernel mean matching (KMM) and the Kullback-
Leibler importance estimation procedure (KLIEP). KMM uses 
the MMD in the Reproducing Kernel Hilbert Space (RKHS) to 
estimate the weights by minimizing the difference between the 
domains. In contrast, the KLIEP uses the KL difference be‑
tween the target and weighted source distributions to estimate 
the density ratio directly.
5.3 Feature-Based Adaptive Methods

Feature-based adaptation is a domain adaptation process 
that aims to map source data to target data by learning trans‑
formations that extract invariant feature representations across 
domains. The method transforms the original features into a 
new feature space and then minimizes the gap among domains 
while preserving the underlying structure of the original data. 
Current feature-based adaptive methods mainly include the 
following three methods.

1) Subspace-based methods: This approach aims to dis‑
cover common intermediate representations shared among 
domains by constructing low-dimensional subspaces for each 
domain and reducing their differences. Techniques such as 
PCA can be used to construct subspaces and measure do‑
main offsets.

2) Transformation-based methods: This approach trans‑
forms the original features into a new representation to mini‑
mize the differences between the marginal and conditional dis‑
tributions while preserving the structure and characteristics of 
the original data. Differences among domains are measured us‑
ing techniques such as MMD and Kullback-Leibler Diver‑
gence (KL-Divergence).

3) Reconstruction-based methods: This approach aims to 
reduce the differences between domain distributions by em‑
ploying an intermediary feature representation to reconstruct 
samples. It entails acquiring a linear projection matrix that 
converts source samples into intermediate representations 
and subsequently aligns them with the samples present in 
the target domain.
5.4 Deep Domain Adaptive Methods

Deep domain adaptive methods utilize neural networks (e.g., 
CNN, VAE, GAN) to close the gap among domains and adjust 
the distributions between the source and target domains. 
These methods typically involve training two networks: one 
for the source data and the other for the target data. These 
two networks can learn the representation features of the two 
types of data to minimize the inter-domain differences. Cur‑
rent approaches based on deep domain adaptation are di‑
vided into three main directions:

1) The variance adaptive approach uses an adaptive layer in 
the domain adaptation to match the marginal distribution 
across domains, aiming to adjust the bias in the distributions.

2) The reconstructive adaptive method adopts an autoen‑

coder to adjust the differences across domains. The autoen‑
coder is trained on samples from one source domain and then 
adjusts and reconstructs samples from another domain. By 
minimizing the reconstruction error between the source and 
target domains, the autoencoder can learn to extract invariant 
features across domains.

3) Adversarial domain adaptation uses adversarial learning 
to extract domain-invariant features by minimizing distribu‑
tional differences among domains.
6 Current Challenges and Future Research 

Directions
Both continuous learning and domain adaptation have im‑

proved network traffic classification in real-world environ‑
ments to some extent, allowing models to be deployed in such 
scenarios. However, current techniques still suffer from the 
following problems:

1) Network data mobility: The characteristics of network 
traffic change with time, location, network topology, etc. Con‑
tinuous learning requires timely access to new data, while the 
domain adaptive model needs to adapt to dynamic changes in 
domain differences in a timely manner.

2) Application domain shift: Application version updates or 
business upgrades will most likely lead to significant differ‑
ences in traffic characteristics. Meanwhile, the features previ‑
ously found by the domain adaptive models are no longer simi‑
lar. How can domain shift be detected in open scenarios?

3) Lack of labeled data: The challenge of annotating net‑
work data remains persistent and unresolved. Moreover, the 
presence of imbalanced samples within various categories of 
network traffic significantly undermines the precision of the 
continuous learning process.

4) Real-time requirements: Network traffic classification re‑
quires rapid response to identify and address real-time cyber 
threats, so models must be trained and inferred under real-
time requirements. When models are then deployed, few stud‑
ies have considered how network traffic is pre-processed and 
classified in real time.

5) Model complexity and computational resources: Models 
used in real-world scenarios are often in a state of failure and 
retraining due to the extremely large number of web applica‑
tions available today. This situation greatly consumes computa‑
tional resources and significantly increases model complexity.

Future researchers should focus on the following directions:
1) Combining continuous learning with dynamic domain 

adaptive methods to address data trafficability issues;
2) Designing systems that enable end-to-end continuous 

learning, including model failure feedback, shift detection, 
model updating, and real-time application, to ensure the sus‑
tained effectiveness of the model;

3) Enhancing the rapid response capability in real-time 
network environments and designing efficient model update 
and inference strategies to meet the requirements of real-
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time scenarios.
4) Investigating how to reduce model complexity and im‑

prove computational efficiency so that the model can be ap‑
plied in practical scenarios;

5) Trying to use small samples or unsupervised learning on 
continuous learning to improve the quality of data collection 
and labeling and reduce reliance on labeled data.
7 Conclusions

In this paper, we propose a generic AI-driven network traf‑
fic classification workflow and design a traffic data and feature 
engineering framework in detail. We thoroughly study the con‑
cepts and causes of network traffic data distribution shift, sum‑
marize the existing research progress on the data distribution 
shift problem, and then propose corresponding shift detection 
methods. Considering the current shift detection techniques, 
we analyze the effective means to address such shift and pro‑
pose the domain adaptive method applicable to AI-TC to solve 
the data distribution shift problem. Finally, the current chal‑
lenges and future research directions of AI-TC in data distri‑
bution shift detection and continuous learning are proposed 
from the requirements of data labeling, model complexity, and 
real-time performance.
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1 Introduction

In recent years, 5G and beyond technology has been widely 
adopted and integrated into various fields[1].  As a founda‑
tion of the digital economy, 5G industrial Internet collabora‑
tive systems play a crucial role.  Traditional industrial net‑

works were closed, making it difficult to manage a large number 
of terminal devices and users and resulting in poor network scal‑
ability.  With the integration of 5G, industrial networks can effi‑
ciently manage numerous industrial terminal devices and users 
through 5G network elements.  Simultaneously, users and de‑
vices can easily access the industrial Internet via 5G networks.  
This transition has opened up industrial networks, allowing us‑
ers and devices to use the industrial Internet more conveniently, 
thereby significantly improving production efficiency.  Further‑

more, by using 5G, industrial networks can seamlessly access 
external cloud servers and acquire the ability to store large 
amounts of data at a low cost.

Regardless of the specific technology adopted, a typical data 
storage scheme for 5G industrial Internet collaborative systems 
consists of four entities (Fig. 1): the data owner, who stores data 
in the 5G edge cloud; the data user, who accesses the data; and 
an authentication server, which provides entity authentication.

Considering the assumptions and requirements for secure 
data storage in 5G industrial Internet collaborative systems, 
there is a need to propose a novel data storage scheme based on 
identity authentication and access control. The design require‑
ments focus on the following five aspects:

1) Industrial data confidentiality[2]. Since the edge cloud is of‑
ten provided by telecommunications operators, industrial net‑
work users may be concerned about data leakage, which could 
endanger normal production processes, lead to economic losses, 
and even result in legal disputes. Therefore, the data owner must 
encrypt the data stored in the cloud.

This work was supported by ZTE Industry⁃University⁃Institute Coopera⁃
tion Funds under Grant No. IA20230628015 and the State Key Laboratory 
of Particle Detection and Electronics under Grant No. SKLPDE⁃KF⁃202314.
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2) Industrial data integrity[2]. Similar to the confidentiality re‑
quirement, the data owner also faces the risk that data stored in 
the cloud may be tampered with by other users. As a result, the 
data owner must sign the data stored in the cloud.

3) Authentication of the data owner and the data user[3]. When 
the data owner authorizes the data user, both parties need to un‑
dergo an identity authentication process. Otherwise, malicious 
attackers may impersonate the data user to illegally access cloud 
data, or conversely, impersonate the data owner to provide false 
data. However, since the data stored in the cloud is already en‑
crypted and protected for integrity, this scheme does not require 
authentication of the edge cloud server.

4) Authorization of the data user and implementation of ac‑
cess control[4]. The data user must obtain authorization from 
the data owner to access data on the edge cloud. Otherwise, 
unauthorized malicious attackers may illegally access cloud 
data, causing economic losses to the enterprise. In addition, 
only data users with specific attributes should be allowed to 
access cloud data.

5) Identity-based key management[5]. Since digital certificates 
require a public key infrastructure and issuing certificates for a 
large number of terminal devices and users is costly, an identity-
based key management mechanism can be used to reduce de‑
ployment costs and facilitate the management of a large number 
of terminal devices and users.

Obviously, designing a secure data storage scheme for 5G in‑
dustrial Internet collaborative systems is challenging, with di‑
verse and multifaceted design requirements, necessitating care‑
ful consideration of each process to be implemented. In this pa‑
per, we make the following four contributions:

1) We propose a lightweight and secure data storage system 
framework for 5G industrial Internet collaborative systems. Com‑
pared to other well-known methods, our approach only uses bi‑
linear pairing and modular exponentiation operations during the 
authentication process, while employing lightweight crypto‑

graphic algorithms for handling large amounts of data, resulting 
in high efficiency.

2) We propose an identity-based authentication scheme, en‑
suring that only authenticated data owners and data users can 
obtain the file encryption key, thereby preventing malicious at‑
tackers from data forgery.

3) We introduce a lightweight data access control scheme, al‑
lowing only authorized data users to decrypt files, preventing il‑
legal attackers from stealing files, while also enabling attribute-
based encryption mechanisms for specific data users.

4) We analyze the security of our scheme in the random 
oracle model, and evaluate the efficiency of newly designed 
protocols.

The remaining content of this paper is organized as follows. 
Section 2 reviews relevant literature and research work. Section 
3 describes the data storage scheme based on identity authenti‑
cation and access control for 5G industrial Internet collaborative 
systems. Subsequently, security analysis is conducted in Section 
4, and efficiency evaluation is presented in Section 5. Finally, 
Section 6 concludes the paper.
2 Related Work

Data storage is a vital component within 5G industrial Inter‑
net collaborative systems. Ensuring the security of data storage 
in the industrial Internet primarily encompasses three aspects, 
namely confidentiality, integrity, and availability[6]. However, 
there are still some problems and challenges that affect the secu‑
rity of data storage in these systems. Data leakage risk consti‑
tutes a significant issue. Owing to the distinctive characteristics 
of 5G networks, including low latency and high rates, the mas‑
sive data generated by the industrial Internet is more vulnerable 
to attacks such as theft and tampering during transmission, 
which may seriously affect the confidentiality of core enterprise 
data and cause huge economic losses. Another challenge lies in 
the complexity of data access control. In 5G industrial Internet 
collaborative systems, data flows across multiple entities and 
links, so a flexible access control model is needed to meet its re‑
quirements. However, traditional access control models such as 
role-based access control (RBAC) and attribute-based access 
control (ABAC) are difficult to apply in this environment. In ad‑
dition, the distributed storage of data in such systems poses 
higher requirements for the efficiency and security of access 
control mechanisms. Presently, numerous research efforts are 
dedicated to addressing data storage security issues in cloud 
storage systems. These papers can be mainly divided into three 
categories: data encryption, access control, and data integrity.
2.1 Data Encryption

Data encryption serves as the foundational technology for en‑
suring data storage security, effectively thwarting unauthorized 
access during transmission, processing, and storage. In 5G in‑
dustrial Internet collaborative systems, data encryption technol‑
ogy needs to adapt to the characteristics of data, such as scale, 

Figure 1. System model and interaction among four entities in a typical 
data storage scheme for 5G industrial Internet collaborative systems
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flow, bandwidth, and latency, and meet the encryption require‑
ments of different levels. These papers discuss how to achieve 
efficient and secure data encryption technology in cloud stor‑
age systems. Based on revocable-storage identity-based en‑
cryption (RS-IBE) technology, a new method for access control 
of shared data in the cloud is proposed in Refs. [7] and [8]. 
This method can achieve forward security and backward secu‑
rity, and can resist attacks of private key leakage. Based on 
the revocation mechanism, the concept of tree structure is in‑
troduced in Ref. [9]. To enhance the resistance of decryption 
keys against leakage, this scheme[9] divides the attribute set 
into two disjoint sets, and each set is combined with the mas‑
ter key to generate a key. Integrating direct revocation, par‑
tially hidden policy, and outsourced decryption attributes of 
ciphertext-policy attribute-based encryption (CP-ABE) 
scheme, an innovative data access control method is proposed 
in Ref. [10]. The security sharing and dynamic access revoca‑
tion mechanism of electronic healthcare data in public cloud 
is deeply studied in Ref. [11], guaranteeing forward and back‑
ward security. Using CP-ABE, Ref. [12] designs a linear key-
sharing scheme to resist chosen plaintext attack (CPA), and 
demonstrates good performance in dealing with policy change 
and file update. In Ref. [13], a privacy protection scheme is 
also constructed based on CP-ABE, employing concealed ac‑
cess policy to facilitate efficient permission verification. How‑
ever, this scheme[13] only supports the AND policy, so it be‑
longs to weak security model. In 5G industrial Internet collab‑
orative systems, industrial data privacy concerns should re‑
ceive greater attention.
2.2 Access Control

To safeguard user data security, cloud storage systems need 
to implement access control techniques to maintain the rights 
and interests of legitimate users. However, in 5G industrial In‑
ternet collaborative systems, traditional access control faces 
new challenges. For example, a centralized access control 
server is easy to become a prime target for attackers; once 
breached, it may lead to data leakage or service interruption. 
Attackers may steal or tamper with data and resources, or 
cause other forms of damage. Moreover, cloud security admin‑
istrators may abuse their privileges to illegally obtain or 
modify resources and access permissions, thereby reducing 
user trust in and dependence on the cloud[14]. The following pa‑
pers discuss how to achieve efficient, secure and flexible ac‑
cess control technology in cloud data storage systems. In the 
realm of centralized access control, Ref. [15] addresses the 
challenge of encrypting multiple files with similar access lev‑
els in centralized cloud storage by designing an extended file 
hierarchy CP-ABE scheme (EFH-CP-ABE). While this 
scheme enhances security and flexibility for cloud storage us‑
ers, it does have the drawback of extended encryption and de‑
cryption computational times. Aiming at the security problems 
existing in data management operations in centralized cloud 

storage, Ref. [16] designs an improved model for data access 
and sharing based on proxy key protocols. This model can ef‑
fectively resist various attacks, such as user or cloud imper‑
sonation, man-in-the-middle attack, and data confidentiality. 
However, it has the problem of low searching efficiency. For 
distributed access control, Ref. [17] stores all nodes’ public 
keys and access matrices in the blockchain and proposes an 
efficient access control method using access matrices as re‑
cord access policies. This scheme has superiority in terms of 
computation and storage consumption. In 5G industrial Inter‑
net collaborative systems, the access control technique should 
reduce the dependence on the centralized server.
2.3 Data Integrity

Data integrity verification and data possession are key secu‑
rity issues in cloud data storage systems. Established tech‑
niques primarily encompass mechanisms such as data posses‑
sion proof, recoverability proof, and storage compliance verifi‑
cation. In 5G industrial Internet collaborative systems, a large 
amount of data will be generated when a large number of in‑
dustrial terminals access the network, and such data is charac‑
terized by complex types and high mobility, which brings new 
pressure and challenges to data integrity. The following papers 
discuss how to achieve efficient, secure, and innovative data 
integrity in cloud data storage systems. Based on proxy re-
encryption technology, a scheme that uses data certificates to 
achieve duplicate data deletion is proposed in Ref. [18]. A 
data certificate is a signature mechanism based on ownership 
proof, which adopts encryption algorithms that allow cipher‑
text decryption via generated keys. Performance analysis of 
this scheme shows that it can effectively prevent dictionary at‑
tacks and improve data security. Based on a cloud file system 
and verifier, a user-friendly data auditing scheme is con‑
structed in Ref. [19], which does not rely on the collaboration 
of third parties. This scheme adopts the data reliability verifi‑
cation method proposed in Ref. [20], which can ensure data se‑
curity and reduce the resource consumption of cloud storage. 
It also introduces a low-entropy security mechanism to en‑
hance resistance against malicious data attacks.

Unfortunately, existing solutions such as role-based access 
control cannot provide fine-grained control, while existing 
attribute-based solutions are costly since they predominantly 
rely on computationally expensive bilinear map techniques. 
To address these issues, this paper designs a secure data stor‑
age and access control scheme for the low-latency require‑
ment in 5G industrial Internet collaborative systems, and con‑
structs a data access control system framework. The newly de‑
signed scheme can provide fine-grained access control while 
maintaining high efficiency. Moreover, this paper designs a 
new authentication and authorization scheme based on 
identity-based encryption techniques, which has better perfor‑
mance than traditional techniques.
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3 Proposed Scheme

3.1 System Model
This paper proposes a secure and efficient data storage and 

access control scheme based on identity authentication and an 
encryption algorithm for secure cloud data storage in 5G indus‑
trial Internet collaborative systems. To this end, the scheme in‑
volves the following entities: the data owner, the data user, the 
edge cloud, and the authentication server.

The system model, as shown in Fig.2, comprises five phases 
as detailed below. The corresponding notations are listed in 
Table 1.
3.1.1 Initialization Phase

During this phase, the authentication server generates public 
and private cryptographic parameters for the secure cloud stor‑
age system. These cryptographic parameters are used to gener‑
ate keys for the data user and the data owner in the subsequent 
authentication phase. The initialization algorithm is defined as 
{ skv, skprod, PUB } ← Init (IDv, IDprod ).

After the initialization, the authentication server sends the 
private key skprod and the corresponding public keying materi‑
als PUB to the data owner via a secure channel. Similarly, it 
sends the private key skv and PUB to the data user via a se‑
cure channel.
3.1.2 Data Uploading Phase

When the data owner intends to upload a shared file F, it es‑
tablishes the data uploading process by generating a file encryp‑
tion key kF. Then, it encrypts F using kF and generates a digital 

Table 1. Key notations and definitions in this paper

Notation
G, g, p

IDprod, IDv

skprod, skv

H (), h ()
F

σF, σM, σA, σkF

CF, CA, CkF

Deck ()
A

M

r1, r2

kF

pka, ska, pkb, 
skb

R1, T1

EnckF
(), 

Enck ()
k

skreq, pkreq

pkresp
PUB

Description
The cyclic group, its generator, and prime order

Identities of the data owner and the data user, respectively
Keying materials for IDprod and IDv, respectively

Hash functions
The file to be uploaded and downloaded

The digital signature of F, M, A and kF, respectively
The ciphertext of F, A and kF

Decryption function
The attribute values of the data user

Random number generated by the data owner 
for authentication

Random numbers generated by the data owner and the data 
user for authentication, respectively

Key generated by the data owner for encrypting the file F
Two sets of public and private keys of the 

authentication server
Parameters used for mutual authentication between 

the data owner and the data user
The symmetric encryption function with keys kF and k

The session key
Secret and public information of the authentication 

request message
Public information of the authentication response message

The set of public keying materials

Figure 2. System model and workflow of the proposed scheme
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signature σF for this file. Finally, the data owner uploads the en‑
crypted file and the digital signature to the edge cloud. The data 
owner runs the data uploading algorithm to generate the file en‑
cryption key, ciphertext, and digital signature as 
{ CF, σF, kF } ← Dup(F ).

After the data uploading, the edge cloud stores the encrypted 
file CF and the digital signature σF, which will be downloaded 
by the data user. The file encryption key kF is held by the data 
owner, and will be distributed only to the authenticated and au‑
thorized data user.
3.1.3 Authentication Phase

Before the data user downloads the shared file F, the data 
owner initiates mutual authentication by sending an authentica‑
tion request message pkreq to the data user. Upon receiving the 
authentication request, the data user verifies the request for au‑
thenticating the data owner, and then generates and returns an 
authentication response message ( M, σM ). Finally, the data 
owner verifies the response message for authenticating the data 
user. The mutual authentication process comprises the following 
three steps.

Step 1: The data owner establishes the authentication process 
by generating a set of secrets skreq and a corresponding authenti‑
cation request message pkreq. Then, the data owner sends pkreq to 
the data user. The authentication request generation algorithm is 
defined as {skreq, pkreq} ← Authreq (IDv, PUB) .

Step 2: Upon receiving the authentication request message 
pkreq from the data owner, the data user extracts the secret 
key skreq from pkreq and generates the authentication response 
message pkresp using the set of public keying materials PUB, 
its secret key skv, the data owner’s identity IDprod, and the re‑
ceived authentication request message pkreq. It then sends 
pkresp back to the data owner for authentication. The response 
generation algorithm is defined as { pkresp } ← 
Authres(PUB, skv, IDprod, pkreq ).

Step 3: Upon receiving the authentication response message 
pkresp from the data user, the data owner verifies the integrity of 
pkresp to authenticate the data user. The integrity verification al‑
gorithm is defined as { True, False } ←Auth(PUB, skreq, pkresp ). 
It takes the set of public keying materials PUB, the set of se‑
crets skreq, and the received authentication response message 
pkresp as input, and outputs True if the authentication is suc‑
cessful, otherwise False.

Following the authentication, the data owner and the data 
user mutually verify their identities, and both obtain the set of 
secrets skreq.
3.1.4 Authorization and Access Control Phase

In this phase, the data user utilizes the newly acquired set 
of secrets skreq, along with its own attribute values, to request 
reading permissions from the data owner for extracting the file 
F. The details of this phase can be described in three steps.

Step 1: The data user employs the set of secrets skreq ob‑
tained during the authentication phase to encrypt and sign its 
attribute values A, generating the ciphertext CA and digital sig‑
nature σA.The algorithm for generating the access request message is 
defined as { CA, σA } ← Accreq( skreq, A) and run by the data 
user to generate an access control request. It takes skreq and A 
as input, and outputs CA and σA.Step 2: Upon receiving CA and σA, the data owner performs 
a verification process. If the verification is successful, the data 
owner will send back the ciphertext of the file encryption key 
kF, along with its digital signature σkF

, to the data user.
The algorithm for generating the access response message 

is described as { CkF
, σkF

} ← Accres( skreq, kF ) and executed 
by the data owner to generate the ciphertext and digital signa‑
ture of kF. It takes the set of secrets skreq and the file encryp‑
tion key kF as input, and outputs the ciphertext CkF

 and the 
digital signature σkF

 of kF.
Step 3: Subsequently, the data user decrypts the received 

ciphertext CkF
 and verifies its signature σkF

. If the verification 
is successful, the data user confirms the correctness of the re‑
ceived encryption key and grants access to the file F. The ex‑
traction and verification algorithm  is defined as 
{ False, kF } ← Acc( skreq, CkF

, σkF
), which outputs the file en‑

cryption key kF for a correct file encryption key, and False 
otherwise.

Following this phase, the data user gets the file encryption 
key kF. Next, in the data downloading phase, the data user will 
use the newly acquired file encryption key kF for extracting 
and verifying the file F.
3.1.5 Data Downloading Phase

In this phase, the data user downloads the ciphertext of the 
file CF and its digital signature σF from the edge cloud. Then, 
the data user extracts the file F from CF and checks the integ‑
rity of F using kF. The extraction and verification algorithm is 
defined as { False, F } ← Ddl { kF, CF, σF}, which outputs the 
plaintext of the file F if F is not tampered by an adversary, 
and False otherwise.
3.2 Construction

The proposed efficient and secure data storage scheme for 5G 
industrial Internet collaborative systems is defined as a tuple 
(Init, Dup, Authreq, Authres, Auth, Accreq, Accres, Acc, Ddl ) 
of nine probabilistic polynomial time algorithms. Each algorithm 
is detailed below.

1) { skv, skprod, PUB } ← Init (IDv, IDprod ). The authentication 
server runs this algorithm to generate system parameters for the 
secure cloud storage system. This procedure is as follows. First, 
the authentication server generates a group G with a prime order 
p and a generator g. Second, the authentication server randomly 
generates its own private keys, denoted by ska ∈ Zp and 
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skb ∈ Zp, respectively. Third, the authentication server generates 
the corresponding public keys pka = gska ∈ G and 
pkb = gskb ∈ G. Thus, the public keying materials are defined as 
PUB={ pka, pkb, G, g, p }. Fourth, Given the data owner’s identi‑
fier IDprod ∈ { 0, 1 }n, the authentication server calculates its se‑
cret key as skprod = H (IDprod )ska ∈ G, where H: { 0,1 }n → G is a 
hash function. Finally, for the data user with the identifier 
IDv ∈ { 0,1 }n, the authentication server computes its secret key 
as skv = H (IDv )skb ∈ G, using the same hash function H.

2) { CF, σF, kF } ← Dup(F ). The data owner runs this algo‑
rithm to generate the file encryption key, the ciphertext and the 
digital signature. First, for the file F to be uploaded, the data 
owner randomly generates a number kF ∈ Zp, and subsequently 
computes the digital signature σF = h (F, kF ), where 
h: Zp → Zp is a hash function. Second, the data owner encrypts 
F as CF = EnckF

(F ), where EnckF
 is a symmetric encryption al‑

gorithm such as Advanced Encryption Standard (AES), kF is the 
file encryption key, and CF is the ciphertext.

3) { skreq, pkreq } ← Authreq (IDv, PUB). The data owner runs 
this algorithm to generate the authentication request message. 
First, the owner randomly generates r1 ∈ Zp and k ∈ Zp. Second, 
the owner computes R1 = gr1 ∈ G and calculates T1 =
h (e ( H (IDv ), pkb )r1 )⊕k, where H: { 0,1 }n → G is a hash func‑
tion, e: { G, G } → GT is a bilinear mapping function, and h:
G → Zp is also a hash function. Finally, the owner gets skreq =
{ k, r1 } and pkreq = { R1, T1 }.

4) { pkresp } ← Authres(PUB, skv, pkreq ). The data user runs 
this algorithm to generate the authentication response. First, the 
user calculates k = h (e ( skv, R1 ) )⊕T1, where e: { G, G } → GT is a bilinear mapping function and h: G → Zp is a hash func‑
tion. Then, the user randomly generates M ∈ Zp, and computes 
σM = h ( M, k ), where h: Zp → Zp is a hash function. Finally, 
the user gets pkresp = { M, σM }.

5) { True, False } ← Auth(PUB, skreq, pkresp ). The data owner 
runs this algorithm to verify the integrity of the authentication re‑
sponse message by checking whether σM = h ( M, k ). If this 
equation holds, this algorithm outputs True, indicating success‑
ful authentication. Otherwise, the data owner outputs False.

6) { CA, σA } ← Accreq( skreq, A). The data user runs this algo‑
rithm to generate an access control request. First, the data user 
encrypts its attribute value A using the session key k ∈ skreq ob‑
tained during the authentication phase, producing CA =
Enck ( A), where Enck is a symmetric encryption algorithm such 
as AES. Second, the data user generates a digital signature σA =
h ( A, k ), where h: Zp → Zp is a hash function.

7) { CkF
, σkF

} ← Accres( skreq, kF ). The data owner runs this 
algorithm to generate an access control response message. First, 
the owner decrypts CA using the secret key k ∈ skreq to obtain 
the attribute value A = Deck (CA ), where Deck is a symmetric 
decryption algorithm such as AES. Second, the owner verifies if 
σA ≟ h ( A, k ) where h: Zp → Zp is a hash function. If the equa‑
tion holds, verification succeeds; otherwise, the process aborts. 

Third, the data owner examines the attribute value A of the data 
user. If the user satisfies the required access conditions, the 
owner calculates the ciphertext CkF

= Enck (kF ) and digital sig‑
nature σkF

= h (kF, k ), where Enck is a symmetric encryption al‑
gorithm such as AES, and h: Zp → Zp is a hash function.

8) { False, kF } ← Acc( skreq, CkF
, σkF

). The data user runs 
this algorithm to extract and verify the file encryption key kF. 
First, the data user computes kF = Deck (CkF

), where Deck is a 
symmetric decryption algorithm such as AES. Then, the data 
user verifies σkF

≟ h (kF,k ), where h: Zp → Zp is a hash func‑
tion. If this equation holds, verification succeeds, and the data 
user obtains the file encryption key kF. Otherwise, the algorithm 
returns False.

9) { False, F } ← Ddl { kF, CF, σF }. The data user runs this 
algorithm to retrieve the file F. First, the user decrypts the ci‑
phertext CF to obtain the plaintext file F = DeckF

(CF ), where 
DeckF

 is a symmetric decryption algorithm such as AES. Then, 
the user verifies σF ≟ h (F, kF ), where h: Zp → Zp is a hash 
function. If this equation holds, the file F is not tampered by at‑
tackers and this algorithm returns F. Otherwise, it returns False.

In the above construction, the efficient and secure data stor‑
age only utilizes bilinear and modular exponentiation operations 
during the authentication phase, while lightweight cryptographic 
algorithms are employed for handling large-scale data (i. e., the 
file F). As a result, these algorithms exhibit high efficiency. We 
will further evaluate the proposed scheme in Section 5.
4 Security analysis

In this section, we analyze the correctness and security of our 
proposed solution based on the security requirements outlined 
in Section 1. These requirements include industrial data integ‑
rity and confidentiality, identity authentication, authorization 
and access control, and identity-based key management. Fur‑
thermore, based on these requirements, we extend our analysis 
to provide proofs for the correctness and security of the secret 
key k ∈ skreq, as detailed below.
4.1 Integrity and Confidentiality Requirements

This work employs the symmetric key kF to encrypt industrial 
data and generate digital signatures. Therefore, the confidential‑
ity and integrity of industrial data is guaranteed by two factors: 
1) the security of the encryption and hashing functions and 2) 
the security of the key kF.

Since standard symmetric encryption algorithms and hashing 
functions are used, their correctness and security are guaranteed 
by the respective standards. Thus, the primary focus of this pa‑
per is on ensuring the security of kF, as this guarantees the integ‑
rity and confidentiality of industrial data. Furthermore, based on 
the authorization and access control process, kF is encrypted and 
digitally signed using the key k ∈ skreq. Hence, the security of kF 
is contingent on the security of k ∈ skreq, making the protection 
of k ∈ skreq the main emphasis of our security design.
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4.2 Identity Authentication Requirement
In the authentication phase, the data owner and the data 

user perform mutual authentication using the secret key 
k ∈ skreq and hash functions. Therefore, similar to the analysis 
in Section 4.1, the correctness and security of the authentica‑
tion process rely on the correctness and security of the key 
k ∈ skreq.
4.3 Authorization and Access Control Requirement

In the authorization and access control phase, the data 
owner distributes the file encryption key kF to the data user for 
access authorization, and the latter can access the file only 
upon obtaining kF. Therefore, the correctness and security of 
this phase depend on those of kF.

Furthermore, the authorization and access control phase 
shows that kF is encrypted and digitally signed using the se‑
cret key k ∈ skreq. Accordingly, the correctness of authoriza‑
tion and access control relies on the correctness of k ∈ skreq. At the same time, the security of authorization and access con‑
trol is ensured by the security of k ∈ skreq.
4.4 Identity-Based Key Management Requirement

The initialization phase indicates that the keys of both the 
data owner and data user are generated from their respective 
identities. Therefore, the proposed scheme satisfies the re‑
quirement of identity-based key management.
4.5 Secret Key  k ∈ skreq

4.5.1 Correctness
As previously mentioned, we need to prove the correctness 

of k ∈ skreq , i. e., to verify that the data owner and data user 
compute an identical k ∈ skreq. The proof is presented in four 
steps as follows.

1) From the Authreq algorithm in Section 3.2, the secret 
key k ∈ skreq is generated by the data owner. Therefore, we 
only need to ensure that the data user obtains the correct 
k ∈ skreq.2) From the Authres algorithm in Section 3.2, we can see 
that the data user computes the secret key as k =
h (e ( skv, R1 ) )⊕T1.3) Based on skv = H (IDv )skb ∈ G in the Init algorithm in Sec‑
tion 3.2, we derive the key formulation as k =
h (e ( H (IDv )skb, R1 ) )⨁T1.4) Combined with R1 = gr1 ∈ G and T1 = h (e(H (IDv ), pkb )r1 )⊕k 
in the Authreq algorithm in Section 3.2, we further deduce: k = 
h(e(H (IDv )skb, gr1 ))⨁T1 = h(e(H (IDv ), gskbr1 ))⨁T1 = h (e ( H (IDv ),
pkb

r1 ) )⨁T1 = h (e ( H (IDv ), pkb )r1 )⨁T1 = h (e (H (IDv ), pkb )r1 )⨁
h (e (H (IDv ), pkb )r1 )⨁k = k.

From the above discussion, it is evident that the secret key 
k ∈ skreq obtained by the data owner is the same as that gener‑
ated by the data user. Therefore, our scheme proposed in this pa‑
per is correct.

4.5.2 Security
This subsection primarily demonstrates the security of the 

secret key k ∈ skreq. First, we define the Bilinear Computa‑
tional Diffie-Hellman (BCDH) problem, a well-known math‑
ematical problem hard to solve. Then, we introduce the Indis‑
tinguishability under Chosen-Plaintext Attack (IND-CPA) se‑
curity model to formalize the adversary’s attack model. Fi‑
nally, we prove the security of k ∈ skreq: If an adversary can ob‑
tain k ∈ skreq with non-negligible probability, we can solve the 
BCDH problem with non-negligible probability. Since the 
BCDH problem is computationally hard, the proposed scheme 
is provably secure.

Definition 1 (BCDH Problem):
Given a, b, c ∈ Zp and g, ga, gb, gc ∈ G, it is hard to compute 

e ( g, g ) abc in polynomial time.
Definition 2 (IND-ID-CPA Security Model):
This security model is formally defined by a four-phase game 

between a Challenger and an Adversary A, as described below:
1) Phase 1: A adaptively submits an identity ID i ∈ { 0,1 }n, 

where i=1, 2, ⋯, q1. The Challenger runs 
{ skv, skprod, PUB } ← Init ( IDv, IDprod ) and returns skID i

 to A.
2) Challenge: A submits an identity IDv ∈ { 0, 1 }n with 

IDv ∉ { ID1, ID2,⋯, IDq1 } and two messages k0 and k1 with 
|k0| = |k1|;• The Challenger flips an unbiased coin with {0, 1}, and ob‑
tains a bit b ∈ { 0, 1 };

• The Challenger runs { skreq, pkreq } ← Authreq(IDv, PUB) 
and returns pkreq to A.

3) Phase 2: A adaptively submits an identity ID j ∈ { 0,1 }n 
with the limitation IDj ≠ IDv, where j=1, 2, ⋯,  q2. The Chal‑
lenger runs { skv, skprod, PUB } ← Init (IDv, IDprod ) and returns 
skID j

 to the Adversary. Let qM = q1 + q2.
4) Output: A outputs its guess b′ on b. A wins the game 

if b′ = b.
Theorem 1: Suppose that H and h are random oracles. The 

proposed scheme is ( )ε (λ), q1, q2, q3, t ⁃secure in the IND-CPA 
security model if the ( )ε′(λ), t′  BCDH assumption holds on the 
bilinear group (e, p, g, G, Gτ ), where ε′(λ) = ε (λ)

eq1 q2
, and q1,  q2 

and q3 are the numbers of queries made by the Adversary to H, 
h and the key generation, respectively.

Proof: Suppose there exists A that can  ( )ε (λ), q1, q2, q3, t -

break the IND-CPA security of the proposed scheme, we con‑
struct a Simulator S that uses A to break the BCDH assumption. 
Given ( g, gska, gskb, gskc ), the Simulator aims to output 
e ( g, g ) ska skb skc.

1) Setup query: S sets pka = gska and sends the system public 
parameters (e, p, g, G, Gτ, pka ) to A. S implicitly defines the 
master secret key is ska.2) Random oracle query: It maintains two hash tables TH 
and Th.
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• H-query: S selects a target index iv ∈ [1, q1 ]. A adaptively 
submits an identity ID i ∈ { 0, 1 }n, i=1, 2, … , q1. S first checks 
whether H (ID i ) is in TH. If so, S returns H (ID i ) to A; other‑
wise, S works as follows:

H (ID i ) = ì
í
î

ïï
ïï

gzi ( zi ∈ Zp ), i ≠ iv

gskb, i = iv

(1).

The Simulator adds ( )ID i, zi, H (ID i )  into TH.
• h-query: A adaptively submits Wj ∈ { 0, 1 }n, j=1,2,…,q2. S 

first checks whether h (Wj ) is in Th. If so, S returns h (Wj ) to A; 
otherwise, S randomly selects wj ∈ { 0, 1 }n sets wj = h (Wj ), re‑
turns wj to A and adds (Wj, wi ) to Th.3) Phase 1: S submits an identity ID i ∈ { 0,1 }n. If i = iv, S 
aborts; otherwise, S retrieves (ID i, zi, H (ID i ) ) from TH, com‑
putes M ID i

= gska zi, and returns MIDi
 to A. A can adaptively 

make this query up to qM1 times.
4) Challenge: A submits two messages k0, k1 ∈ { 0,1 }n and 

identity IDv. If IDv ≠ ID iv
, S aborts; otherwise, S flips an unbi‑

ased coin with {0, 1} and obtains a bit b ∈ { 0, 1 }. S randomly 
choose Γ ∈ { 0, 1 }n and computes R1 = gskc and T1 = Γ⨁k. S 
sends the challenged ciphertext pkreq to A. When 
h (e ( g, g ) ska skb skc ) = Γ, pkreq is a correct ciphertext of the mes‑
sage k; otherwise, pkreq is a one-time pad of k0 and k1.5) Phase 2: This phase is identical to Phase 1 with the limita‑
tion that ID i ≠ IDv. A can adaptively make this query up to qM2 times. Let q3 = qM1 + qM2.6) Guess: A outputs its guess ω′ on ω. If b' ≠ b, S aborts; if 
b' = b, S randomly selects (W *

j , w*
j ) from Th and outputs W *

j .
If pkreq is a correct ciphertext, Γ = h ( )e ( g, g ) ska skb skc  and 

e ( g, g ) ska skb skc are selected by A to query the h oracle. Hence, 
( )e ( g, g ) ska skb skc, Γ  must exist in Th. The simulation is computa‑
tionally indistinguishable from the real scheme for A.

To complete the proof, we calculate the advantage of S in 
solving the BCDH problem by defining the following events:

• E1: S does not abort in Phases 1 and 2;
• E2: S does not abort in the Challenge phase;
• E3: S does not abort in the Guess phase;
• E4: S outputs e ( g, g ) ska skb skc.
We have:

Pr [ E1 ] = ( )1 - 1
q1

q3

, Pr [ E2 ] = 1
q1

,
Pr [ E3 ] = 1

2 + ε (λ), Pr [ E4 ] = 1
q2

 
(2).

Therefore, the advantage of the simulator in breaking the 
BCDH assumption is:

Pr [ E1 ] × Pr [ E2 ] × (Pr [ E3 ] - 1
2 ) × Pr [ E4 ] =

(1 - 1
q1

) q3 × 1
q1

× ( 1
2 + ε (λ) - 1

2 ) × 1
q2

=
(1 - 1

q1
) q3 × ε (λ)

q1 q2
≈ ε (λ)

eq1 q2

(3).

5 Efficiency Evaluation
Currently, there are a plethora of attribute-based access con‑

trol systems (e.g., Refs. [15–17]). However, a significant propor‑
tion of these systems has not adequately accounted for the dis‑
tinct requirements introduced by the 5G industrial Internet col‑
laborative systems. Consequently, this section aims to compare 
an identity authentication and access control-based data storage 
scheme tailored specifically for the 5G industrial Internet collab‑
orative systems context with the investigations presented in 
Refs. [21] and [22]. The latter two studies expound upon compre‑
hensive encryption algorithms and protocols for attribute-based 
access control systems. For the 5G industrial Internet collabora‑
tive systems, communicational costs emerge as a paramount con‑
cern for access control systems, encompassing computational 
and communicational costs. To this end, Section 5.1 compares 
the computational costs of the proposed scheme with Refs. [21] 
and [22]. Subsequently, Section 5.2 analyzes the disparities and 
similarities in communicational costs between the proposed 
scheme and those in Refs. [21] and [22]. During the file upload‑
ing and downloading phases, we employ lightweight symmetric 
cryptography for digital signature and encryption, where the 
computational and communicational overheads are contingent 
upon the file size. This aspect is discussed in Section 5.3. Note 
that Sections 5.1 and 5.2 focus exclusively on the authentica‑
tion, authorization, and access control phases, while Section 5.3 
expounds upon the implementation of the proposed system, 
thereby substantiating its efficacy.
5.1 Comparison of Computational Costs

Given that computational costs are primarily influenced by 
cryptographic operations, our focus is directed towards the com‑
putational costs of fundamental cryptographic operations (such 
as modular multiplication, hash functions, bilinear pairings, and 
modular exponentiation). Subsequently, a comprehensive com‑
parison is undertaken between the proposed data storage 
scheme and the works in Refs. [21] and [22].

To assess the computational costs of fundamental crypto‑
graphic operations, we conducted experiments on a computer 
with an Intel i5 processor and the Ubuntu 22.04 operating 
system, using OpenSSL[23] and PBC[24] as cryptographic librar‑
ies. The cryptographic group (denoted by G) was a 255-bit el‑
liptic curve group[24], the SHA256 hash functions[24] and AES 
symmetric encryption algorithm were adopted for all experi‑
mental evaluations.

The computational costs of fundamental cryptographic opera‑
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tions are presented in Table 2, with all results averaged over 
500 iterations of the basic cryptographic operations. On the ba‑
sis of these findings, we draw the following conclusions based on 
the data in Table 2.

1) The computational costs of modular multiplication and 
hash function are around 10-2–10-3 to those of modular expo‑
nentiation and bilinear pairing, because Th /Tp = 1.8/689.3 ≈
2.6 × 10-3,  Th /Tme = 1.8/79.5 ≈ 2.3 × 10-2 and Th /Tmm =
1.8/0.5 = 3.6.

2) The computational cost of modular exponentiation is 
around 10-1 to that of bilinear pairing, since Tme /Tp =
79.5/689.3 ≈ 1.2 × 10-1.

3) The computational costs of AES encryption and decryption 
on a 128-bit block are around 10-2–10-3 to those of modular 
exponentiation and bilinear pairing, because TENC /Tp =
3.8/689.3 ≈ 5.5 × 10-3, TENC /Tme = 3.8/79.5 ≈ 4.8 × 10-2, 
and TENC /TDEC = 3.8/1.4 ≈ 2.7.

The foregoing three conclusions indicate that, in terms of com‑
putational costs, modular multiplication, hash function, and AES 
encryption and decryption have negligible time costs compared 
to modular exponentiation and bilinear pairing. Therefore, in the 
subsequent evaluation, our focus centers on modular exponentia‑
tion and bilinear pairing. Furthermore, the above finding also 
highlights that the computational cost of bilinear pairings ex‑
ceeds those of modular exponentiation. Based on this observa‑
tion, by avoiding bilinear pairings, the proposed data storage 
scheme achieves a substantial reduction in computational costs.

Furthermore, building upon the data in Table 2, we deduce 
the composite computational costs for our data storage scheme, 
as well as those for the methodologies detailed in Refs. [21] and 
[22]. Our comparative analysis predominantly centers on a cloud 

environment, assuming uniform data accessibility and cloud-
based access policies. The results of this analysis are presented 
in Table 3, encompassing the cumulative computational costs 
during the uploading and downloading phases. From Table 3, we 
arrive at the following conclusions.

1) The computational costs on the authentication server in 
Refs. [21] and [22] are approximately 5 to 10 times higher than 
that of our data storage scheme, because (1.38ηt +
1.70) /0.32 > (1.38 × 1 + 1.70) /0.32 ≈ 9.6 and (1.38ηt +
0.40) /0.32 > (1.38 × 1 + 0.40) /0.32 ≈ 5.6.

2) The computational expenses pertaining to the data owner 
and data user in Refs. [21] and [22] are approximately 2 to 3 
times higher than that associated with our data storage scheme, 
because (0.08ηnln + 0.69ηv + 2.54) /1.54 > (0.08 × 1 +
0.69 × 1 + 2.54) /1.54 ≈ 2.1 and (0.4ητ + 2.15ηv +
1.33) /1.54 > (0.4 × 1 + 2.15 × 1 + 1.33) /1.54 ≈ 2.5.

3) The total computational costs of Refs. [21] and [22] are ap‑
proximately 3 to 4 times higher than that of our data storage 
scheme, because (1.38ηt + 0.08ηnln + 0.69ηv + 4.24) /1.86 >
(1.38 × 1 + 0.08 × 1 + 0.69 × 1 + 4.24) /1.86 ≈ 3.4 and 
(1.38ηt + 0.4ητ + 2.15ηv + 1.73) /1.86 > (1.38 × 1 + 0.4 ×
1 + 2.15 × 1 + 1.73) /1.86 ≈ 3.0.

The aforementioned three research outcomes indicate that the 
computational costs in Refs. [21] and [22] surpass those of the 
secure data storage scheme proposed in this paper. This observa‑
tion leads to the conclusion that the proposed scheme exhibits 
superior efficiency.
5.2 Comparison of Communicational Costs

Considering that communicational overhead is primarily influ‑
enced by message length, we juxtapose the message lengths of 
the secure data storage scheme proposed in this paper with 
those of Refs. [21] and [22] in Table 4. For our proposed 
scheme, owing to variable uploaded and downloaded file sizes, 
particular emphasis is placed on comparing the communica‑
tional overhead during the identity authentication and access 
control phases while temporarily disregarding the impact of 
variable-length ciphertexts on communicational costs.

As discerned from Table 4, the message lengths of our data 

Table 3. Comparison of computational costs (unit: ms)

Metric
TS

TU

Ta

Proposed Data Storage Scheme
4Tme = 0.32

2Tp + 2Tme = 1.54
2Tp + 6Tme = 1.86

Ref. [21]
(2ηt + 2)Tp + 4Tme = 1.38ηt + 1.70

(ηnln + 6)Tme + (ηv + 3)Tp = 0.08ηnln + 0.69ηv + 2.54
(ηnln + 10)Tme + (2ηt + ηv + 5)Tp =

1.38ηt + 0.08ηnln + 0.69ηv + 4.24

Ref. [22]
2ηtTp + 5Tme = 1.38ηt + 0.40

(5ητ + ηv + 8)Tme + (3ηv + 1)Tp = 0.4ητ + 2.15ηv + 1.33
(5ητ + ηv + 13)Tme + (3ηv + 2ηt + 1)Tp =

1.38ηt + 0.4ητ + 2.15ηv + 1.73
Notes: TS is the computational cost of the authentication server; TU is the computational cost of the data owner and data user; Ta is the total computational cost on 
the authentication server, data owner and data user; n is the number of attributes in Refs. [21] and [22]; ηt is the number of entries available in the tag‑label‑policy 
list in Refs. [21] and [22]; ηnln is the number of total non‑leaf nodes in the tree access structure in Ref. [21] and [22]; ηv is the total number of user attributes in 
Refs. [21] and [22]; ητ is the total number of attributes in the ciphertext in Refs. [21] and [22].

Table 2. Computational costs of basic cryptographic operations (unit:μs)

Tmm
0.5

Th

1.8
Tp

689.3
Tme
79.5

TENC
3.8

TDEC
1.4

Notes: Tmm is the computational cost of modular multiplication, Th is the com‑
putational cost of hash function, Tp is the computational cost of bilinear pair‑
ing, Tme is the computational cost of modular exponentiation, and TENC and 
TDEC are the computational costs encrypting and decrypting a 128-bit block 
using the AES algorithm.
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storage scheme are shorter compared to the message lengths pre‑
sented in Refs. [21] and [22], because (9ητ + 16)G1 + 3| τ | >
(ητ + 7)G1 + 3| τ | > (1 + 7)G1 = 8G1 = 8 192 bit > 4G1 + 2 236 +
2CF > 6 432 bit. In order to ensure a robust level of security, 
we predicate upon the assumption of G1 possessing a bit-
length of 1 024 bit. The results show that the communicational 
costs of the data security storage scheme proposed in this pa‑
per are lower than those of Refs. [21] and [22].
5.3 Application of Proposed Scheme

We conducted further tests on our solution to assess its com‑
putational overhead in the uploading and downloading phases 
under varying file sizes, as depicted in Fig. 3. We conducted 
separate tests on binary files of sizes 1 MB, 10 MB, 100 MB, 
256 MB, 512 MB, 800 MB, and 1 GB (1 024 MB), respectively. 
Each computation was derived from the average of ten indepen‑
dent runs, and the results were graphically presented. As illus‑
trated in Fig. 3, the computational overhead for both uploading 

and downloading phases exhibits a linear increase with the file 
size. The computational costs on the data owner and data user 
during the uploading and downloading phases are also pre‑
sented, with these costs primarily stemming from data encryp‑
tion and decryption. From the figure, it is evident that the data 
owner incurs significantly greater computational overhead than 
the data user. This disparity arises from our utilization of AES in 
the CBC mode for encryption, a process necessitating sequential 
block-wise encryption, while the decryption process can be par‑
allelized on multi-core CPUs.

To substantiate the efficacy of the proposed data storage 
scheme, we implemented and tested it in an experimental envi‑
ronment consistent with that described in Section 5.1. Notably, 
minor adjustments were made to the experimental environment 
to better align with our research objectives. We also constructed 
a composite system comprising four distinct computational units, 
which act as an authentication server, data user, data owner, and 
edge cloud, respectively. Intercommunication and data inter‑
change amongst these computing entities were facilitated via a 
50 Mbit/s Ethernet connection. After a sequence of iterative ex‑
periments, we found that the comprehensive execution time of 
the proposed data storage framework approached 60.71 ms, 
which is highly consistent with the data in Table 3. Further 
analysis of the experimental results revealed that the time over‑
head is mainly consumed by cryptographic operations, thus veri‑
fying the practical feasibility of the proposed scheme in real-
world scenarios.
6 Conclusions

In this paper, we propose a novel data storage scheme based 
on identity authentication and access control for 5G industrial 
Internet collaborative systems. The scheme involves four enti‑
ties: the data owner, the data user, the edge cloud, and the au‑
thentication server. Its distinctive feature is its identity authenti‑
cation with access control. The data storage scheme includes 
five phases: system initialization, data uploading, mutual authen‑
tication, authorization and access control, and data downloading.

Compared to existing technologies, this approach offers sev‑
eral advantages for 5G industrial Internet collaborative sys‑
tems. First, it can provide fine-grained access control that tra‑
ditional schemes such as role-based access control cannot sup‑
port. Second, it achieves higher efficiency than existing 
attribute-based access control schemes. Therefore, the pro‑
posed scheme provides both high efficiency and fine-grained 
access control that existing schemes lack. Moreover, this pa‑
per presents identity-based authentication and authorization 
techniques for checking the legitimacy of access requests. Ex‑
perimental results demonstrate the feasibility of this data stor‑
age scheme in practical applications.

In the proposed scheme, the attributes of the data owner and 
data user are transparent to each other. However, in certain ap‑
plication scenarios, attribute privacy needs to be preserved. 
Therefore, in future work, we plan to design privacy-preserving 

Table 4. Comparison of message lengths (unit: bit)

Metric
LA

LU

Len

Proposed Data Stor‑
age Scheme
4G1 + 172 4
512 + 2CF

4G1 + 233 6 + 2CF

Ref. [21]
4G1 + 2 | τ |

(ητ + 3)G1 + | τ |

(ητ + 7)G1 + 3|τ|

Ref. [22]
(3ητ + 9)G1 + | τ |

(6ητ + 7)G1 + 2 | τ |

(9ητ + 16)G1 + 3|τ|
Notes: LA is the communicational overhead during the authentication and au‑
thorization access control phase; LU represents the communicational overhead 
during the file uploading and downloading phase; Len is the overall communi‑
cational overhead incurred between the phases of authentication and authori‑
zation access control and the phases of file uploading and downloading; CF is 
the ciphertext length; |τ| is the size of the access policy; G1 is the multiplica‑
tive group of integers modulo a prime number p; ητ is the total number of attri‑
butes in the ciphertext in Refs. [21] and [22].

Figure 3. Computational time over different file sizes

File size/MB
0          200       400        600       800       1 000

Computational time on the data owner
Computational time on the data user

Computational time in the uploading and 
downloading phases10

8

6

4

2

0

Com
put

atio
nal

 tim
e/s

54



ZTE COMMUNICATIONS
March 2026 Vol. 24 No. 1

Wang Jigang, Liu Dong, Wan Changsheng, Lu Ping 

Efficient and Secure Data Storage in 5G Industrial Internet Collaborative Systems   Special Topic

protocols and algorithms that allow the data owner and data user 
to compare their attributes without disclosing sensitive attribute 
information.
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1 Introduction

Passive optical networks (PON) based on power splitting 
provide a cost-effective optical access solution for de‑
livering broadband access to diverse end-users.  So far, 
most commercially deployed PONs are time-division 

multiplexed (TDM).  The optical line terminal (OLT) at the 
central office is connected through an optical distribution net‑
work (ODN) with many optical network units (ONUs) at the 
user side using passive optical power splitting[1].  Gigabit pas‑
sive optical networks (GPON) have dominated the early PON 
deployment, offering 100 Mbit/s broadband access services.  
To provide gigabit services, network operators have been up‑
grading the networks to 10G PON systems over the past de‑
cade.  After 10G PON, ITU-T started to study PON technolo‑
gies above 10 Gbit/s in 2016, and officially started to formu‑
late the high-speed PON standard based on a 50 Gbit/s line 

rate in 2018.  In September 2021, the first edition of the 50G 
PON standard was officially released by ITU-T.  At present, 
with the rise of various emerging network applications, such 
as cloud storage and computing, AR/VR, 3D video, and IPTV, 
higher requirements are placed on the transmission capacity 
of PON systems.  It can be expected that 50G PON will soon 
be insufficient to meet the needs of users, and the rapid 
growth of broadband access demand urges the access network 
to develop toward a higher line rate exceeding 100 Gbit/s.  
Generally speaking, the compound annual growth rate of user 
bandwidth demand is about 20%, increasing four- to fivefold 
every 8 to 10 years.  Given that operators typically upgrade 
PON generations on an 8- to 10-year cycle, the line rate of the 
next-generation high-speed PON following 50G PON is very 
likely to be 200 Gbit/s, which also meets the rhythm and band‑
width requirements of PON network evolution.

Up to now, considering the system cost and energy effi‑
ciency, the system based on intensity modulation and direct 
detection (IM-DD) has been the best choice for PON systems. 
Unlike coherent detection, which requires a local oscillator 

This work was supported by ZTE Industry⁃University⁃Institute Coopera⁃
tion Funds under Grant No. HC⁃CN⁃20230105001 and National Natural Sci⁃
ence Foundation of China under Grant No. 62001045.
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and a complex receiver structure, IM-DD only needs a photo‑
diode for detection at the receiving end, significantly reduc‑
ing the system cost. For operators, it is necessary to upgrade 
the system without changing the existing ODN. To date, re‑
search on high-speed IM-DD transmission has been exten‑
sively conducted. To cope with the pressure of rate upgrade 
and device bandwidth improvement, IM-DD technology will 
combine with a series of advanced multilevel signal modula‑
tion technologies to carry more bits per unit bandwidth. 
Transmissions of 100 Gbit/s and above per wavelength have 
been reported by using various modulation formats including 
4-level pulse amplitude modulation (PAM4), discrete multi-
tone (DMT), and carrier-free amplitude-phase modulation 
(CAP)[2–6]. Among these, PAM4 is considered the mainstream 
candidate because of its simple configuration, low cost, and 
low power consumption[7]. The next-generation IM-DD-based 
high-speed PON systems are expected to work in the C-band 
with lower link loss than that of the O-band, which not only al‑
leviates the current spectrum resource shortage[8], but also al‑
lows the compensation of link impairments such as fiber dis‑
persion and nonlinear distortion through digital signal process‑
ing (DSP). In addition, using a small and easy-to-integrate 
semiconductor optical amplifier (SOA) can ensure sufficient 
power budget while further reducing system costs[9].

However, as optical access networks evolve toward a higher 
line rate exceeding 100 Gbit/s per wavelength, the transmis‑
sion of IM-DD systems over the C-band optical fiber will be 
seriously affected by the chromatic dispersion (CD) effect. At 
high symbol rates, the system faces frequency-selective power 
fading, which will lead to serious degradation in receiver sen‑
sitivity and insufficient power budget[10]. Equalization technol‑
ogy is considered an effective solution to eliminating inter-
symbol interference (ISI) caused by device bandwidth limita‑
tion and CD. Among various techniques, feed-forward equaliz‑
ers (FFE) and decision feedback equalizers (DFE) are widely 
used[11]. These equalizers have simple structures and low 
power consumption, but they cannot compensate for serious 
nonlinear damage. In contrast, the Volterra nonlinear equal‑
izer (VNLE) can effectively compensate for both linear and 
nonlinear impairments originating from fiber channels and the 
square-law direct detection. However, its complex structure 
and high computational complexity (i. e., the cost and power 
consumption of hardware circuit implementations) make it dif‑
ficult to apply the algorithm directly to future ultra-high-speed 
IM-DD PON systems.

To reduce the bandwidth requirements of key devices and 
mitigate power fading in high-speed IM-DD systems, a novel 
200 Gbit/s Nyquist PAM4 single side-band (SSB) -DD down‑
stream system is proposed in this paper. By analyzing the forms 
and characteristics of nonlinear damage in SSB-DD systems, we 
reasonably simplify the VNLE and propose a quadratic nonlin‑
ear equalizer with significantly reduced complexity. Simulation 
results show that the proposed equalizer can effectively compen‑

sate for nonlinear impairments in SSB-DD systems, and the 
computational complexity is equivalent to that of a linear equal‑
izer. Using the proposed equalizer, the 200 Gbit/s simulation re‑
sults over 20 km fiber transmission show that the system can 
achieve a power budget of 29 dB, and a 50 Gbit/s transmission 
experiment over 20 km yields a power budget of 30.4 dB at a 
bit error ratio (BER) threshold of 10-2.
2 Principle of 200 Gbit/s PON Downstream 

Scheme

2.1 200 Gbit/s PON Downlink System Scheme
On the OLT side, if the bitrate is increased from 50 Gbit/s 

to 200 Gbit/s using a conventional non-return-to-zero/ on-off 
keying (NRZ/OOK) binary modulation format, optoelectronic 
devices with bandwidths of 100 GHz to 120 GHz are required, 
which is obviously extremely difficult and costly in practical 
applications. Therefore, it is necessary to adopt a high-order 
modulation format for the downlink transmission of the next-
generation 200 Gbit/s PON systems to relax the bandwidth re‑
quirements of the devices. To keep low cost and achieve a 
high power budget, a 200 Gbit/s Nyquist PAM4 SSB-DD PON 
downlink transmission scheme is designed, as shown in Fig. 1.

To ensure an adequate power budget and acceptable device 
cost, the scheme adopts PAM4 modulation and performs Ny‑
quist pulse shaping with a roll-off factor of 0.1 to further com‑
press the signal spectrum, thereby reducing the bandwidth re‑
quirement of the device while minimizing the CD impact. Due 
to the limitation of high-speed digital-to-analog converters 
(DAC) in practical applications, only two-times waveform up-
sampling is considered. Because the direct detection system 
only detects light intensity information and is not sensitive to 
phase information, the system has high tolerance to the laser 
linewidth. As a result, we can choose a distributed feedback 
laser (DFB) as the light source at the transmitting end. Com‑
pared with generating single-sideband modulation signals 
based on a single dual-drive Mach-Zehnder modulator (MZM) 
with increased  device cost on the OLT side, using IQ-MZM to 
generate single-sideband modulation signals in the form of op‑
tical auxiliary carriers can adjust the carrier-to-signal power 
ratio (CSPR) more flexibly to ensure optimal overall system 
performance. Fortunately, due to the point-to-multipoint na‑
ture of PON, the overall cost of the system will not increase 
significantly.

Here, let s ( t) be the original zero-mean PAM4 RF drive sig‑
nal, and the drive voltage applied to the upper and lower arms 
of each MZM be v ( t) = s ( t) + vdc. In the case of carrier sup‑
pression modulation, the vdc bias voltage is set to the minimum 
transmission point, that is, the zero point of the power transfer 
function and the field transfer function. Then, the relationship 
between the input and the output light fields of MZM is:
 Eout( t) = E in( t) × cos ( s ( )t

Vπ
π - π

2 ) = E in( t) × sin ( s ( )t
Vπ

π). 
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It can be seen that the modulation curve of the MZM is in the 
form of sine/cosine, and the signal will produce nonlinear dis‑
tortion at both ends of the modulation dynamic range. To fully 
utilize the dynamic range of the MZM and maximize the sys‑
tem power budget, it is necessary to perform pre-distortion pro‑
cessing in the arcsine form before the OLT side signal enters 
the IQ-MZM to overcome the nonlinear effect of the MZM. Fi‑
nally, an SOA is used to amplify the optical signal in the C-
band before fiber transmission.

Generally, compared with a PIN photodiode at the same 
bandwidth, an avalanche photodiode (APD) offers significantly 
higher receiver sensitivity. However, on the ONU side, as the 
bitrate increases to 200 Gbit/s, APD also faces problems of in‑
sufficient device bandwidth and constrained gain. As the APD 
bandwidth increases, the gain decreases, and the sensitivity 
advantage over the PIN photodiode + transimpedance ampli‑
fier (PIN+TIA) scheme diminishes. To sum up, in a 200 Gbit/s 
PON downlink system, the use of PIN+TIA for photoelectric 
detection is both cost-effective and feasible for practical 
implementation. Before entering the PD, the optical signal 
first goes through an SOA for amplification. The sampling 
rates of the ADC and DAC are the same, which is twice the 
symbol rate, that is, 200 GSa/s. The receiver-side DSP pro‑
cessing flow on the ONU side includes clock recovery, 
matched filtering, double down sampling, and the proposed 
quadratic Volterra equalization.
2.2 Analysis of Nonlinear Damage in SSB-DD systems

The optical field expression of SSB signals generated by op‑
tical transmitters can be written as:

ESSB( t) = b + a [ s ( t) + jHT [ s ( t ) ] = b + a∙c ( )t (1),
where a and b are complex numbers, so that |a|2 + |b|2 = 1 is 
used to constrain the average power of optical SSB signals to 
keep it constant; s ( t ) is a real baseband signal, HT [⋅] repre‑
sents the Hilbert transform, and c ( t) = s ( t) + jHT [ s ( t) ]. 
HT [ s ( t ) ] can be expressed as -jsign ( ω )S ( ω ) in the fre‑
quency domain. s ( t) is a real signal that satisfies S (-ω ) * =
S ( ω ) in the frequency domain. Therefore, all the information 
of c ( t) is contained on one side of the spectrum, such as the 
positive frequency side, which can be expressed as C (ω) =
S ( ω )U ( ω ), and U ( ω ) is a unit step function. After the optical 
SSB signal is transmitted through fibers, the received optical 
power can be expressed as[12]:

PRx( )t = || (b + a∙c ( )t ) ⊗ hCD( )t 2 =
|| b + a∙c ( )t ⊗ hCD( )t 2 =

|| b 2 + || a || b [ ]c ( )t ⊗ hCD( )t ejγ + c*( )t ⊗ h*
CD( )t e-jγ +

|| a 2 || c ( )t ⊗ hCD( )t 2 = A′( )t + B′( )t + C′( )t

(2).

In Eq. (2), γ = ϕb - ϕa denotes the phase difference be‑
tween b and a; the first term A′( t) = | a |2 denotes the DC com‑
ponent, the second term B′( t) has a useful signal c ( t), and the 
third term C′( t) = | a |2| c ( t) ⊗ hCD( t) |2 denotes the signal-to-

signal beat interference (SSBI) introduced by direct detection 
after transmission through the optical fiber. If | a || b | is omitted 
for simplicity, the Fourier transform of B′( t) is B′(ω) =
C (ω) HCD(ω) ejγ + C*( - ω) H *

CD( - ω) e-jγ. Therefore, 

Figure 1. 200 Gbit/s Nyquist PAM4 SSB-DD PON downlink system scheme
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HCD(ω) ejγ = G ( ω ) and B′(ω) can be written as:
B′( )ω =  S ( )ω U ( )ω G ( )ω + S* (-ω )U* (-ω )G* (-ω ) =
 S ( )ω (U ( )ω G ( )ω + U ( )-ω G*( )-ω ) =  
S ( )ω M ( )ω

(3).

HCD(ω) = HCD( - ω), and M (ω) can be summed up as:

M (ω) = ejsign ( )ω ( )1
2 β2 ω2 L + γ (4).

The inverse Fourier transform of M (ω) is a real value, 
which is expressed as m ( t ). Since C′( t) can be expressed as 
| a |2| c ( t) ⊗ hCD( t) ejγ |2 and c ( t) contains only positive spec‑
tral components, Eq. (2) can be rewritten as:

PRx( t) = | b |2(1 + || a
|| b
s ( t) ⊗ m ( t) + || a 2

|| b 2 | c ( t) ⊗ m ( t) |2)
(5).

Obviously, the greatest advantage of SSB-DD is the elimina‑
tion of the power fading effect. No power fading means that 
m ( t ) is reversible, expressed as m-1 ( t ). Therefore, transmis‑
sion impairments can be effectively compensated by equaliza‑
tion algorithms.

In Eq. (5), | b |2 denotes the power of the carrier, | a |2 denotes 
the power of the signal, and | b |2 / | a |2denotes the carrier-to-

signal power ratio (CSPR). | a |2 / | b |2 can be expressed as 
1/CSPR, and then Eq. (5) can be rewritten as:

PRx( )t =
     || b 2( )1 + 1

CSPR s ( )t ⊗ m ( )t + 1
CSPR || c ( )t ⊗ m ( )t 2 (6).

As can be seen from Eq. (6), SSBI becomes severe when the 
CSPR is too low. Although both the effective signal and SSBI 
decrease with increasing CSPR, the reduction rate of SSBI is 
significantly higher. When the CSPR is excessively high, the 
proportion of carrier power will be too large, which leads to a 
degraded signal-to-noise ratio (SNR). Consequently, the sys‑
tem sensitivity deteriorates. Hence, there is an optimal CSPR.
2.3 Principle of Low Complexity Nonlinear Equalizer

Traditional FFE and DFE feature simple structure and low 
power consumption, which can effectively compensate for linear 
distortion but cannot mitigate serious nonlinear impairments. 
According to Eqs. (1) and (5), both double sideband modulation 
and single sideband modulation signals transmitted through op‑
tical fiber suffer from SSBI, due to the square law detection of 
DD receivers, which causes signal distortion. VNLE can com‑
pensate for the nonlinear distortion, but it significantly in‑
creases the complexity of the equalizer, making it unsuitable for 

cost-sensitive ONU applications. Meanwhile, when the symbol 
rate is very high, the large number of tap coefficients renders 
VNLE impractical for real-time implementation[13].

Different from DSB intensity modulation, the SSBI in SSB-
DD systems only contains the second-order term and avoids 
the power fading effect. Thus, the second-order nonlinear dis‑
tortion becomes the main factor affecting the transmission per‑
formance, so the second-order VNLE is sufficient for effective 
compensation.

The output of the n-th sample of the second-order VNLE 
can be expressed as[14]:

y ( )n = ∑
m = 0

L1 - 1
w1( )m x ( )n - m +

∑
l = 0

L2 - 1∑
k = 0

l

w2( )l,k x ( )n - l x ( )n - k
(7),

where x (n) is the n-th input sample, Lp and wp are the memory 
length and kernel weight of order p (p = 1, 2), respectively. 
The second term on the right side of Eq. (7) denotes the non‑
linear equalizer including the self-beat frequency term and 
the cross-beat frequency term, and its tap number is L2 ( L2 +
1) /2. Obviously, with the increase of L2, the computational 
complexity of VNLE grows significantly.

Because of the square law detection of the DD receiver, the 
beat frequency term between signals is the most important 
nonlinear damage term. Therefore, by considering only the 
second-order distortion in Eq. (7), the second-order VNLE can 
be further simplified to a quadratic nonlinear equalizer 
(QNLE), which is expressed as:

y (n) = ∑m = 0
L1 - 1

w1(m) x ( )n - m + ∑l = 0
L2 - 1

w2( l) x2 (n - l )(8).
Obviously, the QNLE is much simpler than the second-

order VNLE, as the number of taps in the second term is re‑
duced from L2 ( L2 + 1) /2 to L2. Eq. (8) indicates that under 
low dispersion conditions, the nonlinear term approximately 
contains only the square term of the signal. It should also be 
noted that the influence of fiber dispersion on linear and non‑
linear terms is different, which needs to be compensated at the 
receiving end respectively. In short-range transmission, the 
self-timer frequency is dominant in the nonlinear terms of 
SSB-DD reception, so it is considered that the second term ∑l = 0

L2 - 1
w2( l) x2 (n - l ) in Eq. (8) can compensate for the non‑

linear damage. In the single sideband field modulation sys‑
tem, because there is no power fading, M (ω) =
ejsign ( )ω ( )1

2 β2 ω2 L + γ , whose inverse Fourier transform, expressed 
as m ( t ), is a real value; and there is a reversible m-1 ( t ), so 
the linear term s ( t) ⊗ m ( t) can be compensated by ∑m = 0

L1 - 1
w1(m) x ( )n - m  in Eq. (8).

When equalization performance is equivalent, computa‑
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tional complexity becomes a key indicator for evaluating the 
quality of an equalizer. Because multiplication operations are 
significantly more computationally expensive than addition op‑
erations, the computational complexity can be judged by the 
number of multiplications in the equalizer. The computational 
complexity of the complete second-order Volterra equalizer 
can be expressed as:

M = L1 + L2 ( L2 + 1) /2 (9),
where L1 represents the number of taps of the first-order term, 
and L2 represents that of the second-order term. The computa‑
tional complexity of the proposed QNLE can be expressed as:

M′ = L1 + L2 (10).
By comparing Eqs. (9) and (10), it can be found that the 

quadratic Volterra equalizer reduces the computational com‑
plexity from quadratic to linear growth, thus greatly reducing 
the computational complexity.
3 Simulation Setup and Results

The simulation setup is shown in Fig. 2. At the transmitter, 
a binary pseudo-random bit sequence goes through PAM4 
symbol mapping, two-times up-sampling, symbol shaping, and 
spectrum compression using a root raised cosine filter with a 
roll-off factor of 0.1. The shaped signal is transformed into its 
real and imaginary parts via the Hilbert transform. After this 
processing, the two signals are sent to the IQ modulator follow‑

ing DAC to modulate the optical single sideband signal. The 
modulated signal is amplified by an SOA and then enters 
the optical fiber for transmission. The variable optical at‑
tenuator (VOA) on the transmitter side is used to control the 
power of the optical carrier signal and thus adjust the CSPR. 
The optical signal is further amplified using an SOA as a 
preamplifier, and the noise outside the signal spectrum is fil‑
tered by an optical band-pass filter (OBPF) before PD detec‑
tion at the receiver. The received optical power is adjusted 
by another VOA. The electrical signals directly detected by 
the PD (55 GHz 3 dB bandwidth) are processed offline after 
passing through the ADC. The receiver DSP includes the 
Gardner clock recovery algorithm, matched filtering, down-
sampling, the low-complexity quadratic nonlinear equalizer, 
symbol de-mapping, and BER calculation. Table 1 shows the 
main simulation parameters of the system.

CSPR is one of the key parameters of the system. If the 
CSPR is too high, the proportion of carrier power will be too 
large, which degrades receiver sensitivity. Conversely, if the 
CSPR is too low, the SSBI impairment will be too strong to be 
effectively mitigated at the ONU side, which also degrades re‑
ceiver sensitivity. Therefore, there is an optimal CSPR value 
that maximizes receiver sensitivity.

First, the BER varies with CSPR under the condition of 
20 km optical fiber transmission. The input optical power is 
0 dBm to avoid exciting nonlinear effects in the fiber, while 
the average received optical power is −10 dBm. A 71-tap FFE 
equalizer is employed at the receiver. Since the SSBI impair‑

Figure 2. Simulation setup of 200 Gbit/s Nyquist PAM4 SSB transmission over 20 km SSMF

ADC: analog-to-digital converterBER: bit error ratioDAC: digital-to-analog converterDSP: digital signal processing
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ment is also related to dispersion, its impact differs between 
back-to-back (BtB) and 20 km transmission scenarios. The 
20 km transmission results are more representative, as they 
primarily involve dispersion and SSBI impairments in the sys‑
tem. Since the theoretical sensitivity under BtB conditions is 
−10 dBm, this paper first optimizes the CSPR around −10 dBm 
received power. The FFE equalizer can mitigate linear ISI 
caused by dispersion, but it cannot effectively equalize the non‑
linear impairment of SSBI. Therefore, after equalization, there 
will be residual SSBI impairment, and the size of SSBI impair‑
ments is dependent on the system CSPR. In addition, the mea‑
sured BER curve trend can better reflect the influence of CSPR 
change on receiver sensitivity, when the received optical power 
is low. As shown in Fig. 3, for a transmission distance of 20 km, 
the system achieves the lowest BER and optimal performance 
when the CSPR is 13 dB.

Next, the relationship between launched power and BER is 
simulated under the transmission condition of 20 km. To en‑
sure that the change of BER is caused only by power variation 

(excluding receiver noise influence), the received power is set 
to 0 dBm. As shown in Fig. 4, with the increase of launched 
power, fiber nonlinearity is gradually excited, which leads to 
the system performance degradation. When the launched 
power exceeds 10 dBm, nonlinear effects become significant. 
Therefore, 10 dBm is selected as the maximum launched 
power and used as the condition for subsequent simulations.

Fig. 5 depicts the BER versus different first-order and 
second-order tap lengths at a received optical power (ROP) 
of −9 dBm, using the proposed low-complexity quadratic non‑
linear equalizer. To determine the optimal tap configuration 
in the vicinity of the sensitivity, the received power is fixed 
at −9 dBm. It can be seen that the quadratic nonlinear equaliz‑
ers with 61 first-order tap lengths and 21 second-order tap 

Table 1. Main parameters of simulation system

Parameter
Bit rate

DAC/ADC ENOB
MZM extinction ratio
Dispersion coefficient

PIN thermal noise

Value
200 Gbit/s

8
20 dB

16.5 ps/nm/km

1.2e-11 A/Hz^(1/2)

Parameter
DAC/ADC 

sampling rate
Laser linewidth

SOA noise figure
PIN responsiveness

Receiver bandwidth

Value
200 GSa/s
10 MHz
7.5 dB

0.8 A/W

55 GHz
ADC: analog-to-digital converter
DAC: digital-to-analog converter
ENOB: effective number of bits

MZM: Mach-Zehnder modulator
PIN: PIN photodiode
SOA: semiconductor optical amplifier

Figure 3. BER versus CSPR under a 20 km transmission simulation

BER: bit error ratio            CSPR: carrier-to-signal power ratio
Figure 5. BER versus filter length at −9 dBm received optical power

BER: bit error ratio

Figure 4. Launched power versus BER
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lengths achieve a bit error rate threshold of 10-2. As discussed 
in Section 2, the distortion of the SSB-DD system in the C-
band mainly comes from inter-symbol interference caused by 
dispersion and second-order SSBI, so the quadratic nonlinear 
equalizer can effectively equalize it. Because the first-order 
tap length is 61 and the second-order tap length is 21, the ra‑
tio of the tap numbers of the quadratic nonlinear equalizer to 
that of the Volterra nonlinear equalizer is 82/292 (approxi‑
mately 28.1%). This means that the quadratic nonlinear equal‑
izer can significantly reduce the computational complexity. In 
addition, the results imply that increasing the number of 
second-order taps can lead to substantial complexity reduc‑
tion.

Fig. 6 shows the 200 Gbit/s Nyquist PAM4 SSB transmis‑
sion over a 20 km standard single-mode fiber (SSMF), achiev‑
ing a 29 dB total link power budget at a BER of 10-2, taking 
into account 10 dBm launched power.
4 Experiment and results

The experimental platform is shown in Fig. 7. Due to the 
bandwidth limitations (14 GHz) of the IQ modulator used in 
the lab, a 200 Gbit/s transmission experiment remains chal‑
lenging, and thus our experiment was carried out at a symbol 
rate of 25 GBaud. The OLT part mainly includes an AWG, an 
optical IQ modulator, a 1 550 nm DFB laser, a 50∶50 2×1 cou‑
pler, a polarization controller, and an adjustable attenuator. 
First, offline Tx DSP is programmed in MATLAB at the origi‑
nator. Random bit sequences are generated and mapped to 
PAM4 symbols (normalized from − 1 to 1). The optical IQ 
modulator operates in both linear and nonlinear regions. If the 
amplitude of the input signal is too large, it will enter the non‑
linear region. Consequently, Tx DSP needs to perform nonlin‑
ear pre-distortion of the modulator to resist the nonlinear im‑
pairment of the IQ modulator. The generated sequence is di‑

vided into two parts, and one of the sequences is subjected to 
Hilbert transformation. Finally, the two sequences are im‑
ported into the arbitrary waveform generator (AWG) as I and 
Q columns at the same time. In the offline experiment, a Key‑
sight M8194A AWG (3 dB bandwidth: 45 GHz, sampling rate: 
120 GSa/s with two channels active) is used to generate 2-
channel signals, which work with a Coherent Solutions IQ 
Transmitter-SP-ABC to realize single-polarization carrier sup‑
pression optical modulation. To modulate the optical domain 
single sideband and control the power ratio of the carrier sig‑
nal, the output light of the laser was split into two paths via a 
50: 50 optical coupler. One path is used as the modulation 
light source of the IQ modulator, and the other serves as the 
optical carrier. An adjustable optical attenuator is used to ad‑
just the optical power. The CSPR of the system can be ob‑
tained by measuring the power of the output optical signal of 
the IQ modulator first, and then measuring the output optical 
power of the adjustable optical decay. After that, the optical 
carrier signal passes through a polarization controller to keep 
the polarization state of the output optical signal of the IQ 
modulator consistent. Finally, it is coupled with the output op‑
tical signal of the IQ modulator through a 50: 50 2×1 optical 
coupler, and then enters the optical fiber for transmission with 
an SOA power amplifier with a transmit power of 10 dBm.

The ONU part mainly includes a PD detection module and 
a sampling oscilloscope. The optical signal arriving at the 
ONU first passes through an SOA preamplifier, then through 
the PD detection module, and is subsequently sampled by the 
oscilloscope. The responsivity of the PD is 0.65 A/W, and the 
3 dB bandwidth is 36 GHz. The signal is sampled by a sam‑
pling oscilloscope (LabMaster 10-59Zi-A). When using only 
one channel, it operates with a sampling rate of 160 GSa/s, a 
3 dB bandwidth of 59 GHz, and a resolution of 8 bits. At 
present, the main DSP algorithm for off-line processing in‑
cludes matched filtering, double down-sampling, and second-
order Volterra equalization. Finally, decision decoding is per‑
formed in the data recovery module to restore the original 
transmitted data, and the error statistics are carried out.

The experimental relationship between BER and CSPR for 
20 km transmission is illustrated in Fig. 8, using the same 71-
tap FFE configuration as in the simulation. First, the BER var‑
ies with CSPR in the case of 20 km fiber transmission with an 
average received optical power of − 20 dBm. As analyzed in 
Sections 2.3 and 3, while FFE can mitigate linear ISI, the non‑
linear SSBI remains a dominant impairment that depends on 
the CSPR. The BER performance under experimental condi‑
tions (20 km transmission) is more representative of these com‑
bined effects. As shown in Fig. 8, the experimental system 
achieves the optimal BER at a CSPR of 11 dB. This is slightly 
lower than the 13 dB CSPR observed in simulation (see Fig. 
3), likely due to the additional bandwidth constraints and 
noise characteristics of the physical IQ modulator and SOA 
used in the experimental setup. Therefore, a CSPR of 11 dB Figure 6. BER vs ROP under a 20 km transmission simulation
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was adopted in subsequent experiments.
Fig. 9 shows how BER varies with ROP. Under the current 

experimental conditions, the receiver sensitivity of the 20 km 
transmission experimental system is −20.4 dBm. At this sensi‑
tivity, the second-order Volterra equalizer employs 91 linear 
taps and 21 second-order taps, and the overall power budget 
of the system is 30.4 dB. At 1550 nm (where dispersion is 
greater than 300 ps/nm), the quadratic Volterra equalizer is 
considered effective. Ref. [15] demonstrates a PON system 
with real-time transmission of 50 Gbit•s−1•λ−1 PAM4 using a 
booster SOA. This system achieves a sensitivity of −22.3 dBm 

at a BER of 10 ⁻ ², with a power budget higher than 35 dB 
across the O-band. The performance of this experiment is es‑
sentially comparable to, though slightly lower than, the results 
reported in Ref. [15]. The gap is attributed to the single side‑
band modulation method, operating wavelength, bandwidth 
limitations, and SOA amplifier performance.
5 Conclusions

In this paper, a 200 Gbit/s Nyquist PAM4 SSB-DD downlink 
system scheme is proposed and demonstrated, and a low-
complexity QNLE is proposed for low complexity nonlinear im‑

Figure 8. BER vs CSPR for 20 km transmission experiment

BER: bit error ratioCSPR: carrier-to-signal power ratio ROP: received optical power

Figure 9. BER vs ROP under a 20 km transmission experiment
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Figure 7. 20 km 25 GBaud PAM4 single sideband modulation-direct detection point-to-point downlink experimental platform
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pairment equalization, which can greatly reduce the computa‑
tional complexity of the conventional VNLE by keeping only 
the primary linear terms and quadratic nonlinear terms. Simula‑
tion results for the 200 Gbit/s SSB-DD downlink system show 
that the computational complexity of the quadratic nonlinear 
equalizer is about 28% of that of the conventional Volterra non‑
linear equalizer. The proposed QNLE exhibits excellent nonlin‑
ear equalization ability, as it achieves a power budget of 29 dB 
under the 20 km fiber transmission, while a power budget of 
30.4 dB is achieved in the 50 Gbit/s experiment. It is con‑
cluded that the proposed SSB-DD PON scheme with reduced 
complexity quadratic Volterra equalization algorithm yields su‑
perior system performance, and thus is one of the most promis‑
ing solutions for future 200 Gbit/s PON applications.
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Abstract: In the modern era of ubiquitous and highly interconnected information technology, cybersecurity threats stemming from software 
code vulnerabilities have become increasingly severe, posing significant risks to the confidentiality, integrity, and availability of modern infor‑
mation systems. To enhance software code quality, enterprises often integrate static code analysis tools into Continuous Integration (CI) pipe‑
lines. However, the high rates of false positives and false negatives remain a challenge. The advent of large language models (LLMs), such as 
ChatGPT, presents a new opportunity to address these challenges. In this paper, we propose AI-SCDF, a framework that utilizes the custom-
built Nebula-Coder AI model for detecting and fixing code security issues in real time during the developer’s personal build process. We con‑
struct a static code checking rule knowledge base through summarizing and classifying Common Weakness Enumeration (CWE) code security 
problems identified by security and quality assurance teams. The rule knowledge base is combined with CodeFuse-processed code contexts to 
serve as input for an AI code security detection microservice, which assists in identifying code quality and security issues. If any abnormali‑
ties are detected, they are addressed by an AI code security patching microservice, which alerts the developer and requests confirmation be‑
fore committing the code into the repository. Experimental results show that our approach effectively improves code quality. We also develop 
a VSCode plugin for code alert detection and fix based on LLMs, which facilitates test shift-left and lowers the risk of software development.
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1 Introduction

Static Application Security Testing (SAST) is a tech‑
nique that analyzes source code to detect software vul‑
nerabilities.  The general architecture of SAST involves 
three stages: preprocessing, analysis, and detection.  In 

the first stage, SAST tools use compilers to preprocess source 
code and generate intermediate files.  Based on these files, 
they then perform lexical analysis and generate an abstract 
syntax tree (AST).  In the second stage, SAST tools analyze the 
AST to conduct data flow analysis, control flow analysis, de‑
pendency analysis, interval analysis, and pointer analysis, 
thereby obtaining mathematical representations of the pro‑
gram.  Finally, in the third stage, SAST tools solve constraints 
using these mathematical expressions and well-known vulner‑
ability patterns from a database to achieve high-precision de‑
tection of code security issues.

State-of-the-art SAST tools, such as Coverity[1], Klocwork[2], 
Infer[3], SonarQube[4], and CodeQL[5], play a crucial role in 
code security assessment. Therefore, many enterprises must 
choose appropriate SAST tools for their Continuous Integra‑

tion (CI) process. However, for commercial software, achieving 
high-level static code analysis often requires compiling source 
code. This adds time overhead to enterprise CI builds. Con‑
versely, open-source tools are mostly rule-based and thus 
prone to generating false warnings. This increases the cost of 
eliminating alerts and reduces software productivity.

With the development of machine learning (ML), research‑
ers have begun incorporating it into SAST to detect vulner‑
abilities in source code. Harer, Kim, et al. proposed a data-
driven ML-based approach for automated software vulnerabil‑
ity detection[6]. Li, Zou, et al. developed VulDeePecker, a 
deep learning-based vulnerability detection system for detect‑
ing vulnerabilities in software code[7–8]. Wang, Liu, et al. uti‑
lized Deep Belief Networks (DBNs) to automatically learn 
code semantic features from AST to predict code defects[9]. Li, 
He et al. extracted markings from program ASTs and applied 
convolutional neural networks to detect software defects[10]. Ex‑
perimental results demonstrate that pre-trained ML models 
significantly improve the effectiveness of detecting and fixing 
program vulnerabilities.
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Since OpenAI released GPT-3[11] in 2020, large language 
models (LLMs) have entered a phase of rapid development. 
Early and prominent examples include Google’s PaLM2[12], 
Microsoft’s Copilot[13], and Meta’s open-source LLaMa[14]. 
These LLMs are widely used in the software development life‑
cycle (SDLC), laying the foundation for subsequent advances 
in AI-assisted programming. The superior ability of LLMs to 
understand complex code makes them capable of providing in‑
finite possibilities in improving code defect detection and self-
fix. Berabi, Gronskiy, et al. fine-tuned GPT-4 with data on 
code contexts, defect reports, and code snippets to achieve au‑
tomatic software vulnerability fix[15]. Wadhwa and Prdadhan 
used a pair of LLMs to improve code quality through software 
code quality improvement and to rank the improvements, re‑
spectively[16]. Li, Hao, et al. developed the LLift fully auto‑
matic framework by combining static analysis with LLMs to 
detect use-before-initialization defects[17].

These findings show that combining LLMs (such as GPT-4) 
with static analysis can significantly improve code quality and 
provide new ideas for automated code fix. However, these stud‑
ies also highlight the limitations of LLMs’ ability to under‑
stand and handle complex code logic, which requires further 
research and practice.

In light of this, we propose AI-SCDF, a framework that uti‑
lizes the Nebula-Coder LLM developed by ZTE to detect and 
fix code changes during the developers’ personal build pro‑
cess. AI-SCDF does not require compiling the source code for 
defect detection. Instead, it analyzes the contextual informa‑
tion of the code to facilitate LLM learning and reasoning. This 
significantly enhances code checking efficiency while over‑
coming the limitations of commercial static code analysis 
tools. Moreover, it addresses the high false alarm rate issue 
prevalent in open-source static code analysis tools. First, we 
summarize the Common Weakness Enumeration (CWE) code 
security issues based on rules from security and quality teams 
to build a static code checking rule knowledge base. Second, 
this knowledge base, combined with processed code context, 
serves as input to an AI code flaw detection microservice, 
which intercepts potentially flaw code. Once potential flaw 
code is detected, we employ the AI code flaw fix microservice 
to rectify it, and feedback is provided to the developer to con‑
firm the improvement in coding quality and prevent flaw code 
from being committed to the code repository. We mainly use 
the Juliet Test Suite[18] to evaluate and verify the flaw detec‑
tion and fix capabilities of AI-SCDF.

The main contributions of the paper are summarized as follows:
1) Static analysis checker knowledge base: We developed 

a powerful static analysis checker knowledge base system 
that covers CWE vulnerability types for various programming 
languages and includes a large number of violating cases and 
fixing samples. These cases are derived from open-source 
code and real-world closed-source code flaws found during 
continuous integration. The sample data serve as input for 

LLM learning.
2) Code context analysis: We utilized control flow analysis 

tools to extract the context of code changed by developers. 
This enables LLMs to better understand software structure 
while avoiding the high token cost of processing entire code‑
bases.

3) LLM utilization: We developed AI-SCDF, a code flaw de‑
tection and fix framework based on LLMs, and integrated it 
into personal build processes to improve code quality and re‑
duce software development risks.

4) Results: Through testing on the Juliet Java 1.3 test set 
and analyzing metrics including true positives (TP), true nega‑
tives (TN), false positives (FP), false negatives (FN), accuracy, 
precision, and recall, we found that AI-SCDF effectively im‑
proved code quality and reduced the cost of alert fixing.
2 Overview

Our objective is to develop a fully automated framework 
that detects and fixes defects during the developer’s personal 
build process to improve code quality and reduce the labor 
costs of the R&D team. To this end, our approach leverages 
the context of changed code and a static analysis checker 
knowledge base to construct prompts that guide LLMs in code 
flaw detection. Subsequently, information about any detected 
defective code is combined with these detection prompts to 
form code flaw fix prompts, which then guide the LLMs to per‑
form automatic code fix.

Consider the Java code snippet shown in Fig. 1, where the 
resource objects named pstmt and rs are not properly closed. 
This may cause resource leakage until the resources are ex‑
hausted, leading to software quality issues. In actual opera‑
tions, such resources are typically managed using a try-catch-
finally block to ensure they are properly closed.

As shown in Fig. 2, the AI-SCDF workflow involves the fol‑
lowing stages:

1) Static analysis checker knowledge base: The knowledge 
base includes checkers, checker descriptions, severity levels, 
code flaw violations and corresponding fixed examples for 
each checker across different programming languages, as well 
as custom severity ratings. This data is derived from coding 
best practices, coding standards, commercial and open-source 
static analysis tools, along with a large number of data sources 
and cases. By integrating CWE information, a unified static 
analysis checker knowledge base is formed. The data in this 
knowledge base are used by subsequent AI microservices to 

Figure 1. Flaw code of resource leak
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construct prompts, particularly for generating examples of vio‑
lations and fixes. This process enhances the learning capabil‑
ity of LLMs and reduces the likelihood of generating halluci‑
nations.

2) Code change context analysis: Using git commands and 
program analysis methods, the context of the changed code is 
obtained, including all functional code segments in its control 
flow. This decreases the number of tokens in the LLM 
prompts, thereby reducing computational costs.

3) AI code flaw detection microservice: Prompts are auto‑
matically constructed based on the context of the changed 
code and the detailed checkers in the static analysis checker 
knowledge base. The LLM API is then invoked to detect flaws 
in the changed code. These prompts include code snippets of 
changed functions or methods, relevant code context, descrip‑
tions of static checking rules, and examples of violations. This 
microservice is also effective in identifying false alarms re‑
ported by commercial code checking tools, thereby improving 
developers’ efficiency in addressing alerts.

4) AI code flaw fix microservice: Prompts are automatically 
constructed based on the context of the changed code, the 
identified defective code, and the detailed rules in the static 
analysis checker knowledge base. The LLM API is then in‑
voked to fix defective code. These prompts include code snip‑
pets of the changed functions or methods, relevant code con‑
text, the flaw code, descriptions of static checking rules, and 
fix cases.
3 Design

This section describes the detailed design of AI-SCDF 
based on its architecture and workflow.

3.1 Static Analysis Checker Knowledge Base
The design of the static analysis checker knowledge base in‑

volves the following steps. First, CWE-IDs are extracted from 
the CWE Information Library. CWE is an open-source vulner‑
ability classification system that provides a common language 
and numeric identifiers for software weaknesses. By parsing 
the CWE Information Library, we obtain CWE-IDs for various 
programming languages. Next, these CWE-IDs are fused with 
data crawled from network resources related to code flaws. 
These resources include checker descriptions from commer‑
cial tools, Common Vulnerabilities and Exposures (CVE) 
cases related to code, coding standards, the Secure Coding 
Practices published by the Open Web Application Security 
Project (OWASP) and publicly available code flaw datasets for 
machine learning (e. g., from GitHub). These documents may 
exist in different formats (e.g., HTML, PDF, Word), which are 
not convenient for data fusion and aggregation. Therefore, all 
data are converted into a unified format, such as JSON or 
XML, for subsequent storage and querying. The normalized 
data are then stored in the Knowledge Base Storage Service, 
which manages all static analysis checker knowledge, includ‑
ing checking rules, checker descriptions, risk levels, code 
flaw violations, and corresponding fix cases, as well as custom 
severity ratings for each checker across different programming 
languages. The entire process is illustrated in Fig. 3.

The format of a data record in the static analysis knowledge 
base is shown in Fig. 4. Data are stored using Markdown syn‑
tax, as this format is more user-friendly for LLMs when pro‑
cessing prompts that follow popular Markdown styles.
3.2 Code Change Context Analysis

The code change context analysis is designed to obtain the 

Figure 2. Overview of the AI-SCDF framework and its core workflow
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contextual information of changed code for LLM learning. Its 
workflow is shown in Fig. 5. First, we obtain the information 
about code changes using git diff operations and parse it with 
a scripting language to extract the absolute file paths and the 
corresponding source code of the changed functions. Next, 
we trigger a call graph analysis tool on the local repository to 
analyze the call chains related to the changed code, and ob‑
tain the call chain related to the changed code based on the 
file paths and function names obtained in the previous step. 
As shown in this figure (fun_1->fun_8->fun->fun_9->fun_
11->fun_12), each function in this call chain is then parsed 
to obtain the contextual code information relevant to the 

changed code.
3.3 AI Code Flaw Detection Microservice

The AI code flaw detection microservice constructs detec‑
tion prompts based on the code context, the changed code 
functions, and the static analysis checker knowledge base. 
The format of the AI code flaw detection prompt template is 
shown in Fig. 6. These prompts include the checker name, 
checker description, risk ratings, examples of violations, code 
context, and changed code information. After the prompts are 
constructed, the LLM API is invoked for analysis. We employ 
the Nebula-Coder LLM, developed by ZTE using its propri‑
etary AI technology. This model is a fine-tuned version of a 
foundation model to meet the needs of the code flaw detection 
service. The output of the LLM model determines whether the 
changed code violates the current checking rules. This mi‑
croservice is designed to enhance code quality and proactively 
identify and rectify potential code flaws, thereby improving 
software development efficiency and quality.
3.4 AI Code Flaw Fix Microservice

The AI code flaw detection microservice produces a bool‑
ean output after modification: a value of 1 indicates that flaws 
exist in the changed code, while 0 signifies no flaws. If no 
flaws are detected (0), the fix process is skipped, and the en‑
tire AI-SCDF call process ends. If flaws are detected (1), the 
AI code flaw fix microservice is invoked to rectify them. The 
prompts for the code flaw fix service are also constructed us‑
ing the same context and knowledge base as before. The fix 
prompt template (Fig. 7) includes the checker description, pre‑
vention guidance, fixed examples, buggy code, and code con‑
text. Finally, the fixed code with the related flaw is output for 
developers to confirm acceptance. Since LLMs may exhibit 
hallucination, it is necessary to have the fixed code reaffirmed 
by developers or quality assurance personnel. If accepted, the 
fixed code can be directly merged into the code repository.

Figure 3. Flow chart of static analysis checker knowledge base

Figure 4. Example data record illustrating the Markdown format of 
the static analysis checker knowledge base

CWE information CWE ID Data fusionData clean KB

Coverity checker

Klocwork checker

CVE vulnerability examples

Coding guidelines

OWASP security coding practices

Security coding specifications

Data clean

CVE: Common Vulnerabilities and Exposures
CWE: Common Weakness Enumeration

KB: Knowledge Base
OWASP: Open Web Application Security Project

68



ZTE COMMUNICATIONS
March 2026 Vol. 24 No. 1

Niu Zhi, Dong Luming 

Enhancing Code Quality with LLM in Software Static Analysis   Special Topic

3.5 Nebula-Coder LLM
The Nebula-Coder LLM is dedicated to assisting develop‑

ers in requirement analysis, product design, coding, testing, 
and deployment. It employs a vast amount of high-quality do‑
main data, knowledge accumulation, and over 100 million 
technical documents and one trillion tokens of code corpus 
from ZTE’s extensive experience in the telecommunications 
field. The model is pre-trained incrementally using parallel 

training frameworks. Since its launch in April 2023, the 
daily active users of Nebula-Coder have reached 120 000, 
with a code acceptance rate ranging from 40% to 45%, result‑
ing in a 30% increase in coding efficiency and a 10% overall 
improvement in development efficiency. AI-SCDF utilizes 
the Nebula-Coder LLM for code defect detection and fix, en‑
abling seamless integration with the public API provided by 
Nebula-Coder LLM.

Figure 5. Workflow of code change context analysis

Figure 6. AI code flaw detection prompt template

Diffs Post function Call graph

Code context

Fun_1

Fun_10 Fun_11 Fun_12
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Fun_6
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Fun_4Fun_3Fun_2

Figure 7. AI code flaw fixed prompt template 
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4 Experimental Setup and Evaluation
The experimental dataset was the Juliet Java version 1.3 

test suite, created by the NSA’s Center for Assured Software 
(CAS). Juliet covers 112 different CWE code defect cases and 
is often used to evaluate the effectiveness of static code check‑
ing tools. Each test case includes its related code flaws and 
corresponding fixed examples. We employed the Nebula-
Coder LLM, which was fine-tuned from a foundation model to 
meet the needs of experimental verification.

First, we deployed the AI code flaw detection microservice 
to detect 10 representative CWE categories: CWE-23, CWE-
78, CWE-89, CWE-315, CWE-325, CWE-190, CWE-398, 
CWE-382, CWE-760, and CWE-369. The model performance 
was evaluated using TP, FN, TN, FP, Accuracy, Precision and 
Recall as evaluation metrics. The experimental results are 
shown in Table 1. In this table, TP denotes cases where a de‑
fective code sample is correctly identified as flawed, TN repre‑
sents correct identification of a non-defective code sample, FP 
indicates non-defective samples incorrectly flagged as flawed, 
and FN represents defective samples incorrectly classified as 
non-flawed. Accuracy is the proportion of correct samples pre‑
dicted by the model, calculated as (TP+TN)/(TP+TN+FP+FN). 
Precision indicates the correctness of positive sample predic‑
tions, computed as TP/(TP + FP). Recall measures the cover‑
age rate of positive sample predictions, calculated as TP/(TP 
+ FN). The experimental results indicate that AI-SCDF 
achieves higher accuracy in detecting standard coding defect 

categories, such as CWE-315, CWE-325, CWE-398, CWE-
382, and CWE-760, with accuracy rates of 98.4%, 91.2%, 
90.5%, 100%, and 100%, respectively. This is because these 
standard code flaw categories require only attention to coding 
standards and simple handling, making them easier for LLMs 
to handle. However, for more complex code flaws like CWE-
369, detailed contextual analysis of code snippets is required. 
This places greater demands on the LLM’s learning and rea‑
soning capabilities, resulting in lower accuracy. Further tun‑
ing of the LLM is needed to improve the accuracy of code de‑
fect detection.

Subsequently, we rectified the code flaw alerted by the AI 
code flaw detection microservice to verify its defect fix capa‑
bility. The results are shown in Table 2. In this table, Accept 
means that the developer confirmed both the presence of a 
code flaw and its correct fixation, Reject indicates either no 
code flaw was found or the code flaw was not corrected prop‑
erly, and Acceptance Rate represents the proportion of ac‑
cepted fixes among all detected flaws. As shown in Table 2, 
the AI code flaw fix microservice performs well for standard 
code defect categories (CWE-315, CWE-325, CWE-398, 
CWE-382, CWE-760). However, for complex alerts like CWE-
369, the LLM’s hallucination or reasoning limitations ad‑
versely affect the fix capability, resulting in lower fix rates. Fu‑
ture work will focus on optimizing the LLM to improve the 
code flaw rectification capability and ensure code security.

Table 1. Experimental results of AI code flaw detection microservice on Juliet Java

CWE-ID

CWE-23

CWE-78

CWE-89

CWE-315

CWE-325

CWE-190

CWE-398

CWE-382

CWE-760

CWE-369

CWE Description
Relative path 

traversal
OS command 

injection
SQL injection

Plaintext storage 
in cookie

Missing required 
cryptographic step
Integer overflow

Poor code quality

Use of system exit
Predictable salt 

one way hash
Divide by zero

Testcase Path
Java/src/testcases/CWE23_Relative_

Path_Traversal
Java/src/testcases/CWE78_OS_Com‑

mand_Injection
Java/src/testcases/CWE89_SQL_Injec‑

tion/s01
Java/src/testcases/CWE315_Plain‑

text_Storage_in_Cookie
Java/src/testcases/CWE325_Miss‑
ing_Required_Cryptographic_Step
Java/src/testcases/CWE190_Inte‑

ger_Overflow/s01
Java/src/testcases/CWE398_Poor_Code_

Quality
Java/src/testcases/CWE382_Use_of_Sys‑

tem_Exit
Java/src/testcases/CWE760_Predict‑

able_Salt_One_Way_Hash
Java/src/testcases/CWE369_Divide_by_

Zero/s01

Flaw Sum

444

444

592

37

34

592

137

34

17

592

Not Flaw 
Sum
276

276

384

24

0

384

0

0

0

384

TP

378

363

451

37

31

416

124

34

17

434

FN

66

81

141

0

3

176

13

0

0

158

TN

202

171

281

23

0

303

0

0

0

276

FP

74

105

103

1

0

81

0

0

0

108

Accura‑
cy/%
80.6

74.2

75

98.4

91.2

73.4

90.5

100

100

72.3

Preci‑
sion/%
83.6

77.6

81.4

97.4

100

83.7

100

100

100

80.1

Recall/%

85.1

81.8

76.2

100

91.2

70.3

90.5

100

100

73.3
CWE: Common Weakness Enumeration     FN: false negative     FP: false positive     SQL: Structured Query Language     TN: true negative     TP: true positive

70



ZTE COMMUNICATIONS
March 2026 Vol. 24 No. 1

Niu Zhi, Dong Luming 

Enhancing Code Quality with LLM in Software Static Analysis   Special Topic

5 Conclusions
This paper introduces the design and implementation of AI-

SCDF, a tool designed to enhance software code quality. 
Through the construction of a static analysis checker knowl‑
edge base and the integration of code context, we develop ef‑
fective LLM prompts to facilitate code flaw detection and fix. 
The experimental results indicate that our tool has effective 
flaw detection and rectification capabilities for standard code 
defect categories such as CWE-315, CWE-325, CWE-398, 
CWE-382, and CWE-760. However, our tool still faces chal‑
lenges in detecting and rectifying more complex code defects. 
Furthermore, due to inherent limitations of LLM technology, 
its accuracy of code defect rectification still needs to be im‑
proved. Future work will focus on collecting high-quality cor‑
pora to further fine-tune the LLM model, aiming to better meet 
the needs of code defect detection and rectification.
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Table 2. Accuracy of the AI code flaw fix microservice for Juliet Java

CWE‑ID
CWE-23
CWE-78
CWE-89

CWE-315
CWE-325
CWE-190
CWE-398
CWE-382
CWE-760
CWE-369

CWE Description
Relative path traversal
OS command injection

SQL injection
Plaintext storage in cookie

Missing required 
cryptographic step
Integer overflow

Poor code quality
Use of system exit

Predictable salt one way hash
Divide by zero

Testcase Path
Java/src/testcases/CWE23_Relative_Path_Traversal
Java/src/testcases/CWE78_OS_Command_Injection

Java/src/testcases/CWE89_SQL_Injection/s01
Java/src/testcases/CWE315_Plaintext_Storage_in_Cookie

Java/src/testcases/CWE325_Missing_Required_Cryptograph‑
ic_Step

Java/src/testcases/CWE190_Integer_Overflow/s01
Java/src/testcases/CWE398_Poor_Code_Quality
Java/src/testcases/CWE382_Use_of_System_Exit

Java/src/testcases/CWE760_Predictable_Salt_One_Way_Hash
Java/src/testcases/CWE369_Divide_by_Zero/s01

Confirm 
Flaw
452
468
554
38
31

497
124
34
17

542

Accept
271
243
316
38
31

239
120
34
17

233

Reject
181
225
238

0
0

258
4
0
0

219

Accepted 
Ratio
60.0%
51.9%
57.0%
100%
100%
48.1%
96.7%
100%
100%
43.0%

CWE: Common Weakness Enumeration 
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Abstract: While neural radiance field (NeRF) methods have shown promising results in generating talking faces, existing studies primarily fo‑
cus on the correlation between avatars and driving sources. However, these studies often overlook emotion modeling, resulting in the genera‑
tion of emotionless or unnatural facial animations. In response, this paper introduces an audio-driven and emotion-editing dynamic NeRF 
(AED-NeRF) approach, designed for the real-time generation of expressive talking face avatars driven by audio inputs. Specifically, we inte‑
grate audio features into a grid-based NeRF to compensate for the lack of a deformation channel, successfully capturing lip dynamics and en‑
abling end-to-end generation from audio-driven sources to talking face avatars. Emotion labels, comprising emotion categories and intensity 
levels, guide the proposed NeRF framework to implicitly model visual emotions, allowing for explicit control and editing of facial expressions. 
Extensive qualitative and quantitative experiments validate the effectiveness and advantages of our proposed method, demonstrating its ability 
to achieve real-time, photo-realistic talking face avatar generation across different audio and emotion scenarios.
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1 Introduction

With the rapid evolution of deep learning[1] and gen‑
erative modeling[2], talking face avatars are under‑
going unprecedented development[3–8] and have 
been progressively integrated into our visual expe‑

riences, such as virtual video conferences, film redubbing, 
and digital human representation. Despite these advance‑
ments, talking face generation encounters numerous chal‑
lenges in practical applications.

Image-based methods generate talking face avatars by em‑
ploying techniques including image-to-image transla‑
tion[9–11] and generative adversarial networks (GANs) [12–14]. 
Nevertheless, the absence of 3D perception tends to result in 
flat and unrealistic visual results. Model-based approaches ex‑
plicitly construct 3D talking faces based on intermediate rep‑
resentations such as facial landmarks[15], coefficients[16] and 
vertices[4]. While leveraging 3D face modeling produces 

higher-quality results, cumulative errors and information loss 
during the intermediate representation prediction can lead to 
semantic mismatches between lip movements and audio cues.

Recently, the emergence of neural radiance fields (NeRF)[17] 
has provided a novel framework for talking face generation. 
NeRF-based methods can render realistic talking face avatars 
at high resolutions from novel views with reduced training 
data[5, 18–19]. However, the inference speed of the vanilla NeRF 
is insufficient to meet the real-time requirements of audio-
driven talking face avatars in practical applications. Moreover, 
existing works fail to fully implement emotional modeling for 
talking face avatars, resulting in emotionless or unnatural hu‑
man faces[20–22].

In this paper, we propose an audio-driven and emotion-
editing dynamic NeRF (AED-NeRF) for real-time and expres‑
sive talking face avatar generation. Our method consists of 
three processing modules and two NeRF models. In the pro‑
cessing pipeline, we introduce an audio processing module, an 
emotion encoder, and a pose estimation module, where the au‑
dio encoder extracts features from audio sequences, and the 
emotion encoder encodes explicit emotion labels based on This work was supported by ZTE Industry ⁃University ⁃ Institute Coopera⁃

tion Funds under Grant No. IA20230921015.
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their category and intensity, obtaining emotion features. We 
employ an off-the-shelf method[23–24] to estimate 3D head pose 
for additional spatial control. Besides, we employ two NeRF 
models to render the head and torso separately by taking tar‑
get identity video sequences, synchronized audio sequences, 
and emotion labels as inputs. In the modeling parts, AED-
NeRF utilizes spatial features, audio features, and emotional 
features as inputs to neural radiance fields, implicitly model‑
ing identity as volume density and RGB color. During the in‑
ference stage, given arbitrary head pose sequences, driving au‑
dio, and emotion labels, AED-NeRF performs volume render‑
ing[25] according to the predicted volume density and color 
learned in the training stage, generating an expressive 3D ava‑
tar matching the driving source in real time.

Our contributions are summarized as follows:
• We introduce audio and emotional features to compensate 

for the lack of a deformation channel in the grid NeRF, implic‑
itly modeling head dynamics and enabling end-to-end talking 
face avatar generation.

• We consider implicit emotion modeling in talking face 
avatars with emotion labels for diverse emotional expressions, 
guiding NeRF to implicitly model facial expressions and ex‑
plicitly control the emotional editing of talking face avatars 
during the inference stage.

• Extensive experiments demonstrate that AED-NeRF can 
generate photorealistic, expressive talking face avatars in real 
time under different audio and emotional conditions.
2 Related Work

1) Image-based talking face generation. Image-based meth‑
ods generate 2D talking face avatars using image-to-image 
translation or GANs. Zhou et al. [26] proposed a disentangled 
audio-visual system to disentangle identity and audio content 
through adversarial learning, improving lip synchronization for 
2D talking face avatars. Das et al. [27] employed cascaded 
GANs to separately learn general lip motion and identity-
specific texture. Zhou et al.[11] animated a single image with an 
audio clip by predicting landmark displacement from disen‑
tangled audio content and identity. Though these methods 
work well for stylized facial images, they have difficulty in gen‑
erating realistic human face avatars due to the lack of 3D per‑
ception information.

2) Model-based talking face generation. Model-based meth‑
ods explicitly generate 3D talking faces based on intermediate 
facial representations such as landmarks, coefficients and verti‑
ces. Kumar et al. [6] utilized long short-term memory (LSTM) to 
learn the mapping from driving audio sources to lip landmarks, 
and then generated pixel-to-pixel Obama avatars via UNet. 
Thies et al. [16] proposed a general audio-to-expression network 
to predict the expression coefficients of a 3D face model based 
on audio features, and a UNet-based neural rendering network 
to render talking face avatars from expression coefficients, thus 
enabling cross-identity audio driving. Richard et al.[28] designed 

a categorical latent space using 3D face vertices as the interme‑
diate representation based on cross-modality loss. This space 
disentangles audio-correlated and audio-uncorrelated informa‑
tion and thus results in reasonable movements in audio-
uncorrelated facial regions. Though model-based methods can 
generate high-quality talking face avatars, they suffer from prob‑
lems including complex pipelines, expensive data labels, and 
information loss of driving source.

3) NeRF-based talking face generation. Neural radiance 
fields[17] have achieved great success in natural rendering and 
provide a new implementation for end-to-end talking face avatar 
generation. Gafni et al.[29] introduced NeRF to the field of talking 
face generation and proposed the first dynamic face radiance 
fields. They trained multilayer perceptron (MLP) conditioned on 
latent codes based on face coefficients and camera poses recon‑
structed by a face tracker, realizing face reconstruction and pose 
control of talking face avatar. Guo et al.[5] proposed audio-driven 
neural radiance fields which take DeepSpeech[30] audio features 
as conditional input to MLP and individually model head part 
and torso part of talking face avatars. Hong et al. [31] designed a 
parametrized general model for representing faces under differ‑
ent views, expressions and lighting, and significantly improved 
the rendering speed of NeRF via integrating a 2D neural render‑
ing strategy into it. Shen et al. [18] conditioned NeRF on 2D face 
images to learn the face prior and fine-tune the face radiance 
fields with few identity images to generalize to a new identity 
rapidly. However, aforementioned NeRF-based methods 
struggle to meet real-time requirements in practical application 
due to the slow rendering speed.

4) Emotional talking face generation. Though talking face 
avatar generation has made significant progress in recent years, 
most works focus on the correlation between digital avatars and 
driving sources (e.g., audio, text, etc.) while neglecting emotion 
modeling, which leads to emotionless or unnatural human faces. 
Therefore, some researchers have turned to the study of emotion 
modeling for expressive talking face avatars. Eskimez et al. [10] 
improved emotional expressions by encoding emotion catego‑
ries and designing an emotion discriminator to supervise the 
training. Ji et al. [32] proposed an implicit emotion displacement 
learner to modify facial dynamics for realistic emotion patterns. 
Tan et al. [33] extracted emotion embeddings from audio as que‑
ries and utilized a memory network to retrieve the best-
matching expressions for talking face avatars. However, NeRF-
based emotion modeling has not been fully explored. We show 
a simple but effective method to integrate emotion into NeRF 
modeling in Section 3.
3 Methods

3.1 Overview
In this section, we present our AED-NeRF framework in 

Fig. 1. The inputs to the network include target identity video 
sequences, synchronized audio sequences, and emotion la‑
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bels. We utilize an off-the-shelf method[23–24] to estimate 3D 
human poses for further spatial features. We adopt an audio 
encoder to extract audio features from the audio sequences 
and a one-hot encoder to encode explicit emotion labels ac‑
cording to their category and intensity to obtain emotion fea‑
tures. Then, AED-NeRF takes spatial, audio, and emotion fea‑
tures as the inputs to the neural radiance fields and implicitly 
models the identity, which is represented by volume density 
and RGB colors. In the inference stage, given an arbitrary ref‑
erence of head pose sequences, driving audio and emotion la‑
bels, AED-NeRF performs volume rendering based on the vol‑
ume density and color predicted in the training stage, and gen‑
erates an expressive 3D digital human that matches the driv‑
ing source in real time.
3.2 Audio Processing Module

The vanilla NeRF[17] is only suitable for static scene model‑
ing. To apply it to dynamic talking faces, we introduce audio 
features to compensate for the deformation channel of NeRF to 
model dynamic lip motions. Our audio processing module is il‑
lustrated in Fig. 2. The module first ex‑
tracts the corresponding Deep‑
Speech[30] audio features from the in‑
put audio for each frame using a pre‑
trained recurrent neural network 
(RNN) model. Then, an audio attention 
network aggregates DeepSpeech audio 
features of neighboring frames in a 
self-attention manner to obtain smooth 
high-dimensional audio features ah.Previous NeRF-based methods[5, 18] 

directly concatenate high-dimensional audio features with spa‑
tial features and feed them into NeRF. However, this leads to 
high-dimensional inputs for the MLP, significantly increasing 
computational cost and resulting in slow training and render‑
ing. To meet the real-time demand of digital human applica‑
tions, we adopt the grid NeRF[34] to replace a portion of MLP 
forward propagation to query the spatial and audio features 
with linear interpolation. It compresses the size of MLP and 
accelerates the rendering speed effectively. Specifically, for 
any point x in the dynamic scene, it is firstly encoded as spa‑
tial grid features xg by a 3D spatial grid encoder E3spatial. Then, 
high-dimensional audio features ah are fused with the spatial 
grid features xg and compressed to 2D audio features al by an 
MLP. This explicitly conditions audio features on the spatial 
position to ensure that the effect of audio sequences is con‑
strained to the facial region only, rather than the torso or back‑
ground. Finally, 2D audio features al are encoded as audio 
grid features ag by a 2D audio grid encoder E2

audio and then fed 
into NeRF.

Figure 1. An overview of AED-NeRF framework

MLP: multilayer perceptron     NeRF: neural radiance fields

Figure 2. Audio processing module

RNN: recurrent neural network
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3.3 Emotion Modeling and Editing
Diverse emotional expressions ef‑

fectively represent the emotional state 
of a digital human and contribute to a 
more realistic and vivid talking face 
avatars. We propose an explicit 
method for emotion control and edit‑
ing based on emotion labels. Specifi‑
cally, we set five basic emotion cat‑
egories (i. e., neutral, angry, fearful, 
happy, and sad) and three levels of 
emotion intensity (i.e., weak, medium, 
and strong), and the combination of a specific emotion cat‑
egory and intensity is regarded as an emotion label. As illus‑
trated in Fig. 3, given an emotion label as input, the emotion 
category and intensity are encoded into category features ec and intensity features ei by one-hot encoders, respectively. We 
concatenate category features ec and intensity features ei as 
the emotion feature e = (ec,ei ), which is fed into NeRF as the 
guidance of expression modeling. In the inference stage, facial 
expressions can be explicitly controlled and edited by combin‑
ing different category features ec and intensity features ei. Ex‑
periments demonstrate that emotion labels and the simple but 
effective emotion encoder are enough for NeRF to model the 
dynamics of facial expressions through MSE loss and generate 
expressive talking face avatars.

To achieve this, our head NeRF F headΘ  takes spatial grid fea‑
tures xg , view direction d, audio grid features ag and emotion 
features e as inputs to predict density σ and RGB color c of 
samples in camera rays. This can be formulated as:
F headΘ :( xg,d,ag,e) → (σ,c) (1).

3.4 Torso Modeling
Compared with the head part, torso movements are rela‑

tively slight and weakly correlated with our driving source. 
Thus, we follow SSP-NeRF[35] and design a deformation-based 
NeRF for torso modeling. Specifically, given a point xt in the 
2D image space, we condition it on the head pose p to predict 
the deformation of torso movements Δx via an MLP. This en‑
sures that torso movements are synchronized with the head to 
avoid mismatched results caused by independent modeling of 
the head and torso. Then, the deformation Δx is added to the 
initial position xt and fed to the 2D torso grid encoder E2torso to 
obtain torso grid features tg. Finally, we feed grid features tg into our torso NeRF to predict the density σt and RGB color ct of the torso part. This can be formulated as:
F torsoΘ :( tg ) → (σ t,ct ) (2).

3.5 Implementation Details
1) Volume rendering. Given the density σ and RGB color c, 

we follow the rendering process of vanilla NeRF[17]. Specifi‑
cally, we accumulate the density and RGB color of samples 
along the camera rays cast through each pixel to compute the 
output color under the specific view direction for talking face 
avatars. Given the camera center o and view direction d, the 
camera ray is represented as r ( t) = o + td. Let near and far 
bounds be tn and tf , and the expected output color C  is:

C ( r ; Θ,ag,e) = ∫
tn

tf

T ( t)σ ( r ( t) ) c ( r ( t) ,d )dt (3),
where T ( t) denotes the accumulated transmittance along the 
ray from tn to t:

T ( t) = exp ( - ∫
tn

t

σ ( r ( s) )ds) (4).
2) Loss function. We utilize the mean squared error (MSE) 

loss to minimize pixel-level reconstruction error:
LMSE =  C - Cgt

2
2 (5),

where C is the rendered color and Cgt is the ground truth. As lip 
synchronization is crucial for talking face avatars, the pixel-
level loss struggles to learn the complex semantic mapping from 
audio features to lip movements. Therefore, an additional 
learned perceptual image patch similarity (LPIPS)[36] loss is in‑
troduced for fine-tuning in the lip region:

LLPIPS = LPIPS (P, Pgt ) (6),
where P is the rendered lip patch and Pgt is the ground truth.

Besides, for more accurate rendered results, we introduce 
the entropy regularization loss to encourage transmittance to 
be closer to 0 or 1:

Lα = -∑( log α + (1 - α) log (1 - α) ) (7),

Figure 3. Illustration of emotion encoder

Emotion labels

Category encoder

Intensity encoder

Category features ec

Intensity features ei

Emotion features e

75



ZTE COMMUNICATIONS
March 2026 Vol. 24 No. 1

Lu Ping, Song Li, Shi Wenzhe, Lin Zonghao, Ling Jun 

Special Topic   AED-NeRF: Audio-Driven and Emotion-Editing Dynamic Neural Radiance Fields for Expressive Talking Face Avatar

where α is the transparency of each rendered pixel.
We assume that the driving source only affects the facial re‑

gion rather than the torso or background. Therefore, we adopt 
an L1 regularization loss:

Laud = ∑
al ∈ R̄ face

|| al (8),
where R̄ face  denotes the non-facial region. This encourages al to be 0 and avoids artifacts in the non-facial region.

Finally, the overall loss function can be formulated as:
L = LMSE + λLPIPS LLPIPS + λα Lα + λaud Laud (9).
3) Training details. We set the window size to 16 for the 

DeepSpeech RNN and 8 for the audio attention network. Our 
NeRF is composed of a 5-layer MLP with 64 hidden dimen‑
sions. For a specific identity, we first train the head NeRF for 
20 000 epochs and fine-tune lip regions for 5 000 epochs. 
Then, torso NeRF is trained for 20 000 epochs. At each ep‑
och, we randomly sample 256×256 camera rays and 16 
samples for each ray and utilize the Adam optimizer with a 
learning rate of 0.000 5 to optimize the loss function. The loss 
coefficients are set to 0.01 for λLPIPS, 0.001 for λα, and 0.1 for 
λaud. For a 4-minute 25-fps video with resolution 512×512, the 
training time for the head NeRF and torso NeRF in a single 
RTX4090 is 5 h and 2 h, respectively.
4 Experiments

4.1 Experimental Settings
1) Datasets. For audio driving, we follow previous stud‑

ies[5, 18] to collect several public speech videos of different ce‑
lebrities to construct the celebrity dataset. The average video 
length is about 5 min, and both the recording camera and 
background are kept static. For emotion editing, we select 
MEAD[37] as the experimental data. MEAD is a large-scale 
audio-visual dataset, including abundant 3–5 s video clips of 
60 actors speaking with 8 different emotions at 3 different in‑

tensity levels. We collect front-view video clips of 5 basic emo‑
tion categories (neutral, angry, fearful, happy, and sad) and 3 
levels of emotion intensity (weak, medium, and strong) from 
MEAD for emotion editing experiments.

2) Data preprocessing. We first employ a face detection al‑
gorithm to locate the facial regions in all videos. Based on 
these facial regions, we crop the videos to a resolution of 512×
512 with the faces in the center and resample them to 25 fps. 
Since a single video clip from MEAD is not enough for train‑
ing, we combine the video clips conditioned on the same emo‑
tion category and intensity level from the same identity into a 
90–120 s video as the data for the corresponding emotion la‑
bel. Finally, we utilize a face parsing algorithm to annotate the 
head, torso, and background regions, and extract each part in‑
dividually for each frame.

3) Metrics. We adopt peak signal-to-noise ratio (PSNR) and 
LPIPS[36] as image quality metrics. Note that PSNR only takes 
pixel-level differences into account and cannot faithfully re‑
flect human perception of image quality. In comparison, 
LPIPS captures semantic information and structural similarity 
of images and is more consistent with subjective perception. 
For audio-visual synchronization evaluation, we adopt land‑
mark distance (LMD) [38], SyncNet confidence (Sync-C), and 
SyncNet distance (Sync-D) [39] as metrics. LMD measures the 
distance between lip landmarks and the ground truth. Sync-C 
and Sync-D measure alignment and misalignment between au‑
dio and video streams via SyncNet, respectively.
4.2 Quantitative Comparisons

We first evaluate the audio-driving performance of our 
AED-NeRF under self-driven and cross-driven settings and 
compare it with non-NeRF-based methods, e. g., Wav2Lip[3] 
and live speech portraits (LSP) [40], and NeRF-based methods, 
e.g., audio driven NeRF (AD-NeRF)[5] and Dynamic Facial Ra‑
diance Fields (DFRF)[18] baselines. The self-driven results are 
shown in Table 1. PSNR, LPIPS, and LMD for LSP are not re‑
ported since LSP cannot generate the same poses as the 
ground truth. Our method performs best in most metrics with 

Table 1. Quantitative comparison under the self-driven setting

Methods
GT

Wav2Lip
LSP

AD-NeRF
DFRF

AED-NeRF

Image Quality
PSNR↑

∞
30.90

/
28.79
28.85
28.81

LPIPS↓
0

0.139
/

0.101
0.118
0.088

Audio-Visual Synchronization
LMD↓

0
3.311

/
3.245
3.815
2.826

Sync-C↑
8.897
7.898

5.181
3.944
4.184
6.786

Sync-D↓
6.325
6.694

8.637
10.603
10.396

8.252

Rendering Speed
Training time/h↓

/
/
/

36 
72 
7 

Inference speed/fps ↑
/

15
25

0.09
0.06
45

AD-NeRF: audio driven neural radiance fields
AED-NeRF: audio-driven and emotion-editing dynamic neural radiance fields
DFRF: dynamic facial radiance fields
LMD: landmark distance

LPIPS: learned perceptual image patch similarity
LSP: live speech portraits
PSNR: peak signal-to-noise ratio
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real-time rendering speed. Specifically, we consider LPIPS as 
a more informative image quality metric, and AED-NeRF gen‑
erates higher-quality talking face avatars compared with both 
existing non-NeRF-based and NeRF-based methods. In terms 
of audio-visual synchronization, AED-NeRF achieves optimal 
or sub-optimal scores in all metrics. Since Wav2Lip directly 
uses SyncNet as a loss term for supervision during training, its 
SyncNet scores are much better than other methods, even sur‑
passing the ground truth. Our AED-NeRF achieves satisfac‑
tory SyncNet scores while significantly outperforming other 
methods in LMD, indicating that our method can generate syn‑
chronized lip movements with the audio source. In addition, 
AED-NeRF saves 80% – 90% train‑
ing time and infers 500 – 750 times 
faster than NeRF-based baselines, en‑
abling real-time applications. The 
cross-driven results in Table 2 demon‑
strate that the audio-visual synchroni‑
zation performance of our AED-NeRF 
is second only to Wav2Lip but supe‑
rior to other baselines, indicating that 
our method can still generate reason‑
able lip movements under the cross-
driven setting.
4.3 Qualitative Comparisons

Quantitative metrics have limita‑
tions in visual quality assessment and 
sometimes exhibit inconsistencies 
with subjective human perception. 
Therefore, we further conduct a quali‑
tative evaluation of audio driving and 
emotion editing.

The self-driven results are illus‑
trated in Fig. 4. In terms of image 
quality, Wav2Lip exhibits skin color 
distortion and obvious artifacts in the 
lip region; AD-NeRF loses some high-
frequency information of images and 
suffers from head-torso separation 
when moving heavily; in contrast, our 
AED-NeRF faithfully reconstructs the 
talking face avatar of the reference 
identity. As for audio-visual synchro‑
nization, Wav2Lip, AD-NeRF, and 
DFRF deviate significantly from the 
ground truth, while our AED-NeRF 
synthesizes reasonable and accurate lip movements. The cross-
driven results are illustrated in Fig. 5. By analyzing the lip 
synchronization, our AED-NeRF is capable of robustly synthe‑
sizing audio-visual synchronized lip movements even in chal‑
lenging situations such as the pronunciation of the vowel /o/.

Since none of the baselines can generate corresponding ex‑

pressions from emotion labels, we train AD-NeRF on each 
emotion-labeled video individually for comparison with our 
AED-NeRF. The neutral reference and generated emotion 
comparison are illustrated in Figs. 6 and 7, respectively. We 
replace the background with natural scenery in AD-NeRF and 
keep the green screen in our AED-NeRF for easier visual com‑

Table 2. Quantitative comparison under the cross-driven setting

Methods
Wav2Lip

LSP
AD-NeRF

DFRF
AED-NeRF

ID A
Sync-C↑

8.748

3.979
3.259
4.607
6.624

Sync-D↓
7.623

9.656
10.123

9.235
8.799

ID B
Sync-C↑

8.208

5.097
3.037
4.245
6.074

Sync-D↓
7.193

8.477
10.526
10.083

8.075
AD-NeRF: audio driven neural radiance fields

AED-NeRF: audio-driven and emotion-editing dynamic neural radiance fields
DFRF: dynamic facial radiance fields

LSP: live speech portraits

Figure 4. Qualitative comparison under the self-driven setting

Figure 5. Qualitative comparison under the cross-driven setting
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parison. Note that our AED-NeRF can generate different emo‑
tional expressions by editing emotion labels within a single 
model. By comparing the facial expressions in the same 
frames, it can be found that our AED-NeRF warps facial re‑
gions (e. g., forehead, eyes, and mouth) corresponding to the 
emotion labels, and presents the desired expression. The warp‑
ing becomes more pronounced as the intensity level increases, 
which reflects the differences among the three intensity levels.

Besides, AED-NeRF can synthesize talking face avatars in 
novel views and support background editing, which benefits 
from NeRF architecture and background disentanglement dur‑
ing data preprocessing.
4.4 Ablation Study

We conduct an ablation study to 
verify the effect of emotion modeling 
under the self-driven setting in Fig. 9. 
Without the guidance of emotion la‑
bels, the network has to model the vi‑
sual emotion based only on audio con‑
ditions, which leads to a neutral or mis‑
matched face even driven by extremely 
emotional audio. Our AED-NeRF gen‑
erates expressive talking face avatars 
with matched facial expressions and 
more precise lip movements benefiting 
from emotion modeling.
5 Limitations

We have demonstrated that our 
AED-NeRF can generate realistic 
audio-driven expressive talking face 
avatars in real time. However, several 
limitations remain for future work. 
Lips may be jittering or unsynchro‑
nized with audio under the cross-
driven setting, as an English auto‑
matic speech recognition model is em‑
ployed to extract audio features which 
is not accurate for other languages. 
Therefore, how to extract general au‑
dio features across different lan‑
guages is significant for further audio-
visual synchronization improvement. 
Though our AED-NeRF supports emo‑
tion editing to generate expressive 
talking face avatars, the range of edit‑
ing is limited to our provided emotion 
labels; that is, it cannot generalize be‑
yond training data. A possible solu‑
tion is to design an emotion recogni‑
tion module to automatically classify 
emotion categories and intensity lev‑

Figure 6. Neutral reference generated by (a) AD-NeRF and (b) AED-NeRF

Figure 7. Qualitative comparison of emotion editing

Figure 8. Benefiting from NeRF architecture and background disentanglement, our AED-NeRF can 
synthesize talking face avatars in novel views and support background editing
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els from videos, and learn a latent space for emotion embed‑
ding. Besides, slight variations, such as camera parameters, 
lighting and clothing, can affect modeling of one identity and 
lead to unideal generated results due to the nature of vanilla 
NeRF. For improved robustness to these variations, we will re‑
fer to works like NeRF in the wild[41] to disentangle environ‑
mental variations from facial dynamics in the future.
6 Conclusions

We propose AED-NeRF for the real-time generation of 
audio-driven, expressive talking face avatars. Audio and emo‑
tion features are introduced as the deformation channel for 
NeRF to implicitly model facial dynamics. Emotion labels 
composed of categories and intensity levels are encoded as  
guidance for emotion modeling of talking face avatars. Exten‑
sive experiments demonstrate that our AED-NeRF can gener‑
ate photo-realistic expressive talking face avatars under differ‑
ent audio inputs and emotion settings in real time.

Ethical consideration: AED-NeRF can generate photorealis‑
tic expressive talking face avatars in real time under different 
audio and emotional conditions. However, talking face synthe‑
sis techniques could be misused. We restrict our AED-NeRF 
for research purposes only and support the development of 
deepfake detection methods.
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Abstract: The detection of steel surface anomalies has become an industrial challenge due to variations in production equipment, processes, 
and steel characteristics. To alleviate the problem, this paper proposes a detection and localization method combining 3D depth and 2D RGB 
features. The framework comprises three stages: defect classification, defect location, and warpage judgment. The first stage uses a data-
efficient image Transformer model, the second stage utilizes reverse knowledge distillation, and the third stage performs feature fusion using 
3D depth and 2D RGB features. Experimental results show that the proposed algorithm achieves relatively high accuracy and feasibility, and 
can be effectively used in industrial scenarios.
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1 Introduction

Steel plates are widely used in various industrial applica‑
tions.  The surface quality of metal products is an im‑
portant evaluation metric in the metal manufacturing in‑
dustry[1].  However, metal plates are affected by various 

factors during manufacturing, such as equipment, processes, 
and material characteristics.  Consequently, surface defects 
with irregular shapes often emerge[2].  With the development of 
computer vision, machine vision-based algorithms for detect‑
ing such defects have become a research focus[3].  To address 
challenges in metal surface defect detection—such as scarce 
defect samples, high variability in shape and type, and the 
need for precise localization—this paper proposes a steel sur‑
face anomaly detection and localization method.

Previous work has introduced various approaches to ad‑
dress challenges in anomaly detection and classification 
within industrial processes. Zhao et al. [4] proposed a method 
based on dynamic time warping (DTW) combined with adap‑
tive fuzzy C-means (AFCM), drawing inspiration from similar 
industrial processes. Wen et al. [5] developed a novel anomaly 
detection method based on multi-scale knowledge distillation 
(Ms-KD) and a block domain core information module (BDCI) 
to quickly screen abnormal images. Yasuno et al.[6] proposed a 

one-class steel detector using a patch generative adversarial 
network (GAN) discriminator for visualizing anomalous fea‑
ture maps.

Fig. 1 shows the pipeline of the proposed method. Given a 
2D RGB image, we classify it into two categories (i.e., abnor‑
mal and normal) using the data-efficient image Transformer 
(DEIT) model.

1) For abnormal images, we employ a multi-class DEIT 
model and a reverse knowledge distillation model to deter‑
mine the specific defect category and the defect coordinates, 
respectively.

2) For normal images, we combine the 2D RGB features 
with the 3D depth map to fuse 2D and 3D features. Further‑
more, a new classification head is employed to determine 
whether the steel plate is warped or flat.

Finally, the defect category is determined by integrating the 
specific defect type and the warpage status.
2 Proposed Method

In actual production, the limited availability of steel defect 
samples, coupled with the diversity of defect types, poses a 
significant challenge to accurate detection and classification. 
Given this data scarcity, it is necessary to achieve efficient dis‑
crimination with minimal data. To tackle this, we implement a 
data-efficient defect multi-classification method for the abnor‑
mal multi-classification, which effectively distinguishes be‑This work was supported by ZTE Industry⁃University⁃Institute Coopera⁃

tion Funds under Grant No. HC⁃CN⁃20221107001.
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tween different types of steel defects. Considering the difficul‑
ties traditional knowledge distillation faces in pinpointing de‑
fect areas, we employ the reverse distillation defect location 
method to accurately identify the defective area. Lastly, due to 
the spatial unevenness of warpage defects, discerning them us‑
ing only 2D images is challenging. Therefore, we integrate 3D 
information. Thus, we utilize feature fusion of both 2D RGB 
and 3D depth images to determine whether the steel is warped.
2.1 Data-Efficient Defect Multi-Classification Method

The number of steel defect samples in actual production is 
limited, necessitating a multi-classification model that can op‑
erate effectively with minimal data. Existing transformer-
based classification models, such as vision Transformer (ViT), 
need to be pre-trained on large-scale datasets and then fine-
tuned on the ImageNet dataset[7], which requires substantial 
computing resources. DEIT[8] is essentially a ViT model. It 
uses three methods: better hyper-parameters, data augmenta‑
tion and distillation, which can 
achieve better classification per‑
formance with a smaller amount 
of data.

1) Optimized hyper-
parameters. The parameter ini‑
tialization method chosen is a 
truncated normal distribution. 
For learning rate adjustment, we 
employ a decay strategy: the 
learning rate first increases lin‑
early during the warm-up phase 
and then decreases via a cosine 
method.

2) Data augmentation. A vari‑
ety of data augmentation meth‑

ods are used, including random 
erase, MixUp, CutMix, and expo‑
nential moving average (EMA). 
With MixUp, the resulting im‑
ages are assigned soft labels 
rather than single labels. In Cut‑
Mix, labels are given according 
to the proportion occupied. 
EMA ensures that the model 
weight updates are related to the 
historical values over time. 
These methods all help to im‑
prove the model’s efficiency.

3) Distillation through atten‑
tion. In the training stage, the 
class token in ViT for classifica‑
tion is equivalent to an addi‑
tional patch. It learns the rela‑
tionship with other patches, and 
then connects the classifier to 

calculate CELoss. As shown in Fig. 2, for distillation in DEIT, 
an additional distill token is added. This token also learns the 
relationship with other tokens, and then connects the teacher 
model to calculate KLDivLoss. Subsequently, CELoss and 
KLDivLoss are combined to form a new loss, which guides the 
student model training (note that the teacher model is not 
trained during knowledge distillation).

In the prediction stage, class token and distill token gener‑
ate different results. These results are then weighted (with a 
weight of 0.5 each) and summed to obtain the final prediction.
2.2 Reverse Distillation Defect Location Method

As shown in Fig. 3, in traditional knowledge distillation, 
both the teacher and student networks serve as encoders, tak‑
ing image information as input. The student network learns 
from the teacher network by reconstructing the representations 
of the teacher network at different scales[9]. However, in re‑

Figure 1. Pipeline of our proposed method

Figure 2. Distillation token in transformer model
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verse knowledge distillation, the teacher network still acts as 
an encoder, while the student network functions as a de‑
coder[10]. The low-dimensional features encoded by the teacher 
model serve as input, allowing the student network to learn the 
teacher model’s representations at different scales by recon‑
structing them. This process first extracts high-level represen‑
tations and then refines low-level features. The teacher en‑
coder functions as a downsampling filter, while the student de‑
coder operates as an upsampling filter, creating a symmetric 
architecture that addresses the limitations of traditional knowl‑
edge distillation.

In the inference stage of traditional knowledge distillation, 
when abnormal samples are input, the student network may re‑
construct results highly similar to those of the teacher net‑
work. However, to alleviate the problem, Fig. 4 shows that re‑
verse knowledge distillation adopts the following methods:

1) The encoder module (part of the teacher network) utilizes 
pretrained models. In our implementation, we employed 
WideResNet and achieved competitive performance.

2) A one-class bottleneck em‑
bedding (OCBE) module is in‑
corporated into inverse knowl‑
edge distillation. It contains a 
multi-scale feature fusion (MFF) 
module and one-class embed‑
ding (OCE) module. The motiva‑
tion for employing multi-scale 
fusion stems from the distinct 
characteristics of features at dif‑
ferent scales: low-dimensional 
features are rich in texture and 
edge details, while high-
dimensional features encapsu‑
late semantic information. Using 
only the activation information 

from the encoder’s final layer as the decoder’s input could 
lead to an excess of redundant semantic details. Therefore, by 
leveraging multi-scale fusion, redundancy is minimized while 
preserving details.

3) The decoder module mirrors the teacher network but is 
not an exact copy. During the inference phase, when abnormal 
samples are input, the reconstructed shapes exhibit greater dif‑
ferences, making the defect features more apparent.
2.3 Feature Fusion via 2D RGB Images and 3D Depth Images

With the popularization of various sensors, it is easier to ob‑
tain multimodal data from different sources, making it increas‑
ingly important to use multi-modal information for various clas‑
sification and regression tasks[11]. According to how multi-modal 
fusion is performed, it can be divided into the two following 
types: aggregation-based fusion and alignment-based fusion.

Aggregation-based fusion employs separate sub-networks to 
process each modality. The outputs are then aggregated into a 
unified common feature. These features are subsequently 
mapped to the output dimension to obtain the final result. The 
specific formula is as follows:

ŷ( )i = f ( x( )i ) = h (Agg ( f1( x( )i1 ) ,…, fM( x( )i
M ) ) ) (1),

where h is the global mapping network, f is the feature extrac‑
tor, x(i ) is the input image, and Agg is the aggregation function. 
There are many ways to implement aggregation functions, 
such as averaging multiple modal features and concatenating 
multiple modal features.

The alignment-based fusion method refers to using an align‑
ment loss to align the features of multiple modalities, retaining 
the outputs of multiple sub-networks for separate prediction, 
and finally weighting the prediction results of the different mo‑
dalities[12]. The optimization objective in this case is shown as:

min 1
N ∑

i = 1

N

L ( )∑
m = 1

M

αm fm( )x( )i
m , y (i) + Alig f1:M( x( )i ) , s.t.∑

m = 1

M

αm = 1 (2),

Figure 3. Difference between traditional knowledge distillation and reverse knowledge distillation

Figure 4. Reverse knowledge distillation network architecture

MFF: multi-scale feature fusion     OCE: one-class embedding 

Teacher model encoder Teacher model encoder
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where Alig f1:M is a loss that measures the similarity between 
two distributions, usually using maximum-mean-discrepancy 
(MMD). The final output ∑m = 1

M αm fm( )x( )i
m  is an ensemble of 

fm associated with the decision score αm , which is learned by 
an additional softmax output to meet the simplex constraint.

This task focuses on the homogeneous multimodal fusion 
problem, using 2D RGB images and 3D depth maps for fea‑
ture fusion. The proposed method belongs to the category of 
aggregation-based fusion. As shown in Fig. 5, two ResNet18 
networks[13] are employed as feature extractors. First, the fi‑
nal fully connected layer of the network is removed; then, 3D 
depth maps and 2D RGB images are input to extract the two 
corresponding features. These two features are concatenated, 
and a new binary classification head is customized to per‑
form the warpage detection task.
3 Experiment

We evaluated the performance of this algorithm to clas‑
sify and locate defects on steel surfaces. Experimental re‑
sults show the algorithm yields favorable classification and 
localization outcomes on iron, aluminum, and stainless 
steel surfaces.
3.1 Datasets

1) Defect classification dataset. Two-dimensional defects 
include abrasions, scratches, holes, stripes and flower pat‑
terns, totaling five categories. The materials used are alumi‑
num, iron, and stainless steel. Each full-size steel plate im‑
age (2 048×2 048 pixels) is divided into 64 small patches 
(256×256 pixels). As shown in Fig. 6, all images are col‑
lected by 2D line array cameras. The aluminum subset con‑
tains 452 abnormal  and 153 normal samples, the iron subset 
contains 307 abnormal and 205 normal samples, and the 
stainless steel subset contains 243 abnormal and 195 normal 
samples. All samples are divided into training, verification 

and test sets at a ratio of 6:2:2.
2) Defect location dataset. This dataset is constructed simi‑

larly to the defect classification dataset, but with the differ‑
ence that ground truth needs to be incorporated during train‑
ing to inform the reverse knowledge distillation about the de‑
fect locations.

3) Feature fusion dataset. This dataset, comprising 40 2D 
RGB images and 40 3D depth images, is divided into warping 

and flattening parts  for both modali‑
ties.  The RGB images are captured 
of iron plates using a 2D line-scan 
camera, while the corresponding 
depth images are acquired using a 
3D area-scan camera.
3.2 Implementation Details

In the defect multi-classification 
process, we employed the DeiT-
Tiny pre-training model, using the 
AdamW[14] optimizer, and the learn‑
ing rate was set to 5e-5×4/64. The 
patch size was set to 16 and the La‑
belSmoothLoss was adopted as the 
loss function. In the reverse distil‑
lation process, WideResNet50[15] 
was chosen as the teacher model, 

Concat

Figure 5. Aggregation-based feature fusion

Figure 6. Line array cameras capture real scenes and schematic scenes
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trained with the Adam optimizer and a learning rate sched‑
uler (gamma=0.1, with a step size of 5). For feature fusion, 
ResNet18 was selected as the feature extraction network with 
a learning rate of 1e-3.
3.3 Experimental Results and Analysis

1) Standard of evaluation. Given the characteristics of the 
classification task, precision (P) is adopted as the primary 
evaluation metric. True Positives (TP) denote the number of 
positive samples correctly classified by the model, while 
False Positives (FP) represent the number of negative 
samples incorrectly classified as positive.

Precision = TP
TP + FP (3).

Based on the characteristics of the location results, the 
pixel-level Area Under the Receiver Operating Characteris‑
tics curve (AUROC) and image-level AUROC are selected as 
the main location evaluation metrics[16].

AUROC assesses the model’s ability to distinguish be‑
tween positive and negative samples by plotting the false 
positive rate (FPR) against the true positive rate (TPR) at dif‑
ferent thresholds. The FPR represents the proportion of nega‑
tive samples that are incorrectly classified as positive, while 
the TPR denotes the proportion of actual positive samples 
that are correctly identified. Typically, we aim for a high 
TPR while minimizing the FPR to enhance the model’s clas‑
sification ability.

Pixel-level AUROC evaluates the prediction accuracy of 
the model at the pixel level, treating each pixel as an inde‑
pendent classification problem. However, the image-level 
AUROC assesses the entire image for binary classification, 
disregarding the specific positions and types of each pixel.

2) Data-efficient defect multi-classification. Due to the 
scarcity of defective steel samples, 25 training sets and 9 
verification sets are used to achieve better multi-
classification effects on aluminum, iron, and stainless steels. 
Table 1 shows that the classification accuracy is at least 90% 
and often reaches 100%. Training loss and validation accu‑
racy are shown in Fig. 7, and the classification results on five 
types of defects are shown in Fig. 8.

3) Reverse distillation defect location. As shown in Table 
2, the pixel-level and image-level AUROC scores indicate 
high defect localization accuracy. Fig. 7 visualizes these re‑
sults using heatmaps.

4) Feature fusion via 2D RGB and 3D depth images. An 
iron plate was selected as the experimental sample. The data‑
set comprises 20 warped and 20 flat samples for both 2D 
RGB images and 3D depth images. The data was partitioned 
into training, verification, and test sets according to a ratio of 
6:2:2. Due to the large discrimination of feature representa‑
tion, the classification accuracy for distinguishing warped 
from flat samples reached 100%.

Table 1. Number of testset and precision of aluminum, iron, 
and stainless steel samples

Defect Category
Abrasions
Scratches

Holes
Stripes
Flowers

Aluminum
8/100%

212/97.17%
28/100%
8/100%

26/100%

Iron
8/100%

101/99.1%
12/100%
8/100%
8/100%

Stainless Steel
30/96.7%
18/100%
8/100%
8/100%
8/100%

Figure 7. Training loss and validation accuracy of aluminium, iron, and 
stainless steel samples, where the red curve means training loss and the 

blue means validation accuracy
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4 Conclusions
This paper proposes a method for detecting and locating 

anomalies of steel surfaces combined with 3D Depth and 2D 
RGB features, which can be divided into three stages: defect 
classification, defect location, and warp detection. By lever‑
aging deep learning techniques, the proposed approach mini‑
mizes the reliance on manual labor during the inspection pro‑
cess. Experimental results demonstrate that the method 
achieves the desired accuracy and validates its feasibility.
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1 Introduction

Transmission zeros (TZs) at finite frequencies are com‑
monly seen in modern microwave filters.  They can im‑
prove frequency selectivity and out-of-band rejection 
of bandpass filters.  Nowadays, cross-couplings are the 

most commonly used method to realize TZs.  Frequently used 
cross-coupled structures include trisections, quartets, and box 
sections[1–3].  Cross-coupled configurations generate TZs by 
multi-path cancellation.  TZs are generated when the com‑
bined signals interfere destructively at the combining node.  A 
trisection or a box section can realize only one TZ on the 
imaginary axis.  A quartet can introduce two TZs, and the two 
TZs can be on the imaginary axis or form a para-conjugate 
pair.  Usually, when the generalized Chebyshev filter has TZs 
on the lower side of the passband, at least one of the couplings 
in the trisection or quartet has to be negative.  Negative cou‑

plings in coaxial combline filters are often realized by capaci‑
tive probes.  The capacitive probe increases complexity, re‑
duces power handling capability, and is inconvenient for post-
production tuning.

Macchiarella et al. proposed strongly coupled resonator pairs 
(SCRP) [4] and strongly coupled resonator triplets (SCRT) [5]. 
Compared with traditional filters, strongly coupled filter con‑
figurations consist solely of positive couplings, even though 
TZs on the lower stopband are realized. It is also interesting 
to note that there is a reflection zero (RZ) in the lower stop‑
band. Zeng[6] introduced an out-of-band RZ into the synthe‑
sis of equi-ripple filtering functions, enabling the SCRT 
structure to be synthesized directly by coupling matrix trans‑
formations. This synthesis approach addresses the limitation 
that the out-of-band RZ of the SCRT must be designed far 
from the passband. The synthesized structure is named the 
generalized strongly coupled resonator triplet (GSCRT). Re‑
cently, a coaxial combline filter design was proposed based 
on the strongly coupled resonator quadruplet (SCRQ) [7]. The 
SCRQ consists of an SCRT and a regularly coupled fourth 
resonator. However, there is no analytical synthesis method This work was supported by the National Natural Science Foundation of 

China under Grant No. 62471366.
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for SCRQ filters.
This work presents the synthesis and design of a general‑

ized strongly coupled resonator quartet (GSCRQ), where all 
couplings can be positive, as determined by the synthesis pro‑
cedure. Compared with SCRQ, GSCRQ can arbitrarily specify 
the location of the out-of-band RZ to achieve a flexible topol‑
ogy configuration. First, the working mechanism of GSCRQ at 
the circuit level is analyzed, and the relationship between the 
TZs and couplings (self-coupling and mutual coupling) is ex‑
plained. Then, a direct matrix synthesis approach for filters 
with GSCRQ is presented. In addition, this paper proposes a 
parameter-extraction method for filters with out-of-band RZs. 
The method can aid the design and tuning process of filters 
with GSCRQ. The filter-tuning process is faster than port-
tuning[8]. Finally, a sixth-order filter with a GSCRQ is synthe‑
sized and the simulation results show good agreement with the 
synthesized response.
2 Filters with GSCRQ

In order to understand the working mechanism of the 
GSCRQ configuration, we first analyze the circuit model of the 
quartet shown in Fig. 1. The TZs are generated by the cou‑
plings among resonators 1– 4. The admittance matrix Y be‑
tween nodes 1 and 4 is
Y = 1
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Equating the numerator polynomial of Y12 to zero, we can 
identify the TZs generated by the GSCRQ as:
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Empirically, for the quartet shown in Fig. 1, whether the 
TZs are located in the upper or lower stopband, there will ex‑
ist a negative coupling. According to Eq. (2), it can be seen 
that the mutual couplings and self-couplings interact with 
each other to generate two TZs. We consider introducing out-
of-band RZs to realize TZs while keeping all the couplings in 
the quartet positive.
2.1 Remez-Like Algorithm

Lowpass prototype filter responses can be defined as the ra‑
tio of polynomials E(s), F(s), F22(s) and P(s) as:

S = 1
E ( )s

é

ë

ê
êê
ê ù

û

ú
úú
úF ( )s /εR P ( )s /ε

P ( )s /εR F22( )s /εR

(3),

where ε and εR are positive real constants such that the abso‑
lute values of the highest-order coefficients in E(s), F(s), F22(s) and P(s) can be normalized.

To synthesize a filter with out-of-band RZs, a Remez-like it‑
erative algorithm can be used. The polynomials Fout(ω), Fin(ω), 
and P(ω) are defined as:

Fout(ω) = ∏
i = 1

nc ( )ω - ωout,i (4a),

F in(ω) = ∏
i = 1

np - nc

( )ω - ω in, i (4b),

P (ω) = ∏
i = 1

nz

( )ω - ωnz (4c),

where np is the order of the filter, nc is the number of out-of-
band RZs, ω in, i denotes in-band RZs, ωnz and ωout, i are the as‑
signed TZs and out-of-band RZs, respectively. In the Remez-
like algorithm, Fout(ω) is completely determined by the as‑
signed out-of-band RZs. We seek the np−nc unknown coeffi‑
cients {ai} of Fin (ω) such that the characteristic function C(ω)=
Fout(ω)Fin(ω)/P(ω) is equiripple in the passband. The filtering 
synthesis procedure then proceeds as follows.

Step 1: Solve the linear system comprising np−nc+1 equa‑
tions with the np−nc+1 unknowns [{ai}, Δ]:

ì

í

î

ïïïï

ï
ïï
ï

C ( )-1 = Δ
C ( )Ωk = ( )-1 kΔ       k = 1 ,…, np - nc - 1
C ( )1 = ( )-1 np - ncΔ

(5),
Figure 1. Topology of quartets. Black nodes represent resonators, and 

solid lines represent couplings

2

3

S L41
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where Δ is the amplitude of the in-band ripple of C(ω) and Ωk are the extreme points. The equations in Eq. (5) can be re-
written in a matrix form as:

é
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ê

ê

ê

ê

ê
êê
ê

ê

ê

ê

ê ù

û
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ú

ú

ú

ú
úú
ú

ú
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úΩ np - nc - 11 Ω np - nc - 21 ⋯ 1 -P ( )Ω1 /Fout( )Ω1
Ω np - nc - 12 Ω np - nc - 22 ⋯ 1 P ( )Ω1 /Fout( )Ω2

⋮ ⋮ ⋮ ⋮ ⋮
Ω np - nc - 1

np + 1 Ω np - nc - 2
np + 1 ⋯ 1 ( )-1 np - nc + 1 P ( )Ω1 /Fout( )Ω1
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a0Δ
=

é
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ê

ê

ê
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ê
ê

ê

ê
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û
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ú
úú
ú
ú

ú

ú

ú-Ω np - nc1-Ω np - nc2⋮
-Ω np - nc

np + 1

(6),

where ai (i = np-nc-1, ⋯, 0) are the coefficients of the polyno‑
mial Fin (ω).

Step 2: After obtaining the coefficients ai, update the loca‑
tions of the in-band extrema Ω' by solving (∂C(ω) / ∂ω) = 0.

Step 3: Repeat Steps 1 and 2 until convergence is achieved, 
i.e., || Ω - Ω′  is sufficiently close to zero. At convergence, the 
coefficients {ai} of F in( )ω  are stable. The polynomial F ( )ω  is 
then constructed as:

F (ω) = F in(ω)Fout(ω) (7).
Step 4: Calculate ε and εR using
εR = 1,     ε = 1

10RL/10 - 1
|

|

|
||
||

|

|
||
| P ( )ω
F ( )ω

ω = ±1
(8),

where RL is the desired return loss level. 
The monic polynomial E(ω) is obtained from P(ω) and F(ω) 

through the Feldtkeller equation:
E (ω) E (ω) * = F (ω)F (ω) * /εR

2 + P (ω) P (ω) * /ε2 (9).
We can solve the right-hand side of Eq. (9) to obtain 2np 

roots, from which those with positive imaginary parts are se‑
lected to construct E(ω). Alternatively, a more robust compu‑
tational method has been recently proposed in Ref. [9] to ac‑
curately solve the Feldtkeller equation for high-order net‑
works. After E(ω) is obtained, the polynomials F(s), P(s) and 
E(s) are formed by the variable substitution ω = s/j. If the coef‑
ficients of the highest order terms of these polynomials, ob‑
tained by variable substitution, are not equal to 1, they should 
be normalized by dividing the coefficient of the highest order 
terms. It should be noted that when np−nc is even, P(s) is mul‑
tiplied by j to satisfy the unitary condition, ensuring its 
highest-order coefficient is j[10]. Finally, the polynomial F22(s) is given by

F22( s) = ( - 1) npF ( s) ∗ (10),

where (*) denotes polynomial para-conjugation.
After the Chebyshev-like polynomials are synthesized, 

the np + 2 transversal coupling matrix can be synthesized 
using the well-established technique described in Ref. [10]. 
The GSCRQ coupling topology is then obtained by a se‑
quence of similarity transformations from the transversal 
coupling matrix.

The synthesis process properties of GSCRQ will be demon‑
strated and discussed in the following sections.
2.2 A Synthesis Example of GSCRQ Filters

Consider an example with np = 7 poles, nc = 1 out-of-band 
RZ, and TZs at {sTZ} = {−1.36j, 1.25j}. The return loss level is 
RL = 20 dB, and the assigned out-of-band RZ is sout = −8.26j.

First, P(ω) and Fout(ω) are obtained from the prescribed TZs 
and the out-of-band RZ, respectively:

P (ω) = (ω + 1.36) (ω - 1.25) = ω2 + 0.11ω - 1.7 (11a),

Fout(ω) = ω + 8.26 (11b).
We begin with an initial guess that positions of in-band ex‑

trema {Ωk} are evenly distributed over [−1, 1] rad/s; thus, the 
initial set is Ω =[−1, −2/3, −1/3, 0, 1/3, 2/3, 1]. In practice, we 
can arbitrarily choose N−1 (where N is the filter order) differ‑
ent extrema within (−1, 1), and our experiments show that the 
proposed method converges to the correct result. Solving Eq. 
(6) yields the function Fin(ω) as:

F in(ω) = ω6 - 0.028 5ω5 - 1.418 2ω4 + 0.032 9ω3 +
0.442 5ω2 - 0.006 3ω - 0.017 1 (12).
By solving (∂C(ω) / ∂ω) = 0, we obtain updated positions of in-

band extrema: Ω' = [−6.595 2, −1.592 7, −0.879 5, −0.444 8, 
0.011 0, 0.463 9, 0.893 3, 1.426 8]. Then, the five frequencies 
lying within the passband are selected and, together with the 
two band edge frequencies −1 and 1, form the seven extremal 
points for the next iteration: Ω = [ − 1, − 0.879 5, − 0.444 8, 
0.011 0, 0.463 9, 0.893 3, 1] rad/s. This process is repeated 
for 10 iterations, after which the extremal locations converge 
to stable values. Meanwhile, the coefficients {ai} of Fin (ω) are 
determined. Fig. 2 shows the results of the first four iterations. 
It can be found that C(ω) is stable in the fourth iteration. 
Then, F(ω) and ε are calculated using Eqs. (7) and (8), re‑
spectively. E(ω) is solved from the Feldtkeller equation. Fi‑
nally, F(ω), P(ω), and E(ω) are transformed into F(s), P(s), and 
E(s). The coefficients of the final polynomials are listed in 
Table 1, and the filter response is shown in Fig. 3.

A transversal coupling matrix is synthesized from the poly‑
nomials. Then, the coupling topology shown in Fig. 4a is ob‑
tained through a series of rotation transformations (Table 2). 
Specifically, Steps 1 – 21 synthesize an “arrow” topology, 
while Steps 22– 30 form a quartet among nodes 2 to 5. In 
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Fig. 4, the numerical values without underscores represent 
mutual and I/O couplings, whereas those with underscores 
denote self-couplings. Notably, all mutual coupling values 
are positive. Therefore, in the physical implementation, all 
the inter-resonator couplings can be realized as inductive 
couplings.

2.3 Impact of Out-of-Band RZ
To observe the impact of out-of-band RZ on the filter re‑

sponse, we compare the proposed 7th-order RZ filter (Fig. 4a) 

Figure 2. Iterations of Remez-like algorithm in solving the equi-ripple function for the 7th-order filter with an out-of-band RZ: 
(a) the first iteration; (b) the second iteration; (c) the third iteration; (d) the fourth iteration

Table 1. Coefficients of F(s), P(s), and E(s) of seven-poles with one upper 
TZ and one lower TZ

si, i =
0
1
2
3
4
5
6
7

εR = 1.000 0

F(s) (F22(s))
0.373 8j
0.422 9
5.464 5j
2.012 0

13.070 5j
2.613 9
8.137 5j
1.000 0

P(s)
1.700 0
0.110 0j
1.000 0

ε = 0.445 8

E(s)
0.868 3 + 3.731 5j
2.769 1 +12.801 1j
4.956 1 + 24.638 4j
6.466 5 + 30.408 0j
5.796 9 + 28.889 2j
4.560 8 + 16.045 3j
1.973 3 + 8.137 5j

1.000 0

TZ: transmission zero

Figure 3. Synthesized response of the 7th-order filter with 
an out-of-band RZ

(a) (b)

(c) (d)
ω

-1.0 -0.5 0.0 0.5 1.0

C(ω
)

0.4

0.2

0.0

-0.2

-0.4

ω
-1.0 -0.5 0.0 0.5 1.0

C(ω
)

0.4

0.2

0.0

-0.2

-0.4

ω
-1.0 -0.5 0.0 0.5 1.0

C(ω
)

0.4

0.2

0.0

-0.2

-0.4

ω
-1.0 -0.5 0.0 0.5 1.0

C(ω
)

0.8
0.6
0.4
0.2
0.0

-0.2
-0.4
-0.6
-0.8

Frequency/(rad/s)
-10 -8  -6  -4  -2    0     2

S11 synthesis
S12 synthesis

S-
par

am
ete

rs/d
B

0
-10
-20
-30
-40
-50
-60
-70
-80
-90

-100

91



ZTE COMMUNICATIONS
March 2026 Vol. 24 No. 1

Xiong Zhi’ang, Fan Jiyuan, Zhao Ping, Zhou Jinzhu, Shen Nan, Wu Qingqiang 

Special Topic   Synthesis and Design of Generalized Strongly Coupled Resonator Quartet Combline Filters with Redundant Resonance

with two traditional counterparts: a 6th-order filter and a 7th-
order filter (Figs. 4b and 4c). The TZs for all three filters are 
set at {sTZ} = { − 1.36j, 1.25j}, with a specified return loss of 
20 dB. The key difference lies in their synthesis procedures 
and the resulting coupling matrices. In the traditional filters, 
the absolute values of coupling coefficients are all less than 1. 
In contrast, the proposed filter with an out-of-band RZ has 
couplings greater than 1. Couplings with normalized coupling 
coefficients exceeding 1 are defined as strong couplings. The 
quartet possessing such strong couplings constitutes a 
GSCRQ. Realizing strong coupling between resonant rods re‑
quires reducing the distance between adjacent resonant rods. 
This close arrangement is beneficial for the miniaturization of 
coaxial combline filters.

The introduction of out-of-band RZ affects not only the cou‑
pling coefficients but also the filter’s response. Fig. 5 com‑
pares the responses of the three filters in Fig. 4. The 7th-order 
GSCRQ filter with an out-of-band RZ exhibits in-band charac‑
teristics similar to the conventional 6th-order filter, but its 
lower stopband rejection is worse than that of the 6th-order fil‑
ter. In addition, its upper stopband rejection is slightly better 
than that of the 6th-order filter but remains worse than that of 
the seventh-order filter.

The above analysis confirms that an out-of-band RZ affects 
both the coupling coefficients and filter characteristics. This in‑
troduces additional flexibility into the filter synthesis. To dem‑
onstrate this, the location of the out-of-band RZ in the 7th-
order filteris varied to −3.5 rad/s or −6.7 rad/s. Fig. 6 compares 
the frequence responses for the original RZ at − 8.26 rad/s, 
−3.5 rad/s, and −6.7 rad/s with these two new locations. The 
corresponding coupling matrices are given in Fig. 7. Fig. 6 
shows that when the out-of-band RZ is closer to the passband, 
the out-of-band suppression in the near passband will be 

Figure 4. Topology with quartet: (a) 7-2 (7 RZs and 2 TZs) filter with 
an out-of-band RZ; (b) 6-2 filter; (c) 7-2 filter

Table 2. Rotation sequence to the filter in Fig. 4a

Rotation 
sequence

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15

Elements to 
be annihilated

MS7
MS6
MS5
MS4
MS3
MS2
M17
M16
M15
M14
M13
M27
M26
M25
M24

Pivot [i, j]
[7, 6]
[6, 5]
[5, 4]
[4, 3]
[3, 2]
[2, 1]
[7, 6]
[6, 5]
[5, 4]
[4, 3]
[3, 2]
[7, 6]
[6, 5]
[5, 4]
[4, 3]

Rotation 
sequence

16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

Elements to 
be annihilated

M37
M36
M35
M47
M46
M57
M5L

M6L

M46
M47
M57
M35
M36
M46
M34

Pivot [i, j]
[7, 6]
[6, 5]
[5, 4]
[7, 6]
[6, 5]
[7, 6]
[5, 6]
[6, 7]
[5, 6]
[4, 5]
[5, 6]
[4, 5]
[3, 4]
[4, 5]
[3, 4]

(a)

(b)

(c)
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Figure 5. Frequency responses of three filter designs: the 7th-order fil⁃
ter with an out-of-band reflection zero (solid), 6th-order traditional fil⁃

ter (dashed), and 7th-order traditional filter (dotted)

S 1 2 5 6 7 L

3

4
1.690 5

0.006 1 0.194 2 6.506 1 0.194 2 0.006 1
0.198 1 2.708 1

1.871 00.999 3 0.836 30.652 8 1.215 9
1.369 1 0.836 3 0.999 3

S 1 2 5 6 L

3

4
-0.776 8

0.003 0 0.003 2 0.003 2 0.003 0
-0.371 9 0.371 9

-0.202 30.999 3 0.826 40.149 0 1.215 9
0.826 4 0.993 1

0.702 6

S 1 2 5 6 7 L

3

4
-0.746 8

0.002 0 0.002 3 0.002 7 0.002 3 0.002 0
0.198 1 2.708 1

-0.175 60.989 5 0.820 00.148 4 0.389 9
0.598 5 0.820 0 0.989 5

0.673 8

S11 7th order filter with out-band RZ
S12 7th order filter with out-band RZ
S11 6th order filter
S12 6th order filter
S11 7th order filter
S12 7th order filter

RZ: reflection zero
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worse, and the couplings in the quartet become weaker. There‑
fore, in the actual filter design, we can tune the position of the 
out-of-band RZ to meet the design specifications. However, it 
should be noted that placing the out-of-band RZ too far from 
the passband results in excessively strong mutual coupling in 
the GSCRQ, making it difficult to realize in practice.
3 Design Example

To validate the synthesis method, a 6th-order bandpass fil‑
ter using coaxial resonators is designed. Its physical layout 
and the coupling topology are shown in Figs. 8a and 8b, re‑
spectively. The key design specifications include a center fre‑

quency f0 = 2.5 GHz and a bandwidth BW = 200 MHz.
In previous literature, the design of strongly coupled resona‑

tor filters is often performed using the “port tuning” tech‑
nique[11]. This field-circuit co-simulation method uses circuit 
optimization to tune the filter, which typically requires only a 
few seconds. In addition, due to dispersion and capacitive 
loading effects of the resonant rods, a large difference exists 
between the out-of-band resonance of the simulated response 
and the ideal response. To make the ideal response consistent 
with the simulated response, it is generally necessary to opti‑
mize a target matrix that takes stray couplings into account. 
For strongly coupled resonator filters, we propose a novel 
Model-Based Vector Fitting (MVF) -based method to achieve 
tuning of strongly coupled filters[12–13]. The procedure in‑
cludes the following five steps:

Step 1: Map the physical frequency to the low-pass domain:
ω = f0BW ( f

f0
- f0

f ) (13),

where f0 and BW are the center frequency and bandwidth of 
the filter, respectively.

Step 2: De-embed the phase from the simulated S-
parameters by vector fitting[11].

Step 3: Transform phase-corrected S-parameter to Y-
parameter, and use MVF to approximate the Y-parameter 
data[10].

Step 4: Synthesize a transversal coupling matrix from the Y-
parameter rational functions and transform it to the target form.

Step 5: Compare extracted and ideal synthesized matrices, 
and adjust the dimensions of the filter accordingly.

The second step is crucial for identifying the true poles and 
zeros of the coupled resonator filter. In a traditional single-
passband filter, plotting the poles and zeros of the reflection 
coefficient on the complex s-plane reveals that most of the 
poles and zeros cluster around the origin, whereas a few are lo‑
cated far away. Those near the origin are contributed by the 
resonators, while the distant ones result from phase loading 
and feed lines[13]. Empirically, for traditional single-passband 
filters, poles and zeros located beyond four units from the ori‑
gin are caused by phase loading and feed lines. However, this 
rule does not apply to strongly coupled resonator filters. Let us 
take the simulated reponses of the EM model in Fig. 8 as an 
example. Vector fitting (VF) is applied to S11 to obtain an opti‑
mal rational approximation. The zeros and poles of the fitting 
rational functions are listed in Table 3.

If zeros and poles more than four units from the origin (i.e., 
the 6th, 7th, and 8th in Table 3) are selected to construct the 
phase factor, a spike appears in its amplitude near −11.5 rad/s, 
as shown in Fig. 9a. This indicates erroneous phase de-
embedding, as the amplitude and phase of the phase factor 
should be smooth. Corresponding errors are also observed in 
the de-embedded phase of S11 or S22. As shown in Fig. 9b, the 

Figure 6. Frequency responses with different out-of-band RZ locations: 
sout = -8.26j (solid), sout = -6.7j (dashed), and sout = -3.5j (dotted)

Figure 7. 7-2 filter topology with different out-of-band RZ locations: 
(a) sout = -6.7j; (b) sout = -3.5j 
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0.129 7 1.323 8
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phases of S11 and S22 are very smooth in the lower stopband, 
which is correct for traditional filters. However, for a strongly 
coupled resonator filter with an out-of-band RZ, the phases of 
S11 and S22 should exhibit abrupt changes, not smoothness. 
Therefore, we speculate that the wrong phase factor offsets the 
original mutation, making the phases of S11 and S22 smooth af‑
ter phase de-embedding.

To obtain the correct phase factor, the 6th pole-zero pair is 
attributed to the filter itself rather than to phase loading and 
transmission lines, yielding the phase factor shown in Fig. 10a. 
The phase no longer changes suddenly around − 11.5 rad/s, 

which proves that this phase factor is physically consistent. In 
addition, Fig. 10 shows the S-parameter phase after phase de-
embedding, where the out-of-band RZ now correctly appears 
at − 11.5 rad/s. Based on extensive experiments, we recom‑
mend that for strongly coupled filters, the threshold for phase 
de-embedding is set to

Thresh = min ( sout ) - 1 (14),
where min(sout) is the minimum out-of-band RZ.

After phase de-embedding, MVF is used to fit a 7th-order 
polynomial of the Y-parameters (Step 3). A transversal cou‑
pling matrix is then synthesized and transformed to the target 
form (Step 4). By comparing the extracted and ideal synthe‑
sized matrices, the filter dimensions are adjusted accord‑
ingly (Step 5), enabling rapid tuning to meet the target speci‑
fications. The simulation results with ideal lossless materials 
are shown in Fig. 11, where dashed lines are simulation data, 
and solid lines are the ideal synthesis responses. The input 

Table 3. Zeros and poles of VF results for S11
k

1
2
3
4
5
6
7
8

poles
−0.692 7 + 0.104 7i
−0.556 11−0.675 5i
−0.481 2 + 0.805 7i
−0.180 53−1.073 5i

−0.156 41 + 1.149 1i
−0.009 1−11.503 2i
1.132 2 + 14.087 9i

−26.468 1 + 3.616 4i

zeros
0.001 0 + 0.072 2i
−0.000 1−0.530 2i

−0.000 5 + 0.657 6i
−0.000 7−0.889 7i
0.000 3 + 1.000 2i
0.000 0−11.503 1i

1.664 5 + 13.927 9i
26.542 8 + 3.463 7i

(a)

(b)
Figure 8. (a) Electromagnetic model of the 6th-order filter 

with GSCRQ; (b) synthesis results of GSCRQ of the 6-2 filter 
with one out-of-band RZ 

Figure 9. Incorrect phasing de-embedding: (a) amplitude and phase of 
the phase factor α; (b) S11 and S22 after phase removal
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Note: The numerical values with underscores are self‑couplings, while the nu‑
merical values without underscores are mutual couplings and I/O couplings.

94



ZTE COMMUNICATIONS
March 2026 Vol. 24 No. 1

Xiong Zhi’ang, Fan Jiyuan, Zhao Ping, Zhou Jinzhu, Shen Nan, Wu Qingqiang 

Synthesis and Design of Generalized Strongly Coupled Resonator Quartet Combline Filters with Redundant Resonance   Special Topic

feed comes from a coaxial cable whose inner and outer radii 
are 0.5 mm and 2 mm, respectively. The coaxial cable is filled 
with a dielectric with a relative permittivity εR = 2.2. The in‑
ner and outer radii of the resonant rods are 2 mm and 3 mm 
and the height of the enclosure box is 16.5 mm. Other detailed 
dimensions are shown in Table 4.

4 Conclusions
In this article, synthesis and design of filters with GSCRQs 

are presented. The GSCRQ enables the generation of two TZs 
without requiring negative couplings. Its work mechanism is 
analyzed based on a circuit model for the first time. A com‑
plete filter design procedure is demonstrated, including the 
coupling matrix synthesis and EM model tuning. The full-
wave EM simulation results show excellent agreement with the 
theoretical predictions, thereby validating the theory of filters 
with GSCRQ.
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1 Introduction

Graphics Application Programming Interfaces (APIs) 
serve as essential toolkits in graphics rendering, of‑
fering programming instructions and functions cru‑
cial for rendering 3D scenes into images and present‑

ing frames.  They bridge software with graphics hardware, en‑
hancing the productivity of rendering and visualization.  His‑
torically, APIs like OpenGL[1] and Direct3D[2], built on a state 
machine model, dominated the scene but struggled with com‑
plicated rendering tasks.  In contrast, modern APIs such as 
Vulkan[3], Direct3D 12[4], and Metal[5], are gaining traction due 
to their high performance and hardware optimization[6], leading 
to improvements in rendering efficiency and program parallel‑
ism.  This shift, particularly impactful in gaming and high-
performance computing, involves many explorations into 
general-purpose computing architectures[7–8], as advance‑
ments in hardware capabilities and rendering complexity push 
the boundaries of graphics API design and optimization.

This paper delves into the evolution and refinement of 
modern graphics APIs, tracing their development from early 
APIs like Direct3D and OpenGL. It demonstrates the limita‑
tions of traditional APIs in terms of four aspects: implicit 
pipeline, complicated driver layer, runtime shader compila‑
tion, and implicit task submission. The discussion then piv‑
ots to modern graphics APIs, exploring their design based on 
four key principles: low-level access, abstraction, separation, 
and parallelism. Utilizing MoerEngine, a self-developed 
high-performance real-time rendering engine, the paper illus‑
trates the application of modern API design principles in 
real-world projects. It presents practical examples of modern 
API implementation in areas such as render hardware inter‑
face (RHI), render dependency graph (RDG) [9], and shader 
compilation. The conclusion forecasts the future trajectory of 
graphics APIs, exploring potential developments in low-level 
functionality, cross-platform compatibility, ray tracing, aug‑
mented and mixed reality, and neural network integration.

The aim of this paper is to provide a holistic view of how 
modern graphics APIs are revolutionizing traditional graphics 
rendering approaches and to speculate on their future roles 
and advancements in the graphics processing landscape.This work was supported by ZTE Industry⁃University⁃Institute Coopera⁃

tion Funds under Grant No. IA20230921014.
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2 Limitations of Traditional Graphics APIs
The design principles of traditional graphics APIs are com‑

patibility and ease of use. These features facilitated the rapid 
spread and development of traditional graphics APIs in their 
early stages. However, as hardware performance gradually im‑
proves and graphics tasks become more complicated, these de‑
sign principles lead to numerous efficiency-related issues. 
This section briefly elaborates on these limitations.
2.1 Implicit Pipeline

Traditional graphics APIs use an implicit pipeline to en‑
sure compatibility and ease of use. They expose only the inter‑
faces for operating the graphics pipeline to software develop‑
ers, making the entire graphics pipeline transparent to the ap‑
plication layer. This approach was developer-friendly in the 
early stages, as developers did not need to manage the com‑
plex graphics pipeline and could focus solely on graphics pro‑
gramming, objectively promoting the popularization of graph‑
ics programming.

However, with the development of GPUs and the increasing 
complexity of rendering tasks, this implicit pipeline has be‑
come a performance bottleneck. Develop‑
ers are unable to manage the state of the 
graphics pipeline directly and therefore 
cannot perform optimization based on its 
current state. Moreover, they fail to apply 
advanced design patterns to program ar‑
chitecture design.
2.2 Complicated Driver Layer

The driver layer of traditional graphics 
APIs is overly bulky and complex. These 
APIs and their pipelines, exposed to soft‑
ware developers through a state machine 
model, necessitate the handling of com‑
plex tasks at the hardware driver layer. 
As graphics technology evolved and 
graphics pipelines and algorithms be‑
came more complex, the driver layer of 
traditional graphics APIs grew increas‑
ingly cumbersome (Fig. 1). Specifically, 
traditional graphics APIs embed state 
verification within the driver software. 
During application runtime, these drivers 
maintain and track all states while per‑
forming various validation tasks, such as 
confirming API markers and ensuring re‑
source data legality.

Runtime state verification introduces 
additional CPU overhead and fails to maxi‑
mize the use of the GPU’s parallel capa‑
bilities, thereby becoming a primary bottle‑
neck that reduces rendering performance.

2.3 Runtime Shader Compilation
Traditional graphics APIs do not provide a profound shader 

pre-compilation mechanism. In most traditional graphics 
APIs, shaders need to be compiled at runtime, with the compi‑
lation being handled by the driver (Fig. 1). Whether translat‑
ing from OpenGL Shading Language (GLSL) or High-Level 
Shading Language (HLSL) to machine code, the process is in‑
efficient, leading to significant shader compilation overhead. 
Direct3D offers DirectX Bytecode (DXBC) as precompiled 
code, which improves the efficiency of translating DXBC to 
machine code and thus enhances the shader loading speed in 
Direct3D. However, this also introduces the compilation over‑
head of DXBC. OpenGL/ES, on the other hand, leaves shader 
compilation entirely to the driver and does not offer a pre-
compilation mechanism. Even though this feature can be en‑
abled through extensions, it cannot be universally supported 
across all platforms[10].

Modern graphics tasks often require a variety of shaders. 
On traditional APIs, both the compilation and switching of 
shaders incur more significant performance overhead than be‑
fore, which can no longer meet the requirements for high-

Figure 1. Comparison between traditional and modern graphics APIs
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performance real-time rendering.
2.4 Implicit Task Submission

Traditional graphics APIs employ an implicit task submis‑
sion model. The submission of rendering instructions is ex‑
ecuted through an API via an application-layer-transparent 
runtime layer or driver (Fig. 1). When the internally main‑
tained rendering instruction queue becomes full or when a 
switch in the graphics pipeline occurs, the internal runtime 
system or driver automatically submits the current rendering 
work and waits for the GPU to complete it. This significantly 
disrupts GPU parallelism, leading to noticeable performance 
degradation. Moreover, such implicit context management 
makes it difficult for applications to optimize synchronization 
between the CPU and GPU.

As hardware evolves and new rendering technologies 
emerge, traditional APIs are also evolving. However, in the 
pursuit of maintaining compatibility and ease of use, their in‑
terfaces are becoming increasingly complicated. In traditional 
graphics APIs, the driver manages most tasks, leading to 
vastly different implementations among various hardware 
manufacturers. The difficulty in achieving universality with 
different extensions is growing, as a single functionality might 
have multiple implementations. This results in an increasingly 
thick driver layer, making driver maintenance more challeng‑
ing and the use of traditional APIs more complex for develop‑
ers. These issues have compelled the industry to develop a 
new set of graphics APIs suited for modern graphics hardware 
and capable of meeting diverse rendering requirements, 
namely the modern graphics APIs.
3 Design Principles of Modern Graphics 

APIs
Modern graphics APIs feature a more explicit graphics pipe‑

line, resource management strategy and synchronization 
mechanisms. They possess an extremely lightweight driver 
layer (Fig. 1), and the API itself is very close to the hardware 
interface, granting developers significant freedom. This en‑
ables more diverse and efficient coding design patterns. The 
various characteristics of modern graphics APIs have led to a 
leap in rendering performance.

We summarize the design principles of modern graphics 
APIs from various perspectives.
3.1 Low-Level Design

The most direct and crucial design principle of modern 
graphics APIs is their low-level approach. The design of these 
APIs closely mirrors hardware behavior, transferring a sub‑
stantial amount of the work traditionally done at the driver 
layer to the application layer. Consequently, it becomes the re‑
sponsibility of the application layer to manage most tasks of 
the modern graphics API (Fig. 1).

3.1.1 Explicit Pipeline
Modern graphics APIs utilize pipeline state objects (PSOs) 

to explicitly describe and manage the graphics pipeline. As‑
pects such as resource requirements, usage scenarios, and 
synchronization are all explicitly defined at the application 
layer, without the need for runtime-layer or driver involve‑
ment. Developers gain full control for performance optimiza‑
tion. If the shift from fixed to programmable pipelines marked 
the first revolution in graphics, the transition from implicit to 
explicit pipelines represents the second. Explicit pipelines of‑
fer a much larger space for performance optimization.
3.1.2 State Verification

Modern graphics APIs delegate state verification from the 
driver layer to the application layer. The application layer pre‑
defines the usage and format of resources, ensuring that the 
pipeline synchronizes properly before using resources and 
promptly releases resources that are no longer needed. These 
practices are beneficial for the driver layer and hardware to 
optimize rendering tasks.
3.1.3 Resource Management

Modern graphics APIs employ explicit video memory 
(VRAM) management. For instance, the Direct3D 12 API pro‑
vides different types of heaps, allowing the application layer to 
allocate or release resources to these heaps. The Vulkan API 
defines resource types and usages, with the application layer 
determining the required space size and explicitly allocating 
or releasing various data types. The Metal API is similar to the 
Direct3D 12 API, where the operations at the application layer 
are explicit and performed with appropriately granular control.
3.2 Abstraction

Another major design principle of modern graphics APIs is 
abstraction. These APIs abstract resources and operations that 
are close to hardware, providing the application layer with a 
manageable space. This approach ensures the efficiency of the 
underlying layer while offering a more intuitive usage method. 
Specifically, abstraction mainly involves two aspects: re‑
sources and pipelines.
3.2.1 Resource Abstraction

Modern graphics APIs abstract resource types, storage, and 
access. Specifically, they classify resources based on access 
methods and other criteria. In terms of resource storage and 
access, modern APIs actively adopt an indirect addressing 
model. They use logical structures, as illustrated in Fig. 2, to 
describe the arrangement of physical data and represent re‑
sources through abstract descriptors, such as index tables. 
This approach helps to streamline the management and utiliza‑
tion of resources in graphics applications.

For instance, the Direct3D 12 API uses different heaps to 
store resources and employs Views and Descriptors for re‑
source access. It also provides Root Signatures and Descriptor 
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Tables to organize resources. The Vulkan API similarly ab‑
stracts resource types and access, using Pipeline Layouts 
and Descriptor Sets to organize resources. While the Metal 
API does not abstract resource access, it still follows the de‑
sign principle of abstraction, organizing resources as effi‑
ciently as possible.

The resource abstraction in modern graphics APIs not only 
provides a flexible resource binding mechanism but also offers 
performance gains. For example, when switching between dif‑
ferent pipelines, only the logical structure of the resources 
needs to be changed, allowing resources to be quickly adapted.
3.2.2 Pipeline Abstraction

Modern graphics APIs abstract the 
graphics pipeline. The pipeline is explic‑
itly present and assembled from compiled 
shader modules, shader resources, and 
pipeline states (Fig. 3). The pipeline is 
created before runtime, allowing for pre-
verification of the GPU state to ensure 
correctness, thereby eliminating the need 
for runtime checks by the driver or run‑
time system. The major advantage of this 
pipeline abstraction is speed, as it avoids 
runtime state checks and allows for very 
rapid pipeline switching.
3.3 Separation

A crucial design principle of modern 
graphics APIs is the separation of con‑
struction and execution. Pipeline con‑
struction, shader compilation, and re‑
source creation are all completed prior to 
runtime. During runtime, only instruc‑
tions are processed without touching the 

data. This separation enhances efficiency and performance, as 
it reduces the workload during runtime, allowing the GPU to 
focus solely on rendering tasks.
3.3.1 Pipeline Separation

The pipeline isolation in modern graphics APIs is reflected 
in the immutability of the pipeline once it is created. After a 
pipeline is fully constructed, it cannot be modified; any 
changes to the pipeline’s properties necessitate the creation 
of a new pipeline. This immutability is advantageous for the 
runtime system, as it can fully trust the legality of the pipeline 
and execute it directly without the need for state checks. How‑
ever, pipelines expose certain easily changeable parameters. 

Figure 2. An indirect addressing example of modern graphics APIs

CBV: Constant Buffer View     SRV: Shader Resource View     UAV: Unordered Access View

Figure 3. Pipeline layout of modern graphics APIs
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For example, in the Vulkan API, the graphics pipeline ex‑
poses properties like the viewport and scissor. Similarly, in 
the Direct3D 12 API and Metal API, various types of pipe‑
lines also expose certain properties.
3.3.2 Shader Separation

Shader isolation in modern graphics APIs is exemplified by 
the shader pre-compilation mechanism and pipeline assembly 
mechanism. Modern graphics APIs provide shader compilers 
for precompiling shaders into bytecode, which offers signifi‑
cant performance advantages when loading and assembling 
pipelines. Additionally, the runtime system does not need to 
concern itself with shader loading and management, as these 
tasks are already completed during pipeline assembly. Com‑
mon shader compilers, such as GLSLang Compiler and Di‑
rectX Shader Compiler, offer comprehensive support for vari‑
ous shading languages including GLSL, HLSL, and Slang[11]. 
This approach streamlines the integration of shaders into the 
graphics pipeline and optimizes their performance during ren‑
dering tasks.
3.3.3 Resource Separation

Resource isolation in modern graphics APIs is manifested 
in the mechanisms for updating and binding resources. Re‑
sources required at runtime are created beforehand and sub‑
mitted to the pipeline through binding. These APIs provide ex‑
plicit update mechanisms. When a program is running and us‑
ing a bound resource, updating that resource is not allowed, 
ensuring API-level resource correctness. The initial version of 
the Vulkan API even prohibited updating resources after bind‑
ing. Direct3D 12, owing to its resource organization, supports 
updating resources after binding while enforcing validity con‑
straints. Metal also exhibits resource isolation characteristics, 
with its implementation being more hardware-centric and re‑
quiring fewer complex operations at the application layer. This 
approach ensures stability and efficiency in resource manage‑
ment during the rendering process.
3.4 Parallelism

Modern graphics APIs also focus on 
parallelism, a feature that significantly 
distinguishes them from traditional 
graphics APIs and allows for the full utili‑
zation of the powerful capabilities of both 
CPUs and GPUs. There are three types of 
parallelism: CPU to GPU parallelism, 
intra-GPU parallelism, and inter-GPU 
parallelism.

Modern graphics APIs’ emphasis on 
these parallelism types results in substan‑
tial performance improvements[12], espe‑
cially in applications that require intense 
graphics processing, such as modern 
video games and professional graphics de‑

sign software.
3.4.1 Parallelism Between CPU and GPU

When the CPU calls a modern graphics API, the GPU does 
not immediately execute the corresponding instructions. In‑
stead, the commands are saved to a list, which is only ex‑
ecuted after being submitted to the GPU. Typically, each 
thread holds a command list, and different threads can record 
commands simultaneously and submit them in parallel to the 
GPU (Fig. 4). This process avoids prolonged idle times for the 
CPU, thereby improving CPU utilization.
3.4.2 Parallelism in GPU

Modern graphics APIs are capable of accessing different en‑
gines on the GPU, such as the 3D Engine, Compute Engine, 
and Copy Engine (Fig. 5). These engines can operate in parallel 
at the hardware level and are more efficient in handling their re‑
spective tasks. The CPU submits tasks to different types of 
queues, which are eventually dispatched to the corresponding 
engines. Submitting tasks according to their types significantly 
enhances the degree of concurrency within the GPU.
3.4.3 Parallelism Between GPUs

Modern graphics APIs explicitly support parallelism across 
multiple GPUs (Fig. 6). Different resources can be allocated to 
different GPUs, and different commands can be submitted to 
separate GPUs. After execution, the results from multiple 
GPUs are consolidated onto a single GPU used for displaying 
the results. This inter-GPU parallelism offers significant per‑
formance improvements when dealing with large-scale scenes 
and extensive tasks.
4 A Use Case: MoerEngine

MoerEngine is a high-performance real-time rendering en‑
gine developed using modern graphics APIs. Its core render 
module consists of the RHI, the RDG, and the shader compiler. 

Figure 4. CPU multithreading in rendering

CPU

Thread 2

Command list 2

Frame

GPU

Thread 3

Command list 3

Thread 1

Command list 1

101



ZTE COMMUNICATIONS
March 2026 Vol. 24 No. 1

Lu Ping, Sun Qi, Wang Chen, Guo Jie, Guo Yanwen, Shi Wenzhe 

Special Topic   Modern Graphics APIs: Design Principles, A Use Case, and New Perspectives

In this section, we elaborate on the development principles 
of modern graphics APIs in the context of MoerEngine’s ren‑
der modules.

In the render module of MoerEngine, a single component 

may reflect multiple design principles of 
modern graphics APIs (Fig. 7). This is 
quite common in modern engine develop‑
ment, where good design patterns often 
comprehensively consider the design prin‑
ciples of modern graphics APIs.
4.1 Challenge

Through the explanations of traditional 
and modern graphics APIs, it is evident 
that modern graphics APIs are explicitly 
designed, approaching the functionality 
of the driver layer, and require develop‑
ers to undertake some of the tasks tradi‑
tionally managed by the driver. This de‑
sign grants developers greater freedom 
and, in theory, has the potential to maxi‑
mize real-time rendering performance. 
However, achieving this is not straightfor‑
ward; it requires more management and 
development work within the rendering 
engine. Simply porting an existing engine 
to a modern graphics API without thor‑
ough integration may result in perfor‑
mance that is inferior to that of traditional 
graphics APIs.

This section, based on the self-
developed rendering engine MoerEngine, 
discusses the utilization of modern graph‑
ics APIs in high-performance rendering 
engines. MoerEngine supports multiple 

graphics APIs, whose designs are largely similar but differ in 
details. Therefore, the choice of a specific API is not the focus 
of this article; instead, we concentrate primarily on design ap‑
proaches rather than specific API code.

Figure 5. GPU internal parallelism

Figure 6. Parallelism across multiple GPUs

CPU thread 0 CPU thread 1 CPU thread 2 CPU thread 3

3D queue
Command list

Command list

Command list

Compute queue
Command list

Command list

Command list

Command list

Command list

Command list

GPU

3D engine Compute engine Copy engine

Pipeline state

Resource table

Commandlists

GPU 0

GPU 1

GPU 2

3D queue
Compute queue

3D queue

Compute queue

3D queue

Compute queue

Copy queue 0
Copy queue 1

Copy queue 0
Copy queue 1

Copy queue 2

3D engine Compute engine Copy engine 0

3D engine Compute engine Copy engine 0 Copy engine 1 Copy engine 2

3D engine Compute engine Copy engine 0 Copy engine 1

Copy queue 0

Copy queue

102



ZTE COMMUNICATIONS
March 2026 Vol. 24 No. 1

Lu Ping, Sun Qi, Wang Chen, Guo Jie, Guo Yanwen, Shi Wenzhe 

Modern Graphics APIs: Design Principles, A Use Case, and New Perspectives   Special Topic

4.2 Render Hardware Interface
Render hardware interface (RHI) is an abstraction layer 

in the rendering engine for multiple platform-specific graph‑
ics APIs. It is designed from the ground up to fully exploit 
the advantages of various modern graphics APIs across dif‑
ferent platforms. RHI embodies the low-level and abstrac‑
tion principles of modern graphics APIs. The ability of Mo‑
erEngine to support multiple graphics APIs is largely attrib‑
uted to the RHI.

RHI takes on the task of encapsulating low-level modern 
graphics APIs. It standardizes more generic implementations 
found in graphics APIs while distinguishing specialized imple‑
mentations through different interfaces. RHI also conceals the 
complexities of the original APIs, such as intricate param‑
eters, buffering, and multi-threaded scheduling, allowing 
higher-level modules to focus solely on the interfaces provided 
by RHI. Furthermore, RHI can internally perform perfor‑
mance optimizations or platform adaptations without changing 
its external interfaces. This capability of RHI enables a more 
efficient and adaptable interaction with the underlying graph‑
ics APIs, significantly simplifying the development process for 
the upper layers of the rendering engine.
4.3 Render Dependency Graph

Render dependency graph (RDG) is a higher-level abstrac‑
tion within the rendering engine, representing a design pat‑
tern for managing complex rendering pipelines. It is a graph-
based scheduling system designed to perform whole-frame op‑
timization of the rendering pipeline and is widely used in the 
industry. RDG leverages modern graphics APIs for automatic 
asynchronous compute scheduling and more effective memory 
and barrier management to enhance performance (Fig. 8). It 
embodies the abstraction, separation, and parallelism design 
principles of modern graphics APIs. MoerEngine uses RDG 
to register and schedule rendering tasks for high-performance 
rendering.

Modern graphics APIs enable advanced rendering pipeline 

contexts to schedule rendering tasks, thereby improving per‑
formance and simplifying the rendering task stack. RDG de‑
lays task execution, recording the entire frame’s rendering 
tasks into a dependency graph data structure. Once all passes 
are collected, the dependency graph is compiled and ex‑
ecuted in an order sorted by dependencies. With the whole-
frame context of the dependency graph and the powerful fea‑
tures of modern graphics APIs, RDG can perform complex 
scheduling tasks transparently to the user. Its specific capa‑
bilities include:

• automatically scheduling and synchronizing asynchronous 
compute channels;

• keeping resources’ memory active during non-continuous 
intervals;

• pre-emptively starting barriers and layout transitions to 
avoid pipeline stalls.

Furthermore, RDG utilizes the dependency graph to pro‑
vide extensive validation, enabling the automatic capture of 
functional and performance issues to improve the develop‑
ment process.
4.4 Shader Compiler

In modern graphics APIs, shaders generally support a pre-
compilation mechanism and independent compilers, which 

Figure 7. Modern API design principles in MoerEngine render modules

Figure 8. Render Dependency Graph in MoerEngine
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has led to the widespread adoption of a 
general shader reflection mechanism. 
Shader reflection is not a new feature, as it 
has been supported since Direct3D 10[13], 
but widespread adoption has only oc‑
curred with modern graphics APIs. The 
shader reflection mechanism offers dis‑
tinct advantages: it allows for the acquisi‑
tion of resource information needed by 
the shader and automates resource bind‑
ing to the pipeline during the pipeline 
construction phase. Shader compilation 
and reflection exemplify the separation 
principle of modern graphics APIs.

Specifically, various modern graphics 
APIs have their own shader pre-
compilation formats, such as Direct3D 12’s 
DXIL[14] and Vulkan’s SPIR-V[15]. Metal 
differs from the others in that its interme‑
diate representation resembles LLVM by‑
tecode[16]. There are many shader compil‑
ers available that can compile shader languages into interme‑
diate code forms, with reflection being carried out on the inter‑
mediate representations. MoerEngine embraces shader pre-
compilation and reflection mechanisms, automatically align‑
ing shader resources with pipeline resources. In MoerEngine, 
the DirectX Shader Compiler is used for shader compilation in 
Direct3D 12 and Vulkan, and corresponding API reflection is 
utilized (Fig. 9). This process significantly streamlines shader 
management, ensuring efficient and accurate shader resource 
utilization in the rendering pipeline.
4.5 Results

MoerEngine, developed based on the design principles of 
modern graphics APIs, achieves high performance and robust 
availability. It leverages real-time ray tracing algorithms to 
render complex scenes at interactive frame rates with high vi‑
sual fidelity. Fig. 10 presents example scenes rendered in 
real time using MoerEngine. These scenes contain from hun‑
dreds of thousands to millions of triangles, featuring a variety 
of complex lighting and material types. All scenes are ren‑
dered using an NVIDIA 3090 GPU. With real-time ray trac‑
ing and denoising, MoerEngine achieves performance of over 
90 frames per second (fps).
5 Future of Modern Graphics APIs

Modern graphics APIs are currently widely applied, meet‑
ing the rapidly growing demand for efficient graphics render‑
ing. Especially in recent years, we have seen the emergence 
of new features built upon these APIs, such as Epic Games’ 
GPU-driven Nanite and Lumen[17] technologies, which have el‑
evated real-time rendering to new heights. Additionally, APIs 
like Direct ML and Vulkan ML have ventured into the field of 

machine learning, fully leveraging GPU’s parallel computing 
power to accelerate various machine learning tasks. With 
these new features, modern graphics APIs have become more 
versatile, capable of handling increasingly complex and di‑
verse tasks. This section explores the future of graphics APIs 
and graphics rendering based on the evolution of hardware 
and rendering requirements.
5.1 Evolution of Low-Level APIs

Low-level APIs such as Direct3D 12, Vulkan, and Metal 
are likely to continue evolving, offering closer control to the 
hardware layer. This would allow developers to more effi‑
ciently utilize the performance of modern multi-core GPUs, 
such as more direct and finer-grained control of VRAM and 

Figure 9. MoerEngine shader pre-compilation and reflection

DXIL: DirectX Intermediate LanguageHLSL: High-Level Shading Language SPIR-V: Standard Portable Intermediate Representation

Figure 10. Scenes rendered by MoerEngine
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more direct thread control, potentially raising the performance 
ceiling of these APIs.
5.2 Cross-Platform Rendering

Modern graphics APIs have platform limitations; even Vul‑
kan cannot achieve full hardware performance on every plat‑
form with a single codebase. Cross-platform graphics APIs, 
like WebGPU[18], are expected to be further refined and ad‑
opted. These APIs are not limited merely to platform compat‑
ibility; they also offer heterogeneous multi-device rendering 
and the potential for end-to-cloud rendering. Combined with 
remote calling mechanisms, cross-platform APIs could inte‑
grate rendering resources more effectively.
5.3 Native Real-Time Ray Tracing

Some APIs have already begun to support real-time ray trac‑
ing, with Microsoft’s DirectX providing the DirectX Raytrac‑
ing (DXR) [19] library for native ray tracing support. Mobile 
hardware manufacturers are now incorporating ray tracing ac‑
celeration units into their GPUs, indicating that real-time ray 
tracing is the future. Upcoming graphics APIs will inevitably 
support ray tracing more natively, possibly introducing more 
specialized ray tracing features or acceleration mechanisms.
5.4 Augmented and Mixed Reality Support

As virtual reality (VR), augmented reality (AR), and mixed 
reality (MR) technologies evolve, real-time rendering needs 
to support higher resolutions and faster refresh rates to pro‑
vide a more immersive user experience[20]. AR and MR tech‑
nologies, in particular, require rendering results that match 
real-world information, such as real-world lighting and color 
tones. Graphics APIs will need to provide access to a richer 
set of hardware capabilities, enabling applications to read 
real-world information and accurately reproduce it in virtual 
environments.
5.5 Neural Network Integration

In modern graphics processing, neural networks are playing 
an increasingly important role[21]. The trend in graphics hard‑
ware development now includes more hardware units opti‑
mized for neural network computations. Graphics APIs must 
also accommodate neural network tasks and integrate them 
more deeply with graphics pipelines, for example, through 
more direct input of physical information into neural networks 
to assist rendering. Müller et al. [22] utilized a neural radiance 
cache to accelerate global illumination in path tracing, signifi‑
cantly enhancing real-time ray tracing performance. With the 
advantages of modern hardware capabilities, the overhead for 
cache updates and queries can be extremely low. Going fur‑
ther, graphics APIs could completely restructure graphics 
pipelines, relying solely on neural networks for rendering. 
Such APIs would have a completely different design principle 
from traditional graphics pipelines, focusing on how to maxi‑
mize neural network performance and provide the networks 

with the flexibility to handle diverse scenarios.
6 Conclusions

In conclusion, this paper has thoroughly examined the de‑
velopment and impact of modern graphics APIs such as Di‑
rect3D 12, Vulkan, and Metal, highlighting their revolutionary 
role in enhancing rendering efficiency. It underscores the sig‑
nificant advancements these APIs have brought to the field of 
graphics rendering, facilitating the transition from traditional 
to more sophisticated, high-performance techniques. Looking 
forward, this paper anticipates further innovations in graphics 
technology that are poised to reshape graphical computing in 
various applications. This study not only contributes to our un‑
derstanding of current API capabilities but also paves the way 
for future research in evolving graphics technologies.
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