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Abstract: 5G takes the concept of service-oriented architecture to re-
place the priority principle of network efficiency in the Internet to
meet requirements of the industrial Internet and smart cities, such as
high reliability and low latency. On the other hand, in order to adapt
to the uncertainty of future business, 5G features the openness of ser-
vices and the Internet protocols, different from the closeness of tradi-
tional telecommunication networks. Although 5G tries to have the ad-
vantages of both the Internet and telecommunication network, its real-
ization still faces many challenges. In this paper, ten major issues
concerning 5G networking and service offering are discussed.

Keywords: 5G; Software Defined Networking (SDN); Network Func-
tions Virtualization (NFV); network slice; Service-Based Architecture
(SBA); Mobile Edge Computing (MEC)

Citation (IEEE Format): H. Q. Wu, “Ten reflections on 5G,” ZTE
Communications, vol. 18, no. 1, pp. 01 — 04, Mar. 2020. doi: 10.12142/
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019 is recognized as the first year of 5G commercializa-

tion. All the 5G commercial network operators, except

the Chinese ones, have launched their 5G networks

based on Non-Standalone (NSA) infrastructure, using
their existing 4G core networks and new 5G base stations to
provide enhanced mobile broadband capability for 5G termi-
nals. On the other hand, China has decided to build 5G stand-
alone (SA) core network in 2020 [1]. The SA mode can offer
the capabilities of ultra-high reliability, ultra-low latency,
wide-area coverage and massive connection, which NSA can-
not guarantee. Besides, SA has greater efficiency of improv-
ing the mobile broadband capability than NSA. In this way,
2020 can be seen as a true beginning of 5G era.

In comparison with 4G, the 5G SA core network will be
based on Service-Based Architecture (SBA) [2] to meet the ser-
vice requirements of multi-service operation, low latency and
high reliability, thus enabling such features as service open-
ness, network slicing, Network Functions Virtualization
(NFV), edge computing, and Internet based telecom proto-
cols. The advent of the Internet was 50 years ago and the In-
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ternet protocols, such as Transmission Control Protocol/Inter-
net Protocol (TCP/IP), implement data transmission based on
Now, 5G has

brought about a paradigm shift in mobile network architecture;

connectionless mode and packet routing.

its core network has connection-oriented capacity and the IP
packet at Layer 3 is no longer the only forwarding element.
Therefore, the communication network architecture today is
undergoing profound changes never seen before after the Inter-
net was born. We are facing many challenges to achieve the
expected performance of large-scale 5G applications. In this
article, we talk about ten important issues concerning 5G net-
working and service offering.

1) Software-Defined Networking (SDN) will play a big role
in 5G networking.

SDN implements the splitting of data transmission and data
control and treats the control plane as a network operating sys-
tem to centrally manage different networks. With the support
of Segment Routing IPv6 (SRv6), SDN also enables source
routing by configuring an end-to-end route for each service
flow based on big data and artificial intelligence; it then en-
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codes and stores the routing information into the label stack of
the IPv6 extension header of the source node and forwards the
segment header to the nodes along the selected path. In this
way, the intermediate nodes only need to conduct forwarding
without any routing tasks, which saves the time for queuing
and guarantees the low-latency forwarding in connection-ori-
ented networks. Although SDN is expected to be a solution to
real-time optimization of all kinds of service flows and nodes,
multi-objective optimization of a large-scale low-latency net-
work will bring a problem of routing conflict or divergence for
SDN. This problem can be solved in two ways. One is to par-
tition a large-scale topology and assign an SDN controller for
each partition; however, inter-partition routing requires the
multiple controllers to communicate service flows and network
resource data with one another, leading to complex implemen-
tation of SDN. The other way is to ease the burden on SDN
handling capability by forwarding part service flows in connec-
tion-oriented mode while handling the other service flows still
in connectionless mode.

2) 5G changes traditional configuration of network ele-
ments.

With generic hardware (white box hardware) and software-
defined networking elements, the NFV technology can flexibly
implement layer-1. 5, layer-2, or layer-3 forwarding based on
the specific requirements of a service flow, thus improving for-
warding efficiency and dramatically reducing latency. NFV
requires a network element to implement dedicated functions
for different services synchronically. Once the services
change, these functions will change accordingly. Therefore, it
is necessary for NFV to capture accurate data of service flows
and network resources in the entire network. NFV uses virtu-
alization techniques to realize the decoupling of software and
hardware and evolves toward the combination of a pool of
hardware resources and microservice architecture of software
applications. However, microservice has not achieved its goal
of implementing network openness and interoperability yet,
due to its lack of standards. Moreover, the simultaneous oper-
ation of SDN and NFV in 5G networks inevitably suffers the
conflict of network resources. As for white-box network ele-
ments, a white box may have higher forwarding latency, com-
pared with dedicated equipment; NFV performance even be-
comes a big challenge when white-box network elements and
legacy network elements coexist in a network.

3) Network slicing is a key feature of 5G network and ser-
vice.

Network slicing [5] can realize tailored Virtual Private Net-
works (VPN) for diversified services and use cases depending
on their special requirements for such attributes as bandwidth,
latency, and reliability, by implementing the orchestration of
network resources in centralized network Operation and Main-
tenance (O&M) system. In this way, network slicing can sup-
port individualization services, especially for vertical indus-
tries. The VPN is actually not a new service in telecommuni-

02 | ZTE COMMUNICATIONS
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cation networks, but it is built based on reservations and only
offered for a very few service flows in legacy networks. In 5G
system, new VPN services should be massive, real-time, and
end-to-end, which makes it too idealized to set up network
slices for any service demands. We should not forget the his-
tory of Asynchronous Transfer Mode (ATM) technology. If net-
work slicing is extended from the core network to the access
network, end-to-end slices will have to keep changing with the
movement of users, which will certainly increase the complexi-
ty of slice management. It is also an unprecedented challenge
to open the authority of organization VPN to customers to im-
plement the provisioning of VPN finding, selecting, creating
and management, as well as on-demand real-time dynamic ad-
justment. Furthermore, the inter-operator VPN connection re-
quests operators to open their network resources and service
data to each other, which is completely impractical. A poten-
tial solution is to set up network slices only for those services
and use cases that have restrict requirements on such parame-
ters as latency, packet loss rate, and reliability. This solution
can implement the real-time creation of a VPN, free from the
reservation that is mandatory for a VPN in any 4G network.
Moreover, with traffic-based charging schemes, the provision-
ing of VPN services only to high-end customers to guarantee
their Quality of Service (QoS) is unfair for low-end ones.
Therefore, it is necessary to consider the design of value-ori-
ented and QoS-based customer charging architecture.

4) SBA is an important innovation in 5G.

As an open service platform, SBA enables on-demand de-
ployment of diversified intelligent service units, just like the
use of apps on smart phones. The intelligence created by the
assembly of intelligent units and flexible scheduling of net-
work services implemented by service decoupling and model-
ing can respond to the unpredictability of 5G new services.
Different from Intelligent Networks (IN) in the traditional tele-
phony network architecture, the open SBA greatly enriches
the sources of intelligent service units. However, SBA, with
limited network resources and massive users, may also face
potential conflicts between various intelligent service units,
similar to the IN. The SBA opens up the closed service func-
tions in operators’ legacy networks, which also leads to new
security threats. Moreover, working with SBA, the 5G mobile
communication protocols are generally IP-based, which en-
ables Internet applications to migrate to 5G system directly
and further enhances its service capabilities. However, this al-
so opens the door to the viruses and trojans on the Internet.
Therefore, more effort is expected to be put into network secu-
rity and data protection for 5G than that for 4G.

5) There is an inextricable link between Mobile Edge Com-
puting (MEC) and 5G technologies.

MEC is a new paradigm for facilitating access to cloud com-
puting capabilities, including storage and content delivery, at
the edge of mobile networks, in order to enable latency sensi-
tive services. In practice, a reasonable definition of granulari-



ty for MEC is a problem in terms of engineering. Various ap-
plication terminals such as mobile terminals, robots, and intel-
ligent connected vehicles will need to be switched across
MEC hosts, which involves inter-MEC collaboration and rea-
sonable allocation of functions in MEC and centralized
clouds. This issue may lead to large overhead between MEC
hosts and many interactions between MEC and centralized
clouds, as well as incur delay. MEC is especially fit for those
vertical business segments who want network operators to
open network capabilities at the edge to them. Therefore, it is
necessary to configure MEC with light cloud techniques like
open source platforms and dockers for supporting third-party
edge applications well. Moreover, opening MEC capabilities
will inevitably make a big impact on operators’ network man-
agement and data security.

6) 5G has a strict requirement for clock synchronization.

In SDN/NFV, service flows of all the network elements
and big data of network resources are required to keep syn-
chronous for absolute time alignment. A global vision in 5G
system cannot be implemented without precise synchroniza-
tion of different packets; a network scheduling decision
based on inaccurate data may be worse. The IEEE Precision
Time Protocol (PTP) 1588 is based on an assumption of the
exact same delays for bidirectional propagation; however, in
practical scenarios, the assumption is challenged and even
the protocol itself hardly guarantees the precision of synchro-
nization required.

7) 5G is pushing the transformation of Operations Support
System (OSS).

5G system will implement real-time assignment of NFV
functions to network elements, as well as the organization and
lifecycle management of service-enabled network slices. In or-
der to leverage 5G features, the OSS for 5G should enables au-
tomated orchestration of communication equipment and servic-
es based on statistics and intelligent analysis of big data from
services and network resources. Real-time responses of 0SS
will rely on signaling control, rather than manual network man-
agement processes. A centralized OSS for the entire network
facilitates overall control of network operations, but may strug-
gle with processing capability and delay. However, if multiple
OSSs are set up in different network regions, they will need da-
ta interchange and the coordination of a higher-layer central
OSSs.

8) Internet of Vehicles (IoV) is a new application scenario
for 5G networks.

5G will be designed to guarantee low latency in both the ac-
cess and core networks for the sake of IoV. Vehicles to Every-
thing (V2X) communications are very different from personal
communications. The average hops for a personal communica-
tion path are more than ten, but there are only one or two hops
over a V2X path. Therefore, the advantages of NFV, network
slicing and SRv6 in good control of delays in multi-hop cases
are difficult to embody in the scenario of V2X communica-
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tions. Moreover, legacy TCP/IP protocols cannot implement
high transmission efficiency for short packets, which are the
typical form of traffic in ToV. In the access network, point-to-
point connection is generally used for personal communica-
tions. However, as for Vehicle-to-Vehicle (V2V) scenarios,
point-to-multipoint, multipoint-to-mulitipoint, and even broad-
cast communication modes are used, which makes frequency
arrangement more complex and latency slightly higher, be-
cause direct Device-to-Device (D2D) connectivity is hardly
used and Vehicle-to-Network-to-Vehicle (V2N2V) connectivi-
ty is required. At present, many provinces in China share an
internetwork node between network operators to implement
their interconnection for personal communications. This is
not a picture for the IoV. Because the IoV is very sensitive to
latency, inter-operator V2V communications need direct inter-
connection in the neighborhood, in the same city at least.
Therefore, it is necessary to set up local internetwork nodes in
a city especially for the loV.

9) Massive Internet of Things (IoT) is a featured application
of 5G.

5G can access millions of IoT connections for every square
kilometer, with an end-to-end transmission delay of less than
10 s and packet loss rate of no higher than 1%. For the sake
of massive loT terminals, group authentication schemes
should be used to prevent any signaling storm. Security algo-
rithms and protocols should also be lightweight, avoiding un-
wanted latency and the increase of energy consumption of the
IoT terminals. Moreover, the diversified types of IoT termi-
nals require that 5G user identity management method should
adapt to the transformation from the current use of Universal
Subscriber Identity Module (USIM) cards to flexible and di-
verse ways.

10) The industrial Internet spurs the emergence of 5G-
based private networks.

Industrial digitalization should first implement the network-
ing of production equipment of enterprises; among them, in-
dustrial robots, materials trolleys and workpieces on produc-
tion lines need to be networked with wireless technologies.
However, current available wireless technologies cannot meet
the demands of the industrial Internet on reliability, scalabili-
ty and anti-interference capability. Fortunately, the industrial
Internet has become a featured application of 5G. For enter-
prises, 5G facilitates data transmission in either their In-
tranets or Wide Area Networks (WAN). Moreover, 5G opera-
tors can provide on-demand network slices for industrial enter-
prises, while the fact that operators’ 5G networks are original-
ly designed for the communications of public subscribers
should be noted. In the Time Division Duplex (TDD) mode for
operators’ 5G networks, the downlink will be assigned more
time slots than the uplink at the same carrier frequency for the
sake of public communication services, especially video ser-
vices, with downlink data much bigger than uplink data. TDD
in the industrial Internet is just the opposite, with more time

ZTE COMMUNICATIONS | 03
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slots for the uplink than that for the downlink, because sensors
in the industrial Internet always send more uplink data but re-
ceive less downlink commands. When these two reverse
schemes for assignment of TDD uplink and downlink time
slots co-exist in the same base station, different carrier fre-
quencies will be used to avoid mutual interference of the
schemes, which will nevertheless limit the flexibility and va-
lidity of carrier frequency configuration. Moreover, large en-
terprises hope to build their 5G-based private networks in
terms of management and security. Accordingly, the depart-
ment administering radio spectrum need to allocate dedicated
frequencies to the enterprises’ private 5G networks.

In conclusion, constructing 5G SA networks and developing
5G SA applications can be seen as the start point of a new
round of innovation for 5G technologies. As the first country
to try the road of SA, China will face trial and error risk, as
well as many questions worth thinking about. The road to
achieving 5G innovations will be long.

O 4 | ZTE COMMUNICATIONS
March 2020 Vol. 18 No. 1

References

[1] The Ministry of Industry and Information Technology. China Plans a Huge In-
vestment in the Construction of 5G Stand - Alone Networks in 2020 [EB/OL].
(2019 - 09 - 21) [2019 - 12 - 23]. hitp://www. cac. gov. ¢n/2019 - 09/21/c_
1570598110843638.htm

[2] The Ministry of Industry and Information Technology. 5G Mobile Telecommu-
nication Network - General Technical Requirements of Core Network: YD/T
3615-2019 [S]. Beijing: Posts and Telecom Press, 2019

[3] ETSI. Network Functions Virtualisation (NFV); Virtual Network Functions
Architecture: GS NFV-SWA 001 V1.1.1 [S]. 2014

[4] TETF. Segment Routing IPv6 for Mobile User Plane [EB/OL]. (2019-11-04)
[2019-12-23]. https://datatracker.ietf.org/doc/draft-ietf-dmm-srv6-mobile-up-
lane

[5]13GPP. Study on Management and Orchestration of Network Slicing for Next
Generation Network (Rel-15): 3GPP TR 28.801 V15.1.0 [S]. 2018

(Translated from ZTE Technology Journal , vol. 26, no. 1)



Editorial: Special Topic on Domain Name and Identifier of Internet: Architecture & Systems

Special Topic
LI Hui

Editorial: Special Topic on
Domain Name and ldentifier of Internet:
Architecture & Systems

1

Gueét Editbr

omain name and identifier are the identity representa-

tion of each subject in the packet data network, which

are the identity certificates of an organization or indi-

vidual in the computer network. It is the registration
and identification method of each subject, as well as the basis
for network operators to charge users for service management.
In fact, a country’ s entire collection of individual domain
names and identifiers constitutes the country’ s virtual cyber-
space, just as the global collection of domain names constitutes
the global cyberspace under IP network. Domain name and
identifier are in fact the objective embodiment and existence of
virtual cyberspace. The so-called security of cyberspace is the
security of the contents and devices of each domain name or its
corresponding IP address in the space. Therefore, how to de-
fine the structure of domain name and identifier string and how
to construct the allocation, registration, resolution and service
management system of domain name and identifier are the
most basic matters for the reliable, stable and safe operation of
packet data networks. How to manage the whole lifecycle of
domain name or identifier is related to the sovereignty of each
country’ s cyberspace and is also fundamental to the security
of each country’s cyberspace.

The extension of the IPv4 network system swept the world
at a speed that its inventors could not have anticipated, becom-
ing the most important global infrastructure of the current in-
formation age. However, there are two major defects in the tra-
ditional IP Internet system. One is that the IP address and do-

main name are centrally managed by a single organization.
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The other is that the IP architecture does not have any guaran-
tee scheme for network security and service quality. Decades
of tinkering have proved impossible to cure.

The network itself is expanding the scale and dimension of
its virtual space boundaries. The evolution of the Internet has
experienced several stages, from a professional file informa-
tion communication network used in scientific circles in the
initial period to a consumer e-commerce network everyone
could access, then to a physical interconnection network sup-
porting automatic car driving, and finally to the value created
network-industrial Internet emerging in recent years. It can
be seen that network technology has indeed become the most
important living and production infrastructure of human soci-
ety. It is spawning hundreds of billions of domain names and
identifiers for objects and data. Accordingly, its requirements
on the reliability, security and service performance of the iden-
tification system are getting higher and higher.

Like the revolution of the earth around the sun, the exis-
tence of global packet data network has become an indispens-
able objective force in human society. We can only correct
its deficiencies or defects in the course of its development or
quietly replace them with new architecture without affecting
the human society. This special issue is focused on the net-
work architecture of the domain name or identifier and its
system, around its evolution, security design and risk analy-
sis model, specific industry application examples; eight pa-
pers are organized to introduce the current research trends
and progress. Two of the papers discuss the gradual improve-
ment of the traditional Domain Name Service (DNS) architec-
ture and the architecture transformation; two papers discuss
the combining of future network architecture to build indus-
trial Internet identifier system; two papers discuss the tradi-
tional risk analysis model of IP network domain DNS and the
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security design of identifier system for industrial Internet;
the last two papers introduce the development of identifica-
tion system for the industrial Internet and its concrete appli-
cations in different industries.

In response to the international community about the decen-
tralization and the multilateral co-governing of Internet domain
name and identifier management system, based on the proof of
vote consensus algorithm of consortium blockchain, the first pa-
per entitled “Prototype of Multi-Identifier System Based on Vot-
ing Consensus” proposes a network architecture for multiple
kinds of identifiers, which is compatible with the domain name
and able to be deployed over the current IP network, and has
been verified on a large-scale operator’ s network.

Object traceability based on Radio Frequency Identifica-
tion (RFID) is an important capability of the Internet of Things
(IoT). GS1 Electronic Product Code (EPC) global network was
a de-facto standard in RFID technology, which was developed
from EPC network architecture. The inefficiency of the EPC
network was caused by the distributed storage of unrelated da-
ta and the access control mechanism of discovery service.
The second paper entitled “Advanced EPC Network Architec-
ture Based on Hardware Information Service” proposes an en-
hanced solution to alleviate the challenges and improve the
performance of the original EPC network architecture.

The host end-to-end system characterized by host IP ad-
dress cannot meet the demands of the industrial Internet cen-
tered on data and services. The third paper entitled “Integrat-
ed Architecture for Networking and Industrial Internet Identi-
ty” proposes an overall framework of Information-Centric Net-
working (ICN)-based industrial network and Named Data Net-
working (NDN)-based factory extranet with Software Defined
Networking (SDN). Introducing ICN into the industrial Inter-
net facilitates the integration of industrial network and identi-
ty resolution system, flattens the overall architecture of the in-
dustrial Internet, and improves the efficiency of information re-
trieval, network scalability, and data security. The ubiquitous
industrial Internet makes it a challenge to design a suitable
identifier resolution system. The fourth paper entitled “Identi-
fiers Management of Industrial Internet Based on Multi-Identi-
fier Network Architecture” proposes an architecture to sup-
port multiple kinds of identifiers for the Industrial internet, in-
cluding content name, identity, and location, besides the tradi-
tional IP address. The exhaustion problem of IP addresses
may be solved, and the security, credibility, and availability of
the industrial Internet system are enhanced with the applica-
tion of multiple types of identifiers. A multi-identifier transla-
tion table is designed to establish an inter-translation scheme
between multiple identifiers. An identifier addressing and
routing algorithm is also presented to make it convenient to
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put the strategy into practice.

The security of domain name and identification system is
the guarantee of reliable network operation. The fifth paper
entitled “Risk Analysis of Industrial Internet Identity System”
provides a detail and deep risk analysis of the current identity
system represented by the domain name system and object
identifier. According to the characteristics of the industrial In-
ternet identity system, four open ecosystem planes are pro-
posed, and a corresponding risk analysis view is established
for various planes. Three defensive lines were proposed to es-
tablish the identity credit system. Security issue should be
considered at the beginning of the design stage, and corre-
sponding regulations should be setup to direct the system im-
plementation. The sixth paper entitled “Security Risk Analy-
sis Model for Identification and Resolution System of Industri-
al Internet” proposes an innovative security risk analysis mod-
el, which can help control risks at the initial stage of industri-
al Internet construction, provide guidance in the early design
stage, and promote the healthy and sustainability of industrial
identification and resolution system.

The last two papers are about the development and applica-
tion of identifier system in industries. The seventh paper enti-
tled “Construction and Application of Identifier Resolution in
Automotive Industrial Internet” introduces the industrial eco-
system of the automobile industrial Internet built by Foton Mo-
tor Inc. This identifier resolution system facilitates continu-
ous innovations, improving the design and manufacturing ca-
pabilities of the enterprise, the car ecosystem and the car life.
Besides, it will not only enhance the stickiness of car custom-
ers and expand the influence and appeal of companies among
users, but also promote product upgrading.

The industrial Internet technology will become more and
more popular in different industries, and give birth to solution
providers. The eighth paper entitled “Application of Industrial
Internet Identifier in Optical Fiber Industrial Chain” is contrib-
uted by such a high-tech solution firm—Jiangsu ZTT LINK
Ltd. Tt adapts the identifier system as a bridge to connect the
information islands in the industry. It uses data to build a tech-
nology application ecolsystem based on the identifier resolution
system, and develops several application objects and applica-
tion scenarios of the industrial Internet identifier. As an exam-
ple, its application into the optical fiber manufacturing industry
has brought higher efficiency and lower cost.

The guest editor would like to thank the editorial office of
ZTE Communications for their continuous support throughout
the submission and review processes. The guest editor would
also like to thank all the authors for contributing to this spe-
cial issue and thank the reviewers for their timely and profes-
sional review of these papers.
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Abstract: With the rapid development of the Internet, the expansion of identifiers and data
brings a huge challenge to the network system. However, the network resources such as Do-
main Name System (DNS) are monopolized by a single agency which brings a potential
threat to cyberspace. The existing network architecture cannot fundamentally solve the prob-
lems of resource monopoly and low performance. Based on the blockchain, this paper de-
signs and implements a new Multi-Identifier System (MIS), providing the analysis and man-
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1 Introduction
n nearly half a century, the Internet has experienced rapid
development from simplicity to complexity. As the main
carrier of cyberspace, the Internet plays a significant role
in human life, social activity and even national security.
However, serious problems such as resource exhaustion and
poor business adaptability of the Internet network appear with
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ral Science Foundation of China (NSFC) under Grant No. 61671001; Guang-
dong Province R&D Key Program under Grant No. 2019B010137001; Nation-
al Keystone R&D Program of China under Grant No. 2017YFB0803204; Shen-
zhen Research Programs under Grant No. JSGG20170824095858416,
JCYJ20190808155607340, and JCYJ20170306092030521; the Shenzhen Mu-
nicipal Development and Reform Commission (Disciplinary Development
Program for Data Science and Intelligent Computing).

the rapid development of big data and cloud computing. The
semantic overload of IP address also reduces its scalability and
mobility that further hinders security. In addition, under the ex-
isting system, the network resources such as Domain Name Sys-
tem (DNS) are monopolized by a single agency which brings a
potential threat to cyberspace. Besides, malicious network us-
ers adopt a series of technical methods to hide individual IP ad-
dress to escape the supervision and sanctions of the service pro-
vider. The content published by the malicious user is difficult
to be discerned. These problems such as poor security and
weak controllability under the traditional IP system need to be
solved urgently.

To decentralize the management of the network architec-
ture, blockchain [1] and other solutions [2] - [6] have recently
been applied to build a future network realizing co-governing.
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Namecoin [7] and Blockstack [8] first applied blockchain to
decentralize the management of the domain name system.
However, in its underlying system based on public blockchain
exists a bottleneck for its performance. To solve the problem,
BENSHOOF et al. proposed an alternative solution of the
DNS system based on blockchain and a distributed hash table
named 3 [9], which provides solutions to current DNS vulnera-
bilities such as Distributed Denial of Service (DDoS) attacks.
However, it risks leaking users’ IP information and increases
the difficulty of large-scale deployment. To mitigate the prob-
lem, the HyperPubSub system [10] uses the passive publish/
subscribe receiving mode to reduce the traffic load and the de-
lay caused by blockchain.

The above methods improve the performance of network
and level of decentralization, respectively, but are unable to
meet requirements [11] simultaneously. Our preliminary work
proposed a new architecture: Multi-Identifier Network (MIN)
[12] that constructs a network layer with parallel coexistence
of multi-identifiers, including identity, content, geographic in-
formation and IP address. To solve the two major defects of
the traditional network, we decentralize the identifier manage-
ment by using consortium blockchain. This paper proposes a
voting consensual-based multi-identifier management system
Multi-Identifier System (MIS). MIS is a decentralized system
composed of software and servers providing unified identifiers
registration generation, classification, storage and manage-
ment for identity, content, IP and other identifier spaces
through the consortium blockchain Proof of Vote (PoV) [13].
Moreover, the MIS implements the digital signature to en-
hance security supervision and data protection.

The following chapter structures as follows. Section 2 intro-
duces the MIN architecture. Section 3 describes the manage-
ment system MIS and key technologies. Section 4 describes
and analyzes the system flow of MIS, Section 5 shows the func-
tion realization and simulated verification of the prototype sys-
tem, and Section 6 provides some concluding remarks and dis-
cusses ongoing and future research directions.

2 Architecture

2.1 Overview of Multi-Identifier Network

For the co-governing MIN, its decentralized management
and large resolution capability enables a progressive transition
from the existing network architecture to a new one.

MIN supports the coexistence of network identifiers includ-
ing identity, content, geographic information and IP address.
Identifiers in the network are identity-centric. All the resourc-
es are bound to the identity of their publishers. The architec-
ture of MIN is shown in Fig. 1.

Fig. 2 shows the network hierarchy of MIN. It divides the
whole network into hierarchical domains from top to bottom.
The nodes in the top-level domain belong to the organiza-
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tions of the major countries maintaining a consortium block-
chain. The respective regional organizations govern the oth-
er domains. Among them, the registration and management
mode of identifiers and the specific implementation details
can vary. This low coupling guarantees the security of the
network and enables the customization of each domain
[13], [14].

The functions of a completed node in the network partici-
pate in the intra-domain management of users and the registra-
tion process of identifiers on the blockchain, as well as pro-
vide inter-translation and resolution services. In addition,
there are supervisory nodes, individual users and enterprise
users. Supervisory nodes are set up as the data access inter-
faces between the upper and lower domains. Each superviso-
ry node has multiple identifiers.

The architecture of MIN includes a management plane and
a data plane. The management plane supports traceable data
signing and checking mechanism. The data plane provides
the resolution for identity, content, geographic information and
other identifiers. In addition, the data plane is responsible for
packet forwarding and filtering. The reason for storing only
the important data on-chain is to ensure efficiency, while all
the information of the identifiers is stored off-chain.

2.2 Overview of Multi-Identifier System

The MIS we proposed in this paper is responsible for the
generation and management of identifiers in the management
plane. All user and publication resources are required to reg-
ister their identifiers with the supervisory nodes. The supervi-
sory nodes verify the identifier and reach a consensus through
the consensus algorithm. It records the relevant attribution in-
formation and operation information on the blockchain to
make the data in the whole network unified, tamper-resistant
and traceable. All resources are required to register an identi-
fier with a regulatory organization within the domain. Users
can only access a resource in the network when its identifier
has been approved by most organizations and successfully
written on the blockchain. Meanwhile, the MIS uses a digital
signature scheme that has the advantages of autonomy, unique-
ness, security and traceability.

1) Autonomy.

The registration of identifiers is based on decentralized
blockchain technology. The user independently defines the
application for registration prefix on the premise of legal non-
repetition. Besides, the registration and management rules
are open, and there is no centralized control organization.

2) Uniqueness.

Real identity information such as biological information and
ID number is registered to generate prefix to ensure unique-
ness. Meanwhile, each user can use a prefix to identify the
published resources, so that the users can identify and obtain
the resource accurately.

3) Security and traceability.
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A Figure 1. The architecture of Multi-Identifier Network.

The prefix name must be registered and generated with real
ID information to ensure that the identity of the content pub-
lisher is authentic and reliable. In addition, registration is
successful only when an identity has been approved by most
institutions and successfully written into the blockchain. Us-
ers who have successfully registered must use prefixes to pub-
lish content identification, and resource-publishing operations
need to add user signature information. After receiving the re-
quest for publishing resources, blockchain verifies the user
through signature to ensure that the resources published in the
network space are safe and reliability. At the same time, the
prefix name of content realizes network supervision by tracing
resources to publishers.

MIS manages users’ behaviors of publishing and access
permission. The blockchain undeniably records illegal ac-
tions as well. Therefore, MIS keeps the cyberspace in an or-
derly and secure state that will direct Internet traffic to the

post-IP multi-identifier network.

3 Key Technologies for MIS

3.1 High-Performance Consensus Algorithm

The MIS system realizes the unified management of identifi-
ers based on the improved PoV consortium blockchain consen-
sus [13], a non-forking consensus algorithm for consortium
blockchain. The core lies in the separation of voting rights
and butler rights. The butler nodes work in a joint effort to
conduct decentralized arbitration according to the votes of the
commissioner nodes.

The PoV consensus divides the blockchain nodes into
four characters: the commissioner, butler, butler candidate,
and ordinary user. Each node has its own public-private
key pair and digital certificate based on its identity and ac-
count number.

1) Commissioner.

The commissioners come from different regions or institu-
tions maintaining a consortium blockchain together. Commis-
sioners have the right to recommend, vote and evaluate the but-

ZTE COMMUNICATIONS | 09
March 2020 Vol. 18 No. 1



Special Topic | Prototype of Multi-Identifier System Based on Voting Consensus

XING Kaixuan, LI Hui, YIN Feng, MA Huajun, HOU Hanxu, XU Huanle, Yunghsiang S. HAN, LIU Ji, and SUN Tao

o — — — — — — — — — ————————————————————

1

|

|

|

|

|

|

|

____________ A Y ' |

Multilateral |

I |

~ Administration _ I

|

___________________________ i

Top-Level 1)
A |

Domain ! :

Request for Ll . Committee j |

Identity Verification :
Verification - i

%, ; Top-Level i :

N ’ Domain 1
| . . i

..... L\__\.»———u\\ ' Administration | |

e P hEN - e e s 2t}

B 4 Intra-Domain . _ _ _ _ _ _ __ " M e n _l'" Intra-Domain s s o "
ey, Administration e rcecoesareey,  Administration e s ol ‘r_ Administration ./ _ _ _ _ _ _ _ ___ __ __ _

AN B AN - ey

Download
Request

Request for
N\ ~ Resource
94 \

\ Request for Inter-
Domain
Transmission

Local
Search

Intra-Chain
Communication

Identity
( Registration J
D User Client
Identity
Request

@ Tdentity

Third-Level Chain Ifegie{oeitom

m+1

( Data Transmission

) ® Inter-Domain
I —» I 7 (__ Inter-Domain Routing ) Router
n' n'+1 n'+2 \. / (— Intra-Domain Routing ) [ Intr?{—Domain
Second-Level Chain @ outer

Support for
Uploading Data to 5
Main Chain

[==——1
—
| e |
| Tem—
E——
E===
Y
P
p=—=a

[ |
! I
! I
! I
I |
! I
! I
I . |
! X X+1 X+2 X+3 !
! I
! 0 CN cn-file \\-—_ﬁ sz |
' = . £ |
I — o — |
: o1 cn/hello.mkv ... SRS us-file (:) :
| _ D D, |
1 DE de-file ceph |
: High-Speed |
i 123 s/ findus... L Cache Distributed :
I Database |
: Identity Information in No. X Block List of Blockchain Data :
e e e il
PoV: Proof of Vote

A Figure 2. Multi-Identifier Network management architecture and operation flow.

lers. They also have the obligation to verify and forward blocks receives at least 51% of the votes, the block will be marked as

and transactions. A block generated in the blockchain network valid and be added to the blockchain. The result of the voting

will be sent to all commissioners for verification. When a block can represent the will of all the commissioners.
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2) Butler.

The butler is responsible for generating blocks in the cur-
rent consensus round. The number of butlers is limited. A
butler gathers transaction information from the network, packs
them into a block, and signs the block. At the end of the term,
the commissioner votes on the butler candidate to produce the
next butler nodes. Besides, a node can be a commissioner and
a butler at the same time.

3) Butler candidate.

As the number of butlers is limited, a butler comes from
butler candidates by election and all commissioners vote can-
didates. If a candidate is lost in the election, he can stay on-
line and wait for the next election

4) Ordinary user.

Ordinary users are responsible for processing block distri-
bution and message forwarding if not being authorized. They
can join or exit the network anytime without being authorized
and their behaviors can be arbitrary.

There are two types of message voting in PoV for the trans-
actions of identifiers and election: verification vote and confi-
dence vote.

1) Vote for block generation.

The butler processes transactions to generate a block then
sends it to all commissioners. A commissioner will encrypt
the block header and return the signature to the butler if it
agrees to produce the block.

2) Vote for confidence.

In the last duty cycle of the term, the commissioner sends
signed voting transactions to the butler. After collecting and
counting the ballot tickets, the butler generates a special
block with election results and related records. Then the but-
ler sends this block to all the commissioners for validation

3.2 Privacy Protection and Identity Management Solution

There are effective solutions to privacy protection in block-
chain, but it is unable to achieve effective management of the
participating nodes’ identity and tracking of their behaviors.
This is unacceptable in the MIS where there is a need to man-
age the behavior of participants.

The MIS provides privacy protection by applying identity
management.

Nodes in the domain can be divided into three characters:
the ordinary node, butler node and commissioner node accord-
ing to their different missions. One node can concurrently act
as more than one characters (Fig. 3). The ordinary nodes in
green color have the right-to-know and the right-to-propose
but cannot participate in the consensus process. The butler
nodes own the rights to the generate blocks. The commission-
er nodes have the right to verify the block; they can recom-
mend, verify and evaluate the butler node and participate in
consensus on the upper level. The commissioner nodes of the
lower domain also act as a character in the upper domain.

A hierarchical group/ring signature mechanism is used in

the MIS due to the different node division. The node signa-
tures in the network form a tree structure, and each parent
node regards a group of subordinate nodes as its leaf nodes.
The superior signature is generated by the combination of the
subordinate signatures. The superior signature contains all
the subordinate signature information. The verification of the
superior signature also includes the verification of the tree
with the signature as the root. Similar to normal group/ring
signature requirements, no third party can trace the identity of
the signer who has produced the signature with obtained signa-
ture and verified the public key. In addition, the security of
the hierarchical group signature scheme requires that the
group administrator can only trace the signer’ s leaf nodes’
identity, while he/she cannot open the signatures generated by
other groups’ members. The group administrator of the par-
ent node can quickly locate the problem group and identify
the corresponding malicious users by establishing a group re-
lationship between nodes of different levels and characters.

The following specific signature process is shown in Fig. 4.

1) An ordinary node in the underlying domain produces a
transaction and a signature S. It also receives intra-domain
transactions, verifies the correctness of the transaction con-
tent and signature, and forwards the transaction to other
nodes in the domain if correct. The butler nodes listen on in-
tra-domain transactions and place valid transactions into the
transaction pool.

2) The butler nodes periodically take some transactions out
of the transaction pool and then encapsulates them into pre-
blocks. The pre-blocks group with the ordinary nodes it be-
longed to generate a new parent group signature S'. S’ and
the pre-block are sent to all the commissioner nodes and other
butler nodes in the domain. Once receiving the new parent
group signature S’ and the pre-block, the other butler nodes
save them.

3) After the commissioner node receives the pre-block, they
verify the transaction and butler signature in the pre-block. If
it agrees to the generation of this block, it sends back its relat-

Nodes from upper
domain

Commissioner

Commissioner

OU: Ordinary User

A Figure 3. Relationship among characters.
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able ring signature P and timestamp to the butler node. The default value can be set in different scenarios.

4) Before the deadline of generating a block, if the number
of the commissioners’ signatures and time stamps that the but-
ler has received is more than the default value, the butler will
generate a new superior ring signature and add it to the head
of the pre-block to generate a block. This block will be broad-
casted to all domains with block body and signature S’. Other-
wise, if the number is no more than the default value or time-
out, there will be no block generated in this consensus cycle.
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5) After receiving the block, the commissioner node verifies
its signature S’ and P’, and then removes the transaction con-
tained in the valid block from the transaction pool. If the com-
missioner nodes are not in the top-level domain, extract the
block as a transaction, generate a new superior group signa-
ture S” according to the attached butler signature S’, and sub-
mit the transaction as an ordinary node of the previous do-
main. The other superior nodes continue to verify the signa-
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ture. Only if the block is in the top-level domain and the num-
ber of commissioner nodes is greater than the default value, it
will enter the legal state and have the final confirmation.

According to the characteristics of the hierarchical signa-
ture scheme, the MIS uses different data structures for block
and pre-block (Tables 1 and 2).

The multi-identifier management and privacy protection
mechanism based on digital signature is the key technology to
ensure the security and reliability of the transaction of the con-
sortium chain.

4 Implementation of MIS

1) User registration.

Every blockchain node in the MIS runs a service thread
that is used to process requests sent by clients and provide
corresponding services. Fig. 5 describes the full process of
user registration including request reception, verification and
user registration information saving on the blockchain. User
registration involves the communication between clients and
blockchain nodes by embedding the user registration into the
consensus of blockchain. The commission nodes verify and
reach consensus so as to achieve the co-governing function.

The main function of the user client is to generate a pair of

VTable 1. Data structure for block

public and private keys for the user according to his/her iden-
tity. The two keys will be bound and then uploaded to the
blockchain. At the same time, the user who publishes the re-
source will apply for a content name prefix when registering,
thus realizing the binding of content identifier and public
key. The users who have successfully registered can publish
resources using the content name prefix produced through reg-
istration. The resource publishing needs to add the user pri-
vate key information.

When a new user registers for using the network, MIS will
require the user to submit the information such as prefix and
real identity shown in Table 3. According to different securi-
ty requirements, MIS can dynamically adjust the biometric in-
formation recognition strategy. For now, the prototype
achieves the function for collecting fingerprint, facial and hu-
man iris information.

In particular, the prefix information follows the naming
rules for hierarchical network domains. In addition, the sys-
tem creates a table as shown in Table 4 to store the success-
fully registered user information on the blockchain.

MIS generates a certificate for users once it receives and
saves such an application. Then user identity and prefix bind-
ing process are completed. All the resources published by, for
example, Jason will be located in /Jason. The certificate con-

Final-Header Body
Pre-Header Contain all property of Pre-Header
pre_header_ring_sign The Commissioner node returns the superior ring signature
{<C7time, Cfsign,>} C_time is processor timestamp Xy,
C_sign is the commissioner signature of Pre—header and C_time {lx} _ xy,
R Random function obtained using the RandomNum algorithm that determines the butler number for the next block. o
Ix;
M The times of cycle to generate a block
Time Time of current block
VTable 2. Data structure for pre-block
Pre-Block
Pre-Header Body
Hash Unique ID of block, Hash the SHA-256
Pre-Header Hash Value of previous block
Height (h) The height of current block
. The height of special block next to the current block
Height X . . g,
. 9 Especially when h = hs, the block is a special block
_LastSpecial tx
(hs) Special block generated every B, {ix}=q "
Usually h — hs < B, T
tx
M The times of cycle to generate a block !
Puk
(a(Zir) Encapsulate the public key of the butler of the current block; used to prove the accounting attribution of the current block

Merkle_Root

Used to verify primitiveness and authenticity of all transactions

Custom properties section
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User Registration

MongoDB: a cross—platform document-oriented database program

Client Ordinary Nodes Butler on Duty Buter Nodes Commission Nodes
User Pubkey R Depogsit Transaction | Gengrate Pre-Block \Viesitication
Registration D Pool
A
Disapprove .
Regenerate |«-------q---mmmmmmmmeeeioe it Signature
Transmit
Receive Receive Transmit Block < Approve
Block Block
Save to Save to Save to
MongoDB MongoDB MongoDB
Update Update Update
Registration Registration Registration
Table Table Table

A Figure 5. User registration flow.

tains the user information and will be located under /Jason/
cer. Other users who request for /Jason resources will first ver-
ify the certification under the /Jason/cer to check whether le-
gal or not. Besides, the user information determines the ac-
cess permission so as to achieve specific management func-
tions underlying different scenarios.

2) User inquiry.

The user inquiry process consists of receiving the client’ s
query user request, querying the user information from the us-
er information table and returning it to the client. MIS system
supports two types of queries: querying the corresponding user
information through the user public key and querying all user
information.

3) Resource publishing.

The content in the network also follows the rules of prefix
names. Fig. 6 shows the full process of resource publishing.
When a user applies to publish content on the network, the pub-
lished resource will be signed and submitted to the blockchain
node for the consensus process. Specifically, the blockchain
node that receives the request encapsulates the request in an or-
dinary transaction, and then several nodes verify and vote on
this transaction. If the consensus is agreed, the inter-translated
information will be stored in the table shown in Table 5.

4) Resource inquiry.

The resource inquiry function receives the client’ s identifi-
er query request. The request inquires about the real address

-I 4 ZTE COMMUNICATIONS
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VTable 3. An example of the user application table

Registration Prefix /Jason
Name Jason
Valid ID E77669818
Public key 54¢d12s4d6g9mj
Biometric information {s283n2n812b59u0sk42
Phone 9876070
V¥ Table 4. User information table
Key Value Description
Pub_KEY String Pub key of user
Prefix String Identifier prefix
Level Int User permission level
Real_msg String Real ID
Timestamp Double Time

VTable 5. Content in inter-translation table

Key Value Description
Identifier String Resource
RealAdd String Real Address
Pub_KEY String Public Key

Hash String Hash Value

Timestamp Double Time stamp
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Resource Publish
Client Ordinary Nodes Butler on Duty Buter Nodes Commission Nodes
i : Transmit
Resource Pubkey Transaction Deposit TR Pre-Block
Publish Request 1D
Y
- Disa I
— | Receive le— Regenerate |«-------q--mommmmemnnnaos BAPPIOYE Verification
Block
Y
) si
Save to Dignature
MongoDB
L 5 Inter-translated Transmit Block Approve
Table
MongoDB: a cross—platform document-oriented database program

A Figure 6. Resource publication flow.

corresponding to the inter-translation information table. Simi-
lar to the user inquiry, MIS supports two types of queries: que-
rying data by content identity and querying data by the re-
source publisher’s public key.

5 Evaluation

We develop a prototype system for MIS and deploy it on a
real carrier-level operators’ network consisting of the Chinese
mainland and China’s Hong Kong and Macao special adminis-
trative regions, as shown in Fig. 7. The system has realized
the binding mechanism of user content and private key signa-
ture, as well as the blockchain function module and applica-
tion function module. The system contains the user client and
administrator client.

The main function of the user client is to generate a pair of
public and private keys for the user and upload the user ID
and public key to the blockchain so that the user ID is bound
to the public key. Details are shown in Fig. 8. At the same
time, the users who publish resources will apply for a content
name prefix when registering, achieving the binding of content
identifier and public key. The users who have successfully
registered can publish content using the content name prefix
applied during registration. The resource publishing opera-
tion needs to add the user’ s private key signature informa-
tion. After the blockchain receives the request to publish the

resource, it verifies the user rights through the signature. The
signature also binds the user identity to the published content
identifier, so as used for the inter-translation of the identity
when routing.

The main function of the administrator client of blockchain
includes the real-time display of the running state of nodes,
querying of blockchain data and configuration of blockchain
nodes. Blockchain nodes store the identifier data, the user in-
formation stored in the form of transactions in each block.
Each registration and publication generate a consensus for the
whole network. The consensus is reflected in the number of
transactions in the administrator interface that is shown in
Fig. 9.

We deployed PoV and Practical Byzantine Fault Tolerance
(PBFT) in a distributed environment and measured their
throughput Transaction Per Second (TPS) separately. The ex-
perimental environment included five servers connected to the
same router, each with 128 Gigabytes of memory and an Intel
Xeon Silver 4116 processor. The PoV butler node was set to
generate six PoV blocks, including five common blocks and one
special block, within one service cycle. The theoretical calcula-
tion and experimental test results are shown in Table 6.

The results show that the performance trends of the two al-
gorithms are consistent with the theoretical values. When the
number of nodes is more than 100, the TPS of PoV declines
slowly, and the rate of decline is slower than PBFT. Com-
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pared with the traditional PBFT algorithm, PoV has better
scalability. This is because the PoV consensus two-phase
commit communication complexity is only O(n), which is only
affected by the number of commission nodes. In terms of per-
formance, the PoV consensus only needs one block to achieve
tamper-proof transaction confirmation, with better perfor-

mance and lower energy consumption than the public chain.
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A Figure 9. Status information of blockchain.

6 Conclusions

A future network should be decentralized, secure and com-
patible with the existing IP-based network. In this paper, we
propose a multi-identifier system that constructs a network lay-
er with a parallel coexistence of multiple identifiers, including
identity, content, geographic information, and IP address.
MIS provides the generation, management, and resolution ser-
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VTable 6. Comparison between PBFT and PoV

The Number of Nodes 10 50 100 150 200 250

Theoretical Results 11669 2277 1105 715 521 406

PoV  Experiment Results 8408 1686 848 552 381 314
Uniformization 0.7205 0.7404 0.7674 0.772 0.7312  0.77
Theoretical Results 11457 1427 330 116 52 27
PBFT  Experiment Results 8305 1083 257 84 40 20

Uniformization 0.7249  0.7589 0.7788 0.7241 0.7692 0.7407

Theoretical Results ~ 1.02 1.6 3.35 6.16 10.02  15.04
Ratio
Experiment Results  1.01 1.56 33 6.57 9.52 15.7

PBFT: Practical Byzantine Fault Toleranc
PoV: Proof of Vote

vices of identifiers and uses consortium blockchain to enable
decentralized management. MIS also implements data privacy
protection. The test results based on the prototype system
show that the network has excellent performance and can sup-
port real-world applications after further development.
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Abstract: Object traceability based on Radio Frequency ldentification (RFID) is an impor-
tant capability of the Internet of Things (IoT). GS1 EPCglobal, a de-facto standard in RFID
technology, develops Electronic Product Code (EPC) network architecture, which mainly in-
cludes EPC Information Service (EPCIS), Object Name Service (ONS), and Discovery Ser-
vice (DS). This architecture is used to capture and share standardized events representing
various aspects on EPC object. However, the EPC network architecture also faces challeng-
es; for example, the separate management of unrelated event data and master data may in-
crease time consumption when an application extracts valuable information by combing
them. A Hardware-Based Information Service (HIS) device is raised in this paper, which is
installed on the specific EPC tagged object directly and this could alleviate the problem
above. The HIS could store the event data and master data related to the EPC identifier cen-
trally and the application could gain the basic information based on the data stored in the

HIS without utilizing ONS, DS and EPCIS.
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1 Introduction
he Electronic Product Code (EPC) network system is
based on the Radio Frequency Identification (RFID)
and Internet architecture. It assigns a globally unique
encoding to each physical object. EPC technology sys-
tem is considered as a scientific and authoritative identifica-
tion system. EPC encodings are mainly aimed at improving
the reliability and efficiency of supply chains. They are wide-

This work was supported by the 2018 Industrial Internet Innovation and
Development Project —— Industrial Internet Identification Resolution Sys-
tem: National Top-Level Node Construction Project (Phase l) .
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ly used in some open circumstances, for example, the smart
agriculture and logistic. The EPC network system basically in-
cludes EPC identifier, EPC Information Service (EPCIS), Ob-
ject Name Service (ONS), and Discovery Service (DS).

Fig. 1 shows one of the most widely used EPC network sys-
tem [1]. In response to Fully Qualified Domain Name (FQDN)
typed ONS query, ONS Returns Naming Authority Pointer
(NAPTR) typed service list for the given object. Here, FQDN
and NAPTR belong to the standard massage formats of Do-
main Name System (DNS). By adding end-point of DS as one
of the service elements in ONS, user can access DS which ac-
tually locates the desired data repositories (Steps 1-1 and 1-2
in Fig. 1). DS has two data flows: write and read flows. The
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Inter-Discovery Service

ONS Local Servers

1-1 ONS Query
(FQDN)

1-2 Service List
(NAPTR)

3-1 Intra-DS Query

-

3-3 Access Data
Repostories or Things
User

DS: Discovery Service
EPCIS: Electronic Product Code (EPC) Information Service
FQDN: Fully Qualified Domain Name

NAPTR: Naming Authority Pointer
ONS: Object Name Service

AFigure 1. Overview of discovery service.

write flow occurs when the event is captured from things and
the spatial-temporal data extracted from the event is registered
to DS (Steps 2-1 and 2-2 in Fig. 1). The spatiotemporal data
includes time and logical location of repositories for indirect ac-
cess things’ data through data repositories. It may also include
physical location and logical location of things for finding the
physical location and direct accessing things. There an access
control mechanism is necessary to ensure the safety and privacy
of the data in these steps. The read flow occurs when the users
search the logical locations of desired repositories or things
(Steps 3-1, 3-2, and 3-3 in Fig. 1). Similar with the write flow,
before querying the main storage service, authority check is es-
tablished. After the authority is verified, the users would re-
ceive a list of EPCIS logical addresses related to the query and
the users could access each of the EPCIS repositories respec-
tively to extract the information needed.

Based on the commonly used event-oriented EPC network
structure, we address several possible problems as follows [2]:

1) EPCIS separately manages event data (i. e. , aggregation
event, transaction event, etc. ) and master data (i. e. , static in-
formation over the whole life of objects) so that the accessing

application needs to combine them to obtain all the informa-
tion on an object with additional cost.

2) The accessing application needs to search all the event
types over again until there is no additional event found and
extract target information from the reconstructed data since
the accessing application may not know what event type is
used for and what object is transformed from or transformed to
the queried object in advance.

3) Under an event-oriented approach, each event can in-
clude a business context on one or more objects so that it may
make EPCIS inefficient when an access control mechanism
must be enforced on the selected objects. For example, the
owner of a ranch may want to share business contexts on the
cow only with the slaughterhouse owner. However, to enforce
this kind of instance-level access control, a query interface of
EPCIS becomes too complicated to filter them appropriately.

This paper proposes a Hardware-Based Information Service
(HIS) device, which is mainly installed on some intelligent
equipment or machines. The main idea of HIS is that it could
centrally store the basic lifecycle information, which is used to
be stored in the distributed EPCIS servers. Therefore, the cli-
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ent only needs to simply search the HIS to obtain the complete
traceability information of the item. There are two application
scenarios of HIS. One is to interact with EPCIS and the other
is to communicate with other HISs. Communicating with EP-
CIS is to fit to the existing EPC networks for centrally storing
the distributed data in EPCIS servers. Exchanging informa-
tion among HISes is to record the events that occur between
EPC objects. Thus, the detector in the HIS will identify the
devices in the scene firstly in order to determine the mode of
data interaction. Next, the event processor will process the da-
ta received from HIS or EPCIS and store it in the memory. Fi-
nally, users can access the data in HIS in a flexible way.

Although HIS can only store the basic information about
EPC items, users can directly obtain the complete lifecycle da-
ta, so that they can make further targeted query according to
the information provided by the HIS, instead of iteratively que-
rying for the information utilizing discovery service. Mean-
while, with the use of HIS, the number of query to the EPC
system could be reduced dramatically. Thus, the work load of
the EPC network can be significantly alleviated.

It should be noticed that the implementation of HIS is
based on the EPC network, which is no need to be modified to
fit HIS. Although the HIS can gain the data of the item easily,
the EPC network can still be used for further searching if the
user is interested in the master data that is not stored in the
HIS. It takes less time to access the master data because the
user could use ONS to find the location of the related EPCIS
without applying discovery service.

2 Related Work

For several years, many works for alleviating the problems
mentioned above have been conducted. Semantic web tech-
nologies lead to the development of EPCIS variants. Linked
EPCIS [3] - [5] presents an ontological model of EPCIS events
to improve supply chain visibility. However, Linked EPCIS is
not compatible with the standard capture interface and does
not provide scalability for a large amount of event data. Un-
like the event-oriented persistent approach of Linked EPCIS,
EPC Graph is a graph-oriented persistent approach [1], [6].
EPC Graph establishes efficient and privacy-enhanced trace-
ability by representing the EPCIS document as properties and
relationships in/among objects and locations. However, this
solution is not compatible with the EPCIS accessing applica-
tion because it does not provide a standard query interface.

Some works have focused on how DS is efficient designed
[7], [8]. Bridge DS, the most early presented architecture de-
sign, suggests eight different DS architectures. Among them,
four efficient architectures are selected considering how fast
the response latency is and easily the secured resource is pro-
tected. Some works focus on the performance issues to find
one of distributed DSes. For this, most of them apply peer-to-
peer (P2P) technology to DS, Especially Distributed Hash Ta-
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ble (DHT) [9] - [11]. DHT offers high robustness, single fail-
ure avoidance, and load distribution. However, the previous
works do not seriously deal with the intra-DS aspect. Any de-
terioration in the intra-DS may cause great performance degra-
dation of entire DS. Additionally, security issues are also im-
portant for protecting secured resources in DS.

3 Hardware Information Service Device

3.1 Architecture of HIS

To improve the performance of the current EPC network sys-
tem, we propose a HIS device, which is installed on the EPC-
tagged item itself. The HIS of an item stores all the basic data
(event data and master data) related to the EPC identifier and
the device could be any small equipment like the Universal
Serial Bus (USB) disk that we daily use.

Items installed with HIS need to meet certain conditions.
HIS is mainly used in self-powered devices, which can search
for their own energy supply; for example, the self-driving car
that can intelligently find its own charging pile, or the robot
that can generate electricity by utilizing other kinds of ener-
gy. Self-powered devices usually have mobility and intelli-
gence. When self-powered equipment is running, people usu-
ally do not know its location or what happened to it. In this
way, a certain device is needed to record their behavior. How-
ever, the things that are not self-powered such as foods and
drugs do not need equipping with HIS because the limit
amount of dynamic data generated by this kind of things could
be processed by the existing EPC network system easily and
the most queries related to them ask for the static data without
distributed processing involved, which makes the response rel-
atively faster.

As illustrated in Fig. 2, HIS could be separated into three
parts according to their functions: the data capture layer, re-
source pool, and data access layer. The data capture layer is
used to capture data (event and master data) and store it into
the resource pool. The data access layer is implemented to
publish and access data.

3.2 Procedure of Implementing HIS

Algorithm 1 shows the specific operation process of the data
capture layer. The detector is used to detect the interactive de-
vice in the scene and broadcast permission and device type re-
lated information. The access control is implemented to get the
device type and the state code of the device detected. The state
code is introduced because of the safety and privacy concerns.
The data capture interface is utilized to receive standardized
both dynamic and static data from the device connected. After
that, the event processor is needed to handle the data properly.
Actions like data cleaning, sorting the events by the EventTime,
and filtering unreasonable data should be taken in order to cap-
ture the valuable information and store it in the resource pool,
which could be regarded as the memory of HIS.
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Algorithm 1. Data Capture Layer.

1: procedure CaptureData

2: /] Capture the data from EPCIS or HIS

3:  EPC: the identifier of the object

4:  L: the broadcast massage received

5:  U: the data stored in the HIS

6:  while ture do

7 /I broadcast the permission information and the de-

vice type
8: Broadcast;
9: if device detected then // privacy protection
10: state_code, type = permission_check(L);
11: if state_code is 2 then
12: connection established;
13: send(U);
14: else if state_code is 1 then
15: if type is EPCIS: then
16: Interact_EPCIS(EPC);
17: end if
18: if type is HIS: then
19: Interact_HIS;
20: end if
21: else
22: connection rejected;
23: end if
24: end if

25:  end while

26: end procedure

27: procedure Interact_ EPCIS(EPC)

28:  R1: the date related to the EPC stored in the EPCIS

29:  connection established;

30: R1 = query(EPC);

31: U =store(R1);

32: // data cleaning, sorting by the EvenTime, etc.
33:  process(U);

34: end procedure

35: procedure Interact_HIS

36:  R2: the data generated by the EPC object itself
37:  connection established;

38: R2 = generater;

39: U = store(R2);

40:  process (U);

41: end procedure

In the data access layer, there are many types of HIS re-
quests, which could be similar with the requests of EPCIS
[12]. Users can obtain the data from the repository immediate-
ly through the poll method. Meanwhile, event data can be de-
livered to a specific destination periodically (i. e. scheduled
subscription) or if a specific condition meets at the time of cap-
ture (i. e. trigger subscription) via the subscribe method. The
former subscription is useful for automating event delivers
while the later one is suitable for developing real-time monitor-
ing applications. Both of the subscription methods store their
configurations in the resource pool. The access control is in-
troduced to protect the privacy and enhance the safety of the
system. Subscribe control and query control are required to
manage subscribe and poll methods respectively.

3.3 Application Scenarios of HIS
There are two main application scenarios. One is between

HIS and EPCIS and the other is between HlSes.
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For the former scenario (Fig. 3), in the data capture phase,
when a self-powered item enters the scene, the factory will
generate corresponding data and send it to the EPCIS of the
factory (Steps 1-1 and 1-2 in Fig. 3). The EPCIS of the facto-
ry is registered to the EPC network system in advance, so that
the data of the manufactory could be found by the EPC net-
work (Step 1-3 in Fig. 3). When EPCIS obtains data, it will
synchronize it to the HIS (Step 1-4 in Fig. 3), so that the com-
plete lifecycle could be maintained in HIS. The processes
above would be repeated in the lifecycle of the item when en-
tering the similar scenes (Step 1-5 in Fig. 3). In the data ac-
cess phase, users can obtain data through the EPC network
(Step 2-1 in Fig. 3) or access to HIS directly (Step 2-2 in
Fig. 3).

For the later scenario (Fig. 4), self-powered devices gener-
ate the data themselves and interact with each other through

HIS.

3.4 Evaluation of HIS

In order to compare the difference between the time required
for the EPC network query method and the HIS query, we ab-
stractly divided the time into t1 - t8. As shown in Fig. 5, the
query method of the EPC network consists of all the time phas-
es: tl is the time phase of the discovery server receiving the re-
quest to retrieve the network address of the EPCIS servers relat-
ed; t2 is the time period when the ONS searches the discovery
service related to the EPC object or the network address of the
manufacturer’ s EPCIS server; t3 and t4 are the time periods
for the EPCIS server of the manufacturers and the participa-
tors to retrieve the relevant data respectively; t5 is the time pe-
riod for transmitting the data retrieved to the discovery server;
t6 is the time period for transmitting the data retrieved by the
EPCIS of manufacturers to the user; t7 is the time period for
transmitting the data aggregated in the discovery server to the
user; t8 is the time period for the user to reconstruct the re-
For HIS,

since the basic information of the article is already stored, it

turned data and extract meaningful information.

only needs to query the master data of interest by utilizing
ONS. Table 1 shows the query time between the EPCIS and
the HIS. It can be seen that the query efficiency of HIS will
be relatively high.

Firstly, HIS stores all the
basic data related to an item. In this way, people can gain the

HIS have multiple advantages.

target information easier and faster than the tradition ap-
proach because no discovery service query is needed and the
accessing application can easily indicate the relationship be-
tween the events. Secondly, because the client could access
HIS directly, the load of the EPC network can be reduced sig-
nificantly. Finally, HIS is designed for the future usage. The
hardware can be installed on the robots, self-driving cars,
drones and so on for monitoring, predicting and describing. In
addition, users can access the information regardless of time,
place and environment.
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4 Conclusions

In this paper, the potential issues of the currently widely
used EPC network are evaluated. The issues include the inef-
ficiency of the EPC network led by the distributed storage of
the unrelated data and the access control mechanism of dis-
covery service. Thus, the hardware information service is pro-
posed to alleviate the challenges and improve the performance
of the system. The basic idea of HIS is that it centrally stores
the basic lifecycle information of the attached object and the
user accesses it directly without involving discovery service,
which may decrease the response time and alleviate the work
load of EPC network. The device is specifically designed for
the self-powered equipment. It has two different modes of da-
ta interaction: One is to exchange information with EPCISs in
the existing network and the other is to communicate with oth-
er objects equipped with HIS. Both of the methods are used to
capture the data from where it generated. Though HIS may
improve the performance of system, the cost of implementing
such mechanism is relatively high and the safety and robust-
ness of EPC network still remain unsolved. For the further
work, we will construct more realistic experiment environ-
ments by deploying IoT devices and getting real-data from
them. Additionally, we will research on the searching perfor-
mance improvement of the EPC network.
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1 Introduction
ecent advances in the integration of the Internet and
the industry have attracted great attention. The indus-
trial Internet [1] is a new industrial economic system
that incorporates industrial production, advanced pro-
duction technologies, internet information technologies, and
other new technologies. The industrial Internet supports ubig-
uitous connection, flexible supply, and efficient allocation of
manufacturing resources to satisfy the demands of manufactur-

ing industry, such as digitalization, networking, and intelli-
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gence. As a result, it reorganizes and optimizes the modes of
industrial production, manufacturing, production organization,
and service.

The industrial Internet includes industrial network, indus-
trial platform, industrial security, and industrial internet iden-
tity. Although some excellent works have been done on these
four aspects of the industrial Internet, a few major problems
are still ahead, such as reliable security, heterogeneous com-
patibility, and system efficiency. In terms of security, network
failures may have catastrophic consequences. Industrial net-
works communicate between sensors, actuators, and control
centers, which needs ultra-high reliability. Encryption and
other cryptographic techniques are often considered as a sil-
ver bullet to ensure security in the industrial Internet. A reli-
able data protection capability is essential for the industrial In-
ternet; however, IP-based sender-driven end-to-end communi-
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cations have fundamental security defects, introducing host-
centric security mechanisms. In terms of heterogeneous com-
patibility, due to the lack of unified standards in industrial in-
ternet identity, manifold identity systems constitute the pres-
ent situation of multi-system heterogeneity. Heterogeneous
compatibility has become one of the main challenges to be ad-
dressed in the industrial Internet. In terms of system efficien-
cy, the current industrial Internet system separates networking
and identity resolution. The multi-layer architecture is not
conducive to efficient information interaction and represents a
large portion of infrastructure costs. A more flatting industrial
Internet architecture is necessary to reduce the information
loss in different system levels.

Information-Centric Networking (ICN) [2], an emerging par-
adigm for the future Internet, is expected to address the chal-
lenges of the industrial Internet to some extent. The key idea
of the ICN is to replace the traditional host-based networking
primitives with novel name-based ones. In the ICN, a content
requester does not need to maintain the knowledge of specific
hosts (that act as a content provider), and all networking opera-
tions are driven by content names without any references to
host locators. ICN strictly names data packets according to its
contents instead of its locations, which natively promotes con-
tent-based security mechanisms. Content naming also intro-
duces name-based routing protocols, which can route paths ac-
cording to content names directly. ICN provides an opportuni-
ty to integrate networking and identity resolution for the indus-
trial Internet.

In this paper, we first propose an integrated architecture for
industrial network and identity resolution in the industrial In-
ternet. We present the framework designs of ICN-based indus-
trial network architecture and Named Data Networking (NDN)-
based factory extranet with Software-Defined Networking
(SDN). We also address an identity resolution architecture in
the industrial Internet based on ICN paradigms with separate
resolution nodes or with merging resolution and routing.

The remainder of this paper is organized as follows. In Sec-
tion 2, we comprehensively review the industrial Internet and
ICN. In Section 3, we present an integrated architecture for
industrial network and industrial internet identity. We con-
clude this paper in Section 4.

2 Overview of Industrial Internet and Infor-
mation-Centric Networking

2.1 Industrial Internet

The industrial Internet is a service system based on mass
data collection, convergence, and analysis for the demand of
manufacturing industry, such as digitalization, networking,
and intelligence. It is an industrial cloud network that sup-
ports ubiquitous connection, flexible supply, and efficient allo-
cation of manufacturing resources. The ultimate goal of the in-
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dustrial Internet is to realize enterprise intelligence, so as to
build the powers of manufacturing and network. industrial In-
ternet architecture consists of four main aspects: industrial
network, industrial platform, industrial security, and industrial
internet identity. Among them, we will introduce the industri-
al network and the industrial internet identity in detail.

2.1.1 Industrial Network

The industrial network is an important foundation to realize
the layout of the industrial Internet. It integrates the industri-
al production processes, the information communication tech-
nologies, and the basic elements of intelligent manufacturing
systems. The industrial network interconnects people, ma-
chines, control systems, and information systems together. Its
core is to connect the entire industrial system, break informa-
tion isolation, and ensure the barrier-free data transmission be-
tween different devices and systems, thus forming an intelli-
gent system. Fig. 1 shows the overall architecture of the in-
dustrial network. We can divide the industrial network into a
factory intranet and a factory extranet according to the deploy-
ment position. The factory intranet is deployed in factories
and connects people, products, intelligent machines, industri-
al control and information systems. The factory extranet con-
nects the enterprise, intelligent products, users, and service
platforms, aiming at supporting various activities in a product
lifecycle.

The factory intranet, according to the carried data, can be
divided into Information Technology (IT) network and Opera-
tion Technology (OT) network. The IT network connects the
information systems in enterprises, interconnecting with the
control systems. The OT network interconnects the produc-
tion control systems (including Distributed Control System
(DCS), Fieldbus Control System (FCS), and Programmable
Logic Controller (PLC)) and the machines (mainly servers on
the device and sensors). The current factory intranet faces
several obstacles, including the coexistence of multiple proto-
cols and multiple transmission modes, the existing 5G technol-
ogy unable to meet the requirements of wireless communica-
tion in the factory, the heterogeneous hierarchical access to
enterprise data, the ossified network architecture, and the lack
of customized services. In order to cope with the above issues,
manifold solutions have been researched among the industry,
academic, and standardization organizations.

In industry, China Academy of Information and Communi-
cations Technology (CAICT) and Huawei have jointly pro-
posed MulteFire, 5G, and SDN/NFV solutions to transforming
and constructing the factory intranet. China United Network
Communications Co. , Ltd. has applied industrial Passive Op-
tical Network (PON) technology at the perception layer to pro-
vide wired network coverage for production line equipment
and achieved wired and wireless integrated network coverage
in the workshop through the wireless network bearer.
ADLINK Technology has explored a future wireless factory
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A Figure 1. The overall architecture of the industrial network.

model by using agile 5G industrial wireless technology.

In academia, GOGOLEV et al. [3] studied the integration
scheme of industrial field equipment and embedded object
linking and embedding OLE for Process Controls (OPC) Uni-
fied Architecture (UA) on Time Sensitive Networking (TSN).
MANNWEILER et al. [4] outlined the favorable deployment
scenario of SG/TSN systems integrated under the industry 4. 0
environment. NSAIBI et al. [5] proposed a solution to inte-
grating TSN into the automation network and demonstrated its
improvement and enhancement of delay performance in indus-
trial Ethernet.

In standardization organizations, the Institute of Electrical
and Electronics Engineers (IEEE), Internet Engineering Task
Force (IETF), and other standardization organizations are com-
mitted to the transformation of the factory intranet. In order to
solve the problem of hierarchical and heterogeneous access to
industrial data, the OPC Foundation proposed a unified OPC
architecture in 2008 to solve the problem of heterogeneous da-
ta connection. In order to meet the deterministic delay, the
IEEE 802.1 working group has formulated and developed
TSN-related standards, aiming to establish a “universal” time-
sensitive mechanism for the Ethernet protocols [6], [7]. The
IETF has developed the related standards for Deterministic
Networking (DetNet) [8], which provides reliable network-lay-

ZTE COMMUNICATIONS
March 2020 Vol. 18 No. 1

26 |

er transmissions by providing data transmission with a certain
range of delay, packet loss, and delay jitter.

The factory extranet connects users, data centers, factories,
and upstream/downstream enterprises to facilitate enterprise
cooperation, operation decision-making, and rapid deploy-
ment. The current factory extranet faces with such problems
as the large granularity of network services and stiff adjust-
ment, the inability of enterprises to provide edge computing
power, and network security. In order to cope with these prob-
lems, many solutions have been researched among the indus-
try, academic, and standardization organizations.

In industry, China Mobile and Huawei have introduced Soft-
ware-Defined Wide Area Network (SD-WAN) controller into
the factory extranet to separate the control and forwarding
functions of network equipment, so as to build a Wide Area
Network (WAN) with open business, flexible programming,
and easy operation and maintenance for enterprise users. By
building SD-WAN, Huawei could quickly distribute connec-
tion services and provide management in the cloud, making it
more convenient for enterprise users to define new services
and conduct network management. China United Network
Communications Co., Ltd. has proposed an integrated appli-
cation project of 5G industrial Internet automotive extranet
transformation.
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In academia, CHAUDHARY et al. [9] designed a multi-at-
tribute secure communication model for the industrial Internet
with SDN. LI et al. [10] proposed an adaptive transmission
architecture for the industrial Internet based on SDN and edge
computing and provided a coarse-grained transmission algo-
rithm. To meet the processing requirements of enterprises for
big data, the edge computing technology was used to provide
enterprises with edge computing capacity and edge caching
capacity in [11] and [12], so as to support industrial Internet
applications and realize production monitoring, data process-
ing, automatic decision-making, and automatic and rapid re-
sponse to user demands.

In standardization organizations, the industrial Internet has
become the focus of 3GPP R16. 5G network slices are con-
structed to meet different business operations. 5G edge com-
puting accelerates the integration of industrial IT and OT net-
works, improves the performance of the industrial Internet
such as high reliability and low delay, provides better security
and user privacy, and optimizes resource sharing and user ex-
perience. The current standardization of 3GPP industrial In-
ternet architecture mainly includes three aspects: new net-
work architecture, enhanced network functions, and new net-

working mode [13] - [15].

2.1.2 Industrial Internet Identity

Identity resolution is a key hub to connect industrial ele-
ments and realize industrial data interchange, which is respon-
sible for providing identification registration, management,
analysis, and other services. The identity resolution system in-
cludes two parts: identity coding and identity resolution. The
identity code is used as the “ID card” to identify the unique
device; the identity resolution utilizes identification to unique-
ly locate and address the device. Currently, there are many
identity resolution systems, such as Electronic Product Code
(EPC) global [16], Object Identifiers (OID) [17], Handle [18],
and UID [19].

We can divide the existing identity resolution systems into
two categories, namely, the evolution schemes and the clean-
slate schemes. The evolution schemes are still based on the
Domain Name System (DNS) system, which overlay a set of
identity services on top of the DNS technology and store the
identity ID and the mapping associated with it. At present,
OID, Ecode, and Global Standards One (GSI) belong to the
evolution schemes. These schemes are conducive to deploy-
ment, but at the same time, they are secondary platforms graft-
ed on DNS. All lookups need to go through DNS, which result-
ing in low resolution efficiency and heavy reliance on the oper-
ation of DNS system. In addition, some researchers believe
that the expansion of DNS system should be more cautious
due to the importance of DNS system.

The clean-slate schemes, such as Handle and UID, utilize
fresh identity resolution technologies which are different from
DNS. Specifically, Handle system is a popular identity resolu-
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tion solution, which has gradually become the essential infra-
structure promoting the fusion of the Internet, data, and artifi-
cial intelligence. Handle system has broad prospect and is
able to effectively integrate information islands and implement
cross-border information sharing, which is an indispensable
technology to the future development. These identity resolu-
tion technologies are independent of the DNS system and are
more suitable for industrial internet scenarios, but at the same
time, the clean-slate identity resolution infrastructures need to
be deployed, which are expensive and take a long time.

Identity resolution in the industrial Internet faces severe
challenges in efficiency, heterogeneous compatibility, and se-
curity. The identity resolution system obtains the information
addresses of objects (such as IP addresses) based on identifi-
cation, and then the network routes information requests to the
devices storing the information. The whole process of obtain-
ing data needs to be completed by the cooperation with identi-
ty resolution system and the network routing system, which is
complex and redundant to some extent, resulting in low effi-
ciency of content retrieval. In addition, the data security
needs to be considered in both systems, resulting in the diffi-
culty of ensuring the whole system security. There are many
heterogeneous identity resolution systems, causing conflicts
between them. Without the compatibility of heterogeneous
identities, it will be difficult to realize the interconnection be-
tween industrial Internet applications.

2.2 Information-Centric Networking

The ICN replaces the traditional address-centered network
communication model with information naming centric ones to
realize efficient information retrieval. The idea of ICN was
first proposed by NELSON in 1979. Several countries around
the world have started a series of ICN-related projects. We re-
view the ICN from the following perspectives, including typi-
cal projects, naming mechanisms, and important features.

2.2.1 Typical Projects

The American academic community takes the lead in
launching research projects on content-oriented network archi-
tectures, including Content-Centric Networking (CCN), NDN
[20], Data-Oriented Network Architecture (DONA) [21], etc.
The European Union has launched research projects on Net-
work of Information Netlnf, Publish-Subscribe Internet Tech-
nologies (PURSUIT)/Publish-Subscribe Internet Routing Para-
digm (PSIRP), Point, etc. We will introduce DONA and NDN.

1) DONA.

DONA, launched in 2006 and lasting for two years, is a da-
ta-oriented network architecture proposed by the Radiation
(RAD) Laboratory at the University of California, Berkeley.
The project comes up with a self-validating name and adds the
capability of advanced caching. The architecture design also
takes naming, name resolution, security, and routing into con-
sideration. It expounds the basic functions, such as server se-
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lection, mobility, multihoming, multicast, and session initial-
ization. In the extended applications, DONA realizes con-
tent distribution, delay tolerant networks, access rules, and
middleware. The name resolution mechanism of DONA is
similar to DNS but not exactly the same. DONA designs a
flat naming mechanism based on URL construction, which re-
alizes the registration, publication, and acquisition of con-
tent. Furthermore, naming is used to solve the problems of
persistence and reliability. The new self-verification ap-
proach simplifies the security model; and the name resolu-
tion method finding the path by name solves the validity
problem. At present, the project has been completed, but its
research results have laid the foundation for the subsequent
designs of various ICN architectures.

2) NDN.

In 2009, JACOBSON of the PARC Research Center pro-
posed CCN and launched the CCNx project. The NDN is an
engineering project based on the idea of CCN. It was one of
the research projects on the future Internet architecture an-
nounced by the Natural Science Foundation of the United
States in August 2010. NDN tries to change the current host-
based point-to-point communication architecture and realize
the transformation to a new network architecture centered on
named data. NDN shifts its focus from “the where” to “the
what”, which focuses on the content that users and applica-
tions are interested on. NDN decouples the content from the
protected hosts and directly protects the content, so as to ex-
pand the communication mechanisms fundamentally. With
the name-based routing, NDN references the hourglass model
of current IP network. As shown in Fig. 2, it places the con-
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tent block instead of IP in the waist part and constructs the ba-
sic safety module by signature for all named data.

2.2.2 Naming Mechanisms

The naming mechanisms of ICN fall into two categories: hi-
erarchical naming and flat naming. The typical representative
of hierarchical naming is NDN, which is similar to URL with

/” as the separator. With hierarchical naming, network
nodes can receive, recognize, and forward the received con-
tent based on longest prefix matching. At the same time, hier-
archical naming is adopted to facilitate clustering of network
nodes, which can merge similar items and facilitate search.
For example, as shown in Fig. 3, to find /Beijing/videos/ndn.
mp4/v1l, NDN will first lookup /Beijing, since the data naming
with the /Beijing prefix has been gathered together. The aggre-
gation ability enables NDN to process massive data. It solves
a part of the burden caused by naming, that is, the amount of
content in the whole network is much larger than that of hosts,
which makes the scale of content-oriented addressing larger
than that of host-oriented ones. Nevertheless, hierarchical
naming is generally less secure.

The typical representative of flat naming is DONA, which
has the form of a P:L. P is the hash value of public key of the
content provider; L is name tag, describing the content details,
and the granularity of L can be control by the user. In addi-
tion, DONA supports naming formats of P:*, which can be
used to verify that the prefix is used, and of *:L, which can be
used to describe L contents or services provided by any con-
tent service provider. The naming of hash strings without se-
mantics guarantees good stability and uniqueness, but at the
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same time brings inconvenience in understanding and memo-
ry, and the name will change after the encryption algorithm is
upgraded.

2.2.3 Important Features

ICN separates content from its location by virtue of its
name-based routing, which greatly facilitates the transmission
and forwarding of information. Therefore, ICN provides an ef-
ficient platform for content distribution. Compared with the
traditional IP networks, its core features and advantages are as
follows:

1) Content naming.

NDN directly names the content, decouples the content
and location information, and realizes name-based routing.
On the other hand, since the address space of content nam-
ing is infinite, it can effectively solve the problem of IP ad-
dress exhaustion in terms of a large number of terminals in
the loT environment.

2) In-network caching.

Due to the decoupling of content from specific geographical
locations brought by content naming, it is feasible to cache
content copies in the network. The spatial resources of in-net-
work caching can be used to exchange time benefits, reducing
content response time and saving bandwidth.

3) Mobility support.

ICN is a content-enabled request/response model, which
eliminates the need to establish and maintain connections.
Therefore, ICN is more suitable for mobility scenarios.
When the request packet passes through the ICN router, the
router will automatically record the track of the demand
packet and return the data packet to the user according to
the track. When the user moves, a new trajectory will be gen-
erated again, so there is no need to maintain the location in-
formation of the user in the network. Supporting the mobility
of hosts solves the problem of efficiently transmitting mass
information. Compared with end-to-end IP communications,
ICN’s connectionless communication provides a better foun-
dation for seamless switching of mobility, and at the same
time, in-network caching benefits for reducing content re-
sponse latency.

4) Network layer security.

ICN has taken security into consideration during its de-
sign. By directly protecting the content itself, the security
mechanism of ICN is more robust than that of IP. In tradition-
al IP networks, security depends on whether the host is trust-
ed. If the host is not trusted, the information stored on the
host is considered untrusted. However, the security of infor-
mation is not necessarily related to the host where the informa-
tion is stored. ICN directly implements security measures on
information, so that the granularity of security policy can be
coarse or fine.

As a result, ICN adopts information naming instead of the
traditional address-centered network communication model,
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s0 as to solve some inherent problems in IP networks and meet
users’ demand for massive information access. Introducing
ICN to the Industry Internet can solve the problem of separat-
ing industrial network and industrial identity resolution. We
design an integrated architecture for industrial network and
identity resolution in the industrial Internet, to flat the overall
industrial internet architecture, improve information retrieval
efficiency, increase network scalability, and improve data se-
curity in the industrial Internet.

3 An Integrated Architecture for Industrial

Network and Industrial Internet Identity

In this section, we describe the proposed integrated archi-
tecture for industrial network and industrial internet identity.
The details of this architecture are described as follows.

3.1 ICN-Based Industrial Network Design

In order to meet the development of industrial network ser-
vices, the networks need to guarantee efficient data transmis-
sion, flexible mobile access, convenient and differentiated
demand, and industrial data security. It is urgent to intro-
duce new network technologies to solve the problems includ-
ing low utilization of network resources, redundancy and
complexity of protocol, patchy security mechanism, and in-
flexible mobile access.

The data-centered ICN provides a solution to solve the
above problems to some extent. ICN provides efficient con-
tent distribution, mobility support, and security support, bring-
ing new opportunities for the development of industrial net-
works. In order to realize the deployment of ICN/NDN tech-
nology in the industrial network, we propose an overall frame-
work design and a specific NDN-based factory extranet design
with SDN.

3.1.1 Framework Design

The overall framework design of ICN-based industrial net-
work is shown in Fig. 4. Both factory intranet and factory ex-
tranet are ICN enabled. Moreover, we utilize SDN to manage
and orchestrate both factory extranet and factory intranet,
which resides in the threefold aspects. Fist, SDN can manage
and orchestrate the high-dimensional and high-volume re-
sources, especially the caching/computing/networking resourc-
es in ICN and large amounts of machines and equipment in
the industrial Internet. Second, SDN can separate the control
plane (routing protocol) from the forwarding devices to release
more resources for processing and forwarding, so as to im-
prove the network performance. Finally, SDN can provide net-
work programmability to implement fresh information-centric
schemes conveniently. As a result, it is convincing to imple-
ment the ICN-based industrial Internet in a software-defined
architecture.

We take the factory extranet as an example. The factory ex-
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AFigure 4. A framework design of ICN-based industrial network.

tranet includes three main components. First, the public Inter-
net supports the coexistence of IPv4/IPv6 and ICN/NDN. Due
to the explosive growth of the number of industrial Internet ter-
minals, the network based on IP addresses is unable to meet
the needs of the industrial Internet. Therefore, ICN/NDN net-
work mechanism is introduced to directly name the network
content itself to solve problems such as insufficient IP address-
es and difficult mobility support. Second, the network slices
based on 5G or other network technologies are supported. In-
dustrial networks can include multi-slice implementation of
multi-protocol network configuration, such as SDN based [Pv4/
IPv6 industrial Internet slices and SDN based ICN/NDN in-
dustrial Internet slices. Third, ubiquitous wireless access is
introduced. NB-IoT, LTE enhancement, 5G and other technol-
ogies are utilized to realize wireless access to various smart
products.

3.1.2 NDN-Based Factory Extranet with SDN

Taking the representative NDN as an example, the specific
deployment design of NDN-based factory extranet with SDN is
shown in Fig. 5. Based on the characteristics of separating
control and forwarding in SDN, we divide the NDN-based fac-
tory extranet architecture with SDN into four layers: the appli-
cation plane, SDN control plane, ICN data plane, and thing
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plane.

1) Application plane.

The application plane is responsible for interacting with
the industrial internet cloud platform and control system and
formulating network strategies which are implemented by the
control plane. The application plane provides API interfaces
to interact with the external environment and implements
specific network functions by formulating network policies
(such as load balancing, traffic scheduling, and resource allo-
cation) to meet network performance requirements in differ-
ent scenarios.

2) SDN control plane.

The SDN control plane is responsible for the centralized
control of the data plane devices. The SDN control plane
holds the global topology of network nodes and contents within
the network, uses the routing strategy to calculate the path,
and installs the FIB table to the data plane devices. At the
same time, the control plane grasps the caching strategies and
caching replacement strategies, so as to carry out content
caching under different requirements. The SDN control plane
interacts with the application plane, providing the application
plane with the underlying network information (e. g., network
traffic) and implementing the upper application’ s control in-
structions on the data plane devices.

3) ICN data plane.

The ICN data plane, under the centralized control of the
control plane, is responsible for packet forwarding and cach-
ing to quickly respond to content requests from the thing
plane. Taking the NDN paradigm as an example, the content
requests can be cached locally or routed through Content
Store (CS), Pending Interest Table (PIT) and Forwarding Infor-
mation Base (FIB) tables in the form of Interest packets. The
Data packages directly use the PIT table to return the content
request nodes along the reverse paths of Interest packets, and
at the same time, the local cache strategies are utilized to
cache the content into CS. This process completes the content
request and response.

4) Thing plane.

The thing plane implements all devices accessing to the in-
dustrial Internet, such as industrial robots, industrial intelli-
gent devices, and sensors. These devices act as network termi-
nals, playing the role of content sources (collecting content)
and/or content requesters for efficient content distribution and
acquisition through the ICN data plane.

3.2 ICN-Based Identity Resolution in The Industrial In-
ternet

Identity resolution in the industrial Internet needs to query
the server addresses, which store product information using
product identity, or directly query product information and re-
lated services. ICN/NDN is applied to the industrial Internet
for identity resolution. We use content naming as the identifi-
cation of products, components, and equipment. The name
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resolution mechanism in ICN is used as the identity resolution
scheme in the industrial Internet. ICN paradigms include the
ICN architectures that implement name resolution and routing
as independent functions (such as DONA, PURSUIT, SAIL,
COMET, and MobilityFirst) and the ICN architectures that
merge name resolution and routing functions (such as CCN
and NDN) [22].

For the former paradigm, name resolution servers (called by
different names) are organized hierarchically, and consumers
and producers contact such servers to publish and subscribe
to content in various ways. Consumers obtain the locations of
publishers from name resolution servers and send their con-
tent requests to those locations to get the required content or
services. Enabling the updates of name-to-address mapping is
a non-trivial problem using hierarchical structures, spanning
trees, or DHT-based organizations of servers.

For the later paradigm, NDN and CCNx merge name resolu-
tion and routing functions; in this way, routers are the facto
name resolvers by establishing routes to name prefixes on a
hop-by-hop basis. A major advantage of doing this is that it
eliminates the complexity of designing and maintaining a net-
work of name-resolution servers that replace the DNS. This
merging of functionalities is supported by: 1) a name-based
routing protocol operating in the control plane, which updates
the entries in FIBs listing the next hops to known name prefix-
es, and 2) forwarding interests based on the Longest Prefix
Match (LPM) between the Content Object (CO) name in the in-
terest and a name prefix listed in the FIBs.

We design from these two types as follows.

3.2.1 Identity Resolution Based on ICN with Separate
Resolution Nodes

Name resolution in DONA is provided by specialized serv-
ers called Resolution Handlers (RHs).

There is at least one logical RH at each Autonomous Sys-
tems (AS). The multi-level identity resolution system in the
industrial Internet can adopt DONA’ s multi-level RH archi-
tecture, including four levels: root node, national top-level
node, secondary identity resolution node, and enterprise iden-
tity resolution node. When the identity resolution system in
the industrial Internet is deployed by ICN with separate reso-
lution nodes, the current network technology can still be used
at the network layer and below, or ICN can be directly de-
ployed at the network layer. When ICN is directly deployed
in the industrial network layer, it can be used as both routing
and identity resolution system, so as to realize the integrated
design of identity resolution and routing.

As shown in Fig. 6 the content provider needs to send the
registration information to the identity resolution system to
complete the registration (Fig. 6, step 1). The user queries
the identity resolution system for the content provider that can
provide the required content object. The identity resolution
system finds the most appropriate content provider based on
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the content identity name, which may be the registered con-
tent provider or the cache on the resolution node (Fig. 6, step
2).
the reverse path (Fig. 6, step 3).

The content object is returned directly to the user along

3.2.2 Identity Resolution Based on ICN with Merging
Resolution and Routing

The NDN paradigm can directly merge the name resolution
and routing. Specifically, NDN implements content name-
based routing and forwarding based on name-based routing
protocols without the need for a DNS server to query the serv-
er location. This characteristic of the NDN network provides
an effective solution to integrate network routing and identity
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resolution. The merging architecture is shown in Fig. 7.

As shown in Fig. 7, the identifier name-NDN name conver-
sion module is responsible for converting the queried identifi-
er name into the naming format of NDN, that is, to obtain the
NDN identifier name, so that the identifier query request can
be forwarded in NDN. The NDN router is responsible for for-
warding the interest packets and data packets, and stores the
passing data packets into the local cache. The information
storage server stores the identifier name, corresponding NDN
identifier name, and its information.

The identifier query request first needs to be constructed as
an interest packet conforming to the NDN naming format be-
fore accessing the NDN network, so that the interest packet
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can be forwarded in NDN. Until the NDN identifier name is
found in the NDN router cache or the information storage serv-
er, the corresponding information data packet is returned to
the identification query request node along the reverse path of
the interest packet to complete the information query re-
sponse.

The designs of the identifier name-NDN name conversion
module and information storage server are as follows.

1) The identifier name-NDN name conversion module.

In order to integrate identity resolution and NDN networks,
it is imperative to unify NDN naming and identifier names.
Since NDN naming is hierarchical, and the existing identifier
names include different parts; besides, both NDN naming and
identifier names are variable-length naming, so NDN naming
is very suitable for compatibility with a variety of identifier
names.

Specifically, since each part of the NDN hierarchical nam-
ing is separated by “/”, while the delimiters of different identi-
fier names are different, the identifier name-NDN name con-
version module is responsible for unifying the various delimit-
Besides, the NDN identifier
name also uses the identification mechanism as the prefix to

ers of identifier names as “/”.

avoid conflicts between different identification systems. At
the same time, it enhances the aggregation of the NDN identi-
fier name and improves query efficiency. We have to note
that the identifier name-NDN name conversion module is exe-
cuted before the request packet accesses the NDN network,
such as end devices.

We use OID as an example to describe the conversion pro-
cess. The OID mechanism has OID numeric value, OID al-
phanumeric value, and OID Internationalized Resource Identi-
fier (OID-IRI). For numeric values, different levels are sepa-
rated by “. 7, such as {2. 17. 2. 3} which is converted to NDN
identifier name as /01D/2/17/2/3. For alphanumeric values, it
is exemplified by {joint-iso-itu-t (2) registration-procedures
(17) document-types (2) binary (3)}, which is converted to
NDN identifier name as /OID/joint-iso-itu-t (2)/registration-
procedures (17)/document-types (2)/binary (3). For OID-IRI,
the example is /Joint-ISO-ITU-T/Registration-Procedures/Doc-
ument Types/Binary, which is converted to NDN identifier
name as /OID/Joint-ISO-ITU-T/Registration-Procedures/Docu-
ment Types/Binary.

2) The information storage server.

Since the identifier name is uniformly converted by the
identifier name-NDN name conversion module before access-
ing the NDN network, the registration of the identifier name in
the information storage server should also include the convert-
ed NDN identifier name. Each record in the information stor-
age server contains the identifier name, NDN identifier name,
and information content.

Fig. 8 shows the following workflow of the process of regis-
tration as well as the identifier query request and response in
the proposed merging architecture.
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1) Register and publish in the information storage server.

a) Register: When a new identifier name and its correspond-
ing information content are to be registered and stored in the
information storage server, the identifier names of all entries
in the information storage server are searched for the identifier
name to be registered. If it exists, it means that the identifier
name already exists in the information storage server, thus up-
dating the information content. If it does not exist, a new en-
try is added to the information storage server to record this
identifier name and its information content. The NDN identifi-
er name is also recorded, which is obtained according to the
conversion rule in the identifier name-NDN name conversion
module. Due to applying the same conversion rules, the NDN
identifier name stored in the server is consistent with the NDN
identifier name converted when the identifier query request is
made. The registration entry of product 1 is shown in Fig. 8.

b) Publish: The information storage server publishes the lo-
cally stored NDN identifier name, so that the NDN network
can perform routing and forwarding according to the NDN
identifier name.

2) End device 1 requests an identifier query.

a) End device 1 gets the identifier name {2.17.2.3} of
product 1 and converts it to the NDN identifier name /OID/2/
17/2 by local identifier name-NDN name conversion model.
And then, it constructs an interest packet sending to the NDN
network.

b) When the NDN router receives this interest, it processes
and forwards the interest according to the standard NDN node
processing model [20]. That is, it looks up in the local cache.
If the corresponding data exists, it will return the data packet
immediately; otherwise, it forwards this interest based on PIT
and FIB.

¢) The interest packet reaches the information storage serv-
er through R1 and R2. The information storage server search-
es the NDN identifier name. If it exists, the information stor-
age server returns the data packet (/OID/2/17/2/3); otherwise,
it discards the interest.

d) When the NDN router receives this data packet, it re-
turns the data packet to end device 1 along the reverse way of
interest according to the standard NDN node processing mod-
el [20], and caches this data packet according to the local
caching strategies. The cached entry in the local cache con-
tains /O1D/2/17/2 and the information of product 1.

3) End device 2 requests the same identifier query.

a) End device 2 also requests to query the information of
this product. It obtains the identifier name of product 1, and
converts it to the NDN identifier name. It constructs an inter-
est packet and sends the interest to the NDN network.

b) When this interest arrives at R1 via R3, because this
product information is already stored in the local cache of R1,
R1 can directly return the data packet (/OID/2/17/2/3).

¢) The data packet is returned from R1 to end device 2 via
R3, thus completing the identifier query request.
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4 Conclusions

In this paper, we overviewed the industrial network, indus-
trial Internet identity, and ICN. We presented an integrated
architecture for industrial network and industrial Internet
identity. We proposed the overall framework of ICN-based in-
dustrial network and NDN-based factory extranet with SDN.
We also addressed the architecture of identity resolution in
the industrial Internet based on ICN with separate resolution
nodes or with merging resolution and routing. By introducing
ICN into the industrial Internet, we realized the integration of
industrial network and identity resolution system, flattening
the overall architecture of the industrial Internet, improving
the efficiency of information retrieval, network scalability, and
data security.
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1 Introduction
he industrial Internet is an intelligent closed loop driv-
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(IT) and Operational Technology (OT). The identifiers
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traditional Internet to resources such as goods, information,
machines, and services, and extend the IP addresses to a het-
erogeneous, off-site, and refined information set [1]. The iden-
tifier resolution system consists of an identifier coding system
and a resolution system [2]. The identifier code is the identity
card of the machine or the goods, and the resolution system us-
es the identifiers to locate and query the machine or the goods
uniquely. Identifier resolution is the premise of the supply
chain system, the production system, the complete lifecycle
management, and the intelligent service. Identifier resolution
provides a technical support on unified network layer for
cross-industry/inter-disciplinary industrial Internet platforms

and enables intelligent association of heterogeneous devices
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and services from different vendors.

Similar to the Domain Name System
(DNS) in the traditional Internet, the in-
dustrial Internet identifier resolution
system is the gateway to the entire in-
dustrial Internet, as shown in Fig. 1.
Besides, it is the basis for the intercon-
nection of the whole industrial Internet.
The identifier resolution system is an
essential part of the industrial Internet
architecture, and also a nerve hub sup-

Domain: www. pku. edu. cn

IP Addr: 162. 105. 129. 103

Identifier: 88. 188. 1/mobi. sz. ab123456——>

China mobile con\l\pany Shenzhen SN |I|II'
zssin)
srn
Identifier
Resolution
System

1P Addr: 2eff:8086::3+associated information

porting the interconnection of the indus-

trial Internet [3]. Flexible identifier dif-
ferentiation and information manage-
ment of the entire network resources are achieved by assign-
ing each product, component, machine, or device or digital in-
tellectual property copyright a unique “identity card”. Indus-
trial Internet identifier resolution refers to the unique position-
ing and relevant information query of machines, goods, and
digital knowledge products. At the same time, the global sup-
ply chain system and enterprise production system can be ac-
curately connected.

IP protocol is the backbone protocol of contemporary Inter-
net connection. In the meantime, various universal industrial
Internet identifier resolution systems, such as Handle [4], Ob-
ject Identifier (OID) [5], Ubiquitous ID (UID) [6], and Global
Standard 1 (GS1) [7], are also designed and running upon the
IP architecture [8]. However, the industrial Internet often con-
tains many resource-constrained devices, which have smaller
memory, limited computing power, and energy. Sensors and
actuators often raise communication requirements in industri-
al applications that are critical for business and safety. Be-
sides, the design concept of the IP model is based on a host-to-
host communication mode, which will become a bottleneck to
deal with high traffic and high bandwidth environment.

Moreover, regarding the particular application scenarios,
identifier authentication, Quality of Service (QoS) assurance,
and the network efficiency are not supported by the current
Transmission Control Protocol / Internet Protocol (TCP/IP) pro-
tocol stack. In the future, the integration of terrestrial Internet
and satellite-based space Internet is a possible technical re-
quirement of the industrial Internet [9].

This paper proposes an Internet identifier resolution man-
agement system based on the multi-identifier network architec-
ture. It eliminates the malpractice and hidden dangers of ex-
cessive concentration on IP network management and control.
The main contributions of this paper are listed as follows:

1) We propose a hierarchical network architecture with
manageable and controllable trust and privacy protection that
supports multiple identifier routing and addressing. The core
of this network is that the network inherently supports multi-
ple network identities for simultaneous routing and address-
ing, and assists users to access the new network system in mul-

AFigure 1. An Industrial Internet identifier.

tiple ways seamlessly. The identity of the user is integrated
with the content published on the network, which can ensure
the regular operation and management of the network. At the
same time, the hierarchical signature scheme with high securi-
ty and low complexity is introduced to ensure that the network
data content cannot be tampered and stolen, which dramatical-
ly improves the security, credibility, and availability of the
whole network.

2) We present the inter-translation schemes for multiple
identifiers in order to solve the problem that multiple network
identifiers and multiple standard identifiers inevitably coexist.

3) An addressing algorithm is designed to speed up the
lookup process of the identifier’ s name, which makes our pro-
posal more convenient to be put into practice.

The remainder of this paper is outlined as follows. Section
2 provides background and related work. We describe in de-
tail the design essentials of the autonomously controllable
multiple identifier systems for the industrial Internet in Sec-
tion 3. Inter-translation of multiple network identities is pre-
sented in Section 4, and addressing algorithms for large scale
identifier space are proposed in Section 5. Section 6 con-
cludes the paper.

2 Related Work and Background

2.1 National Industrial Internet Identifier Resolution System

The national industrial Internet identifier resolution system
of China is designed with three levels: international root
nodes, national top nodes, and secondary nodes, besides recur-
sive resolution nodes along with all these levels, as shown in
Fig. 2. By the end of 2018, five national top-level nodes of
identifier resolution in Beijing, Shanghai, Guangzhou, Wuhan,
and Chongqing were put into operation, fully supporting vari-
ous identifier systems. By the end of 2019, 47 secondary
nodes had been set up, and the number of identifier registra-
tions has reached 915 million, with 785 pertinent enterpris-
es [10].

The national top-level nodes act as the foundation, which
continuously improve the system functions and capabilities
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based on the established plan and gradually build the network
infrastructure of the identifier and resolution system of open
integration, unified management, interconnection, security,
and reliability. The secondary nodes are the graspers, a num-
ber of which have been playing their roles in pioneering new
approaches [11]. They are built to promote the integrated in-
novation application of industrial Internet identifier resolu-
tion. Lastly, industrial applications are the purpose of identifi-
er resolution. It can encourage the application demonstration
in many industries such as aviation and machinery vehicles,
and gradually build the identifier resolution industry ecology.

2.2 Named Data Networking

Named Data Networking (NDN), a content-based future net-
work architecture, was proposed ten years ago [12], [13].
NDN replaces host-addressed IP packets with named data as a
new narrow waist of the hourglass protocol stack. Each data
object has a hierarchy name that is used as a unique identifier
in the application context that publishes and consumes the da-
ta. In order to request a data object, an interest is sent with a
prefix of the data name. The NDN forwarder forwards the in-
terest packet towards the location where the data may be locat-
ed. Each forwarder along the path records the interest and its
incoming interface in the local Pending Interest Table (PIT).
When a matched packet is found either in the forwarder’s
cache or from the original producer, the packet will be re-
turned to the requester along the reverse path recorded in the
PITs of the nodes. A copy of the data packet will be stored in
their local caches after forwarding to satisfy the future require-
ments for the same data request. The data packet has an en-
crypted signature generated by its producer, together with the
name of the signing key, which allows data consumers to verify
the provenance of the received data regardless of its source.
Compared with the traditional IP network, it is more suitable
for the demand of industrial Internet content and has the po-

tential to solve the problems and challenges of the industrial
Internet on the network layer. Specifically, for the industrial
Internet, NDN is superior to IP in security, mobility, scalabili-
ty, and quality of service [14].

However, NDN only supports the content network identifier,
so the solution for constructing an industrial Internet identifier
based on NDN also has significant drawbacks in its unbound
name length and publish-subscribe data acquisition model.
NOUR et al. propose a hybrid name scheme for heteroge-
neous devices [15] and recent advances in how to exploit NDN
for IoT scenarios are surveyed in [16].

Therefore, it is urgent to construct a multi-identifier future
network model in which identifier serves as the content cen-
ter. The data exchange between nodes is based on identity,
content, service, ground space location, besides the TP address
of the endpoint. Content-centric networks increase efficiency
for content delivery, especially when the content is stored in
multiple nodes, and content providers or content requesters
are in the process of moving.

3 Autonomously Controllable Multi-Identi-
fier Architecture for Industrial Internet

3.1 Multiple Identifier Management
This proposal dispenses the dependence of the traditional
industrial Internet and IP networks, based on a multi-identifi-
er future network architecture. The system breaks through the
current dilemma of IP single identifier and centralized man-
agement. It constructs an industrial Internet identifier service
platform based on the voting-based consortium blockchain
[17], and supports network addressing and routing with multi-
ple identifiers and parallel coexistence, including identity,
content, service, location, and IP address, as shown in Fig. 3.
The dilemma of unilateral monopoly is broken in the central-
ized management of domain names of

ffffff Identifier Resolution System

the IP system [18].

{ Secondary Node J

{ Secondary Node J

Secondary Node J

Mirror Mirror
Node Node
Handle Root Node { DNS Root Node
Mirror
National Top Node Node

1) Name.
string that is used to identify each re-

Name is a hierarchical

source in the network. In order to sup-
port the addressing process of content
name directly, the multi-identifier net-
work nodes have a forwarding informa-
tion table with a name as the key to re-
cord the corresponding forwarding port

information. The data transmission is

Public

Recursive performed in a user-driven manner: the

Resolution
Node content requester puts the content name

into an interest message and sends it to
the network; the routing node records

the arrival port of this interest message

DNS: Domain Name System

in the PIT and queries the Forwarding

A Figure 2. The national Industrial Internet identifier system of China.
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Information Table (FIB) [19]; The mes-
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sage is forwarded until it reaches a holder of the content; by
querying the pending interest table, the packet containing the
requested content will be traced back to the requester along
the arrival path of the interest message; the name-oriented ad-
dressing process will decouple the data itself from the specific
location of the data, which provides more flexibility to the net-
work system.

2) Identity. The identity is used to identify a user locally or
globally. The favorite identity identifiers include the public
key, the user’s ID, the International Mobile Equipment Identi-
ty (IMEI) code of the mobile phone, the email address, and
other various identities, besides biometrics information such
as the face, fingerprint, pupil, and voice. The behaviors of us-
ers on the network, including the issuance and access to net-
work resources, will be subject to the specific authority deter-
mined by their identity, and each behavior can be traced back
to the identity information of the user.

3) Location. The location information can not only repre-
sent the geographical location in the real sense, but also repre-
sent the virtual location in the abstract space, such as the
mathematical coordinates acquired by the nodes after map-

ping the network into the geometric space. The addressing
process for spatially geographical location is that the multi-
identifier network nodes calculate the geometric distance be-
tween each neighbor and the destination, and the smallest one
is greedily selected as the forwarding object. And global navi-
gation satellite system (GNSS), such as Galileo in EU, Beidou
in China, Global Positioning System (GPS) in USA, Global
Navigation Satellite System (GLONASS) in Russia are support-
ed in our system, as shown in Fig. 3.

3.2 Identifier Registration and Request

The network supports routing and addressing with multiple
types of identifiers, including the identity identifier, content
identifier, spatial location identifier, and IP address identifi-
er. The content identifiers of all resources in the network are
bound to the identity identifier of the publisher. After a user
logs into the network, the spatial location identifier and the ac-
cessed network resources will be recorded in the network su-
pervision node of blockchain for security supervision and data
protection.

The identifier registration steps are as follows.
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Step 1 is resource content registration. The network node
receives the resource content registered by the user. At the
same time, it adds the identity identifier of the content pub-
lisher and the spatial location identifier according to the loca-
tion of the node where the content is stored.

Step 2 is network node authentication. After receiving the
identifier registration request transmitted by the user, the net-
work node will review the content and its user information, reg-
ister the resource identifier, and then register the generated
identifier to the upper-level domain and add the local identifi-
er prefix.

Step 3 is identifier registration request transmission. After
receiving the identifier registration request, the upper-level
network node transmits its registration identifier message to
the controller of the located domain, for subsequent authenti-
cation and registration operations based on the predefined da-
ta transmission protocol.

Step 4 is identifier verification. After receiving the identifi-
er registration request from the subordinate network domain,
the network node in the top-level domain will verify the data
of the request and return the corresponding confirmation sig-
nal to the original application node. The distributed storage
scheme ensures that all registered identifiers cannot be tam-
pered with. The original identifier information will be stored
on the distributed database of the top-level domain. After a
predefined time, corresponding database synchronization will
be carried out within the entire network to confirm that the re-
source identifier information between the respective top-level
domains is equivalent and unified.

The network resource requesting steps are as follows.

Step 1 is inquiry request. Transmitting a query request to
the nearest network node.

Step 2 is local identifier data query. When the nearest
multi-identifier network node receives the request sent by the
user, it will distinguish the identifier type according to the
identifier of the query. If it is an IP address, it will go on with
the traditional DNS query process. Otherwise, if it is an iden-
tity or content identifier, then it will query the forwarding ta-
ble. If the identifier content recorded in the forwarding table
already exists in the local database, the corresponding identifi-
er content will be returned, otherwise Step 3 will be executed.

Step 3 is requesting query transmission. When there is no
corresponding identifier contained in the local database, the
query request will be uploaded to the upper-level network
node. After receiving the query request, the upper-level net-
work node will query the identifier following Step 1 to Step 2.
If the corresponding identifier content is queried, it will be re-
turned to the low-level network node; otherwise, the query re-
quest is subsequently transmitted to the upper-level network
node recursively until the top-level domain network node.

Step 4 is identifier query, verification, and interworking.
After the top-level domain nodes find the relevant registered
identifier, it will automatically issue the relevant shortest path
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according to the dynamic topology of the existing network.
The related multi-mode network nodes on the forwarding path
in the network will receive a new forwarding path table and es-
tablish a data transmission path through multi-hop routing; if
the nodes in the top-level domain do not find the correspond-
ing identification and query other network identification infor-
mation corresponding to the identification in the database, pro-
ceed to Step 5.

Step 5 is the identifier request distribution. The network
node in the top-level domain will distribute the query request
to the specified network domain according to the original iden-
tifier and the first prefix after the identifier is converted, until
the lowest-level network node specified by the query request
is locally queried. If the corresponding identifier content is
found successfully, it is delivered to the query requester; oth-
erwise, the query error information is returned.

4 Inter-Translation of Multiple Network

Identities

When a piece of content is registered and published on a
multi-identifier network, the name content can be bound with
multiple identifiers, such as identity, content, location infor-
mation, and IP address. Therefore, there is a need for multi-
ple identifiers to be commonly addressed. In addition, the
identifiers in the industrial Internet should be application-ori-
ented and record the product information. On the other hand,
it should support addressing and routing. Due to the diversity
of the applications, it is difficult to establish a global hierar-
chical naming scheme that is suitable for all applications.

Therefore, on the multi-identifier-based industrial Internet
service platform, multiple network identifiers and multiple
standard identifiers coexist. A globally unique namespace
needs to be established, as well as a unique namespace for
each application. The multi-identifier translation table is uti-
lized to establish an Inter Translation Table (ITT) and interop-
erability mechanism with existing common identifiers.

4.1 Translation Process Between Name and Identity

In order to maintain a secure network environment, we bind
the name of the content to the identity of its original publisher,
and use a valid extension to identify network resources in the
following mode: /UniquelD ,/SubID ,/Name/Sig (Name,PrK,).
UniquelD, is the globally unique identifier of the publisher A,
and no collision occurs; it will generate the public-private key
pair of the user. SublD, is the secondary identifier when the
content is published, because the same user in the network
may have multiple identities. Name is the hierarchical con-
tent name and Sig (Name, PrK,) is the signature of the content
name signed by A. Before the content is received by the user
or cached at the intermediate routing node, its signature must
be verified to ensure its legitimacy based on the security
mechanism described above. As a result, any resource in the
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network can be traced back to its original publisher, which
guarantees the regulatory nature of the publishing behavior
and the security of network transmission. Under this represen-
tation, an identifier can be regarded as a particular form of ex-
tension names, that is, those with empty content names.
Therefore, we use the prefix tree data structure to support stor-
age and query operations on names and identities.

Under this representation method, identity can be regarded
as a special form of extension name, that is, when the content
name is empty, we use the prefix tree as a data structure to
support the storage and query operations of names and identi-

ties (Fig. 4).

4.2 Translation of Location, Name, and Identity

As mentioned above, each user corresponds to a uniquely
real or virtual spatial location identifier. In order to reduce
the routing delay, we set the location identifier of the name in
a network to the nearest node location holding the correspond-
ing content of the name, which is calculated and distributed
by the upper control node. Fig. 5 shows the transformation se-
quence with the following four steps.

1) A resource request is issued with a particular identifier.

2) The multi-identifier system performs queries based on
the identifier type. If the request is issued with traditional do-
main names, DNS is queried directly. If it is an IP address
and exists in the identification Inter-translation Forwarding

Table (IFB), mutual translation is performed; otherwise, the
agent accesses traditional TP networks. If it is other type of
identifiers such as an NDN identifier, or an identity identifier,
the content identifier is first queried in the Content Store (CS),
Pending Interest Table (PIT) and inter-translation forwarding
table. If it exists, an inter translation is performed; otherwise,
go to Step 3.

3) If the identifier does not exist in the current domain, the
multi-identifier system will recursively query up to the top do-
main.

4) If there is no such identifier information in the top-level
domain, the query will be performed according to the specific
lower-level domain of the identifier information, until the bot-
tom-level domain specified by the identifier, and the corre-
sponding result will be returned if it exists. Otherwise, a que-
ry error message is returned.

5 Addressing Algorithm for Large-Scale
Identifier Space

In order to meet the needs of distributed storage, classifica-
tion, addressing and forwarding services of ultra-billion-level
industrial Internet identifier, a hierarchical distributed storage
strategy is proposed to study the hyperbolic addressing routing
mathematical model and the fusion Hash Prefix Tree (HPT) al-
gorithm. The index expansion problem
of the forwarding table has to be solved

/UniquelD ,,

This node stores FIB table en-
tries and spaces for user A1.

/SubID),

The child node of this node re- /Subll)i,

cords the content information]
published as identity /SubID ;.

/Namel

/UniquelD ,,

/SublD’;,

and the forwarding strategy optimized to
improve the success rate of the address-
ing route.

We designed a FIB composed of a
hash table and a prefix tree [20], where
the hash table is used to support fast

/UniquelD

Am

lookups, and the prefix tree is used to

store logical relationships between
names. The main structure of FIB is de-
mon, strated in Fig. 6.

In the hash table, the name (such as
/C1/C4/C5) is used as the key. More-
over, the pointer to the node in the pre-
fix tree is used as the value. Thus, the
fast retrieval of forwarding information
from name to tree is realized.

The edge in the prefix tree represents
a name component (such as/Cl). On

the other hand, each node represents a

information corresponding to the name.

/UniquelD /SublD /Name/Sig(Name, PrK,)

The node stores the signature Sig, and the FIB table entry and space location

splicing of all components in the path
from the requester node to the root
node. The node stores the forwarding

information corresponding to the name,

FIB: Forwarding Information Table

the corresponding category of the table

item, and the pointer used to maintain

A Figure 4. Multiple identifiers forwarding architecture using prefix tree structure.

the tree structure. Because the name
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realized by traversing the whole table
without the help of tree structure.

2) The backtracking process is speed-
ed up in the search algorithm. Each
node in the tree has only one parent
node, the process of backtracking does
not need to query and match names or
components, so it achieves a faster
search speed.

3) It facilitates the removal of the ob-
solete unreal table items in time, that is,
the leaf nodes with non-real types. In
the process of table algorithm, as long as
all kinds of leaf nodes are real, unneces-
sary table items can be cleaned up.

6 Conclusions

The ubiquitous industrial Internet

A Figure 6. Hybrid fowarding information table of hash table and prefix tree.

does not need to be recorded repeatedly in the tree, the intro-
duction of tree structure will only bring limited additional stor-
age overhead.

The prefix tree is introduced for the following three purposes:

1) The categories of non-real table items are modified con-
veniently in a dynamic environment. For example, if “/C1” is
inserted into FIB, all virtual table items prefixed with “/C1”
need to change their categories into semi-virtual ones. For the
diversity of the NDN identifier, this modification can only be
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makes it a challenge to design a suit-
able identifier resolution system. In
this paper, an industrial Internet identi-
fier resolution management strategy
based on multi-identifier network architecture is proposed,
which supports content name, identity, service, and location,
besides the traditional IP address. Identification management
is also included in our proposal, such as identification registra-
tion and request and data addressing and forwarding. The in-
ter-translation scheme and address algorithm proposed in this
paper show a better performance in the identification resolu-

tion management of the industrial Internet.
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Abstract: The risks of the current identity system represented by Domain Name System
(DNS) and Object Identifier (OID) are studied. According to the characteristics of the industri-
al Internet Identity (III) system, four open ecosystem planes are divided, and a corresponding
risk analysis view is established to analyze risks for various planes. This paper uses Isaiah
Berlin’ s definition of liberty to more generally express the concept of security as positive
rights and negative rights. In the risk analysis view, the target system is modeled from four di-
mensions: stakeholders, framework, architecture, and capability delivery. At last, three defen-

sive lines are proposed to establish the identity credit system.
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1 Introduction
he traditional Internet identity system is based on
Domain Name System (DNS) and Public Key Infra-
structure (PKI) technologies, with which the Inter-
net Corporation for Assigned Names and Numbers
(ICANN)/Certificate Authority (CA) and other institutions
maintain the Internet’s root of trust and facilitate host-ori-
ented addressing and authentication to meet the identity re-
quirements of massive asymmetric web computing models.
As the Internet economy penetrates into all areas of soci-
ety, infrastructure maintainers and industry regulators
have full credit to provide diversified identity endorsement
capabilities without relying on the Internet’s root of trust.
For the sake of security and controllability, independent
identity systems have been proposed in the industrial Inter-
net field.
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2 Risks of Traditional Industrial Identity

Systems

Traditional industrial identity systems are dedicated identi-
ty systems for different industries. Object Identifier (OID) is a
typical one, jointly proposed by International Organization for
Standardization/International ~ Electrotechnical = Commission
(ISO/TEC) and International Telecommunications Union-Tele-
communication Standardization Sector (ITU-T) [1]. An OID
consists of identifier system, registration system and resolu-
tion system. [ts resolution system makes use of the ubiquitous
resolution capabilities of DNS.

As an important part of the Internet infrastructure, DNS is
designed just like the Internet at the beginning, without securi-
ty considerations, which has made it a main target and means
for various network attacks, such as:

1) Distributed Denial of Service (DDoS) attacks against



DNS servers: including host exhaustion-based DNS query de-
nial of service attacks and bandwidth exhaustion-based DNS
reflector denial of service attacks (also known as DNS amplifi-
cation attacks).

2) DNS hijacking against users: including DNS server ad-
dress hijacking, hosts file hijacking, cache poisoning, Kamin-
sky cache poisoning, hacking DNS servers, etc.

Generally speaking, the traditional industrial identity sys-
tems have several risks as follows.

+ Lack of authentication: Traditional DNS based industry
identity systems need to be combined with other technologies
to provide authentication capabilities. Due to the diversifica-
tion of industry authentication scenarios, unified authentica-
tion mechanism cannot be specified from top design of the
identity system.

+ Lack of permission control: Finer-grained permission con-
trol is not available to meet the higher security requirements
in some special scenarios.

+ Lack of credible endorsement for identity: Authorized
identity organizations do not have strong credit themselves,
and often require third parties (such as regulatory authorities)
to endorse in order to provide sufficient credit to the public
and industry chain. However, the establishment and maturity
of the identity credit system takes time.

* Interoperability risks with international roots: Not all root
nodes of the identity system have backup in every country.
Therefore, when interworking occurs, risks arise.

+ Long authorization chain that leads to the dilution of
credit: The superior nodes to inferior nodes lacks visibility
and controllability from management to technology. As the
authorization chain grows longer, the trust relationship weak-
ens rapidly.

* Inadequate business admittance and certification: Lack of
a mature certification standard and practice in the industry
identity system is not conducive to the establishment of an
identity credit system and long-term healthy development.

3 Ecosystem Planes of Industrial Internet
Identity

In the 5G era, the Industrial Internet Identity (ITT) system is
emerging with important meaning and rich connotation, cover-
ing all aspects of the industrial Internet in a broad sense. Its
essence is an open identity system with a series of ecosystem
characteristics. First of all, in an open Internet environment,
the asset and value are the main characteristics of an identity
ecosystem; secondly, the industrial Internet is based on the in-
tegration of Information Technology (IT) and Operational Tech-
nology (OT), and the identity has the characteristics of field
and environmental relevance. The last, with strong industrial-
ization, vertical regulation and control are often necessary.

In this paper, the III ecosystem is divided into four planes:
the environment plane, service plane, asset plane, and busi-
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ness plane, according to [2]. As shown in Fig. 1, the III eco-
system combines new security characteristics at different
planes to facilitate risk analysis.

4 Risk Analysis Process, View and Imple-
mentation

4.1 Risk Management Processes

In order to manage risks, each III ecosystem plane needs to
support risk management processes, which are based on the
ISO series of risk management guidelines, including risk anal-
ysis, risk evaluation, risk treatment, risk monitoring, etc. This
article focuses on risk analysis (including risk identification).

ISO 31000: 2018 [3] and ISO 27005: 2018 [4] define gener-
al risk management guidelines and information security risk
management guidelines, which can be used to guide the con-
struction of a risk management system.

4.2 Building an III Oriented Risk Analysis View

The view of risk analysis is important for risk analysis and
even risk management. As required by the principles in [3],
risk management should be structured, comprehensive, cus-
tomized and inclusive. It is necessary for III risk analysis to
study the scope and open ecosystem characteristics of II1
system, conduct a comprehensive analysis based on a struc-
tured plane, and fully consider the demands of different
stakeholders.

In order to analyze risks of different identity ecosystem
planes, this paper builds a risk analysis view oriented to the
characteristics of III system, based on mature methods and
practice in the field of risk management and threat modeling.
This is a more structured view of risk analysis for more logical
processes and results (Fig. 2). The following is the analysis
process with the proposed view.

1) Determining the scope and boundaries of the target sys-
tem.

When using the risk analysis view, one first needs to deter-
mine the scope and boundaries of the target system and identi-

Credit, brand
e compliance, contractual,
Plane and maturity, etc.

O

Asset Plane

Assets related management and
services, etc.

Related to the field use

of the identity, involving
the medium, device, and,
reader, etc.

Service identity
related applica-
tions data

Service Plane

Figure 1. Industrial Internet Identity (III) ecosystem.

ZTE COMMUNICATIONS | 45
March 2020 Vol. 18 No. 1



Special Topic | Risk Analysis of Industrial Internet Identity System

TANG Kai

Risk Communication

Risk Management

z i i
= - . . . : : Stakeholders
= Positive Right Negative Right ' ' >
= ; ; * Regulator
¢ ¢ * Management Authority
' * Authorized Organization
Value Concepts z 0 A‘rchltecture Owner
= : * Framework Owner
. - . . 2} s 8 + Collaborator/Partner
Credit Asset Application Identifier Medium = 2 1 E . .
. Lo . . =] z = * Medium/Device Vendor
2 Brand Service Data Identity Device = = L2
o g & = = + Customer/End User
] g = 2 ;E + Service Provider
) .Q» Architecture (Cross-Domain Object Collaboration) = & f S + Application Developer
o) = : o i,
0 3 !
= % Framework (Heterogeneous System Interconnection)
<
[ Organizational & Technical Risk Events Risk Sources

Risk analysis, evaluation, treatment and monitoring

A Figure 2. Proposed view of the Industrial Internet Identity (III) risk analysis.

fy HI related objects. Different ecosystem planes have differ-
ent scopes and objects. It is not appropriate to extend the
scope and boundaries outside the IIT ecosystem. The main ob-
jects related to identity include identity related organizations
and individuals, identified equipment or assets, various identi-
ty media such as Quick Response (QR) code, various basic
identity services and auxiliary services, identifier and identity,
various business information and data related to identity, etc.

2) Identifying stakeholders and right frameworks.

Isaiah Berlin has two definitions of the liberty: negative lib-
erty and positive liberty [5]. Liberty is a sociological right,
and security is a more general concept of rights. Here we use
the definition of Isaiah Berlin to divide security into positive
rights and negative rights. The right is closely related to the
concept of stakeholders, and risk analysis always focuses on
the rights of different stakeholders for different value con-
cepts. Sometimes right is also treated as a security attribute.

The opposite of stakeholders is various sources of risks.
They will use system vulnerabilities to launch attack events
and bring risks to stakeholders.

Different ecosystem planes have different sets of right
frameworks depending on the value concept of interest. For
example, information security is mainly concerned with avail-
ability, confidentiality and integrity. Corresponding to securi-
ty control, it is further expressed as Authentication, Authoriza-
tion, Auditing (AAA) capabilities. This is also the theoretical
basis of the six dimensions that Microsoft’s Spoofing, Tamper-
ing, Repudiation, Information Disclosure, Denial of Service,
Elevation of Privilege (STRIDE) threat model focuses on [6)].
The privacy right that General Data Protection Regulation
(GDPR) is concerned about is another type of right for hu-
man. Risk analysis requires more consideration of the sensi-
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tivity of different stakeholders to different rights.

The rights of different stakeholders may conflict, especially
with the rights of regulators or decision makers. At this time,
the use of a right framework can more clearly express this con-
flict relationship and help to form a balanced solution. In this
process, risk communication is essential.

3) Reference industry mature practices.

After the above work is completed, mature reference models
(attack models and abuse models) can be leveraged to conduct
further risk analysis for capability delivery, object collabora-
tion, and target system’ s framework, respectively. If required,
further cuts can be made to the target system, with indepen-
dent risk analysis for each subsystem.

Some examples of reference models are the Common Attack
Pattern Enumeration and Classification (CAPEC) basis, DNS
basis, cases of abuse based on traditional industry identifica-
tion systems, and credit risk cases.

4) Analyzing the risks of capability delivery.

The goal of any system is to deliver some form of capabili-
ty. Capability delivery risks are related to other risks of the
target system, as well as to risks existing in the delivery pro-
cess.

5) Analyzing the risks of object collaboration.

Security is the isomorph of the target system, the logical col-
laboration between objects is the foundation of the target sys-
tem’ s capabilities and the basis to identify the value con-
cepts. For different value concepts, objects have different
types and different observation granularities, and need to be
mapped to the corresponding stakeholders and right frame-
works for further analysis. The risks of objects in different
states and locations need to be fully considered, such as stor-
age state, processing state, and transmission state.



The logic of the collaboration process between the objects is
also subject to risks, which will bring risks to some types of
value concept.

Object collaboration architecture needs to be mapped onto
the target system’ s framework in order to achieve its basic
functions. If the target system’ s framework does not provide
the corresponding risk control or is not trusted, object collabo-
ration architecture needs to implement risk control indepen-
dently.

6) Analyzing the risks of the target system’s framework.

The target system’ s framework includes organizational
framework and technical framework, which is the physical
foundation of object collaboration. For example, software is a
technical framework component of digital object collabora-
tion. The overall availability and integrity of the target sys-
tem’ s framework is the primary consideration for risk analy-
sis. The risks of the various components that constitute the
target system’ s framework need to be considered as risks for
another target system.

4.3 Risk Analysis Implementation and Risk Classification

This section adopts the above risk analysis view and com-
bines the new security characteristics of various vertical indus-
tries proposed in [2] to carry out risk analysis on the four III

VTable 1. Examples of the Industrial Internet Identity (III) risks
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ecosystem planes and obtain a risk list (Table 1). Due to the
complexity of risks, this table only lists some important ob-
jects and value related risks.

5 Risk Control

Risk means uncertainty. Finding deterministic attacks and
abuse patterns from these uncertainties is a long-term task for
the security industry. Risks can be treated by multiple ways
after risk evaluations. The trust framework is a positive as-
sumption that exists among stakeholders. Stakeholders can ig-
nore risks and reduce costs based on trust from each other.
The more general way to treat risks is to implement risk con-
trol for the target system.

From the perspective of trust, the target system’ s frame-
work, collaboration architecture, and capability delivery of the
target system respectively reflect the characteristics of hetero-
geneous system interconnection and cross-domain collabora-
tion. Risk analysis and control need to focus on the trust
boundaries of these interconnections and collaborations.

There are different types of risk control such as deterrent,
preventative, detective, corrective, and restorative, based on
three different dimensions: people, process, and technology.
Risk control requires reference to mature standards, imple-

Ecosystem Right Framework Stakeholders

Examples of Vulnerability and Risks

Credit, Identity regulator (IDR),
Brand Identity management authority
Business plane (IDMA),
Compliance, Contractual, Identity authorized organization
Maturity (IDAO)
Identity management ser-
vice,
Identity resolution service,
Identity authentication ser- IDR,
A " vice, IDMA,
sset plane Identified asset IDAO,
ownership, Identity collaborator

Administrator right,
Income right,
Right to use

IDAO,

Application developer,

Identity application,
Identity data

Service plane availability, Partner,
Confidentiality, Customer,
Integrity End user
Identity, Identifier,
Medium,
Device IDAO,
Environment Confidentiality, Device vendor,
plane Integrity, Medium vendor,
Fault tolerance, End user
Efficiency,
Manageability

Lack of penetrating regulatory capacity
Inappropriate regulation
Falsify/delete/tamper with identity-related date to avoid regulatory responsibility
Lack the ability to identity business operations
Lack of control over agencies and authorized organizations
En’“‘frg@]l('y res])“lls@ me(?}l‘dnis!ﬂ fail&',d
Identity spam
Failure to use the Identity for the intended purpose and manner

Lack of long-term and continuous identity services operation
Insufficient identity service performance and unresponsiveness
Interoperability risks
Lack of auditing for identity services
Insufficient privacy protection for users of identity services
Lack of sufficient strength for identity authentication

Inadequate protection of ownership and administrative rights of identity, and easy to be misappro-

priated
Improper use of identity and the disposal of income rights are prone to disputes
Identity information and services that have been tampered with and redirected
Supply chain collusion attack

Signaling storm brought by massive Il related equipment

Reliance on external identity services compromises low latency and high availability

The identity medium lacks anti-fouling and error correction capabilities
The identifier code can be maliciously modified

The length and structure of the identifier affect the efficiency of field identification
Low-power devices are difficult to achieve high-intensity authentication and encryption for identi-

ty related tasks
Unmanned environment lacks field maintenance for identity security
In an open environment, identity credentials and information can be stolen
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mentation and deployment at different stag-
es of the target system’s lifecycle, and moni-

toring and management in accordance with
g . . Business Risks
the unified requirements of risk manage-
ment.

Trust and control are parallel concepts
and their relationship is of a supplementary
character in generating confidence [7].
Trust can be established or strengthened in

the process of continuous collaboration, but

Service &

Environment
Risks

the trust relationship and risk control itself

will also bring abuse risks to the system.
Therefore, the target system needs to fully

analyze and dynamically monitor the chang-

3 Lines of Defense Governance bodies

Compliance and Credit ]

Identity Regulator
“Credible III ecosystem”

Value and Trust ]

Identity Mamagement

Assets Risks > [

B B

Authority
“Trusted assets & servies”

Infomation and Security ] Identity Authorized

ﬂ_l
HHH

Orgnization
. »
“Secure environment & data

[1I: Industrial Internet Identity

es of the three.

A Figure 3. Three lines of III credit system.

6 Building an Identity Credit System with

Governance

The III system is an emerging technology system. In the
short term, it is short of management and operation experience
of ecosystem and also lacks mature governance and assess-
ment standards, which will lead to the absence of admittance
and regulation. Participants’ capabilities are uneven, which
is not conducive to the establishment of an identity credit sys-
tem and long-term healthy evolution. Therefore, in the early
stage of the III ecosystem, it is necessary to clarify governance
responsibilities, and build three risk control defense lines with
regulation as the core: the identity authorized organization line
of defense, the identity management authority line of defense,
and the identity regulator line of defense (Fig. 3). In the
course of continuous operational practice, various incentive
mechanisms should be implemented to strengthen the credit
of the III system.

The risk governance of the Il system should not be limited
to the risks associated with the identity business identified in
this paper, but should be based on a series of comprehensive
organizational governance such as compliance of regulations,
corporate governance, IT and information security governance,
and field and personnel security governance. Ill-related risk
governance need to be integrated into the basic activities of or-
ganizational governance.

Because the governance of the III system is often cross do-
main and organization, unified standards and specifications
will be a very important part.

7 Conclusions

The III system needs to strengthen the awareness of compre-
hensive risk management. Through the introduction of a sys-
tematic risk analysis view, it comprehensively identifies vari-
ous risk factors and establishes corresponding governance sys-
tems and standards. With the continuous enrichment of indus-
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trial Internet applications, various new technologies and sce-
narios including 5G, blockchain, and OLE for Process Control
Unified Architecture (OPC UA) plus Time Sensitive Network-
ing (TSN) will continue to emerge, which will pose new chal-
lenges to the security of the III system, and simultaneously
bring new opportunities.
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1 Introduction
he security of identification and resolution system of
the industrial Internet is one of the keys for securing
the industrial Internet. The popularization of industri-
al identification and resolution may affect production
security, social security and even national security. Industrial
identification and resolution system is one of the significant
parts of industrial internet network architecture, and it is the
key to realize the interconnection among equipment, system,
data and networks. With the identification and resolution sys-
tem of the industrial Internet, information can be shared and
used across enterprises, industrial sectors and regions; enter-

This work was supported by the 2018 Industrial Internet Innovation and
Development Project —— Industrial Internet Identification Resolution Sys-
tem: National Top—Level Node Construction Project (Phase I) .

prises can vertically and horizontally integrate their global
supply chain systems and production systems respectively, to
realize intelligent production, personalized customization, im-
portant product traceability and product life cycle manage-
ment. The identification and resolution system is the “neural
hub” of the industrial Internet for coordination. Therefore,
catastrophic damage to the whole industrial ecology may be in-
troduced or even become a national security threat, if the iden-

tification and resolution system is attacked.

2 Concept Design of Security Risk Analysis
Model

2.1 Concept Design
Through the analysis of security architecture of the Internet
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and the industrial Internet abroad [1], an innovative security
risk analysis model has been developed combing the charac-
teristic of the industrial identification and resolution system of
the industrial Internet, to provide guidance for security con-
struction of the identification and resolution system of industri-
al internet, help control risks from the root at the initial stage,
and improve the security protection capability.

2.2 Overall Architecture of Security Risk Analysis Model

The core of the security risk analysis model are three per-
spectives: the security risk analysis perspective, the security
risk management perspective and the security protection per-
spective. The key elements in each of the perspectives are
outlined in Fig. 1.

In the architecture, the security risk analysis perspective in-
cludes four key risk analysis elements: the architecture securi-
ty risk analysis, the identity security risk analysis, the data se-
curity risk analysis and the operation security risk analysis.
The security risk management perspective includes the securi-
ty risk objective, the security risk identification and the securi-
ty risk policy. The security risk protection perspective in-
cludes industrial sector supervision, security monitoring, situa-
tion awareness, threal perception and response processing.

As shown in Fig. 1, these three perspectives form the ba-
sis of the security analysis model. They are relatively inde-
pendent, while they are intertwined and form an organic ar-
chitecture of the security risk analysis model for the identifi-
cation and resolution system of the industrial Internet. The
security risk analysis often performs within each of the per-
spectives to which they belong. However, this is not to imply

=
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ZH Identity Security Risk %ﬂ % 0:] :é
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~ Operation Security Risk fﬂ‘f
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A Figure 1. Overall architecture of the security risk analysis model for
identification and resolution system of industrial internet.
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that the risk analysis is always to be resolved within each of
the perspectives, being separated with that in other perspec-
tives. In the following sections, a detailed illustration will be
introduced.

2.2.1 Security Risk Analysis Perspective

The security risk analysis perspective includes the architec-
ture security risk analysis, the identity security risk analysis,
the data security risk analysis and the operation security risk
analysis, as shown in Fig. 2.

The architecture security risk analysis is mainly composed
of the node of identification and resolution availability risk,
the inter-node collaboration risk and the key node correlation
risk.

The identity security risk analysis mainly includes four
kinds of risks about people, machines and objects, which are
identity deception, unauthorized access, the authority chaos,
and the device vulnerabilities [2].

The data security risk analysis [3] mainly focuses on the
risk of theft and tampering identity resolution registration da-
ta, resolution data and log data, the risk of privacy data disclo-
sure, and the risk of data loss.

The operation security risk analysis includes the risk of per-
sonnel management, institutional management and operation
process management.

2.2.2 Security Risk Management Perspective

The objective of the security risk management perspective
is to provide guidance for constructing a risk management
mechanism with the ability to improve the security continuous-
ly, illustrated by Fig. 3.

In Fig. 3, the risk objective refers to the object of risk as-
sessment and business guarantee of the identification and res-
olution system of the industrial Internet.

Risk identification refers to possible identified risks that
may occur according to the risk objective.

Risk policy provides corresponding security protection strat-
egies according to the existing risks.

2.2.3 Security Risk Protection Perspective

In view of the various risks faced by the identification and
resolution system of the industrial Internet, the security risk
protection perspective clarifies the guidance from the whole
life cycle and facilitates the risk closed-loop control. Fig. 4
shows the core of the security risk protection perspective, in-
cluding five areas: the industrial supervision, the security
monitoring, the security situation awareness, the threat percep-
tion, and the response processing. The supervision from in-
dustrial sectors is centralized in this perspective, which impli-
cates that attention needs to be paid during the construction of
the security protection network.

In Fig. 4, the supervision from industry represents the uni-
fied leadership and command, in order to establish a joint-ac-
tion mechanism. The security monitoring aims at four risk
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ATFigure 2. Schematic diagram of the security risk analysis perspective.
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A Figure 3. Schematic diagram of the security risk management per-
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A Figure 4. Schematic diagram of the security risk protection perspec-
tive.
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analysis objects above to carry on risk monitoring. The securi-
ty situation awareness refers to the deployment response and
real-time awareness of security risks. The early threat percep-
tion addresses the risks found by the situation awareness and
issues early warnings. The response processing deals with se-
curity risks in time by the establishment of a response mecha-
nism.

3 Proposed Security Risk Analysis Model

3.1 Architecture of Risk Analysis Model

The architecture of the identification and resolution system
of the industrial Internet adopts the tree hierarchical architec-
ture (Fig. 5); basically, it is a distributed information system.
The identification and resolution system of the industrial Inter-
net consists of clients, resolution servers, mirror servers, proxy
servers, and cache servers. The security of this architecture
depends on the security of each part. A problem arising at
any layer of the architecture may affect the security of the
whole architecture to some extent [4].

There are many risks in the identification and resolution
system of the industrial Internet, such as the risk of node avail-
ability, the risk of inter-node collaboration, and the risk of key
node correlation.

1) Risk of node availability.

The risk of node availability refers to the risk of availability
faced by each node in each layer of the architecture. If one
node is attacked, the availability of the node will be threat-
ened, as a consequence, the node function will be failed or in-
accessible. To be specific, the main risk of node availability
is Distributed Denial of Service (DDoS) attack.

2) Risk of inter-node collaboration.

The risk of inter-node collaboration is an intrinsic risk of
identification and resolution system of the industrial Internet.
It refers to the risk of delay in the process of data synchroniza-
tion or replication, which may consequently result in data in-
consistency or data integrity problems, when there is a prob-
lem in the process of resolution. The risk of inter-node collab-
oration mainly includes proxy service delay, mirror server de-
lay, and more.

3) Risk of key node correlation.

The risk of key node correlation exists in the failure of key
node functions caused by the problems of other key nodes in
the identification and resolution system of the industrial Inter-
net, weakening the system’ s reliability or robustness. The
risk of key nodes correlation includes cache breakdown, cache
penetration, and attack reflection/magnification.

3.2 Identity Risk Analysis

Identity security is the important entrance of identification
and resolution system of the industrial Internet. The user sys-
tem requires users to authenticate first; obviously, the identity
security is of great importance. Different roles, from people,
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machines to objects, in the identification and resolution sys-
tem have different authentication levels, and any risk point
can cause authority or trust to be infringed [5].

The main risk points for different identity roles are shown
in Table 1.

1) Identity deception.

Identity deception can also be called identification defraud
in the identification and resolution system of the industrial In-
ternet. The related risk analysis will be conducted in three
perspectives: people, machines and objects.

2) Unauthorized access.

Unauthorized access mainly refers to the ability to access
resources that exceed the user’s authentication. For example,
the identity administrator should only manage the identity
function without the function of the ordinary user; if the identi-

ty administrator appears to have the function of the ordinary
user, this is unauthorized access.

3) Disordered authority.

There are a vast number of devices and people using the
identification and resolution service. This gives hackers the
chance to enter the system without proper authentication, by
means of injection, infiltration, etc. , to cross the access man-
agement system.

4) Device vulnerabilities.

The servers, clients or terminals in the identification and
resolution system of the industrial Internet may have security
vulnerabilities or use components with known vulnerabilities.
Device vulnerability [6] makes it easier for attackers to pass
the set access control policy, get remote control and tamper
the device data.

handle 0ID/GS1 DID DNS
National Top-Level Node
[ — [

Guangzhou Shanghai Beijing 1 Chongqing Wuhan

Second-Level Node Second-Level Node Second-Level Node B
Recursive
Node
Enterprise Enterprise Enterprise Enterprise Enterprise Enterprise ¢ 3
Node Node Node Node Node Node

DID: Decentralized Identifier DNS: Domain Name System

OID: Object Identifier GS1: Globe Standard 1

A Figure 5. Architecture of identification and resolution system of industrial Internet.

VTable 1. Security risks for identity

Identity Category Specific Identity

Risk Points

Administrator for identification data
User
People ‘
Administrator for identification

Third party supervisor

International root node

National top level node
Secondary node

Machines
Enterprise node
Recursive resolution node

Industrial client

Objects

Industrial Internet terminal

Identity deception; unauthorized access; authority chaos

Identity deception; device vulnerability

Identity deception; false correlation between identification and product; device vulnerability
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3.3 Data Risk Analysis

There are three types of data in the identification and reso-
lution system of the industrial Internet, including identifica-
tion registration data, identification resolution data, and log
data. Data security includes three dimensions: data integrity,
data confidentiality and data availability. According to GB/T
37988/2019 “Information Security Technology Data Security
Capability Maturity Model” [7], identification data security in-
volves data acquisition, data transmission, data storage, data
usage, data exchange, and data destruction. Based on the
aforementioned, the security risk is mainly composed of the
risk of date theft and tampering, the risk of privacy data leak-
age, and the risk of data loss.

1) Data theft.

The risk of industrial identification resolution data theft is
mainly to destroy the confidentiality of data. The data is ob-
tained by unauthorized users, which makes the identification
registration data, identification resolution data or log data
breach. It may occur in the data acquisition process, data
transmission process, data exchange process and data storage
process.

2) Data tampering.

When industrial devices are connected to the industrial In-
ternet, attackers have the opportunity to read and modify the
data stored in the devices by physical or remote access to the
connected devices. There is a risk that the data is maliciously
tampered and falsified, which makes the algorithm and pro-
cessing cracked, leading to the registration data, the resolu-
tion data and the log data in the identification system are tam-
pered.

3) Private data leak.

The absence of effective safety protection measures is high
likely to cause private data leak of industrial enterprises such
as key equipment data, product data, management data, and
customer data in the process of using identification and resolu-
tion service. The consequence could be significant loss for
person and enterprise. In some case, it could even bring incal-
culable losses to the whole country.

4) Data loss.

In the process of using identification data, if there are no
secure protection measures and proper backups, data may be
lost due to several reasons. First, illegal operative may mali-
ciously delete the data after obtaining access through attacks
on the cache or proxy server. Second, data loss may be
caused by the server damage in natural disasters. Last but
not least, data loss may be caused by operation mistakes,
like unintentionally deleting data. Data loss and failure in
recovery of important data such as key equipment data, key
product data and user data, could be great losses to industri-
al enterprises.

3.4 Operational Risk Analysis
Operational risk management plays a vital role in identify-

Special Topic

ing, measuring, supervising, controlling and reporting the op-
erational risk of second-level nodes. With the development of
identification ecology, more and more participants involved.
The increasingly growth of user number and continual system
expanding bring new challenges to the operation of identifica-
tion and resolution system of the industrial Internet. The in-
ternal and external risks will affect the security and controlla-
ble operation of the whole identification and resolution sys-
tem. The operational risks include risks from personnel man-
agement, branch management and process management.

1) Risk from personnel management.

The operation of the identification and resolution system of
industrial internet requires high reliability and high security.
All employees who may affect the operation of identity alloca-
tion, identity resolution, business management, data manage-
ment, etc. (collectively referred to as “personnel”) may affect
the normal operation of the system. They are referred to as
trusted roles. The risk of personnel management includes the
risk of role identification, key position role management, per-
sonnel operation and personnel control.

2) Risk from branch management.

Branch management risk mainly refers to the life cycle man-
agement risk of entities that provide corresponding identifica-
tion services in the identification and resolution system of the
industrial Internet. The risk of branch management mainly in-
cludes the authorization risk of branch office, the operation
risk of branch office and the risk of service termination of
branch office.

3) Risk from process management.

The operation of the identification and resolution system of
the industrial Internet involves a series of business processes.
The management of business processes is necessary. Other-
wise, operators can only use their own experience in their
work with great arbitrariness, negatively affecting the system
operation and potentially bringing the risk of application pro-
cess management of secondary nodes.

4 Conclusions

An innovative unified security analysis model for identifica-
tion and resolution system of the industrial Internet is pro-
posed in this paper, based on the thorough study of the securi-
ty risk in industrial internet. This is significant for promoting
the industrialization of identification and resolution system
and corresponding service. First, it helps control risks from
the root at the initial stage of identification and resolution sys-
tem of industrial internet construction. Within this model, the
risk points, risk events including their cause and possible con-
sequence, appropriate protection measures, can be identified
in early stages. Second, it provides guidance for security con-
struction of the identification and resolution system of industri-
al internet. Last but not least, it promotes the industrial com-
mon view to develop and use the identification and resolution
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system of industrial internet healthy and sustainability, to
achieve the tremendous economic benefits that the industrial
internet offers.

References

[1] DOLEZEL D, MCLEOD A. Managing Security Risk Modeling the Root Causes
of Data Breaches [J]. Health Care Manager, 2019, 38(4): 322 - 330. DOL:
10.1097/HCM.000000000000282

[2] HUANG K, KONG N. Research on Status of DNS Privacy [J]. Computer Engi-
neering and Applications, 2018, 54(9): 28 - 36. DOI: 10.3778/j. issn. 1002 -
8331.1801-0101

[3] XU K, ZHAO Y D, CHEN W L, et al. Paradigm - Based Routing & Switching
System for Data Interception Attacks [J]. 2017, 40 (7): 1649 - 1656. DOI:
10.11897/SP.J.1016.2017.01649

[4] DAL F F, Fan X H, CUI X F, et al. Analysis on Typical Application Architec-
ture Security Risk and Countermeasures of Blockchain [J]. Information and
Communications Technologies, 2018, 12(6): 51 - 59

[5] GROTHOFF C, WACHS M, ERMERT M, et al. Toward Secure Name Resolu-
tion on the Internet [J]. Computers & Security, 2018, 77: 694 - 708. DOI:
10.1016/j.cose.2018.01.018

[6]ZHENG Y W, WEN H, CHENG K, et al. A Survey of loT Device Vulnerability
Mining Techniques [J]. Journal of Cyber Security, 2019, 4(5): 61 - 73. DOI:
10.19363/].cnki.cn10-1380/tn

[7] Standardization Administration of the People’s Republic of China. Information
Security Technology - Data Security Capability Maturity Model: GB/T37988 -
2019 [S]. 2019

5 4 | ZTE COMMUNICATIONS
March 2020 Vol. 18 No. 1

Biographies

MA Baoluo received the B.S. and M.S. degrees in information and communi-
cation engineering from Xinjiang University, China in 2013 and 2016 respec-
tively. He is currently a researcher of Institute of industrial Internet and Inter-
net of things, the China Academy of Information and Communications Tech-
nology. His research interests mainly include identification and resolution se-
curity of industrial Internet and network security. He has published severa pa-
pers in various journals and conferences in the field of industrial Internet and
network security.

CHEN Wenqu received the Ph.D. degree in mechanical engineering from
the University of Sheffield in 2015. She is currently a researcher of Institute
of industrial Internet and Internet of things, the China Academy of Informa-
tion and Communications Technology. Her research interests mainly include
identification and resolution of the industrial Internet, digital manufacturing,
and digital twin. She has published five papers in various journals and confer-
ences.

CHI Cheng (chicheng@caict.ac.cn) received the B.S. degree in electronic in-
formation engineering from Nanjing University of Posts and Telecommunica-
tions, China in 2013, and M.S. degree in electronic technology from the Uni-
versity of Sheffield in 2016. He is currently a deputy director of Institute of in-
dustrial Internet and Internet of things currently, the China Academy of Infor-
mation and Communications Technology. His research interests mainly in-
clude identification and resolution security of the industrial Internet, as well
as industrial Internet architecture. He has published several white papers in
the field of the industrial Internet.



Construction and Application of
|dentifier Resolution in
Automotive Industrial Internet

LIN Chengjian' and LIU Xinwei®
(1. Foton Motor Inc., Beijing 102206, China;

2. School of Electronic and Computer Engineering, Peking University, Shenzhen, Guangdong 518055, China)

Abstract: Identifier resolution system in the automotive industrial Internet is necessary for
building a fully interconnected infrastructure with people, machines, factories, products and
clients. The resolution system can not only ensure the comprehensive interconnection and
efficiency of research and development, procurement, production, sales, and after-sales ser-
vice in automotive industry, but also promote the integration of automotive industrial data,
which facilitates the integrated development of traditional automotive manufacturing and the
industrial Internet. This paper focuses on processes and methods of building identifier reso-
lution system for the automotive industry and summarizes the construction and development
of secondary node in the automotive industrial Internet in order to explore a suitable road to

a rich and completed application ecosystem.

Keywords: industrial Internet; identifier resolution; secondary node; auto industry

DOI: 10.12142/ZTECOM.202001009

http://kns.cnki.net/kcms/detail/34.1294.
TN.20200316.1730.008.html, published
online March 17, 2020

Manuscript received: 2019-12-18

Citation (IEEE Format): C. J. Lin and X. W. Liu, “Construction and application of identifier resolution in automotive industrial internet,”
ZTE Communications, vol. 18, no. 1, pp. 55 = 65, Mar. 2020. doi: 10.12142/ZTECOM.202001009.

1 Introduction
one through mechanization, electrification and auto-
mation, the world’ s industrial communities now
move towards a digital, networked and intelligent
era, which promotes the rapid development of the in-
dustrial Internet in the automotive industry. With the develop-
ment of the industrial Internet, it is increasingly urgent to de-
velop flexibility, intelligence and informationization in the au-
tomotive industry, where different kinds of resources includ-
ing equipment, parts, products and customers need to be con-
nected to achieve the integrated development of traditional au-
tomotive manufacturing and industrial Internet. The construc-
tion of identifier resolution system for the industrial Internet

has brought a glimmer of light to the development of the auto-

motive industrial Internet.

At present, the Chinese automotive field is facing major op-
portunities and challenges. On the one hand, under the great
pressure of competing with foreign-invested and joint venture
car companies, Chinese car companies are in the dilemma of
improving quality and controlling costs, lacking of technical
improvement and polices of intellectual property protection.
On the other hand, Chinese automotive manufacturing indus-
try must figure out ways of making headway in the blue ocean
of the industrial Internet and improving the comprehensive
competitiveness of products through new technologies in new
areas. For instance, the technology of industrial Internet iden-
tifier resolution can facilitate a fully interconnected infrastruc-
ture with people, machines, products, factories and customers
and achieve the full interconnection of industrial elements
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such as research and development, procurement, production,
and sales, which improves collaboration efficiency and then
promotes both horizontal and vertical integration of automotive
industry data. With such technological support, Chinese auto-
motive industry would jump to a new level through optimal in-
tegration of industrial resources and leading the technological
innovation and product development of the automotive indus-
try based on large-scale on-demand customization, open col-
laborative manufacturing, intelligent production, and targeted
service.

2 Challenges in Automotive Industry Internet

In China, the automotive industry is the country’s key in-
dustry. Its innovative research based on industrial Internet
technologies is important but has been faced with many chal-
lenges and the efforts for constructing the automotive industri-
al Internet need more forward-looking and practicable re-
search and application in the industrial Internet. Three major
challenges are discussed as follows.

1) Connection of heterogeneous data.

There are a large number of heterogeneous data in the auto-
motive industry, which lack unified standard and have insuffi-
cient identifiers and limited data collection. A standard sys-
tem for multiple protocols is therefore needed to achieve inter-
connection and interoperability of industrial data. A resolu-
tion node in identifier resolution system is used as a link to ob-
tain heterogeneous industry data and translate multi-format
identifier data to gain complete data in the industry [6].

2) Optimal allocation of identifier resources.

There are lots of identifier resources in automotive resource
information, from product development design to purchase, as-
sembling and after-sales service. In order to connect the whole
industry chain, identifier resources need to be processed, ana-
lyzed and fed back to industrial manufacturing enterprises.
However, it is very difficult to integrate and manage these frag-
ment resources, and the application costs will increase as well.
An identifier resolution system for automotive industry which
can optimize the allocation of resources by creating the query
entry and allocation entry of the automotive Industry Internet.

3) Coordinated development of industrial ecosystem.

The development of the industrial Internet will trigger ma-
jor reforms in the automotive manufacturing industry and relat-
ed industries, and as a result, new requirements for the devel-
opment of the automotive industry will be raised as well. How-
ever, as the development of the automotive industry’s industri-
al Internet has just begun, uncertainties and lack of motiva-
tion make the industrial ecological development imperfect.
The construction of the identifier resolution system will effec-
tively link Chinese next-generation industrial Internet devel-
opment plan with the scientific and technological innovation
plan. It will find the suitable scenarios for industrial Internet
operations and services and explore the appropriate develop-
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ment paths of industrial Internet technology for China to speed
up future automotive manufacturing and regional economic de-
velopment.

3 Overview of Identifier Resolution

Used to identify different objects, entities, and industrial In-
ternet objects, the identifier, a character string, can be com-
posed of numbers, letters, symbols and characters with certain
rules. The identifier resolution in the traditional Internet
translates the domain name identity into an IP address, while
in the industrial Internet it translates the physical or virtual
digital object identity into object address, and adds a process
of querying the association information of item [5]. There are
two changes in the industrial Internet identifier resolution
technology: first, the granularity is refined from the host to re-
sources such as goods, information and services; second, the
function of supporting intelligent association of different hosts,
different places and heterogeneous information is set [6].

Similar to the domain name in the Internet, which gives the
target object an Identification Code (ID) that can recognize
and manage the resources by switching identifier between the
physical world and the network world freely, the industrial In-
ternet identifier of the automotive industry is a key resource
for identifying and managing complete vehicles, parts and
equipment. The resolution of the identifier in automotive in-
dustrial Internet gives the ability of looking up the server ad-
dress, which stores product information through the product’s
unique ID, or looking up the information and related services
of product. Therefore, the resolution of the identifier in auto-
motive industrial Internet is an important basis for realizing
the revolution of connecting services and the automotive in-
dustrial Internet.

4 Identifier Resolution System in the Auto-

motive Industrial Internet

The identifier resolution system is an important part of the
architecture of automotive industrial Internet, as well as a neu-
ral hub that supports the interconnection in the industrial In-
ternet. Foton Motor is constructing a secondary node for the
identifier resolution system in the industrial Internet and di-
vides the process of identifier resolution into eight steps: 1)
identification of identifier objects, 2) formulation of identifier
codes, 3) selection of identifier terminals, 4) maintenance of
identifier data, 5) assurance of the identifier security, 6) con-
struction of identifier resolution in the secondary node, 7) com-
pilation of the standard identifier resolution system, and 8) de-
velopment of identifier-based application software.

4.1 Identification of Identifier Objects
The automotive industrial Internet identifiers cover all as-
pects of the automotive industry value chain. Foton Motor
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mainly uses vehicles, parts, organizations and equipment as
the major ingredients to construct an identifier resolution sys-
tem in combination with the condition of Chinese automotive
industry management and related standards.

1) Vehicle identifiers.

Vehicle identifiers are mainly related to vehicle research
and development, production, sales and maintenance. It in-
cludes vehicle model identifiers, vehicle announcement identi-
fiers, Vehicle Identification Number (VIN) identifiers, vehicle
configuration list identifiers, vehicle production order identifi-
ers, sales order identifiers, vehicle maintenance order identifi-
ers, and so on.

2) Parts identifiers.

The identifiers of parts are generated through production
and maintenance, including parts classification identifiers,
single/batch parts identifiers, parts purchase order identifiers,
parts production order identifiers, parts logistics order identifi-
ers, parts storage order identifiers, and parts maintenance or-
der identifiers.

3) Equipment category identifiers.

The equipment category identifiers are mainly needed dur-
ing production, transportation and sales in the automotive in-
dustry. They are equipment classification identifiers, equip-
ment identifiers, equipment failure identifiers, equipment
function identifiers, and equipment location identifiers.

4) Institution identifiers.

Institution identifiers refer to various types of objects in the
ecological value chain of the automotive industry. Generally
speaking, institution identifiers include company vehicle man-
ufacturing identifiers, company component manufacturing
identifiers, sales enterprise identifiers, and company aftermar-
ket service identifiers. In enterprises, institution identifiers al-
so denote factory identifiers, workshop identifiers, and inter-
nal management department identifiers.

5) Quality category identifiers.

Quality category identifiers express the standards and
grades of products inspected by the automotive industry, in-
cluding product inspection standard identifiers, quality
grade identifiers, defect cause identifiers, and defect level
identifiers.

4.2 Encoding of Identifiers

Encoding is a basic technical means for people to unify
their views and exchange information, which improves the effi-
ciency of information processing. Identifier encoding is a
technology for defining, assigning and managing the data
structure of the encoding format of industrial Internet identity
objects. At present, the mainstream encoding technologies in-
clude Globe Standard 1 (GS1), Electronic Product Code
(EPC), Handle, Object Identifier (OID), Entity Code for Inter-
net of Thing (Ecode), and more [6].

The encoded automotive industrial Internet identifier con-
sists of a prefix and a suffix [4]. The primary and secondary
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nodes assign the prefix, and the suffix is mainly composed of
an application identifier and a unique code. The application
identifier is used to distinguish between different identifica-
tion objects in the automotive industrial Internet. Table 1 is
an example of encoded identifiers from the identifiers resolu-
tion system of Foton Moter, where (V) represents the vehicle
identifier and (91) denotes the identifier of automotive.

4.3 Selection of Identifier Terminals

The selection of identifier terminals includes the selection
of carrying methods and carriers. Existing carriers generally
include bar codes, Quick Response (QR) Codes, Radio Fre-
quency Identification (RFID) tags and sensors [5]. The carry-
ing methods generally include nameplates, tags, labels, laser
etching and mechanical stamping.

Automotive industry prefers direct marking of identifiers at
present. A label and list are used when direct marking is not
suitable. If the methods mentioned before do not work well,
external packing can come in handy. Thanks to the develop-
ment of QR code, the automotive industrial Internet identifier
terminals currently adopt engraving with QR code and bar
code. Laser etching used on key components can be long-
term identifiable. RFID is valued in the automotive industry
with the development of the industrial Internet.

4.4 Management of Identifier Data

Identifier data is the key parameter information expressed
by an identifier object. There are a large number of Original
Equipment Manufacturers (OEMs), component manufacturers,
distributors and service providers in the automotive industrial
Internet, and all of them have their own identifier data based
on their data standards. On the one hand, the owner of each
identifier needs to register key information in the identifier
resolution system that has the function of registration, review
and update in order to enable other people to query data. On
the other hand, the identifier data need to integrate with het-
erogeneous industrial Internet application system data due to
the diversity of identifier data environment. It is necessary to
map identifier data to various types and maintain them in or-
der to strengthen the interoperability of industrial Internet re-
sources in the automotive industry and facilitate the search
and discovery of industrial Internet resources between differ-
ent industrial Internet systems.

4.5 Security of Identifiers
The industrial Internet identifier resolution system is an im-
portant network infrastructure of the automotive industrial In-

VTable 1. An example of identifier encoding

. . Application ) .
Prefix Separator Identifier Unique Code
88.107.00001 / V) LRDXXXXXXXXXXXXXX
88.107.00001 / 1) XXXXXXXX
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ternet. The identifier data are important information generat-
ed during the production and operation of an enterprise, which
need to be protected carefully since it may involve the compa-
ny’ s trade secrets and core assets. It is necessary to display
different information according to the users’ levels and sup-
port the secure channel function to prevent sensitive informa-
tion from interception during the construction of the identifier
resolution system.

The construction of the industrial Internet identifier resolu-
tion system in the automotive industry is separated into three
fields at the security level ;

* The software filed security. The rationality of the software
architecture and the completeness of relevant protocols are all
issues for overall consideration of identifier security;

*+ The data filed security. It includes security guarantees
for the exchange storage of massive data, optimized aggrega-
tion management of multi-source heterogeneous data and
countermeasures against illegal data use;

* The operation field security. It would avoid misuse of reg-
istration and illegal registration, allocate reasonable identifica-
tion resources and improve the security of environment for

identification management.

4.6 Construction of Secondary Node
The identifier resolution system in automotive industrial In-
ternet secondary node is the core system that implements the

Construction and Application of Identifier Resolution in Automotive Industrial Internet

registration, query and resolution of identifiers by various ap-
plication subjects in the automotive industry. Foton Motor has
taken the lead in constructing a secondary node for the resolu-
tion of the automotive industrial Internet in China. The resolu-
tion system supports the registration and resolution of physical
resources such as vehicles, equipment and parts, as well as
virtual resources such as algorithms and processes. As an in-
dustry public service platform, the identifier resolution sec-
ondary node in the industrial Internet is linked up to the na-
tional primary nodes, which can query the network location of
secondary nodes and linked down to the local data or local res-
olution system of each company in the automotive industry val-
ue chain, which can query the enterprise data storage location
from the secondary node [1].

The construction of identifier resolution in secondary nodes
faces a large number of different hosts, different places and
heterogeneous systems due to the complexity and diversity of
the industrial Internet environment. The simple resolution of
storage location can no longer meet the increasingly sophisti-
cated requirements for industrial Internet data in automotive
industry. Therefore, Foton Motor builds the identifier resolu-
tion system of secondary node based on the industry master
data system, the a-piece-a-code system and a public data cen-
ter, as shown in Fig. 1.

The industry master data system, as a data standard man-
agement system, will unify the classification and description

[ Industrial Internet Identifier Resolution Primary Node J

* Enterprise Primary Coding Registration
* Resolution Results Reply

1

¢ Enterprise Primary Coding Reply
* Identifier Resolution Request

CMMP: Collaborative Manufacturing Man-
agement Platform
CRM: Customer Relationship Management

DMS: Dealer Management System
ERP: Enterprise Resource Planning
MES: Manufacturing Execution System

Automotive Industrial Internet Identifier Resolution Secondary Node
Identifier Registration Identifier Resolution Identifier Encoding Identifier Update
Management Management Management Management
Identifier Service Identifier Security Process Monitor
System Management
Management Management Management
Industry Primary A-Piece-a-Code Public Data
Data Management System Management System Center
Vehicle Registration Identifier Prefix Vehicle Registration Identifier Prefix
Parts Registration Search Information Parts Registration Search Information
Foton Motor Node Other Company Node
(_ee ) wes J(_ crm ] ( oms ) ( em [ 0A )
[ CMMP ] [ SRM ] [ ] [ PMS ] [ DMS ] [ ]

OA: Office Automation
PLM: Product Lifecycle Management
PMS: Parts&Service Management System

QMS: Quality Management System
SRM: Supplier Relationship Management

A Figure 1. Integration diagram of a secondary node in automotive Industrial Internet identifier resolution.
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of vehicles, parts and accessories in the automotive industry,
or solve the problem of “same things with different names”
among different enterprises through mapping of backend da-
ta. An a-piece-a-code system is used for the unique code man-
agement of single piece or single batch in the industry, provid-
ing the entire network with unique codes for the entire vehicle
and parts. The public data center serves as a shared data stor-
age center that stores the core data registered in secondary
node by enterprises so that it can support association and map-
ping of identifiers. The secondary node built on this basis can
analyze the network storage location and associated informa-
tion of the same identity object. It can provide data support
for the development of new business forms and new ecology in
the automotive industry as well.

4.7 Standard of Identifier Resolution System

At present, the mainstream identification standard systems
include Handle, OID , Ecode, EPC and so on. These systems
are used to uniquely mark item objects and digital objects at
the first time and provide information query for them. Now
they have developed into a low-level information architecture,
similar to Domain Name System (DNS) in the Internet [4].

The demands in automotive industry have been fully consid-
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ered and the research results in other industries have been
drawn on while constructing the identifiers resolution standard
system in automotive industrial Internet. The resolution sys-
tem takes technology standards as the main line, identifiers
and resolution the core. At present, it is initially composed of
three parts: basic standards, technical standards and platform
standards, as shown in Fig. 2.

1) Primary standards.

The basic standards mainly define automotive production
lines, electrical and safety equipment, coding principles, da-
ta structures and symbolic representation methods for vehi-
cles, parts and accessories. The standards can achieve data
integration across enterprises and regions and provide stan-
dard coding rules for OEMs, component manufacturers and
distributors.

2) Technical standards.

The technical standards mainly cover three parts. The first
is to standardize the registration and resolution principles of
identifiers in physical resources including complete vehicles,
equipment, parts and components, and in virtual resources in-
cluding algorithms and processes. Secondly, the technical re-
quirements of the sources of automotive industrial Internet
identification data, resolution methods and storage specifica-
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tion are standardized. Thirdly, the interface technical require-
ments are standardized, including data transmission methods
and interface methods, to ensure the intelligence, feasibility,
advancement and reliability of multi-platform interconnection
after the platform is connected.

3) Platform standards.

The platform standards mainly specify the technique for net-
work data security monitoring and privacy protection of the in-
dustrial Internet in automotive industry. Operating guidelines
are also standardized for OEMs, component manufacturers,
dealers and other participants in the construction of the identi-
fiers resolution in industrial Internet.

4.8 Applications Based on Identifiers

The development of the industrial Internet identifier resolu-
tion in the automotive industry cannot be separated from the
application and promotion of the industry. In the process of
constructing the secondary node, Foton Motor focuses on the
development of application systems based on the characteris-
tics of the automotive industry such as logo engraving, logo
collection and logo query, which provides strong support for
the industrial innovation of the automotive industrial Internet.

The development of identifier-based applications and its in-
dustrial ecology have gradually improved with the develop-
ment of industrial Internet applications. In addition, software
engineering can get more abundant application scenarios and
promote the development of other related software with the de-
velopment of software ecosystems such as dedicated encoding
and decoding software, decoding query software with product
information, general coding query software and social and e-
commerce portal coding query software.

5 Exploration of Identifier Applications

The construction of the industrial Internet identifier resolu-
tion system in the automotive industry is an important basis
for the application of the automotive industrial Internet. On
the one hand, an identifier database for products, parts and ac-
cessories in the automotive industry is established based on
the automotive industrial Internet identifier resolution stan-
dards, and used as the entrance to the Internet identification
query of automotive industry. On the other hand, the entrance
to the industrial Internet resource management of the automo-
tive industry is established through the implementation of the
new technologies and key equipment in industrial Internet
and IT. The big data service platform in automotive industry
is established based on the entrance that covers national auto-
motive manufacturers, suppliers, service providers, dealers,
customers and other industry agencies.

Foton Motor sets a goal of connecting the internal resources
and external services of automotive companies to create higher
value for OEMs, suppliers and customers while exploring the
development of industrial Internet applications. Foton Motor
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uses the industrial Internet identifier resolution platform as the
basis to open up all aspects of resources in the commercial vehi-
cle industry chain and the value chain of OEMs, in order to
build a complete industrial Internet service system for the auto-
motive industry. Foton Motor actively carries out explorations
and applications in supply chain coordination, quality traceabil-
ity, accurate service and other aspects, as shown in Fig. 3.

5.1 Supply Chain Collaboration Based on Identifiers

Collaborative management of the supply chain is an inter-
connected ecosystem covering the entire value chain of plan-
ning, procurement, supply, logistics, warehousing, quality,
transportation, sales and service. Network storage location
codes are assigned to the entire vehicle, parts, suppliers,
equipment and tooling equipment with the help of the identifi-
er resolution platform in automotive industrial Internet. In or-
der to build a good basic environment for supply chain collab-
oration, the location codes are combined with their own
unique codes in their respective systems to ensure that each
participating interconnected data has unique identification in-
formation.

Taking customer needs as the starting point and based on a
unified identifier resolution service, companies link physical
objects such as complete vehicles, production parts and spare
parts in the supply chain in implementation. Companies also
exam the weak points of supply chain management in order to
build a collaborative and efficient supply chain collaborative
management system.

In the supply chain collaborative application scenario in au-
tomotive industry, the specific application process of using
identifier resolution are as follows (Fig. 4):

* Step 1: The identifier of a collaborative resource is en-
coded.

* Step 2: The above resource is registered in the identifier
resolution system.

* Step 3: In the product design phase, the R&D department
designs products based on the same identifier.

* Step 4: The procurement department’ s design require-
ments for R&D are communicated to the supplier in time.

* Step 5: The supplier obtains the R&D requirements based
on the unified identifiers and promptly gives feedback.

* Step 6: The logistics company gives timely feedback
about the logistics status of the product based on the unified
identifiers.

* Step 7: Based on the unified identifiers, the quality de-
partment reports the quality inspection information to the
R&D department and suppliers.

Compared with traditional supply chain management, the
supply chain management based on identifier resolution is im-
proved in the following five areas.

The collaborative design shortens the development cycle.
Through the identifier resolution technology, the research and
development resources are fully shared in the industrial Inter-
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net field and it becomes possible for suppliers and dealers to
participate in the design and evaluation of vehicle products.
The synchronous and collaborative development situation are
formed and the development cycle is shorter.

The collaborative procurement lowers the risk of material
shortage. Through the industrial Internet identifier resolution
technology, OEMs and suppliers can obtain real-time dynamic
information of customer orders, inventory levels and purchase
orders, which will reduce the risk of material shortage.

The logistics collaboration reduces logistics costs. OEMs and
supplier can obtain the logistics information if the vehicle logis-
tics information and cargo information are registered in the iden-
tifier resolution system in time. The vehicle efficiency will im-
prove and transportation cost will reduce due to the collection of
the cargo flow.

The quality collaboration improves supplier capabilities.
Service providers and customers can register the collected
quality problems in the identifier resolution system while us-
ing the vehicle, and then suppliers can obtain quality feed-
back in time and optimize the design and improve the quality
of supplier parts.

The finance of the supply chain. The identifier resolution
technology can obtain the real-time location and maintenance
information of the vehicle combined with the Internet of Vehi-
cle that provides financial guarantees for partners and ex-
pands the business of assistant partners.

5.2 Quality Traceability Based on Identifier Resolution
With the help of the automotive industrial Internet identifi-
er resolution standard and the application platform, a quality

Construction and Application of Identifier Resolution in Automotive Industrial Internet

traceability coding standard that complies with the automotive
industry standards is established. It makes coding rules of
raw materials, semi-finished products and finished products
traceable. On the one hand, automotive companies use the
same traceability code rules to implement quality traceability
management in order to improve the readability of the code
and reduce the cost pressure of parts traceability on the auto-
motive industry supply chain. On the other hand, the resolu-
tion system collects quality data for the entire life cycle of
core components from manufacturing, transportation, quality
inspection, storage, assembly of complete vehicles, terminal
sales, maintenance services, replacement, and retirement to
recycling, so that the product quality of companies can be opti-
mized and improved [2].

The quality traceability of key components in the automo-
tive industry needs to accurately record the correspondence
between the vehicle and the components during the assembly
process of vehicles. Besides, it should accurately record the
information of vehicle dealers and customers during the vehi-
cle sales process and the replacement of parts in the after-
sales service. The vehicle manufacturer can quickly deter-
mine which vehicles the problematic parts are installed on,
which areas these vehicles are sent to and which end users are
sold to through this way. If end users need to repair or replace
parts, they can know where the nearest service outlet is.

In the application scenario of quality tracing of automotive
key components, the specific application process of using
identifier resolution is as follows (Fig. 5):

* Step 1: Suppliers encode the key components of the car

with QR code, bar code or RFID and register them in the iden-
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A Figure 5. Quality tracing based on identifier resolution.
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tifier resolution system.

* Step 2: According to the coding identifier, the OEM re-
cords product information such as storage, quality inspection,
warehousing and assembling and registers related information
in the identifier resolution system.

* Step 3: The OEM marks the entire vehicle with an identi-
fier, then records the correspondence between the vehicle and
the components, and finally registers the vehicle identifier in
the identifier resolution system.

* Step 4: When the vehicle is sold to the customer, the deal-
er binds the customer’ s information (name, age, occupation,
purpose, etc. ) with the vehicle information and registers the
information in the identifier resolution system.

* Step 5: The service provider obtains the production, logis-
tics, quality inspection and other information of the parts and
records the replacement information of the old and new parts
by scanning the QR code of the parts during the maintenance.

5.3 Intelligent Production Based on Identifier Resolution

Customer needs, product resources, production materials,
logistics transportation and other information related to pro-
duction are registered for the identifier resolution system in
the manufacturing process in the industrial Internet ecology of
the automotive industry in order to lay the foundation of intelli-
gent production. The process mainly includes the following
steps (Fig. 6):

* Step 1: Registration of customer identifier order. Custom-
ers complete product customization in the Dealer Management
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System (DMS) and get an order number, then the system auto-
matically registers the order information in the identifier reso-
lution system.

* Step 2: The product design department obtains the infor-
mation about the specific model and configuration involved in
the order according to the order identifier and registers the de-
signed product Bill of Material (BOM), parts and other identifi-
er to the identifier resolution system.

* Step 3: Purchasing and production management depart-
ments formulate purchase requisitions, production orders and
production plans and register the purchase order and produc-
tion plan information in the identifier resolution system.

e Step 4: The supplier obtains the material specific informa-
tion and order date required by the purchase order through the
identifier resolution system and then starts the production order.

* Step 5: The logistics company obtains information such as
the specific delivery date and quantity of parts according to
the production order identifier and purchase order identifier
and transports the materials to the warehouse where the pro-
duction is located.

* Step 6: According to the order identifier, material identifi-
er and equipment identifier, the production department ob-
tains the resource information required by customers and pro-
duction and translates it into job instructions to guide the
equipment to execute accurately. At the same time, the equip-
ment reports the processing results in time, and the execution
result is registered in the identifier resolution system.

* Step 7: Through the identifier resolution system, custom-
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ers can get the specific production process of their customized
products in time.

5.4 Service Innovation Based on Identifier Resolution

An intelligent service system based on the industrial Inter-
net identifier resolution system is established by creating an
intelligent and differentiated customer service system. It can
promote information interconnection between the product end
and the client and upgrade the traditional after-sales service
to active services, remote online services and intelligent ser-
vices [3].

In the traditional vehicle after-sales service, the vehicle’ s
operating status data cannot be grasped immediately. The ser-
vice engineer cannot get the fault information at the first time
when the vehicle has a problem, and can only diagnose and
maintain on the spot. This situation makes the vehicle service
passive. The vehicle production data, product data and cus-
tomer data are registered in the industrial Internet identifier
resolution system based on the industrial Internet big data
platform, which can grasp the running status of the vehicle at
any time, predict the possible faults of the vehicle and timely
detect the damaged parts of the vehicle for customers. Fault
reminders, maintenance reminders and driving behavior guid-
ance can be provided through this, as shown in Fig. 7.

1) Fault reminder.

We can connect vehicle production and assembly data, cus-
tomer sales data and real-time data during product operation
through the industrial Internet identifier resolution system and
then establish a big data analysis model to monitor the perfor-
mance indicators and damage levels of key vehicle compo-

Construction and Application of Identifier Resolution in Automotive Industrial Internet

nents effectively. Besides, we can use short messaging service
(SMS), applications (APP) and cars to push message remind-
ers automatically and communicate with customers on the
phone in time according to the fault level. If a customer raises
a problem, we should ask him if there is a problem with the ve-
hicle on the phone and immediately send related staff to solve
the problem so that the expansion of the fault will avoid and it
makes the vehicle operation economic and safety.

2) Maintenance reminder.

The travelled distance and vehicle operating condition infor-
mation are registered in the identifier resolution system
through the combination with the Internet of Vehicles. When
the vehicle needs upkeep, the maintenance invitation will be
sent through APP and SMS so as not to affect the service life
of the vehicle due to improper maintenance. This will save
maintenance costs, improve driving safety for customers, bring
profits to service stations, reduce the failure rate, and increase
the company ’s brand reputation at the same time.

3) Driving behavior guidance.

Big data generated in the operation of the vehicle in back
end like vehicle’ s gear, speed, fuel consumption and other
operating data, is used to analyzing the customer’ s driving
behavior in order to provide driving behavior guidance to
customers. Good driving habits to a certain extent will pro-
long the service life of the vehicle and reduce the failure rate
of the vehicle.

6 Conclusions

The identifier resolution system is set up to standardize the
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registration and application process of the automotive industri-
al Internet identifier through the implementation of new tech-
nologies and key equipment of the industrial Internet and IT.
Foton Motor is operating a secondary node of the industrial In-
ternet in China, led by the Ministry of Industry and Informa-
tion Technology of People’ s Republic of China. Tt has ap-
plied the identifier resolution system to the automotive indus-
try on manufacturing, marketing and after-sales services.

In order to provide a large number of accurate identifier reso-
lution data to support the development of the automotive indus-
try, we should greatly improve the quantity of equipment identi-
fiers, product identifiers and resource identifiers in the automo-
tive industry. The industry ecology of automotive industrial In-
ternet based on the identifier resolution system should be built
at the same time. The ecology may achieve continuous innova-
tion from the three aspects of the enterprise, the car ecology
and the car life. Besides, customers should be provided with
ecological services; in this way, customer loyalty is expected to
be enhanced, influence of products and companies to be ex-
panded, and industry upgrading to be promoted.
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1 Introduction
he Identifier Resolution System (IRS) is an important
part of industrial Internet network architecture. It is
a center to connect every segment of the industrial In-
ternet. Once the big data of every company are con-
nected, the information islands may be linked and the infor-
mation barriers may be broken [1]. Also, the resolution sys-
tem is the groundwork for technology such as the Internet of
Things (IoT), Artificial Intelligence (Al) and intelligent man-
ufacturing in the Industrial internet. In this system, the iden-
tifiers map to the articles in the physical environment by digi-
tal simulation [2].

Combining the advantages of industrial manufacturing and
information technology [3], the IRS provides basic supports
for both the Internet companies and the industrial field. Es-
pecially, the system may promote the growth of their intersec-
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tion. Therefore, a new industry may be set up and devel-
oped. Moreover, the applications of identifiers will support
the modernization of economic system and promote economic
development with high quality. The identifier can be used to
monitor the all-life-cycle and trace the quality of a prod-
uct [4].

From now on, the development of the industrial Internet is
in an acceleration period. It is also a critical period of infor-
mation infrastructure upgrading and industry data integra-
tion. Thus, the Chinese government is increasing the speed
of the construction of the industrial Internet resolution sys-
tem.

This paper introduces concepts, mainstream technologies
and applications of the identifier. The paper develops the ob-
jects, scenarios and challenges of the application in the opti-
cal fiber industrial chain [5]. It also analyzes the application
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directions of the identifier in the future.

2 Background

2.1 Identifiers and Identifier Technology

An identifier is a string that consists of digits, letters, and
symbols organized by some rules and standards, and it aims
to identify an object. It plays a similar role as the “pointer”
in computer language. The pointer points to an address that
stores the value in the register. Analogously, the identifier
maps the address that stores the description of the object. A
user may access the address and request the description by
submitting an identifier from a terminal device, such as a
smartphone, Radio Frequency Identification (RFID) card
reader and bar-code scanner to the resolution system. After
the identifier being authenticated, the details of the object
can be acquired and retrieved.

The whole system constructs an underlying architecture
that connects all the resolved information and other data.
The architecture provides the services and functions that the
industrial manufacturers need. For example, the system may
be used to trace back the product quality by analyzing the
time and space record of the product. Besides, the manufac-
turer may conduct warehouse management by stocking and
storing data.

The identifier technology mainly consists of encoding, the
identifier carrier, and resolution [6].

The encoding technology gives an entity object such as a
product and a process a set of scientific and standardized dig-
its, symbols or other information that can be recognized by
terminal equipment. Encoding is
aimed to set encoding norms for

2.2 Application of Identifiers in the Industrial Internet

The industrial Internet is a new network that serves indus-
trial manufacturing. The identifier in it is similar to the do-
main name on the Internet, which is unique identification in-
formation of every material, product, component, equipment,
system or technical proposal. As the identifier technology
collects the production data, the resources are classified and
managed effectively. Likewise, the resolution of the indus-
trial Internet is like the domain name resolution. In the IRS
(Fig. 1), a domain name could be achieved by a 2D code
which contains the identifier information. Besides, the data,
service record and flow record in the industrial manufacture
management system of objects may be retrieved by the iden-
tifier.

The industrial Internet is the basic part of the process of
informational upgrading and transition of the manufacturing
enterprises. Nowadays modern industrial producers manage
a large number of information systems and equipment, which
are difficult to recognize. Moreover, the data is collected by
dis-unified mechanisms, rules, and frames because of the
wide spectrum demand of software and hardware equipment
and the diverse suppliers. Thus, the factories have no effec-
tive way to link the inside and outside and cannot connect
the front-back end information in the industrial chain [7].
This restricts the national modernization and informatization
process.

The significance of the application of identifiers in the in-
dustrial Internet is that the application is a bridge linking
the data simulation environment and the real environment,

which map to each other. By mapping, the operational effec-

various industries and fields and
provide a unified standard for data
exchange and collection between
different enterprises.

An identifier carrier implements
data transfer. The identifier exists
in real life as a carrier such as an
RDIF card, 2D code or bar code.
Terminal equipment may recog-
nize the identifier and its address.
A user with authority may request
more descriptions by accessing the
address.

The resolution technology is the Identifier
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AFigure 1. The Industrial Internet resolution system.
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tiveness of all types of modeling optimized environment may
be applied rapidly and the best method of management and
control may be chosen for maximum efficiency and cost re-
duction.

Identifiers and identifier technologies may be widely ap-
plied in the primary and secondary factories. The industry
informatization upgrading process can list entities like mate-
rials and products by some standardized regulations such as
their names and features in a digital system and making enti-
ties digitized, modularized, systematized, robotized and intel-
ligent. In the process, the industrial Internet plays an impor-
tant role and the identifier is the core part.

According to the breadth of the industry, to give every
product an identifier, a scientific digital basis accepted by
the system is in need. The most important work is mapping
the topology structure based on the digit to the industrial In-
ternet, realizing the unity of opposites of the basic entity ob-
jects structure, meeting the demand of industrial manufactur-
ing by software development and data operation, interacting
products, people and software data. The ultimate goal of the
application is developing an industrial mode and build an in-
formational ecosystem whose core is the identifier.

3 Applications of the Industrial Internet

3.1 Industrial Equipment Cloud Platform

Manufacturing enterprises have their systems in data inter-
connection, producing process joint and equipment coordina-
tion. The monitoring of equipment is the most important
function in these systems. Using new technologies such as
big data, Al and IoT, the modern industrial equipment cloud
platform [8] combines image big

sic setting. This platform has a sound mechanism and high-
level security. In addition, it stores huge amounts of data
and intelligent management equipment in the cloud.

Different from the common equipment cloud management,
this equipment cloud connects the national industrial Internet
identifier system. Every equipment access to the platform has
registered in the identifier resolution secondary node and is
given a unique industrial Internet identifier. The user can ac-
quire the information about equipment and use the functions
on the platform by the resolution system. This platform realiz-
es the informationalization of equipment management, paper-
less processing, system modulization, and the improvement of
management modes.

The industrial cloud platform is able to realize real-time
data collection, real-time monitoring, failure data collection,
equipment health management, and predictable mainte-
nance. Moreover, the platform can store the equipment led-
ger and basic data that are easy to lose. Based on the data
collected by the platform, the big data technology imple-
ments the analysis of the life cycle of workpieces, rational
equipment inspection and alert to maintenance. Early main-
tenance may reduce the loss of sudden failure. The identifi-
er of a workpiece may associate with the equipment identifi-
er to match the workpiece with the equipment. The platform
enables data statistics, which are required by the production
management. The data analysis facilitates the operation
management and producing strategy.

On the cloud platform, different roles have distinct authori-
ties. After scanning the identifier code, the common employ-
ees can only retrieve the basic parameters, maintenance
tasks, repairing record and inspection record while the man-

data and hardware like industrial

robots, monitor and switch, and

supports multiple communication Display Data Real-Time History Report
protocols. This cloud platform can Platform Analysis Display Tracing Analysis
help the enterprises use industrial
equipment effectively.

The equipment management is Collection Unified Concurrency Data Data Real-Time
integrated into the cloud platform Platform Interface Processing Storage Optimization Data Push

management system (Fig. 2). Us-

ing identifier resolution technolo-

gy, 2D code, and RFID, the system
realizes full-lifecycle equipment

management. This system pro-
vides abundant functions such as Protocols
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ager can read two more reports that are the real-time moni-
tored data and alert record. The separated authorities en-
hance information security.

The cable production of Zhongtian Technology (ZTT)
LINK Company has applied the industrial Internet equip-
ment cloud platform (Fig. 3). The platform guarantees the
stability of the cable quality. In the Modified Chemical Va-
por Deposition (MCVD) processing line, the staff can monitor
the equipment continuously, and test the gas Mass Flow Con-
troller (MFC) online. The platform can also test every part of
the lathe and keep the stability of the operating parameters.
According to the practice of ZTT LINK Company, the mainte-

nance fee has been down by 25% - 30%, the life of equip-
ment has prolonged by 25% - 30%, the unpredictive shut-
down of equipment has dropped by 30% - 40%, and the pro-
duction efficiency has promoted by 15% - 25%.

3.2 Tracing Quality

The identifier resolution system provides a method to trace
the product. In this system, every company has a unique
identifier. Every product made by this company would be
given a product code which could be its serial number or a
code representing its features. Thus, a product will have a
unique identifier consists of the company identifier and prod-

uct code [10].
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where product information is
uploading the identifier, a user would
be able to access the address of the
identifier and get the details of the
product. Therefore, the product infor-
mation can be traced by the identifier.

ZTT LINK Company has applied
the identifier resolution system in the
fiber

This company distributed
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(Fig. 4).
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88. 118. 2 and the identifier of the raw

A Figure 3. Application of the Industrial Internet identifier at ZTT LINK Company.
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Identifiers are distributed to products made by these three
factories. The optical fiber preforms are produced in the ma-
terial factory. In the semi-finished factory, the optical fibers
are made. The optical cables are then manufactured in the
production factory. All the products made by these three fac-
tories are attached by a 2D code label.

ZTT fiber industrial chain has realized the tracing func-
tion of the identifier in the three factories. Both the factory
staff and clients can search the information by inputting the
identifier. When a problem happens in the production pro-
cess, the staff may scan the 2D code to find the origin of the
materials. If the clients find a bad product, they can search
the producer and the parameters of the product in the tracing
system.

In the identifier system, different users have distinctive au-
thorities. The clients can check the basic information and
access the logistics page. The manager and quality inspec-
tors have the authority to check two more pages that are qual-
ity information and tracing information.

In the optical cable resolution page, the product informa-
tion contains basic information, structure parameters, and
technical parameters. While installing the cable, a client
may scan the 2D code to check the parameters. When the
client has a bad cable, the producer can find out by the iden-
tifier resolution system. This is the tracing function.

The logistic page consists of the order number and track-
ing number. The client can trace the product when it is on
the way. Once receiving a bad product, the client can check
whether the logistics company should take responsibility for
the problem.

The quality information includes optical fiber features,
mechanism features, and environmental performance. It is
very important and therefore, it

comment time, device location and trading code, aiming to in-
crease the satisfaction of customers. It can manage and dis-
play these comments and can also analyze the correlation be-
tween locations, clients, and their satisfaction. Thus, the
suppliers will be able to solve problems specifically. More-
over, this applicationmay promote product quality and in-
crease sales. It also enables enterprises to optimize their pro-
duction parameters, adjust the processing flow, and improve
production efficiency and product quality.

An identifier is the carrier of information. The after-sales
service application can collect and analyze the data of con-
sumers. By dynamically updating these data, the application
may be used to push and show the products and services that
are suitable for customers to satisfy their interests. Technolo-
gies like machine learning and data mining can be used to
predict the deep demands of users. The precise marketing
may expand the consumer group and increase the profit of
the enterprise [11].

Base on the identifier, the after-sales service application
can feedback the market by analyzing the collected data.
This application helps manufacturers improve their products
and provides methods for sellers to manipulate the market.
The user may access the online retailers of the producer by
scanning the 2D code of the product, which benefits the
brand spreading. This application can also facilitate and
monitor a promotional campaign.

Combining with social networks, the after-sales service
feedback system can get through the barriers among the man-
ufacturing enterprise, dealers and customers. This applica-
tion also links the production and use, and supports the up-
grading of products. ZTT LINK Company has released an in-
stant messaging app based on the identifier, MaMsg (Fig. 5),
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which integrates the factories on the supply chain for conve-
nient communication and cooperation of upstream and down-
stream enterprises.

4 Identifier-Based Industrial Internet Eco-

system

In China, the industrial Internet is expanding and extend-
ing to various fields of the real economy and setting up con-
nections across various enterprises, fields, and industries.
The standardization and further research of identifiers and
the identifier technology are significant for data sharing and
diversified operation, facilitating the forming of an identifier-
based industrial Internet ecosystem.

Thus, the definition of industry semantics (standard) based
on the identifier and the corresponding standardization of the
expansion of the semantics need pushing. The standard of
identifier codes and the definition of industry semantics are
the basement of the interconnection of everything. The for-
mer provides a basis for the connection of enterprises on the
whole industry chain. The product object may be digitized
by effectively monitoring and counting the data generated in
the full-life circle of the object. Enterprises may establish
and improve the criteria of the data interpretation according
to their own demands or those of the industry. An enterprise
may refine the standards of identifier codes to improve its
manufacturing process. Furthermore, a country may lead
and set a couple of standards to enhance the level of its in-
dustrialization and informationalization.

There are still several challenges to be solved during the
development of the industrial Internet, identifier and identifi-
er technology in terms of the following four aspects.

1) Technology: The identifier is not only a code but also
the description of information. It is necessary to deeply ex-
plore what information to be kept or rejected, how to connect
the isolated information and how to integrate the information
of the present and the future.

2) Standardization: This involves multiple fields and nations
and is difficult to make a decision of compromise or reset.

3) Benefits of enterprises: In the process of establishing
the criteria of encoding, some powerful companies may play
the leading role, while small businesses have a high probabil-
ity to be out.

4) Promotion: The industrial Internet has a long way to go.
It is especially hard to promote the identifier resolution sys-
tem. It would be better to insist on a long-time strategy.
Meanwhile, one standard, mass registration, and high value
need a long time to achieve.

The industrial Internet resolution system involves many
crucial industrial fields that influence the national economy
and people’s livelihood. As a bond connecting the layers of
production management, commerce circulation, and market-
ing, the identifier resolution system will build an ecosystem

of information application. In the future, the system tends to
the omnidirectional development and becomes a cornerstone
of the development of the national industrial Internet.

S Conclusions

The collision and integration of the industry and the Inter-
net are not only in the construction and use of the network
but also in the communication of information. The industrial
Internet identifier, the identifier technology and the applica-
tion of the identifier are the core of the informatization up-
grading, as well as the important components of the basic in-
formation infrastructure such as the IoT, smart cities and in-
telligent manufacturing. Now, the industrial Internet identifi-
er has been applied in various industrial scenarios. The
identifier technology enables the customization based on
business demands and some technologies may be applied
across multiple platforms. ZTT LINK Company is operating
a second node of the industrial Internet led by the Ministry
of Industry and Information Technology of People’s Repub-
lic of China. It has applied the identifier resolution system
to the optical fiber industry for sake of manufacturing, logis-
tics, and marketing. Besides, it provides solutions for identi-
fier applications of other industries. It has applied functions
such as equipment cloud platform, anti-fake, anti-fleeing and
quality tracing to the industries of energy, home textiles, and
medicine. The development of the identifier application has
a long way to go. Especially the standardization of identifier
encoding has to correspond to the practical demands of the
manufacturing enterprises. The standards should be set sci-
entifically and corresponding to certain criteria.

References

[1] WU J. Big Data, Machine Intelligence and Their Impacts to the Future World
[J]. Telecommunications Science, 2015, 31(2): 7-16

[2]ZHANG Y, CHI C, ZHU S. Development Trend of Industrial Internet Identifi-
cation Resolution System [J]. Information and Communications Technology
and Policy, 2019(8): 43 - 46

[31 DU J, WANG F. Connotation, Service System of Internet and Its Integrating
Path to Manufacture [J]. Telecommunications Science, 2016, 32(1): 98 - 104

[4]YU X, Xu H, Li H, et al. Industrial Internet Identifier Resolution System-
Product Tracing [EB/OL]. (2019-04-18) [2019—-11-05]. http://www. aii-alli-
ance. org/index. php? m=content&c=index&a=document_download&ftype=
3&fid=111&fmo=0

[SJMANTHOU V, VLACHOPOULOU M, FOLINAS D. Virtual e~Clain (Vec)
Model for Supply Chain Collaboration [J]. International Journal of Production
Economics, 2004, 87(3): 241 - 250. DOI: 10.1016/S0925-5273(03)00218-4

[6] YANG Z, ZHANG D, LI ], et al. Identifier Technology in Industrial Internet
[J]. Telecommunications Technology, 2017, 33(11): 134 - 140

[7] Anderson D, Lee H. Synchronized Supply Chains: The New Frontier [J]. AS-
CET, 1996, 6(1): 12 - 21

[8] YANG S W. Impact of the Upgraded Version of German “Industrial 4 Plat-

form” on China’ s Manufacturing Industry [J]. Telecommunications Science,

ZTE COMMUNICATIONS | 71
March 2020 Vol. 18 No. 1



Special Topic

Application of Industrial Internet Identifier in Optical Fiber Industrial Chain

SHI Zongsheng, JIANG lJian, JING Sizhe, LI Qiyuan and MA Xiaoran

2016, 32(1): 108 - 111

[9] Jiangsu ZTT LINK Limited Company. Equipment Monitoring and Data Col-

lecting System [EB/OL]. (2019-06-30) [2019-11-08]. http://www.asuncloud.

com/platform/show—=9.html

[10]WU S L, YAN Y. Innovative Application of Drug Electronic Monitoring Code

Based on IoT Identification [J]. Capital Food Medicine, 2012(10): 11 - 12

[T1]LI J Z. The Collision Between Big Data and Marketing [J]. Modern Market-

ing, 2017(9): 40

Biographies

SHI Zongsheng received his M.E. degree in software engineering and do-
main engineering from Nanjing University of Science and Technology, Chi-
na in 2013. He is currently the general manager of Jiangsu ZTT LINK Lim-
ited Company. He is also the chief of the Nantong Software Association, the
associate head of the Ad Hoc Group of the League of the industrial Internet
Identifier and a committee member of the Security Standard of the industri-
al Internet System. His research interests include the industrial Internet
platform, cloud platform, application of the identifier. He received the Nan-
tong Software Award, Jiangsu Province Innovation Achievements Award,

72 | ZTE COMMUNICATIONS
March 2020 Vol. 18 No. 1

the National Excellent CIO, the Excellent CIO of Manufacturing Industry,
and the Jiangsu Intelligent Manufacture Innovation Competition Award.

JIANG Jian received his M.E. degree in software engineering from Fudan
University, China in 2016. He is the CTO of Jiangsu ZTT LINK Limited
Company. His research interests are the system architecture of the industri-
al Internet and cloud platforms.

JING Sizhe received his M.S. degree in information system from The Uni-
versity of Sheffield, UK in 2013. He is a project manager of Jiangsu ZTT
LINK Limited Company. His research interests are the application develop-
ment of the cloud platform, big data, and the project design of identifier sys-
tem.

LI Qiyuan (liqgy@chinaztt.com) received his B.E. degree in information en-
gineering from Shanghai University, China in 2019. He is a software devel-
opment engineer at Jiangsu ZTT LINK Limited Company. His research in-
terests are the application development of the cloud platforms, big data, and
the project design of the identifier system.

MA Xiaoran (maxr@chinaztt. com) received his M.S. degree in computer
science from Stevens Institute of Technology, USA in 2018. He is a software
development engineer at Jiangsu ZTT LINK Limited Company. His re-
search interests are the application development of the cloud platform, big
data, and the project design of the identifier system.



Towards Converged Millimeter-Wave/Terahertz Wireless Communication and Radar Sensing | Review

GAO Xiang, Saglain MUHAMMAD,CAO Xiaoxiao, WANG Shiwei, LIU Kexin, ZHANG Hangkai, and YU Xianbin

Towards Converged Millimeter—-Wave/Terahertz
Wireless Communication and Radar Sensing

GAO Xiang, Saglain MUHAMMAD,
CAO Xiaoxiao, WANG Shiwei, LIU
Kexin, ZHANG Hangkai, and YU
Xianbin

(College of Information Science and Electronic

Engineering, Zhejiang University, Hangzhou,
Zhejiang 310027, China)

DOI: 10.12142/ZTECOM.202001011

Abstract: Converged communication and radar sensing systems have attained increasing at-
tention in recent years. The development of converged radar-data systems is reviewed, with a
special focus on millimeter/terahertz systems as a promising trend. Firstly, we present histori-
cal development and convergence technology concept for communication-radar systems, and
highlight some emerging technologies in this area. We then provide an updated and compre-
hensive survey of several converged systems operating in different microwave and millimeter
frequency bands, by providing some selective typical communication and radar sensing sys-
tems. In this part, we also summarize and compare the system performance in terms of maxi-
mum range/range resolution for radar mode and Bit Error Rate (BER) /wireless distance for
communication mode. In the last section, the convergence of millimeter/terahertz communica-
tion-radar system is concluded by analyzing the prospect of millimeter-wave/terahertz tech-

http://kns.cnki.net/kecms/detail/34.1294.
TN.20200316.1103.003.html, published online
March 17, 2020

Manuscript received: 2019-12-18 terahertz

nologies in providing ultrafast data rates and high resolution for our smart future.

Keywords: system convergence; wireless communication; radar sensing; millimeter-wave;

Citation: (IEEE Format): X. Gao, S. Muhammad, X. X. Cao, et al., “Towards converged millimeter—wave/terahertz wireless communication and

radar sensing,” ZTE Communications, vol. 18, no. 1, pp. 73 = 82, Mar. 2020. doi: 10.12142/ZTECOM.202001011.

1 Introduction
he invention of radio ushered the history of mankind
into a new era, and wireless communication and radar
sensing are two prominent types of radio applications.
Radar detection plays an important role in our daily
life. Up to date, it has been used to cover different aspects of
requirements with its distinctive properties. For instance,
SHERRIF et al. used 94-GHz Frequency Modulated Continu-
ous Wave (FMCW) radar to invent a powered wheelchair in
2017 which can help the handicapped to improve their mobili-
ty when facing some inconvenient phenomena, such as enter-
ing in a building with non-barrier-free areas [1], and ZHANG
et al. realized hand gesture recognition using double channels
5. 8 GHz Doppler-radar [2].

In order to recognize targets more accurately, the tendency

This work is supported in part by National Natural Science Foundation of
China (NSFC) under Grant No. 61771424, and in part by Natural Science
Foundation of Zhejiang Province under Grant No. LZ18F010001.

pushes the radar frequency into higher bands, such as the
millimeter-wave band, even the terahertz band. Besides
that, millimeter-wave and terahertz are indeed more resistant
to fog, snow, and other natural conditions than presently
available laser radar. The first application of the millimeter
wave in the radar was traced back in 1958, when C. W. TOL-
BERT used a millimeter radar to successfully receive 8.6
mm (34.8 GHz) and 4.3 mm (69.7 GHz) signals reflected
from a phantom target [3]. After that, many researchers de-
voted themselves to explore this specific area. For example,
an active millimeter-wave radar system operated over the fre-
quency band 15 - 40 GHz was used to obtain information
about the structure of dressing materials and hand support
cast [4], and a millimeter-wave radar permits short-range,
high-resolution detection and imaging of the airport movement
area for safety [5].

Moreover, the fast growing indusiry researches for remote
sensing applications, such as Light Detection And Ranging
(LIDAR), which can provide high resolution and be used for

the mapping and monitoring of wetland to monitor sea levels.
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By comparison, terahertz sensing technology has some advan-
tages, as terahertz waves provide better capability of penetrat-
ing some materials, less atmospheric disturbance as well as
less difficulty in tracking the beam.

The territory of wireless communication was traced back to
1880, when Alexander invented and patented a particular tele-
phone that conducted audio conversations wirelessly over mod-
ulated light beam. In the modern era of wireless communica-
tion, 5G technologies are currently widely researched in the
international academia and industry, targeting a downloading
speed of up to 10 Gbit/s. However, it has been reported that
by 2020, the number of connecting wireless devices will ex-
ceed more than 20 million, which must have a stringent de-
mand of more frequency spectrum resources.

Moving forward, new technologies to converge communica-
tion-radar systems would be highly appreciated. Definitely,
this further development will not only enable the efficient us-
age of the spectrum, but also bring about many benefits includ-
ing architecture unification and simplification, functional re-
configuration, energy enhancement, as well as cost reduction.
The early work on fusing wireless communication and radar
sensing was reviewed in 1987, when the NASA space shuttle
orbiter was operated either as a radar system for rendezvous
with other space vehicles, or as a two-way communication sys-
tem with the ground through the tracking and data relay satel-
lite system [6]. After that, the converged radar-communica-
tion system has made tremendous progress and combined with
numerous emerging technologies for enhancing its perfor-
mance. Up to date, the radar resolution in such joint systems
has been retained up to centimeter level [7], and the data rate
gets to over 10 Gbit/s in a photonic system [8].

The rest of this paper is organized as follows. An overview
of convergence technology for joint system design is reviewed
in Section 2. Several selective demonstrations of joint systems
and their performances comparison are presented in Section
3. In Section 4, a concept of integrating millimeter-wave/tera-
hertz radar sensing and wireless communication is highlight-
ed. Finally, we give the conclusion in Section 5.

2 Overview of Convergence Technology for

Converged Systems

Under specific circumstances, it is quite difficult to precisely
combine different functions required to operate communication
and radar systems simultaneously. To cope with this problem,
convergence operations are typically done using reconfigurable
circuits based on software programming, and hence provide a
good flexibility to implement joint system operation together.

2.1 Communication-Radar Convergence Schemes

Table 1 summarizes some typical single and multi-carrier
communication-radar convergence schemes that have been re-
cently proposed in [7], [9] - [18]. Integrating wireless and sens-
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ing functions within a single platform helps reduce system cost
and complexity as well as increase operational reliability. For
single carrier systems, communication and radar signals are di-
vided into the frequency domain [17], code domain [7], [19] and
time domain [18], [20], [21], while multiple carrier techniques
are also employed to achieve multifunctionality [22]. The code
domain (spread spectrum) in single carrier systems is a popular
technique that was first implemented for two-way transmission
system for vehicular communication and ranging applications
[23]. Spread spectrum techniques have been exploited for con-
vergence functions such as direct-sequence spread spectrum
(DSSS) [7], [23] - [26] and Chirp Spread Spectrum (CSS) [19].
Code based schemes provide secure communication and high
resolution ranging at the price of excessive spectrum resources
utilization for data communication. Moreover, different users
share the same frequency band simultaneously but using differ-
ent codes, which is beneficial for multiuser application scenari-
os. However, the spread spectrum techniques have two main
disadvantages for radar ranging and Doppler estimation. One is
limited peak to side-lobe ratio caused by imperfect autocorrela-
tion features of codes and the other is a huge computational time
required by the spread spectrum technique for Doppler process-
ing. Generally, the spread spectrum technique is more complex,
costly and less efficient in view of system implementation.

Similarly, in multicarrier systems, the Orthogonal Frequen-
cy-division Multiplexing (OFDM) technique is the most favor-
able choice and has been widely used for communication and
radar systems. The main advantage of OFDM technique is
that it resolves the problem of radar ranging and Doppler pro-
cessing [27], [28] compared with its counterparts. In recent
years, several signal processing techniques have been pro-
posed and implemented. In the beginning, matched filters
were used to execute range and Doppler estimation in [29] -
[34]. OFDM processing algorithms were proposed [35] - [38]
to counter low dynamic range and preserve the resolution and
processing gain of correlation based processing method. Ad-
vanced OFDM algorithms for joint range and Doppler estima-
tion have much higher dynamic range than the spread spec-
trum approach in view of high Signal-to-noise Ratio (SNR) lev-
el. Moreover, the OFDM technique is efficient in estimating
the Doppler frequency from the target range. The OFDM tech-
nique requires complex signal processing, and high peak-to-
average power increases its implementation cost and still hin-
ders its widespread applications.

Time domain duplex has also attracted research interest due
to its high spectral efficiency, easy system implementation and
low cost [18], [20], [21], [39], [40]. This scheme minimizes mu-
tual interference as radar and communication functions operate
independently. Subsequently, various kinds of waveforms and
modulation techniques for converged systems can be applied,
respectively, according to the application scenarios.

On the other hand, Radio-over-Fiber (RoF) technology has

also become the exciting research area for military and high
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VTable 1. Summary of fusion technology

Method Type System Type Domain Radar Mode Communication Mode Year Reference
Frequency Pulse (DSSS) ASK 2002 [23]
Pulse (DSSS) MSK 2016 [12]
Single Carrier ' Pulse DQPSK 2007 [17]
Code
Pulse (DSSS) PPM 2010 [7]
Joint Waveform Pulse (CSS) QPSK 2011 [16]
Pulse (OFDM) PSK 2017 [11]
e ' A Pulse cPM 2017 [13]
Multiple Carrier ---
Pulse (OFDM) OFDM 2009 [60]
CW (SFCW) DPSK 2015 [14]
Trapezoidal

oW BPSK 2011 9]
Time-Domain Duplex - Time FMCW FSK 2008 [18]

Trapezoidal .
e PSK 2013 [15]
lufierattas Multiple Pulse (OFDM) 16-QAM 2017 8]

Carrier

ASK: Amplitude Shift Keying

BPSK: Binary Phase Shift Keying

CPM: Continuous Phase Modulation

CSS: Chirp Spread Spectrum

DPSK: Differential Phase Shift Keying

DQPSK: Differential Quadrature Phase-shift Keying

speed sensing applications [41]. The OFDM technique has al-
so been used in RoF system for efficient utilization of spec-
trum and less inter-symbol interference. Recently, 30 GHz
converged OFDM communication and radar sensing system
has been reported in [8].

Generally, radar systems can be classified as Continuous-
wave (CW) and pulsed modes. FMCW and Linear Frequency
Modulated (LFM) pulses are categorized under CW and pulse
radar, respectively. FMCW radars have been widely used in
the automobile field, and have their distinctive features of low-
er emission-peak-power, simple modulation and signal pro-
cessing, and low cost. The FMCW radars have been demon-
strated in synthetic aperture radar systems [42], radar imaging
[43] - [45] and range localization [46], [47]. Another impor-
tant kind of CW radar is Frequency-Stepped Continuous
Wave (FSCW), as demonstrated in [48], [49]. FSCW tech-
nique is more suitable for Ground Penetrating Radar (GPR)
since it has such advantages as wide dynamic range, high
mean power, low noise figure and probably the most important
one, the possibility of shaping the power spectral density [50].
It is important to note that FMCW and FSCW radar waveforms
are mostly used in time domain duplex scheme due to its low
cost and easy implementation.

With regard to pulse radar systems, pulse modulation realiz-
es signal oscillation that only occurs at a specified time inter-
val. LFM signals have been widely used in pulse radar sys-
tems [51], [52] featuring some advantages, such as non-sensi-
tive to the Doppler frequency shift of echo, simple radar signal

DSSS: Direct-Sequence Spread Spectrum

FMCW: Frequency Modulated Continuous Wave
FSK: Frequency Shift Keying

MSK: Minimum-shift Keying

OFDM: Orthogonal Frequency-Division Multiplexing
PPM: Pulse Position Modulation

PSK: Phase Shift Keying

QAM: Quadrature Amplitude Modulation
QPSK: Quadrature Phase Shift Keying
SFCW: Stepped Frequency Continuous Wave

processing, superior range resolution, and radial velocity reso-
Besides that, Non-Linear Frequency Modulation
(NLFM) [53], phase encoding [54], and time-frequency encod-
ing [55] are supplement technologies of pulse modulation.

lution.

In converged systems, digital modulation techniques have
also been employed for better quality and efficient communi-
cation and hence achieve good system performance. Digital
modulation provides benefits over analog modulation includ-
ing available bandwidth and has better noise immunity. In
this paper, we generally discuss the modulation techniques
listed in Table 1. The Pulse Position Modulation (PPM) for-
mat, implemented non-coherently, is suitable for optical com-
munication. However, this format has multipath interference
and synchronization problem. Differential Quadrature Phase-
shift Keying (DQPSK) technique has been used to avoid the
problem associated with lack of phase synchronization be-
tween transmitter and receiver. Continuous Phase Modulation
(CPM) modulates the data bits in a continuous manner and
therefore has high spectral efficiency. This is particularly im-
portant in wireless communication where bandwidth is expen-
sive. Similarly, other simple modulation formats like Binary
Phase Shift Keying (BPSK), On-Off Keying (OOK) and fre-
quency Shift Keying (FSK) have been commonly used in wire-
less and optical communication. Both BPSK and OOK have
the same bandwidth and not suitable for high data rates appli-
cations. The FSK technique occupies more spectrum and is
used for high frequency radio applications. The MSK format
encodes each bit as a half sinusoid and reduces non-linear dis-
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tortion. On the other hand, the Quadrature Amplitude Modu-
lation (QAM) format supports high data rate applications and
has been widely used in modern wireless and optical fiber
communications. Various combinations of amplitude and
phase have been employed to achieve high data rates.

Hence, it is important to choose an appropriate combination
of modulation formats, which should enable system optimiza-

tion and performance improvement.

2.2 Single Carrier and Multiple Carrier Systems

Converged communication-radar systems can be also classi-
fied on the basis of carrier types, such as single carrier and
multiple carrier. Certainly, both of these two methods have
their respective advantages and drawbacks.

From Table 1, we can see that single-carrier systems have
been paid more attention due to their simplicity, more stability
and relatively mature technology compared with other systems
[12], [16], [17].

well. Spectrum overlapping between radar and communica-

However, their drawbacks are obvious as

tion signals, particularly with data transmission at high data
rates, may lead to inter-symbol interference, and as a conse-
quence the system is not extensively used.

Multiple-carrier based schemes, especially OFDM has been
widely used in the wireless communication system, as it shows
superiority compared with single-carrier in terms of high spec-
tral efficiency, strong rigidity to inter-symbol and inter-chan-
nel interference. However, OFDM technology uses subcarrier
modulation, which consequently requires costly and complex
The OFDM tech-
nique has also been proposed in the design of radar waveform
[56], and has been demonstrated in a Multiple Input and Mul-
tiple Output (MIMO) radar system [57], for multiple target de-
tection and estimation [58] and drone detection [59], ete. It is

transceiver design and implementation.

worthwhile to note that an OFDM based radar system does not
have the range-Doppler estimation which may have serious in-
fluence on the precision of range finding [27], [28].

3 Demonstration of Various Joint Systems

In past years, several converged communication and radar
systems have been developed. In this section, we selectively
present some joint systems that operated in different micro-
wave and mm-wave frequency bands. Single and multi-carri-
er based converged systems listed in Table 1 are simple and
low cost design and provide more consistent performance for
both radar and communication modes. Moreover, their practi-
cal implementation and system performance of both communi-
cation and sensing functions are also discussed and their per-
formance will be compared at the end of this section.

3.1 Single Carrier System

As an example, a single transceiver was proposed to work for
two modes in [7], serving as a communication device and a lo-
cation detector simultaneously. Fig. 1 shows the experimental

76 ZTE COMMUNICATIONS
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system based on PPM that was conducted for communication
and accurate location finding based on time reversal pro-
cess. In this setup, the communication and radar mode rang-
es are 10 m and 3 m respectively. A 60-GHz system with ap-
proximately 300 ps pulse width and modulated signal almost
of 3 GHz bandwidth obtained an experimental result for a da-
ta rates of up to 200 Mbit/s with measured bit error rate
(BER) of less than 10, This system prototype realizes 10 m
wireless communication and a radar range resolution of
12. 4 c¢m within the scope of 3 m. To alleviate the multipath
interference, a synchronizer was used in the setup to syn-

chronize the incoming signals received from other sensors.

3.2 Multiple Carrier System

As aforementioned, MIMO technology has been widely used
in both communication and radar systems [10]. MIMO system
typically uses OFDM. This multiplexing technique is used to
ensure the separation of each frequency component in order to
overcome multi-path interference, which is challenging for the
implementation of MIMO systems [57]. For illustration pur-
pose, an OFDM based system is presented here [60].

Fig. 2 shows the joint system based on MIMO technology
and this system was setup in the laboratory range of 5 m for
both radar and communication modes although the communi-
cation mode range could be made more than 10 m. The gen-

Data Input ——> Pulse Generator

A

B | =
] >—1&
3(\)T((:}?~Iz Switch MPA

60 GHz emitter

Correlator
I \ SYN
A Detector
Y
Data Output <€ SHA %:K\; < X? 4 7D
Matched Filter LNA

60 GHz receiver

LNA: Low—Noise Amplifier
MPA: Medium Power Amplifier
SHA: Sampling and Hold Amplifier

SYN: Synchronizer
VCO: Voltage Controlled Oscillator

A Figure 1. A 60-GHz joint communication and radar system based on
Pulse Position Modulation (PPM) technique [7].
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erated OFDM signal is up-converted and amplified in the an-
alog front-end section. The transmitted signal bandwidth is
7 — 8 GHz, aiming at airborne radar sensor networks. The
experimentally obtained range resolution is about 0.30 m,
which agrees very well with theoretical range resolution. It
should be noted that the effective bandwidth is only 500
MHz when calculating the theoretical range resolution. In
addition, data transmission capability is 57 Mbit/s by using
64 sub-carriers.

This system operates within the frequency range from
24.075 GHz to 24. 175 GHz. The demonstrated data rate is
50 Mbit/s with measured BER of less than 10, and mean-
while, the maximum detectable radar range is 100 m with a
range resolution of 1.5 m, which indicates the maximum
measurable velocity is approximately 260 km/h.

Fig. 4a represents the physical photograph of the radar
mode of duplex time domain system and shows six targets
and their arrangements in front of the system. Fig. 4b shows

3.3 Duplex Time-Domain
System
Fig. 3 shows a pro-
posed time domain duplex
system based on Trapezoi-
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A Figure 3. A joint communication and radar system based on Binary Phase Shift Keying (BPSK) technique [9].
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the frequency estimation by using a Fast Fourier Transform
(FFT) with zero padding.

3.4 RoF System

In the past decades, microwave photonics has gained a lot
of attention due to its attractive capacity of delivering “last
mile” wireless signals. This technology potentially supports
large bandwidth, and is capable of generating high frequency
signals with better performance in a noisy environment [61],
[62]. Therefore, RoF technology has been extensively used
for both radar systems and communication systems [63] -
[67]. For instance, a system based on RoF technology was
proposed to perform both communication and radar sensing
functionalities, as shown in Fig. § [8]. In the radar mode, it
uses OFDM technique with 10. 1 GHz bandwidth. With re-
spect to the wireless communication mode, an Arbitrary
Waveform Generator (AWG) is first used to generate a 7 GHz
IF signal with 3. 62 Gbaud 16-QAM on a single carrier. The

IF carrier of 7 GHz is then up-converted to 31 GHz, filtered
to eliminate the side-band spurious noise, and modulated on-
to 1.55 pm light via an Mach-Zehnder Modulator (MZM)
and transmitted over the fiber. The modulated light signal af-
ter fiber transmission is detected by a Photodiode (PD) and
then eventually emitted to free space. The system realizes
up to 14.5 Gbit/s data rate within distance of 10 m and the
minimum ranging resolution of 5 cm.

3.5 Performance Comparison

Here we summarize and compare performance of the dem-
onstrated communication and radar systems, as presented in
Table 2.

As we can see, the dual mode 60-GHz system for automo-
tive applications in [7] supports a better data rate compared
to other electronic joint systems. In the communication
mode, this system has a confined range of 10 m due to seri-
ous absorption of oxygen for V-band and U-band frequency
signals. Similarly, for the ra-
dar mode, it has a superior

Target 5 _.

Target 1 Target 2

\

Amplitude

Target 3

range resolution of 12.4 cm
by exploring 3 GHz band-
width. The 24-GHz integrat-
ed radio and radar system in
[9] has

mance compared with [7]. A

Target 5

dissimilar perfor-

Target 4 joint system with the operat-
ing frequency range of 7 - 8
GHz shows an average per-

formance and a worse BER

1007 of 5x10? compared with all
Target 6
the other systems. From
) above discussion, we con-
0 clude that the technologies
T \ T \ T T T \ .
0 200 400 600 800 for converged systems still
Frequency/Hz need more maturity for bet-
(b) ter performance. The emerg-
ing technologies including
ARM: Advanced RISC Machine DDS: Direct Digital Synthesis .
mm-wave and terahertz facili-
AFigure 4. (a) Picture of the measurement setup of radar mode; (b) frequency estimation [9]. tate a better feasibility of de-
VTable 2. Performance comparison of the demonstrated joint systems
Communication Mode Radar Mode
Ref Carrier Frequen- | \
elerences at1 — ats P P -
cy/(CHz Modulation For Range/m Data i{ate/ BER Signal Type Bandwidth/MHz Range/m R"m‘?e Resolu
mat (Mbit/s) tion/cm

7] 60 PPM 10 200 <1x10° Pulse (single) 3000 3 12.4

[9] 24.125 BPSK 200 50 <Ix10° TFMCW 100 70 165

[60] 7.0 -8.0 OFDM 5 57 <5%107? Pulse (OFDM) 1 000 5 30

Pul FDM
18] 2535 16-QAM 10 14 500 <1x10°? ulse (OFDM, 10 000 5 5

Photonics)

BER: Bit Error Rate
BPSK: Binary Phase Shift Keying
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PPM: Pulse Position Modulation
OFDM: Orthogonal Frequency Division Multiplexing

QAM: Quadrature Amplitude Modulation
TFMCW: Trapezoidal frequency modulated continuous—wave
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1F=7 GHz, OFDM
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5.86 MHz Spacing

24 GHz
BPF (9.82 GHz)

photonic radar has been re-
ported as its potential of en-
abling mm-scale range resolu-

tion [70].

AWG

® 31 GHz

Pre-distortion

On the other hand, to ac-

OFDM commodate the ever increas-
IF=30 GHz . .
ing wireless data stream, the

overall data rate is expected

to reach beyond 100 Gbit/s,

and eventually Thit/s; in this

context, the carrier frequency

eflector naturally goes into the milli-

\I{
meter-wave and terahertz fre-
quency regions [71]. Recent-
ly, a lot of efforts are devoted
to broadband terahertz wire-

—

less communications, and

several demonstrations of be-

Light @ PD
MZM . ~ >
1.55 pm Fiber BW: 11.5 GHz
(1 km)
""""""""""""""""""" RoF  m--mmmmmemmmemm el
Oscillo- “
scope ‘
1F=7 GHz

L0=24 GHz

for Communication

yond 100 Gbit/s in the tera-
hertz band have been report-
H‘ ed, attributed to the extreme-
ly broad terahertz bandwidth
available [72] - [75].

Up to date,

!]’Dj—»

millimeter-

LO: Local Oscillator
MZM: Mach-Zehnder Modulator

AWG: Arbitrary Waveform Generator
BPF: Bandpass Filter
Amp: Amplifier

OFDM: Orthogonal Frequency Division Multiplexing

PD: Photodetector wave and terahertz have been

RoF: Radio-over-Fiber explored for either radar or

communication

purposes,

A Figure 5. A joint radar and communication system based on ROF technology [8].

signing a well-structured converged system.

4 Towards a Millimeter-Wave/Terahertz
Converged Radar and Communication
System

Based on the technical survey above, we can see converged
millimeter-wave systems have exhibited better capacity for
both radar and communication modes, supporting better rang-
ing resolution and higher data rates. This is fully understand-
able since there are larger frequency bandwidth available in
the higher frequency bands. In fact, this is believed to be the
technical tendency from both industrial and academic sides,
exploring high frequency bands (millimeter-wave, even tera-
hertz (100 GHz - 10 THz)).

For sake of high resolution radars systems in the future, mil-
limeter wave/terahertz for radar sensing can provide superior
performance compared to microwave. Millimeter wave/tera-
hertz sensors have such distinctive features as larger band-
width enabling better ranging resolution, low possibility of in-
terception and interference, and smaller antenna size than low
frequency microwave. Millimeter wave radar systems have
been recently well-developed for automotive applications at
24 GHz and 77 GHz [68], [69], and most recently, a terahertz

however, the converged sys-
tem in such high frequency is
This

thrusting area needs more breakthrough from academia and in-

not demonstrated vyet.

dustry to develop converged systems based on emerging tech-
nologies in near future. Therefore, more technological prog-
ress in mm-wave/terahertz is essential for our smart future.

The previous work on the converged systems in the micro-
wave band has opened a door for the researchers to to develop
new converged systems based on modern technologies. More-
over, the features of millimeter and terahertz wave technolo-
gies can provide a solution to a cost-effective, simple and
light, and high bandwidth converged system to support higher
date rates compared with microwave technology-based system.

5 Conclusions

The convergence of communication and radar sensing func-
tions within a single platform is expected to provide a better
solution to a low cost and high efficiency multi-functional sys-
tem. In this paper, we have overviewed the technological
trend of converged communication-radar systems. We have al-
so presented the convergence technology and summarized sev-
eral typical converged systems operating in the microwave and
millimeter-wave bands. Future convergence work for making
the terahertz wireless communication systems robust in differ-
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ent indoor environments will be highly appreciated, e. g., the
precise imaging capabilities of radar sensing in the terahertz
range can assist terahertz communications system to optimize
the indoor scattering environment by providing reflection pa-
rameters of different objects, as well as to help radio channel
modeling in a particular indoor scenario.

For sake of better ranging resolution and higher data rates,
the technical tendency in the near future is expected to ex-
plore mm-wave/terahertz high frequency bands for such con-
verged systems, from both industrial and academic sides,
while a lot of research is still needed to push convergence
forward.
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