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Vehicular Communications, Networks,

and Applications

» ZHUANG Weihua
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as the Technical Program co-chair of the IEEE Vehicular Tech-
nology Conference (VTC) Fall 2016 to be held in Montreal, Cana-
da. She is a fellow of the IEEE, a fellow of the Canadian Academy
of Engineering, a fellow of the Engineering Institute of Canada,
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» ZHU Hongzi
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vehicular ad hoc network (VANET) is a packet-switched network,

consisting of mobile communication nodes mounted on vehicles, with

very limited or no infrastructure support [1]. It supports communica-

tions among nearby vehicles, and between vehicles and nearby infra-

structure/users, including vehicle - to - vehicle (V2V), vehicle - to - infrastructure

(V2I), vehicle-to-roadside unit (V2R), vehicle-to-pedestrian (V2P) communica-

tions, collectively referred to as vehicle-to-everything (V2X) communications [2].

The paradigm of VANETs will improve road safety, facilitate intelligent transpor-

tation, support infotainment, data sharing, and location based services, and will

be a critical component in the future Internet of Things. The growing importance

of vehicular communication networks has been recognized by governments, aca-
demia, and industry worldwide.

The Federal Communications Commission in the United States has approved a
radio spectral width of 75 MHz for Dedicated Short Range Communications
(DSRC). Transport Canada supports the introduction of DSRC -based intelligent
transportation applications in the frequency band 5850-5925 MHz. It is expected
that the DSRC system will be the first wide - scale vehicular network in North
America. The latest version of DSRC, IEEE 1609 Family of Standards for Wire-
less Access in Vehicular Environments (WAVE) [3] with IEEE 802.11p for chan-
nel access [4] has emerged for vehicular communications. In Europe, a car-to-car
communication consortium has been initiated by European vehicle manufactur-
ers, and is dedicated to further increase road traffic safety and efficiency by
means of inter-vehicle communications [5]. The European Telecommunications
Standards Institute (ETSI) has developed the intelligent transport systems (ITS)
G5 standards for vehicular networks to operate on the 5 GHz radio frequency
band [6], based on IEEE 802.11p physical and link layers. In Japan, the Associa-
tion of Radio Industries and Businesses (ARIB) has issued the ARIB STD T-109
standard for vehicular communications using TV white space in the 700 MHz
band [7]. In particular, the China Communications Standards Association (CC-
SA), together with the China telecom industry, has been actively participating in
the 3GPP initiatives on LTE support for connected vehicles [8].

VANETS provide a promising platform for future deployment of large scale and
highly mobile network services. Given the automobile s role as a critical compo-
nent in our society, embedding Information and Communication Technology (ICT)
services into automobiles has the potential to significantly improve our quality of
life. This, along with great market demand for more reliability, safety, and enter-
tainment value in automobiles, has led to many initiatives and support for deploy-
ment of vehicular networks and applications. The research and development activ-
ities for connecting vehicles via advanced communication and information tech-
nology have reached to a tipping point for significant impacts on society, econo-
my, and daily life of ordinary people. Vehicular networks have unique networking
characteristics, including highly dynamic network topology, distributed network
control in peer-to-peer communications, and stringent service quality require-
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ments for safety applications such as delay and packet delivery
reliability. As a result, it provides both challenges and opportu-
nities for further R&D activities in order to achieve reliable, se-
cure, accurate, and fast end -to - end information delivery in
VANETs.

This special issue aims to present some recent research
works for vehicular communication technology and its poten-
tial applications. It includes five technical contributions from
leading researchers in vehicular communication networks. The
first paper entitled “On Coexistence of Vehicular Overlay Net-
work and H2H Terminals on PRACH in LTE” by Khan, Misic
and Misic presents how to use the LTE physical random access
channel (PRACH) to support vehicular machine - to - machine
(VM2M) communications, and analyzes the impact of PRACH
format and configuration parameters on the performance of
VM2M subnetworks. The second paper is entitled “A Coopera-
tive Forwarding Scheme for VANET Routing Protocols” by
WU, JI, and YOSHINAGA. It focuses on how to improve the
end-to-end packet delivery ratio in unicast routing protocols
via multiple forwarding nodes and network coding. Numerical
results demonstrate that the proposed strategies can improve
the packet delivery ratio without increasing message overhead.
The third paper, co-authored by HE and CAI, studies hybrid
content distribution framework for large-scale vehicular ad hoc
networks. It introduces a hybrid network solution to address
scalability issue of content distribution in large-scale vehicular
ad hoc networks. An overlay store - carry - and -forward content
distribution network is established to model a large - scale
VANET, and utility - based optimization is formulated to find
optimal data packet routing solutions. The next paper, co-au-
thored by YANG, ZHENG, LEI, and XIANG, is entitled “Het-
erogeneous Vehicular Networks for Social Networks: Require-
ments and Challenges”. Tt presents two social network architec-
tures that embed social characteristics into heterogeneous ve-
hicular networks. It discusses several use cases to analyze ser-
vice requirements and associated challenges. The last (but not
least) paper “A Cloud Computing Perspective for Distributed
Routing in Vehicular Environments” is co - authored by
Shivshankar and Jamalipour. It presents how to effectively ap-

02 | ZTE COMMUNICATIONS = August 2016 Vol.14 No. 3

ply cloud computing to address challenges of the spatio-tempo-
ral multicast (SMRP) distributed routing in VANETs. It propos-
es a new mechanism to exploit cloud computing in the routing
process, which can increase service discovery rate and reduce
the required resource and service discovery download time
with roadside units and internet, in comparison with the vehic-
ular clouds obtained directly through the SMRP based routing.

We would like to thank all the authors for choosing this spe-
cial issue to publish their new research results, all the review-
ers for their meticulous review comments and suggestions
which help to improve the technical quality and presentation of
this special issue, and the editorial official of ZTE Communica-
tions for all the support and help during the editorial process of
this special issue. We hope that our readers will enjoy reading
the articles and find this special issue helpful to their own re-
search work. Working together, we will make connected vehi-
cles and Internet of vehicles a reality in the near future.

References

[1] H. T. Cheng, H. Shan, and W. Zhuang, “Infotainment and road safety service
support in vehicular networking: from a communication perspective,” Mechani-
cal Systems and Signal Processing, Special Issue on Integrated Vehicle Dynamics,
vol. 25, no. 6, pp. 2020-2038, Aug. 2011. doi: 10.1016/j.ymssp.2010.11.009.

[2] 3GPP, “Study on LTE support for V2X services (release 14),” Technical Specifi-
cation Group Services and System Aspects, Tech. Rep. 3GPP TR 22.885, 2015.

[3] R. A. Uzcategui and G. Acosta-Marum, “WAVE: a tutorial,” IEEE Communica-
tions Magazine, vol. 47, no. 5, pp. 126 — 133, May 2009. doi: 10.1109/
MCOM.2009.4939288.

[4] Draft Standard for Information Technology—Telecommunications and Informa-
tion Exchange Between Systems—Local and Metropolitan Area Networks—Specif-
ic requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physi-
cal Layer (PHY) Specifications; Amendment 7: Wireless Access in Vehicular Envi-
ronments, IEEE P802.11pTM/D8.0, 2009.

[5] R. Baldessari, B. Bodekker, A. Brakemeier, et al. (2007, Aug.). Car-2-car com-
munication consortium manifesto. [Online]. Available: https://www.car-2-car.org/
index.php?id=31

[6] Intelligent Transport Systems (ITS); European Profile Standard for the Physical
And Medium Access Control Layer of Intelligent Transport Systems Operating in
the 5 GHz Frequency Band, ETSI Standard ES 202 663 V1.1.0, Nov. 2009.

[7] 700 MHz Band Intelligent Transport Systems, ARIB STD T-109, Version 1.2,
2012.

[8] 3GPP. (2015, Mar.). LTE support for the connected car [Online]. Available: http:
/lwww.3gpp.org/news-events/3gpp-news/1675-Ite_automotive



Special Topic KN

DOI: 10.3969/j. issn. 1673-5188. 2016. 03. 001

http://www.cnki.net/kems/detail/34.1294.TN.20160801.1654.004.html, published online August 1, 2016

On Coexistence of Vehicular Overlay Network and
H2H Terminals on PRACH in LTE

Nargis Khan, Jelena Mi$§ié, and Vojislav B. Mi§ié
(Ryerson University, Toronto, ON M5B 2K3, Canada)

'A Abstract

Vehicular ad hoc networks (VANETS) that use the IEEE 802.11p communication standard face a number of challenges, not least
when it comes to safety messages on the VANET control channel (CCH) where short delay times and reliable delivery are of pri-

mary importance. In this paper we propose a vehicular machine-to-machine (VM2M) overlay network that uses Long Term Evolu-
tion (LTE) physical random access channel (PRACH) to emulate VANET CCH. The overlay network uses dedicated preambles to
separate vehicular traffic from regular LTE traffic and a carrier sense multiple access with collision avoidance (CSMA-CA) layer

similar to the one used in IEEE 802.15.4 to avoid the four step handshake and the overhead it incurs. The performance of the pro-

posed overlay is evaluated under a wide range of PRACH parameters which conform to the scenarios with high vehicle velocities

and large distances between roadside units (RSUs) that may be encountered in rural areas and on highways.

' Keywords

vehicular ad hoc networks (VANETs); VANET control channel (CCH); 3GPP long term evolution (LTE); physical random access

channel (PRACH); IEEE 802.15.4; human-to-human (H2H) traffic

1 Introduction

ehicular ad hoc networks (VANETS) support a vari-

ety of applications like road safety, infotainment

and telematics. In the Dedicated Short Range

Communications (DSRC) framework, VANET com-
munications use a control channel (CCH) for the exchange of
safety messages, and one or more service channels (SCHs) for
other purposes. Actual connection is implemented through a
single- or multiple-antenna on-board unit (OBU) that supports
communication with other vehicles as well as with roadside
units (RSUs); the two types of communication are often re-
ferred to as vehicle to vehicle (V2V) and vehicle to infrastruc-
ture (V2I).

VANETSs usually follows the DSRC standard which deploys
the IEEE 802.11p standard for wireless communications [ 1], al-
so referred to as Wireless Access for the Vehicular Environ-
ment (WAVE). IEEE 802.11p works well in urban areas with
low to medium density vehicular population moving at low
speeds and small inter-vehicle distances. However, available
transmission rate will drop rapidly with the increase in distanc-
es between RSUs and OBUs and/or vehicle speeds [2]. Delays
increase as well, due to the use of relatively small congestion
windows and arbitration inter-frame spacing (AIFS) delays. In
such cases, congestion and early saturation may easily result,
especially with a single-antenna OBU [3]. Spatial and commu-

nication capacity limitations of IEEE 802.11p were investigat-
ed in [4], and these problems were found to be aggravated in
suburban and rural areas and on highways [5]. These problems
are particularly noticeable when safety messages are con-
cerned, as these are among the critical success factors for suc-
cessful VANET deployment.

On account of those problems, there have been a number of
proposals that use cellular network technology to implement a
VANET, in particular the widely used Long Term Evolution
(LTE) which meets most of the requirements for VANET appli-
cations. LTE system provides high data rate, low latency (for
new as well as handover calls), and reliable coverage over larg-
er range of distances and speeds. In particular, it supports mo-
bility and provides higher network capacity compared with
IEEE 802.11p, as confirmed by a number of studies [5]-[8].
However, those studies found that the use of LTE solves only
part of the problem. Namely, cellular networks are optimized
for high performance mobile devices such as smartphones that
connect human operators with one another as well as to internet
-based servers. As the result, the majority of human-to-human
(H2H) traffic will flow in the downlink direction, i.e., from the
base station (eNodeB, in case of LTE) towards the mobile ter-
minal (MT); moreover, such traffic will predominantly consist
of medium-size to large-size flows. Both the observations gener-
ally hold for infotainment and vehicular telematics flows on

SCH[9].
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On the other hand, traffic on the CCH, and safety messages
in particular, have different properties. First, more likely than
not, they originate at the vehicle, i.e., the OBU, meaning they
will be sent in the uplink direction; and second, they will typi-
cally consist of short messages that need to be rapidly deliv-
ered and, possibly, broadcast back to other vehicles in the vi-
cinity [10]. As the result, CCH traffic may easily lead to over-
load [11]. Another study has shown that IEEE 802.11p is more
reliable for beacon messages broadcasts by vehicles, as they
need not go through the LTE core network before being trans-
mitted to other vehicles [8].

One of the unfortunate results of this difference is that most
of the studies in vehicular networks have focused on a single
type of applications, and the solutions obtained therein are by
necessity partial [9]. A better solution would be to use hetero-
geneous vehicular networks with multiple radios and/or access
technologies working in a collaborative manner. One represen-
tative solution that follows this approach is a hybrid network
using both IEEE 802.11p and LTE, as has been proposed in
[7]. The combination uses multi - hop clustering of IEEE
802.11p with LTE to achieve high data packet delivery ratio
and low latency. Another integrated proposal was described in
[12] with the goal of simplifying high speed inter-vehicle com-
munications.

Previous comments notwithstanding, it may be possible to
use LTE as a single access technology but with heterogeneous
types of traffic—in particular, by adapting it to the characteris-
tics of CCH traffic. The main culprit behind performance deg-
radation for CCH traffic is the comparatively long and ineffi-
cient connection setup conducted through the four-step hand-
shake on physical random access channel (PRACH) [13], [14];
this handshake must be simplified or even avoided, if perfor-
mance is to be improved. Recently, a solution that eliminates
the need for the four step handshake has been proposed [15];
while this proposal focuses on the rapidly expanding machine-
to-machine (M2M) traffic [16], it can be applied equally well to
VANETs by considering OBUs as hybrid devices that generate
both SCH and CCH traffic with specific challenges due to high
vehicle speed and high data rate.

In this proposal, regular (SCH) traffic shares the available
bandwidth with CCH traffic. At the physical (PHY) layer level,
sharing is accomplished through separation of resources, i.e.,
preambles used for random access. At the medium access
(MAC) layer level, the four step handshake is eliminated
through the use of a carrier sense multiple access with colli-
sion avoidance (CSMA - CA) overlay [15] similar to IEEE
802.15.4 standard [17], [18]. The main challenge, in this case,
is to devise the scheme in which both SCH and CCH traffic
can enjoy fair access the available LTE bandwidth. This ap-
proach, hereafter denoted as vehicular M2M (VM2M) overlay,
is described and evaluated in the current paper. We investi-
gate the capacity of both sub-networks in a number of scenari-
os, and we show that the VM2M overlay allows fair coexistence

04 | ZTE COMMUNICATIONS = August 2016 Vol.14 No. 3

of VM2M and H2H traffic.

The rest of the paper is organized as follows: VANET archi-
tecture with LTE and its challenges are discussed in Section 2,
while the proposed VM2M overlay is presented in Section 3. In
Section 4 we present the overlay network, followed by perfor-
mance evaluation of H2H and VM2M traffic. Finally, Section 5

concludes the paper.

2 LTE-Based VANET: SCH

Conceptual architecture of a VANET implemented via LTE
is shown in Fig. 1. We distinguish between SCH which uses
regular LTE access and CCH which uses the VM2M overlay,
as we explain in the following.

SCH traffic uses regular LTE access where a mobile termi-
nal (MT—in this case, an OBU) that has no allocated radio re-
sources must first perform random access to connect to the net-
work. Random access can be contention - based, in case of a
new connection, or contention-free; in the former case, the stan-
dard-prescribed four step handshake is used.

1) MT randomly selects one of the set of N, preambles, as
will be explained below, and transmits it over PRACH to
eNodeB.

2) eNodeB transmits a random access response (RAR) message
back to MT through the downlink shared channel (PDSCH).
RAR contains the decoded preamble, as well as temporary
Cell Radio Network Temporary Identifier (CRNTI) and
scheduling information for the third step.

3) MT sends its CRNTI and scheduling information to eNodeB
through physical uplink shared channel (PUSCH) radio re-
sources assigned in the step 2.

4) Finally, eNodeB responds with the confirmation of the iden-
tity of MT and finishes the contention procedure.
Contention-free access is used in case of a handover from a

cell controlled by another eNodeB; it follows a slightly simpler

three-step handshake [13].

Unfortunately, the first and third steps of the four step hand-
shake are prone to collisions and overload conditions which
prevent completion of handshake [15]. Collisions occur when

SCH: random access uses

LTE four-step handshake
CCH: random access uses e V2]c
CSMA-CA overlay (VM2M) E2 |

r

S "X
V2V communieation rl"'-u’-'- |
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CCH: control channel
CSMA-CA: carrier sense multiple access with collision avoidance
SCH: service channel
V2I: vehicle to infrastructure
V2V: vehicle to vehicle

VM2M: vehicular machine-to-machine

A Figure 1. Vehicular communication through LTE.



Special Topic KN

On Coexistence of Vehicular Overlay Network and H2H Terminals on PRACH in LTE

two or more MTs choose the same preamble in the first step of
the handshake. Preambles are a set of mutually orthogonal
Zadoff - Chu (ZC) sequences derived from a single base se-
quence by adding cyclic shifts. One base sequence gives
N, =64 sequences; larger number of preamble sequences
can be obtained by using two or more base sequences. A cer-
tain number of preambles are reserved for contention-free ac-
cess, while the remaining ones are allocated for contention
mode.

PRACH is configured as a dedicated resource in a LTE
frame, possibly shared with other physical channels such as
PDSCH and PUSCH [14]. Namely, the bandwidth available in
LTE is structured in a time - and frequency - domain matrix.
Time-wise, access is organized in frames that last 10 ms and

Nargis Khan, Jelena Misi¢, and Vojislav B. Misi¢

resource occurs on every second subframe (configuration 12
and configuration 13) or occurs on every subframe in a frame
(configuration 14). The configurations are schematically shown
in Fig. 2a.

To accommodate different attenuations and propagation de-
lays for various cell sizes, four preamble formats, denoted as 0,
1, 2, and 3, are defined. High attenuation is addressed by in-
creased preamble duration, while the cyclic prefix (CP) and
guard time (GT) are used to avoid delays and minimize interfer-
ence with the adjacent subframes. The format O preamble dura-
tion is 800 us, with a combined total of CP and GT lasting for
an additional 200 us; formats 2 and 3 use a longer preamble
duration of 1600 us. Furthermore, formats 1 and 2 fit in two
consecutive subframes while format 3 fits in three consecutive

consist of 10 subframes with duration of 1 ms “
. o . . resource
each, which can be further divided into two 0.5 config  subframes Cell #

. 01234567890123456789 01234567890123456789
msslots.Inthefrequencydomaln,resourcesare 0 LA i Aty 0
grouped in units of 12 OFDM subcarriers with a

. . . 1 Ll m I Q T 1 1.4 MH;
total bandwidth of 180 kHz. Basic access unit for declls
either random or Scheduled access IS a resource 2 T F/_\ I N Q o 2
block(RB)consistingof125ubcarriersoverone 15 I Y % T VA % I O B B
subframe duration of 1 ms. For control channels, Slt’)bfmme; s 4 s 6 7 8 0 01 234 s 6 18 o
an even finer granularity is available where the 3 LA o A -
smallest resource unit is a resource element (RE) 4 L VPA v 0 0 FA 0y and },z]m
consisting of one sub - carrier for the duration of - - 3 cells

5 L | | | | | | | | | | | | | | 12
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or tllme division duplex access (FDD or TDD,. re ; oA 77 v A L, O
spectively). In the TDD configuration, there is a
single carrier frequency which is alternatively 8 ‘0‘ 2 ?4 ‘5 ‘6 ‘7 img ‘0 ‘1 ‘2 ?4 ‘5 ‘6 ‘7 @—‘8 ) 2
used for uplink and downlink transmissions. In 9 A A A A A A
S o 15 MHz,
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for downlink transmission while subframe 2 is al-
ways used for uplink; other subframes can be used 1 — e T T
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.. . . . 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9
Minimum PRACH configuration uses six re- 14 VA7 207 737 707 707 700 70 70 707 707 700 707 707 A0 207 707 7370773 20 Mz, high load
source blocks in a single subframe in two consecu- (a) PRACH resource configurations
tive frames, resulting in a 1.080 MHz bandwidth | Preamble
(TDMA configurations 0, 1, 2 and 15); it suffices format \ 1 subframe
at low traffic intensity and small system band- 0 /[iv{ ax. cell size (zxradms)\i
width. At higher traffic volume, PRACH resource i Max. cell size (2xradius)
may be configured to occur once per frame (TD- 1 ZN
MA configurations 3, 4, and 5); once per five sub- 5 N | < Max. cell size (2xradius)
. . . . ‘
frames, i.e., twice in each frame (TDMA configura- Max. cell size (2xradiug) i
tions 6, 7 and 8); or even once per three sub- 3 a N
. . - < Max. delay spread !
frames (TDMA configurations 9, 10 and 11). Al- —— -
. . . sequence guard time
though the previous PRACH allocations avoided ! ,
. . (b) PRACH preamble formats
interference at the granularity of 3 cells, dense ) i )
. . A R CP: cyclic prefix RA: random access
PRACH allocations bring the possibility of inter-

ference at high traffic volume since the PRACH

A Figure 2. Pertaining to PRACH configurations and formats, after [14].
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subframes. In the default case of the preamble format O with
W = 1.08 MHz PRACH bandwidth and 5 MHz system band-
width, the preamble length is 839 elements and the resulting
preamble element rate is R=1.048 M elements per second.
However, in the vehicular scenario with high vehicle speeds
over longer distances, more PRACH resources are needed in
each 10 ms LTE frame: for example, format 2 with double pre-
amble duration over two consecutive subframes. In this case,
the signal to interference and noise ratio (SINR) threshold is
10log (E,/N)=15 dB. This format 2 case improves the power
budget by 3 dB over the default format O where the SINR
threshold is 18 dB. The formats are schematically shown in

Fig. 2b.

3 LTE-Based VANET: VM2M Overlay

for CCH

In our approach, CCH is allowed to share the PRACH with
regular (SCH) traffic. However, random access on PRACH can
fail due to the following two mechanisms.

First, because the number of preambles is limited (and the
default number is 64 per cell), a collision may occur when two
or more MTs select the same preamble for initial access [19],
[20]. Collided preambles are re - transmitted after a random
backoff that spreads out access to maximize the probability of
success [21].

Second, congestion can occur on account of noise and inter-
ference generated by other nodes, both in the same cell and in
neighboring cells. This is because other logical channels may
use some of the resources of the PRACH in the current cell. It
may occur in both the first and third steps of the handshake.
However, in absence of congestion, eNodeB might be able to
decode a preamble even upon a collision and subsequently
grant access to one of the terminals; this is known as capture
effect.

Congestion was shown to be a much bigger problem than col-
lisions [15], partly due to the fact that the four step handshake
is effectively an overkill for CCH messages which are short
and occur in random bursts [10]. We note that one of the key
challenges identified by 3GPP is how to control the overload
and congestion in case of simultaneous access by tens of thou-
sands of M2M devices [22]. Random access could be made
more efficient if safety messages on the CCH could be decoded
without requiring the terminal to go through the complete hand-
shake.

Following the approach described in detail in [15], we pro-
pose to implement CCH in the following manner. At the PHY
level, a total of IV, preambles is reserved for CCH; this num-
ber need not be high—typically, 8 or 10 preambles out of 64
would suffice—as the aggregate traffic volume on CCH is
much lower than that on SSH. Reserving the preambles for
CCH use will accomplish resource separation at the preamble
level and reduce the potential for collisions with SSH messag-
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es. The remaining preambles will be used for new and hando-
ver connections, and potentially for other overlay networks as
well. Once the connection is established, SCH traffic such as
infotainment and vehicular telematics can use any other sched-
uled channel available in LTE.

Data bits of a CCH message will be multiplexed over the re-
served preambles. In addition, preamble elements used as a
chipping sequence for a single data bit; this will improve the
SINR for the overlay because of the detection mechanism.
Namely, SINR for detecting a regular (i.e., H2H or SCH) pre-
amble is based on the entire preamble duration. On the other
hand, the SINR threshold for detecting a preamble in the over-
lay must hold for each bit in the preamble. As a result, the lat-
ter SINR is higher than the former.

At the MAC level, the preambles reserved for CCH are used
to implement a slotted CSMA - CA MAC protocol similar to
IEEE 802.15.4 [17], [18]. Assuming that one backoff slot has
20 sequence elements, we obtain the unit backoff time as
L,y =20/R=18.51 g, which is close to the value of 20u s
used in IEEE 802.11 at the raw data rate of 1 Mbps.

Time for preamble transmission (typically, 0.8 ms) becomes
the superframe time for VM2M overlay network. The whole
LTE frame duration is 540 overlay backoff periods. The time
interval between two active periods/ superframe is the distance
between two beacons, i.e., the period between two PRACH sub-
frames. It depends on the PRACH configuration parameter ¢,
i.e., on the number of PRACH resources available in the LTE
frame time and calculated as PB=540/c, . The active portion
of the superframe, then, has the size of N,.N./8N,; the guard
time and cyclic prefix may be understood as the superframe in-
active time [17]. Note that this is conceptually different from
the BO and SO parameters that regulate active superframe size
and distance between consecutive beacons in the original
IEEE 802.15.4 standard [18].

The superframe will begin immediately after the reception of
beacon and after completing the random backoff, and the termi-
nal will transmit the message to eNodeB. EnodeB will acknowl-
edge a successfully decoded message. Non-acknowledged mes-
sages will be retransmitted until successful or until the retrans-
mission limit is reached. When the CCH queue is found to con-
tain a packet to transmit, the terminal (i.e., the OBU) synchro-
nizes with the beacon and begins the CSMA -CA transmission
algorithm. It picks a random backoff value, counts down to ze-
ro (decrementing the backoff value at the boundary of the cur-
rent backoff period), and checks whether the medium is busy
in two successive backoff slots. If it finds that the medium is
busy, the terminal initiates a new backoff countdown. If not, it
transmits the packet using the preamble sequence in the man-
ner described above. Also, if the current superframe does not
have enough time to finish the countdown, the node needs to
wait until the next superframe active period.

In this manner, CCH traffic—typically, safety messages—
can be sent quickly without going through the four step hand-



Special Topic KN

On Coexistence of Vehicular Overlay Network and H2H Terminals on PRACH in LTE

shake, while SCH traffic can go the regular route, first by creat-
ing a connection through PRACH and then using other LTE
scheduled channels for actual content.

4 Performance of the VM2M Overlay

Network

To evaluate the performance of the proposed VM2M overlay
scheme, we have used the analytical model described in detail
in [15]; the resulting set of equations was solved using Maple
16 from Maplesoft, Inc. [23]. Our primary objective was to de-
termine feasible combinations of configuration formats and pa-
rameter values that would allow for simultaneous CCH and
SCH access on PRACH. We assume that the number of pream-
ble codes per cell is N=64; the number of preambles re-
served for handoff is N, =10 while the number of preambles
reserved for physical layer of the VM2M overlay is N, =8.
This leaves N, =46 preambles for H2H access. One data bit
in overlay VM2M network is spread over N, =16 preamble el-
ements. The required detection threshold for format 0 is
10log(E,/No) = 18 dB and for format 2 threshold is 15 dB.
The corresponding mean ratio of bit energy and noise spectral
power density is 10log(E,/No) = -11.23 dB, for format 0,
and -14.25 dB for format 2; the corresponding overload thresh-
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olds are 7,=0.0752 and 0.038, respectively.

For the third handshake step in which 1.2/1.3 messages are
transmitted by fewer terminals, we assume bandwidth to data
rate ratio of W5/R;=1, and the mean ratio of bit energy and
noise spectral power density is 10log(E,/N) = -5 dB [14].
We consider maximum number of colliding terminals to be 5
which seemed reasonable, in particular for vehicular applica-
tions.

For both SCH and CCH overload cases, we modeled inter-
cell interference as a Gaussian random variable with mean
k,,=k,;=0.247 and standard deviation k,,=k,;=0.078

White noise density was set at n,=4.10"" W/Hz.

4.1 Performance for SCH Traffic

In this section we present the results of a set of experiments
focusing on PRACH capacity for SCH traffic when N, =38
preambles are permanently set aside for the VM2M overlay, un-
der variable intensity of SCH traffic.

In the first experiment, we compare scenarios of configura-
tion 2, format 0 ( ¢, =2, PF =0) with that of configuration 1,
format 2 (¢, =1, PF =2) when the new call arrival rate on SCH
is varying between 20 and 220 requests per second. Although
PRACH bandwidth allocations look similar, performance met-
rics show some subtle differences. From Figs. 3a and 3d, the
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AFigure 3. Performance of the four step handshake for SCH traffic, at small PRACH configurations.
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use of configuration 2, format 0 means that 2 independent
PRACH resources are available in one LTE frame, each of
which has a preamble duration of 800 us. On the other hand,
preamble format 2 with configuration 1 means that a single
PRACH resource is used two consecutive subframes, but that
the same preamble is transmitted twice, with a total duration of
1600 us. Therefore second combination will gain in power bud-
get but lead to one wasted time opportunity per LTE frame.
The improvement in power budget is 10log,2E /N,)=
101log,,(2) + 101og,(E,/N,)=3dB + 101log, (E,/N,) , where E /N,
is energy per symbol to noise power spectral density and
E,IN, vepresents the ratio of preamble sequence energy to
noise power density per Hz. As a result, the preamble detec-
tion threshold for format 2 is 3 dB, lower than the threshold for
format 0, i.e. they are equal to 15 dB and 18 dB respectively.

The preamble collision probability when format 2 is used
(Fig. 3d) is higher than when format 0 is used (Fig. 3a). This is
due to the fact that the preambles that have collided in the first
slot of the frame are subsequently repeated in the second sub-
frame for format 2.

Regarding overload probability, Figs. 3b and 3e confirm
that using format 2 leads to much reduced likelihood of SINR
violation compared to format 0, where the overload probability
is nearly 2% under the maximum load.

Since overload has much more impact on preamble success
than preamble collisions [15], total probability of access failure
is much lower when format 2 is used (Fig. 3f) than the corre-
sponding value when format 0 is used (Fig. 3c). In fact, if we
impose the limit of 2% onto acceptable failure probability, as
is customary in LTE [13], [14], we may conclude that format O
results in usable call arrival rate (in other words, cell capacity)
of about 180 new calls per second, while format 2 can achieve
the capacity of about 210 new calls per second.

In our second experiment, we compare the performance for
SCH calls of scenario under preamble format 0, configurations
3 and 5, and format 2, configuration 2. These scenarios provide
similar, though not quite identical, subframe allocation for
PRACH and, consequently, allow nearly fair performance com-
parison. Note that preamble format 0 with configuration 3 has
three PRACH resources with 0.8 ms preamble duration in a
single LTE frame, while preamble format 0 with configuration
5 has as many as 5 PRACH resources in that same time inter-
val; the combination of preamble format 2 with configuration 2
means that preamble duration is 1.6 ms while a single LTE
frame has a total of 2:2=4 subframes that are allocated for
random access. The resulting performance is shown in the dia-
grams in Fig. 4.

We observe that, when format 0 is used, increasing the num-
ber of PRACH resources in a single LTE frame leads to im-
proved performance: reduction of overload probability for con-
figuration 5 (Fig. 4d) to about one - seventh of the value ob-
tained for configuration 3 (Fig. 4a). Moreover, probability of ac-
cess failure is also smaller for configuration 5 (Fig. 4e) than for
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configuration 3 (Fig. 4b).

An even greater reduction of overload probability can be ob-
tained with preamble format 2 with double preamble transmis-
sion time (Fig. 4g), mainly on account of larger power budget
for preamble detection. However, the probability of access fail-
ure in this scenario (Fig. 4h), is comparable to that obtained in
the previous two scenarios: about the same as for format 0, con-
figuration 3 (Fig. 4b) and slightly higher than for format 0, con-
figuration 5 (Fig. 4e). Extrapolating the curves shown in Figs.
4h, 4b, and 4e, we may conclude that the SCH subnetwork ca-
pacity at up to 2% handshake failure rate, is around 400 new
calls per second for format 2, configuration 2, around 300 and
500 for format 0, configuration 3 and 5, respectively.

We have also calculated the access delay, shown in the
rightmost column of Fig. 4; the diagrams show that the delays
are nearly unaffected by these variations in PRACH format
and configuration: the difference between delays in different
scenarios is at most 10%.

The conclusion to be made from these experiments is that,
for small PRACH allocations, the use of format 2 and configu-
ration 1 has higher capacity compared to the scenario in which
format 0 and configuration 2 are used. For large PRACH allo-
cations, the scenario that uses preamble format 0 and PRACH
configuration 5 offers highest capacity and shortest access de-
lay. However, better performance does come at a cost: provid-
ing more PRACH resources per LTE frame leads to a reduc-
tion in usable bandwidth for other scheduled channels.

4.2 Performance Evaluation of VM2M Overlay Network

In the second set of experiments, we have investigated the
performance of VM2M overlay for CCH traffic, under different
values of SCH new call arrival rate. As before, we assumed
that V=8 preamble codes are dedicated for implementing
the physical layer of the VM2M overlay. Preamble formats are
set to 0 and 2, respectively. The superframe consists of active
and inactive periods according to distances between PRACH
resources. As one backoff period has 20 sequence elements
and one bit requires IV, = 16 preamble elements, one backoff
period can accommodate 20N,/(8N,) bits. The superframe du-
ration for format 0 and 2 is N,/20=41 and 82 backoff peri-
ods, respectively. Duration of the entire PRACH resource is 54
and 108 backoff periods respectively. The beacon interval be-
tween two PRACH resources is 940/c, for both formats. In
this work we assume that data packet size is 30 bytes including
10 bytes for MAC headers and 20 bytes for actual data, which
should contain cell and node IDs.

MAC parameters for VM2M overlay are set as follows. The
backoff exponent BE is initially set to minimum value of
macMinBE =3 giving the initial backoff window in the range
0...7 . After an access failure, backoff exponent is incremented
by one until it reaches the maximum value of aMaxBE=5.
The contention window value is set to =2 and the maxi-
backoff

mum  number  of attempts  is  set to
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AFigure 4. Performance of the four step handshake for SCH traffic, at large PRACH configurations.

MaxCSMABackoffs =5 . Buffer size in VM2M device was set
to 3 packets which is sufficient for real time safety messages.

We have calculated success probability as the product of
probabilities that packet is not corrupted and that packet has
not collided with other packet. To investigate the capacity limit
of the VM2M overlay, we varied the number of VM2M devices
between 200 and 950; packet arrival rate per device was var-
ied from 0.2 to 1 arrival per minute. We also evaluated fairness
in capacity allocation to VM2M subnetwork under constant ar-
rival rate of SCH traffic, similar to the experiments described
above.

We first compared the scenarios with format 0 and configura-
tion 2 with those with format 2 and configuration 1. The SCH
new call arrival rate was set to 100 and 220 calls per second,
respectively. The results are shown in Fig. 5.

The first observation is that overload probability is much

lower for PRACH format O than for format 2 with same time oc-
cupancy in LTE frame, as shown in Figs. 5a and 5d, respective-
ly. This is contrary to our findings for the overload probability
in case of SCH traffic which is much higher for PRACH format
0 compared to format 2. The discrepancy may be explained by
noting that the preamble repetition in format 2 creates much
stronger interference to VM2M overlay than a single preamble
transmission with one-half traffic intensity, as is the case in for-
mat 0, configuration 2.

Regarding the probability of successful access, format 0
with configuration 2 (Fig. 5) shows that the VM2M overlay can
easily achieve success ratio over 98.8%, even at the SCH new
call arrival rate of 220 per second, within the observed range
of VM2M network sizes and traffic intensity. Assuming the
packet failure rate threshold of 2%, the VM2M overlay can eas-
ily support as many as 1200 devices. The failure rate is much
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AFigure 5. Performance parameters for CCH traffic through the VM2M overlay at small PRACH allocations.

higher, up to about 10%, in case format 2, configuration 1 is
used (Fig. 5).

In the second experiment we consider large PRACH alloca-
tions: format O with configurations 3 and 5, and format 2 with
configuration 2, similar to the second experiment in the previ-
ous subsection. The results are shown in Fig. 6. In all cases,
VM2M call arrival rate was varied between 0.2 and 1 call per
minute.

As can be seen, large superframe size obtained in configura-
tion 5 leads to reduced overload probability compared to the
case with configuration 3. However, overload probability for
format 2 is higher due to repeating of preamble transmission in
PRACH resource. Probability of successful access is close to
one in all cases.

Access delay for format 0 decreases with the increase in the
number of PRACH resources (configurations 3 and 5, respec-
tively). Delay for format 2, configuration 2, is larger compared
to format O due to larger distance between the superframes.
However, all VM2M access delays are lower than their SCH
counterparts.

4.3 Discussion

Our results have shown that for small PRACH allocations,
the SCH subnetwork has about 20% larger capacity for format
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0 and configuration 2, compared to format 2, configuration 1.
The VM2M overlay under format 0, configuration 2, can accom-
modate around 1000 terminals at traffic intensity of one packet
per minute, whilst the SCH subnetwork can simultaneously ser-
vice 220 new requests per second at the probability of success-
ful access of 0.98 or higher. Unfortunately for format 2, config-
uration 1, comparable CCH capacity can be achieved only un-
der 100 SCH requests per second. This puts proper function-
ing of the VM2M overlay (and, consequently, capacity for safe-
ty messages) in jeopardy if the SCH request rate is not limited.

For larger PRACH allocations, format 2 with configuration 2
offers just about 20% higher capacity at about 5% longer delay
in comparison with format 0 and configuration 3; unfortunate-
ly, this hardly justifies the 30% increase in subframe alloca-
tion for the PRACH. Configuration 5 with format O has almost
25% increase in subframe allocation and similar increase in
capacity, but with shorter access time.

With respect to the capacity of the VM2M overlay, all three
combinations can accommodate up to 1000 OBUs at the trans-
mission rate of 1 packet per OBU per minute. In all cases, ac-
cess delays for VM2M (CCH) overlay are significantly lower
compared to the SCH subnetwork, which is the result of elimi-
nating the four step handshake for CCH traffic.

Regardless of the PRACH format, increasing the frame con-
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AFigure 6. Performance parameters for CCH traffic through the VM2M overlay at large values of configuration parameters;
SCH arrival rate 220 calls per second.

figuration parameter will almost linearly increase the capacity mitted twice. In this scenario, the VM2M overlay network is pe-
for both SCH and VM2M subnetworks and, at the same time, nalized as it suffers from higher interference. For urban envi-
decrease the access time. However, at high portion of PRACH ronments, PRACH format O can be used, in which case the ca-
allocations, care has to be taken to avoid interference with pacity can be increased by increasing the PRACH configura-
PUSCH transmission in surrounding cells which can increase tion parameter.
PRACH interference and decrease the capacity of the VM2M We note that the overlay network mainly impacts SCH traf-
overlay. fic in a deterministic manner: i.e., by reducing the number of
Unfortunately, the choice of preamble format is not entirely available preambles by V.. On the other hand, variable rates
up to us but, rather, depends on the environment. For sub-ur- of SCH requests present random interference to CCH traffic
ban, rural and highway scenarios, PRACH format 2 or even 3 that uses the VM2M overlay which is a much bigger challenge.
might be necessary due to large vehicle speed and long round- Capacity of M2M overlay can be increased by increasing the
trip times. Use of format 2 increases the power budget and number of preambles N, used in the VM2M physical layer.
gives the priority to SCH traffic since each preamble is trans- This is also beneficial from the aspect of CSMA/CA since su-
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perframe capacity will increase and packet access can be
spread more evenly over the superframe duration.

5 Conclusions and Future Work

In this paper we proposed an approach to implement vehicu-
lar access over LTE. CCH is implemented as an PRACH over-
lay network and SCH can be implemented as regular LTE traf-
fic. We have analyzed impact of PRACH format and configura-
tion parameter on the performance of SCH and VM2M subnet-
works, and outlined some performance limitations coming from
double preamble transmission in format 2 which is necessary
for large cells covering sub-urban, rural areas and highways. In
our future work, we will propose a dynamic scheme to change
the PRACH format and configuration according to the traffic
volume and other environmental factors. We will also investi-
gate the possibility of dynamically changing the number of pre-
ambles used for the physical layer of the VM2M overlay.
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' Abstract

Providing efficient packet delivery in vehicular ad hoc networks (VANETS) is particularly challenging due to the vehicle move-

ment and lossy wireless channels. A data packet can be lost at a forwarding node even when a proper node is selected as the for-

warding node. In this paper, we propose a loss-tolerant scheme for unicast routing protocols in VANETSs. The proposed scheme

employs multiple forwarding nodes to improve the packet reception ratio at the forwarding nodes. The scheme uses network coding

to reduce the number of required transmissions, resulting in a significant improvement in end-to-end packet delivery ratio with

low message overhead. The effectiveness of the proposed scheme is evaluated by using both theoretical analysis and computer sim-

ulations.
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1 Introduction

ehicular ad hoc networks (VANETs) have been at-

tracting interest in recent years for their potential

role in intelligent transport systems. Due to node

movement and the lossy wireless channels, pro-
viding efficient multi - hop communication between a source
node and a destination node is a well-known challenging prob-
lem. In order to provide an efficient communication, the follow-
ing issues should be considered: 1) the selection of an efficient
multi-hop route, 2) providing reliable transmission to the next
forwarding node. Many protocols have been proposed to handle
the first issue [1]-[8]. However, the second issue has not been
discussed seriously. In this paper, we focus on the problem of
how to provide efficient packet delivery to the selected forward-
ing node.

Since vehicle movement could directly affect the perfor-
mance of data transmission, many protocols have been pro-
posed to take into account vehicle mobility in the forwarding
node selection. Shafiee and Leung [1] have proposed a protocol
which takes the connectivity of routes into consideration for its
route selection logic to maximize the chance of packet recep-
tion. Yang et al. [2] have proposed an approach which takes in-

This work was supported in part by JSPS KAKENHI under Grant Number
25730053.

to account vehicle densities and traffic light periods to esti-
mate the probability of network connectivity and data delivery
ratio for transmitting packets. Goonewardene et al. [3] have pro-
posed a clustering scheme named robust mobility adaptive
clustering (RMAC) to strategically partition the network into
smaller segments. RMAC selects optimal cluster heads by con-
sidering vehicle speed, locations and direction of travel. In our
previous work, we have proposed QLAODYV [4], an extension of
Ad Hoc On - Demand Distance Vector (AODV) Protocol [5].
QLAODV learns the best route by using a () -learning algo-
rithm and dynamically switches to a new route before the
breakage of the current route. By taking account of vehicle
movement and available channel bandwidth in the route selec-
tion, QLAODYV can attain a high packet delivery ratio. There
also have been some protocols [6], [7] utilizing position infor-
mation for the route selection.

In a lossy environment, a packet can be lost at a forwarding
node, resulting in the failure of packet delivery. The easiest
way to recover from the packet loss is retransmitting the packet
[8]. However, the retransmission increases the end-to-end de-
lay, and also affects upper layer protocol (such as TCP) behav-
iors. Another alternative is to use multi-path routing [9]. Al-
though the multi-path routing approach can improve the packet
delivery ratio, it also increases the message overhead due to
the maintenance of the redundant paths, resulting in an in-
crease of MAC layer contention time in the neighborhood. An-
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other approach utilizes an auxiliary node to transmit a packet
when a packet loss occurs at the forwarding node [10]. Howev-
er, the message overhead is large when the packet loss ratio is
high.

In this paper, we propose a cooperative forwarding scheme
which can be used for unicast routing protocols. The scheme
uses linear network coding [11] to improve the packet forward-
ing ratio without increasing the message overhead. Network
coding can utilize the broadcast nature of the wireless channel
and therefore it has attracted much attention recently. There
have been many protocols applying the ideas from network cod-
ing [10]-[15].

Lee et al. [12] have proposed a network coding-based file
swarming protocol for VANETs. There have been some proto-
cols utilizing network coding for content distribution in
VANETs [13], [14]. Ye et al. [15] have proposed a direct peer-
to - peer data sharing scheme based on network coding. Has-
sanabadi and Valaee [16] have employed a random network
coding approach to provide reliability for safety messages.
Wang et al. [17] have considered seamless information spread
in joint vehicle to infrastructure (V2I) and vehicle to vehicle
(V2V) communication networks using a network coding-based
technique. However, these previous works do not consider the
issue of how to improve the reception reliability in a unicast
protocol.

The proposed scheme employs a cooperative forwarding ap-
proach with multiple forwarder selection based on network cod-
ing. The scheme uses a slave forwarding node for each master
forwarding node to improve the packet forwarding probability.
Benefited from the cooperation between the master forwarding
node and slave forwarding node, the proposed scheme is resis-
tant to packet losses without increasing the total number of
transmissions. The proposed scheme can be applied in any uni-
cast routing protocol. We apply the scheme to AODV, QLA-
ODV, and Optimized Link State Routing (OLSR) Protocol [18],
and evaluate the performance of the proposed scheme using
both theoretical analysis and network simulations.

The remainder of the paper is organized as follows. In sec-
tion 2, we give a detailed description of the proposed scheme.
In section 3, we give a theoretical analysis of the proposed
scheme. Next, we present simulation results in section 4. Final-
ly, we present our conclusions in Section 5.

2 Proposed Scheme

2.1 Design Overview

The aim of this approach is not to provide a completely new
routing protocol. In contrast, we propose a scheme which can
be incorporated into routing protocols. The proposed scheme is
a general solution which does not assume any specific VANET
scenario. In the proposed scheme, the data packets are trans-
mitted in pairs. The source node encodes two consecutive pack-
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ets (using linear network coding) to get two encoded packets
and transmits the encoded packets. By using network coding,
the proposed scheme can improve the packet delivery ratio
without increasing message overhead. Without loss of generali-
ty, we use network coding only for the packets that belong to
the same flow (since different flows could use different forward-
ing nodes, the problem would be more complicated).

2.2 Selection of and Routes for Slave Forwarding Nodes

In typical routing protocols, each sender node specifies a for-
warding node (next hop) for data transmissions. The proposed
scheme specifies a slave forwarding node for each master for-
warding node (the forwarding node specified by the correspond-
ing routing protocol) to improve the packet reception probabili-
ty. The slave node is selected by the master node. The selec-
tion of the slave node could have a significant impact on the
packet forwarding probability. In the proposed protocol, the
master node selects the most stable and nearest neighbor to be
its slave node. For the slave node selection, a vehicle driving
in the same direction is preferred. Since the distance and driv-
ing directions are taken into account for the slave node selec-
tion, the scheme is scalable with the size of road (including the
number of lanes). We assume each node transmits hello mes-
sages periodically (1 packet per second). Each node knows its
position information and attaches the position information and
velocity information to the hello messages. Stability is estimat-
ed by calculating the hello message reception ratio. In the case
where the position information is not available, each master
node selects its slave node by only considering the hello mes-
sage reception ratio. More specifically, each vehicle selects the
neighbor node which has the highest hello message reception
ratio. If multiple nodes have the same ratio, the inter-vehicle
distance and driving directions are considered. Note that the
slave node is recalculated for each pair of original packets.

In a reactive routing protocol such as AODYV, the slave node
address is attached with the route reply messages. In a proac-
tive routing protocol, the slave node is attached to the periodi-
cal messages which are used for the route table update. In this
way, the sender node knows the master forwarding node and
the slave forwarding node. The sender node then specifies the
master node and slave node for the data forwarding. The slave
forwarding node overhears the messages which are used for
route table updates (route reply in AODV) in order to know the
next hop nodes for the corresponding traffic flows. If a packet
loss occurs at the master node , the slave node forwards the
packet on behalf of the master node.

This paper does not address the master forwarding node se-
lection problem. The master forwarding nodes can be deter-
mined by any routing protocol. The proposed scheme does not
change the basic forwarding procedure of the selected routing
protocol. Instead, the proposed scheme improves the packet re-
ception probability of the specified (master) forwarding nodes.
Therefore, the proposed scheme is able to provide multi-hop



packet delivery based on the route selected by the correspond-
ing routing protocol.

2.3 Packet Encoding at the Source Node and Forwarding
Nodes
The proposed scheme uses linear network coding [11] with
fixed coding vectors. The coding coefficients are selected from
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Since the number of packets for each generation is 2, any
two coding vectors of C = (c1, ¢2, ¢3, ¢4)" could be used for en-
coding the packets. The source node encodes the packets us-
ing any two coding vectors. We can transform from any two en-
coded packets to other two encoded packets. For example, we
can get [y3, y4] from [y1, y2]. This is very useful for improving
the packet forwarding ratio by cooperation among the master
forwarder and slave forwarder (because each node can decode
the packets as long as the node receives any two packets).

In order to make the decoding at the receiver node possible,
each sender node has to add the generation information
(unique number for each generation) and the coefficient infor-
mation to each encoded packet. After receiving a packet, the
receiver can know the linear combination used by the sender
from the coefficient information, and know the generation infor-
mation to which the current packet belongs to. In the random
network coding, the sender node at least has to add the number
for the generation information, the coefficient for a and the co-
efficient for b. In the proposed scheme, by using the fixed coef-
ficients, we only need to transmit the generation information
and the index of the combination used (the index is from 0 to 3
in our case; a+b has the index of 0, and so on). Therefore, the
proposed scheme can reduce the size of coefficient overhead
because the scheme only requires two bits to carry the coeffi-
cient information (there are only four combinations as shown in
(2)). In the proposed scheme, the coefficients are selected from
GF(2). Note that there are many possible combinations which
can satisfy the requirement of the proposed scheme (the only
requirement is that the four combinations are independent of
each other). Therefore, (2) is not the only option.

2.4 Network Coding Assisted Cooperative Forwarding
Scheme
In the proposed scheme, the source node specifies a slave

Special Topic KN

A Cooperative Forwarding Scheme for VANET Routing Protocols
WU Celimuge, JI Yusheng, and YOSHINAGA Tsutomu

forwarder for a master forwarding node. The source node pro-
cesses network coding based on packets in pairs. The source
node uses the network coding algorithm to encode two consecu-
tive packets, and transmits the encoded packets. Upon receiv-
ing a packet, the master forwarding node transmits the packet
immediately. In contrast, the slave forwarding node may re-en-
code the received packet depending on the reception status.
As shown in Algorithm 1, upon receiving an encoded packet,
the slave node first checks whether the received packet is the
first packet of the corresponding generation or not by using the
generation information attached in the packet. If the packet is
the first one, the node waits for a short period of time (7) to
check whether it could receive the second encoded packet or
not (7' is set to 50 ms based on our experience [19]). If the mas-
ter node has transmitted two packets (for the same generation)
already, the slave node does nothing. If the slave node has re-
ceived only one packet and the master node has not transmit-
ted this packet before, the node transmits the packet immedi-
ately. If the node received two packets, the node transmits a
new encoded packet (with a different linear combination). We
use the next combination (in terms of combination index) of the
combination with higher index (between two packets in the
same generation). For example, if the received packets are a+b
and a+2b, the next combination is 2a+3b; if the received pack-
ets are 2a+3b and 3a+5b, the next combination is a+b. Note
that, the proposed scheme works on the top of IP layer. This
means that the procedure defined in Algorithm 1 is indepen-
dent of MAC layer specifically IEEE 802.11p [20].

Algorithm 1. Actions at the slave forwarder upon reception of
an encoded packet

IF (This is the first received packet this generation) THEN
Wait for a shortort period of time (7°) to check whether could receive
the second encoded packed or not.
ENDIF
IF (Two transmission at the master forwarder are confirmed) THEN
IF (This is the only one received packet of this generation) THEN
IF (The master node has not transmitted the same packet before) THEN
Transmit the packet immediately .
ENDIF
ELSE
Transform two endoded packets to get a new encoded packet
(any one of other two different linear combinations),
and transmit the new packet.

ENDIF

As shown in Fig. 1, the source node Srcl encodes the pack-
ets [a, b] to get the linear combinations [a +b, a+2b]. The
source node specifies the master forwarding node M1 and slave
forwarding node S1. The nodes M1 and S1 receive the packet
a+b and a+2b respectively. After that, M1 and S1 forward the
packets they received. In this way, the nodes M1 and S1 can
successfully receive two encoded packets (receive from each
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A Figure 1. An example for network coding-assisted forwarding of the proposed scheme.

other one packet). Although M1 is not the final destination
node, it is important to receive the packets in order to retrans-
mit the packets when needed.

When the slave node S2 receives both two encoded packets,
the node uses a linear transformation of the two encoded pack-
ets to get 2a+3b and transmits 2a+3b. This is to improve the
packet reception probability at the next hop forwarders. For ex-
ample, a node can retrieve the original packets as far as any
two of {atb, a+2b, 2a+3b, 3a+5b} are received. As shown in
Fig. 1, upon receiving 2a+3b, node M3 can decode the packets
as far as the node receives a+b. If the packet transmitted at
node S2 was a+b, node M3 would fail to decode the packets
even if the node received a+b from node M2. The forwarding
node waits for a short period of time (7) to check whether the
master node transmitted the packet or not. For example, node
S3 does not forward any packets because node M3 already has
forwarded two packets.

2.5 Advantage of the Proposed Scheme

The advantage of the proposed scheme over the existing ap-
proaches comes from two main elements: the use of slave for-
warding node and the use of network coding.

By overhearing the transmissions happening at the master
forwarding node, the slave forwarding node can forward a pack-
et when a packet loss occurs at the master node. This is more
efficient than retransmitting the packet at the upstream sender
node.

Now we explain why we use network coding. As shown in
Fig. 2, the master forwarding node (M) does not receive the
first packet (a for the left figure; a+b for the right figure) while
the slave forwarding node (S) receives both packets. Let’ s as-
sume node S fails to detect the transmission from node M. This
can happen frequently because of the following two reasons: 1)
node M has failed to get the transmission opportunity (MAC
layer) (although node M is supposed to transmit before node S,
the transmission order can be changed due to MAC layer con-

tention, 2) node M has transmitted the packet, but the node S
has failed to detect this transmission due to overhearing failure
(but it is possible to detect this after node T1 forwarding the
packet). Without network coding, node S sends packet a first.
After node S knows that node M does not receive packet b, it
will send packet b. This requires 3 transmissions to forward the
packet @ and b to the node T1. However, with network coding,
we can do it by using only 2 transmissions. As shown in Fig. 2
(right), node Srcl transmits 2 encoded packets a+b and a+2b.
Upon receiving the packets, node S transmits 2a+3b which is a
linear combination of a+b and a+2b. Node T1 can successfully
retrieve the original packets (a and b) after the reception of a+
b and 2a+3b. Therefore, the proposed scheme can significantly
reduce the number of transmissions.

In this paper, we use deterministic coefficients. Note that
the random network coding cannot achieve this result. In the
random network coding, the coefficients are chosen indepen-
dently and randomly. A node can decode the original packets
if the node receives 2 encoded packets from the same genera-
tion (generated at the same node). However, when the node re-
ceives 1 packet from the master node and 1 packet from the
slave node, the node may fail to decode the packet. In the pro-
posed scheme, when both packets of the same generation are
received by the slave forwarding node, the node re-encodes the
received packets and then transmits. Since the master node
does not re-encode the packets, the encoded packet sent by the
master node and the encoded packet sent by the slave node are
linearly independent. This ensures a node can decode the origi-
nal packets upon its reception of two encoded packets regard-
less of the upstream sender node (whether the master forward-
ing node or slave forwarding node). This can significantly in-
crease the packet forwarding probability. Since the proposed
scheme transmits 2 encoded packets for a pair of original pack-
ets, the total number of transmissions remains the same. By us-
ing this network coding assisted cooperative forwarding
scheme, the proposed scheme can improve packet forwarding
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A Figure 2. An example for showing the benefit of network coding without network coding (left) and with network coding (right).
The numbers between the parentheses are used to show the transmission order.
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ratio without extra transmissions.

2.6 Important Considerations

The proposed scheme sends encoded data packets in pairs.
This incurs a concern of the possible delay to the first packet.
However, in real-world scenarios, one packet is always impossi-
ble to contain all necessary information that should be deliv-
ered. This means that there are always more than two packets
consecutively arriving in the send queue. This means that the
delay between two consecutive packets is negligible. Moreover,
by using the proposed scheme, the forwarding probability at
forwarding nodes can be improved and therefore the number of
route breaks decreases. As a result, many unnecessary control
messages (such as route request messages due to the frequent
route discoveries) can be avoided, which reduces contention
delays at the MAC layer.

In the proposed scheme, each master forwarding node se-
lects the most stable and nearest neighbor as the correspond-
ing slave forwarding node. The packet loss probability at the
slave node can be different from the master node. However, the
proposed scheme can considerably improve the packet forward-
ing probability even when the packet loss probability at the
slave node is higher (see section 3). The proposed scheme does
not increase the congestion level at the slave node and the
neighborhood because the number of transmissions remains
the same. In vehicular networks, road width is always much
smaller than the transmission range. As a result, the neighbors
of the master node (including the slave node) experience simi-
lar MAC layer contentions regardless of the sender (is whether
the master node or not).

3 Theoretical Analysis

For a fair comparison, we only consider protocols in which
only one next hop node is selected for a particular route (in the
proposed scheme, the average number of forwarding nodes for
each packet is the same). We assume independent packet loss-
es for different packets. In vehicular networks, the packet loss
correlation could be totally different for different scenarios. For
simplicity, we first analyze the performance with the assump-
tion that the quality of the link which connects the master for-
warding node and a node x is the same with the link which con-
nects the slave forwarding node and the node x. Then, we con-
duct analysis for the case where the slave node experiences a
different packet loss probability. A slave forwarding node can
successfully overhear all packets transmitted from the master
forwarding node. This assumption is reasonable because the
slave forwarding node is located very near from the master for-
warding node.

3.1 Successful Forwarding Probability
We first analyze the case of typical unicast routing ap-
proach. The next hop node is specified by the upstream sender
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node. If the packet loss probability of the link (which connects
the sender node and the next forwarding node) is p; (for sim-
plicity, we assume this probability is constant), the probability
that both data packets (two consecutive data packets) being
successfully received by the next hop forwarding node is
FP=(1-p)".

In the proposed scheme, the slave forwarding node forwards
a packet when the master forwarding node fails to receive the
packet. A node can retrieve the corresponding native packets
when the node receives two linearly independent encoded
packets. We can easily know that two encoded packets generat-
ed at the same node are linearly independent. As mentioned
before, the encoded packet sent by the master node and the en-
coded packet sent by the slave node are also linearly indepen-
dent.

Therefore, for the proposed scheme, the forwarding only
fails when 1) the total number of received packets at two for-
warding nodes (the master forwarding node and the slave for-
warding node) is smaller than 2; or 2) both forwarding nodes re-
ceive only one packet and the packet received at two forward-
ing nodes are the same. Therefore, the successful forwarding
probability is

FP=1-p;- (‘1‘)(1 “p)ppp- G)(l -p)(I=p)pip ()

When p; is 0.1, this probability is 0.9801. However, with-
out the proposed scheme we get only 0.81. This shows the net-
work coding assisted cooperative forwarding scheme can signif-
icantly improve the successful forwarding probability.

3.2 Number of Transmissions for Each Hop

Here we analyze the distribution of possible numbers of
transmissions for the two consecutive packets. We assume the
packet is retransmitted until the packet is successfully re-
ceived by the next hop forwarding node(s). For the original uni-
cast routing approach, each packet is transmitted to the next
hop node. Therefore, for two consecutive packets, we can calcu-
late the probability that the number of transmissions is equal
or lower than K as

2

P[N,<2]=(1-p)

PV <3)=1-PV 3= 10 (3J0-p)t @)
PIN, <K]=1= PN, >K]=1 =t = (K1 =p)pt

The number of transmissions is equal or lower than 2 (K=2)
means that both packets are successfully delivered to the next
hop node. Therefore, the probability that the number of trans-
missions is equal or lower than 2 is (1 -p) . When K is 3, we
can first calculate the probability that the number of transmis-
sions is larger than 3 ( P[N,>3]). The number of transmis-
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sions is larger than 3 only when 1) first 3 packets are all lost;
or 2) the only one packet of the first 3 packets is received.
Based on this we can calculate the probability that the number
lower than 3 as

of transmissions is equal or

1-p; - G)(l —P,)p,z. Similarly, we can calculate the proba-

bility for different values of K as in (4).
For the proposed scheme, we can calculate the probability
that the number of transmissions is equal or lower than K as

PN, <2]=1- P[N,>2]=1-pi - (‘1‘)(1 -p)pi - G)(l -p) i

P[N,<3]=1-P[N,>3]=1-p - @(1 -p)pi - @(l -p) P! 5)

PN, <K]=1- P[N,>K]=1-p* - (21K)(1 —p)p - G)(l -p) pi.
Based on (4) and (5), we draw the cumulative distribution
functions for various numbers of possible transmissions in Fig.
3. In the figure, the line “Proposed ( p; =0.1)” shows the cumu-
lative probability for the proposed approach when p; (the
packet loss probability of the link) is 0.1. When p,; is 0.3, for
the proposed scheme, the probability that the number of trans-
missions is equal or lower than 3 is 0.981127. This means that
the proposed approach can deliver almost all packets with 3
transmissions. However, for the original approach, in order to
provide 0.97% reception probability, the number of transmis-
sions should be at least 5. We can observe that the expected
number of transmissions for the proposed scheme is much

smaller than the original method.

3.3 Analysis for Different Packet Loss Probabilities at the
Slave Node
Now we analyze the performance of the proposed scheme in
the case where the master node and slave node have different

packet loss probabilities. We use p; and p, to denote the
packet loss probability for the master node and slave node re-
spectively. We can calculate the successful forwarding proba-
bility by extending (3) as

FP=1-pip, - G)(l -p)p.ps - G)(l -p)pupi -
(2)a-p)1-5)p ©

The average number of transmissions per hop by extending
(5) can be calculated as

v =611 = (oo
Gl o

Based on (7), Fig. 4 shows the cumulative distribution func-
tion for different packet loss probabilities at the slave node.
The proposed scheme can significantly reduce the number of
transmissions even when the packet loss probability at the
slave node is higher than the master node.

4 Simulation Results

We used network simulator ns-2 (version 2.34) [21] to con-
duct simulations in Street scenario [22], [23]. Simulation pa-
rameters are shown in Table 1. Simulation parameters were de-
fined according to IEEE 802.11p [20]. We simulated IEEE
WAVE multi-channel operation [24] by dividing each 100 ms
channel time into two equal parts, a CCH interval and an SCH
interval. All traffics generated by the simulation were transmit-
ted in SCH intervals. We used the tiger line map file [22] and
real street map based model [23] to generate realistic vehicle
movement scenarios. We used a 2500 m X 2500 m square area
in Midtown Manhattan in New York City (Fig. 5). The Nakaga-
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AFigure 3. Cumulative distribution function for various numbers of
possible transmissions.
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AFigure 4. Cumulative distribution function for various numbers of
possible transmissions and different packet loss probabilities.



VY Table 1. Simulation environment

Topology

2500 m X 2500 m

Number of nodes
Mobility generation
Traffic flows
Packet size
MAC/PHY
Average transmission range
Multi-path fading

Simulation time

100-300
Ref. [22], [23]

30 CBR flows, each with 32 kbps, AC_BE

512 bytes

IEEE 802.11p (24 Mbps)

250 m
Nakagami model

500 seconds

AC_BE: Access Category Best Effort

mi model was used to simulate the channel fading. The parame-
ters of the Nakagami model are shown in Table 2. We used
these parameter values because they model a realistic wireless
channel of vehicular ad hoc networks [25].

Other simulation parameters were the default settings of ns-
2.34. The proposed scheme was implemented with AODV [5]
(we call AODV with the proposed scheme as AODV-proposed),
QLAODV [4] (QLAODV -proposed) and OLSR [18] (OLSR-pro-
posed). QLAODYV takes into account the vehicle movement for
the route selection. OLSR is a well - known proactive routing
protocol. The proposed scheme was also compared with AODV-
XOR (AODV with traditional network coding), QLAODV-XOR
(QLAODV with traditional network coding) and OLSR - XOR
(OLSR with traditional network coding). Here, we use “tradi-
tional network coding” to denote the approach in which XOR
coding is used to forward packets for bi - directional unicast
flows [26]. In the simulation, traffic flows were selected ran-
domly. For AODV -proposed, QLAODV -proposed and OLSR -
proposed, each slave node was selected by taking into account
the hello reception ratios at the corresponding master node.
The hello reception ratio was updated for each hello interval
based on the number of received hello messages in the last 10
seconds. In order to clearly show the performance of the pro-
posed scheme, we use the same access category Access Catego-
ry Best Effort (AC_BE ) for all packets (since the proposed
scheme is an enhancement to the routing protocol, the MAC
layer issues (packet prioritization etc.) are outside the scope of
this paper). In the following simulation results, the error bars
indicate the 95% confidence intervals.

4.1 Packet Delivery Ratio

Fig. 6 shows the packet delivery ratio for various numbers of
nodes in Street scenario. From the results, we observe that the
proposed scheme significantly improves the packet delivery ra-
tio of all protocols (AODV, QLAODV, and OLSR). By incorpo-
rating with QLAODYV, the proposed scheme can provide the
highest packet delivery ratio. These results show that the pro-
posed scheme is necessary in a lossy environment. This is be-
cause in many cases, it is very difficult to select a very reliable
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next hop node. Traditional network coding-based approach is
unable to improve AODV and QLAODYV notably. This is be-
cause different traffics could use different forwarding nodes, re-
sulting in a very small chance of network coding at the forward-
ing nodes. OLSR intends to use multipoint relay (MPR) nodes
for routing, which improves the chance of network coding.
However, the improvement is still very limited because differ-

A Figure 5. Street scenario corresponding to a square area of size
2500 m x 2500 m in Midtown Manhattan.

VTable 2. Parameters of Nakagami model
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AODV: Ad Hoc On-Demand Distance Vector Protocol
AODV-XOR: AODV with traditional network coding
OLSR: Optimized Link State Routing Protocol
OLSR-XOR: OLSR with traditional network coding
QLAODV: Q-Learning Ad Hoc On-Demand Distance Vector Protocol
QLAODV-XOR: QLAODYV with traditional network coding

ATFigure 6. Packet delivery ratio for various numbers of nodes.
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ent nodes could select different MPRs. The proposed scheme
can significantly improve the packet delivery ratio in various
node densities. This is because the proposed scheme does not
incur extra overhead as compared with the original routing pro-
tocol.

4.2 End-to-End Delay

Fig. 7 shows the end-to-end delay. AODV -proposed and
QLAODYV -proposed show small improvements over AODV and
QLAODYV respectively. The proposed scheme can reduce the
number of route discoveries (due to route errors) by providing a
higher reliability at the forwarding nodes, which results in a
lower channel contention time at each node. QLAODV and
QLAODV-proposed show a low end-to-end delay due to the dy-
namic route change mechanism which uses shorter routes for
data transmissions. Note that the delay of OLSR is dependent
on the number of nodes which determines the overhead of con-
trol messages. Since the overhead of the proposed scheme does
not increase with the node density, the proposed scheme can
reduce the end-to-end delay of AODV and QLAODYV in vari-

ous node densities.

4.3 Normalized Control Overhead

A comparison of the normalized control overhead is shown
in Fig. 8. The normalized control overhead is defined as the
size (in bytes) of control packets generated divided by the size
of data packets that arrive at receivers. We observe that the
proposed scheme can reduce the normalized control overhead
significantly by improving packet delivery ratio (for all proto-
cols) and reducing the number of route discoveries (for AODV
and QLAODV). AODV -proposed shows a significantly lower
overhead than AODV. This shows that the proposed scheme is

0.8 A e ; L]
> "'ﬁ"'_--_f -E‘ * "TAODV p—4—4
il 40t 5
- AODV-XOR -4
0.4 QLAODV-XOR * J
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QLAODV-proposed k- i ~&
OLSR-proposed F - -

End-to-end delay (s)

0.2

100 150 200 250 300

Number of nodes

AODV: Ad Hoc On-Demand Distance Vector Protocol
AODV-XOR: AODV with traditional network coding
OLSR: Optimized Link State Routing Protocol
OLSR-XOR: OLSR with traditional network coding
QLAODV: Q-Learning Ad Hoc On-Demand Distance Vector Protocol
QLAODV-XOR: QLAODYV with traditional network coding

AFigure 7. End-to-end dealy for various numbers of nodes.
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ATFigure 8. Normalized control overhead for various numbers of nodes.

efficient especially when the packet loss probability at the for-
warding node is high.

5 Conclusions

We proposed a network coding-based cooperative forward-
ing scheme for unicast routing protocols in vehicular ad hoc
networks. The proposed scheme can be easily applied to typi-
cal routing protocols. The proposed scheme can significantly
improve the packet reception ratio at the forwarding nodes by
employing network coding to utilize the broadcast nature of
wireless communications. The theoretical analysis and simula-
tion results showed the proposed scheme can considerably im-
prove the packet delivery ratio without increasing message
overhead.
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Hybrid Content Distribution Framework for
Large-Scale Vehicular Ad Hoc Networks

HE Jianping and CAI Lin

(Department of Electrical & Computer Engineering, University of Victoria, BC, V8W 3P6, Canada)

' Abstract

Content distribution in large-scale vehicular ad hoc networks is difficult due to the scalability issue. A message may need to be

carried by several vehicles till it reaches the destination. To select an appropriate next-hop carrier, the current carrier should ex-

change control messages with a large number of vehicles encountered, and thus the pure ad hoc solution is not scalable. In this

paper, we introduce a hybrid-network solution. We first divide the area into regions, and select a hot spot in each region to install

a road-side unit (RSU). RSUs can coordinate message exchanges between vehicles, and storage devices are used to temporarily

hold a message waiting for the next-hop carrier. The RSUs and the vehicles traveling between them construct an overlay store-car-

ry-and-forward content distribution network. Two types of vehicles exist, one with fixed mobility patterns such as buses, and the

other with random patterns such as taxis. Considering one or both types of vehicles, utility-based optimization problems can be for-

mulated to find the optimal routing solutions. Using the bus and taxi traces of Shanghai city, we demonstrate the effectiveness of

the hybrid framework in terms of delivery delay, delivery ratio and overhead ratio.

'A Keywords

content distribution; VANETSs; utility-based routing; store-carry-and-forward

1 Introduction

onnected vehicles will exceed 400 millions in

2030, according to ABI’ s forecast on smart cars.

Both Google and Apple have developed operating

systems for automobiles, and major vehicle manu-
facturers are developing the vehicles that are readily connect-
ed to provide a wide spectrum of services to people on move.
In addition to the navigation safety applications, the new driv-
en forces for vehicular ad hoc networks (VANETSs) are the me-
dia-rich entertainment and location-sensitive information, e.g.,
video clips of local tourism information, or promotions from ho-
tels, attractions, restaurants and stores can be geocasted to
nearby vehicles or to those close to an airport, ferry, or train
and bus stations.

There are many existing works considering real - time path
planning [1], differentiated reliable routing [2] or infrastructure
based routing [3] to solve content distribution problems in
VANETs. However, given the high volume and location-sensi-
tivity of the information, the existing infrastructure-based and
ad hoc solutions encounter tremendous challenges [4]-[8]. For
example, the cellular systems can provide seamless connectivi-
ty, while the high spectrum cost makes it very expensive to dis-
tribute large-volume content to all vehicles near certain loca-
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tions. A mobile user can download content from license-free Wi-
Fi access points or road-side units (RSUs), but Wi-Fi access
points have a limited coverage and capacity. These pure infra-
structure-based solutions may not be scalable when the density
of connected vehicles becomes large. On the other hand, in
VANET, we can rely on vehicle-to-vehicle communications for
sharing the information in a peer-to-peer fashion, which is par-
ticularly viable for location-sensitive multimedia applications.
The pure ad hoc, vehicle-to-vehicle solutions, however, also en-
counter the scalability issue when the data needs to be deliv-
ered in a large-scale VANET with a high node (vehicle) densi-
ty. This is because each message may need to be delivered
over multiple hops to reach the destination, while each mes-
sage carrier (vehicle) needs to exchange control information
with a large number of encountered vehicles to select a good
candidate as the next-hop carrier.

To enable low-cost, media-rich contention distributions in a
large - scale VANET, this paper introduces a scalable hybrid
content distribution framework, combining the vehicle-to-RSU
and vehicle-to-vehicle communications. In a nut-shell, we es-
tablish an overlay communication network by dividing the
whole area into a number of regions, selecting a hot spot in
each region to install an RSU for coordinating the vehicle-to-
vehicle data exchange, and using a drop box to store messages
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temporarily for the next suitable vehicle if necessary. The RSU
together with the drop-box can be viewed as a router that can
store and forward messages for the overlay network. The cover-
age area of each RSU is called a cluster. A message is carried
and delivered by vehicles traveling between clusters, which
can be viewed as a link. Using the vehicle traces in Shanghai
city, we demonstrate by trace - driven simulation that this hy-
brid framework is efficient and scalable for content distribu-
tions in large-scale VANETs.

2 Network Architecture

We assume that participating vehicles are equipped with on-
board units (OBU) and can communicate with each other or
with RSUs. The near-future vehicle traveling destination and
path are assumed known by the OBU, and they are not affected
by the messages the vehicle carries, so the message delivery is
transparent to the driver, without any additional vehicle travel-
ing cost. Fig. 1 shows a sample VANET. A message needs to
be carried by vehicles from the source to a target region, and
then be geocasted there. How to geocast in a small region has
been heavily investigated [9], [10]. In this paper, we focus on
how to construct the overlay network and find the suitable path
and vehicles to carry the message to the target region.

When the traveling path of a vehicle deviates from the direc-
tion to the destination of the message it carries, the message
should be forwarded to a more appropriate vehicle during the
contact time of the two vehicles (i.e., when the two vehicles are
within each other’s transmission range); or the message should
be forwarded to a drop box for temporary storage, and then wait
for an appropriate vehicle as the next-hop carrier. Note that for
large-scale VANETS, a long distance between the source and
the destination is possible. Therefore, multiple vehicles may
be needed to carry the message, which forms a multi-hop path,
and then a large number of vehicles may encounter the mes-
sage carrier(s). Exchanging control messages with all these ve-
hicles will result in a high overhead.
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To minimize the control message overhead and optimize the
routing, our approach includes six steps (Fig. 2). First, the
whole area covered by the VANET is divided into regions, and
we select a hotspot in each region to install an RSU. The cover-
age of the RSU is named a cluster. Then, the real vehicular
traffic data trace is used to obtain the statistics and mobility
patterns of the vehicles, including the arrival rate of different
types of vehicles traveling between two clusters, their average
travel time, etc. Next, using the statistics obtained, we con-
struct a weighted graph to model the overlay network. These
three steps are the offline preparation for VANET operation.

The next three steps are to make a routing decision for each
message. We consider source routing here, and the solution
can be extended for other routing protocols. The fourth step is
using the shortest - path algorithm to identify a few suitable
paths as the routing candidates. Next, depending on the quality
of service (QoS) requirements of the message and the types of
vehicles used, a utility-based optimal routing problem can be
formulated and then solved by designing the routing algorithm.

3 Regional Clustering

Given a large-scale VANET, there are a large number of
road segments and the possible number of paths between two
locations increases exponentially with regard to the number of
road segments. For instance, considering a two - dimensional
kX k Manhattan street map, the number of paths between the

. . . 2k
two diagonal street intersections equals ( i)

To simplify the problem, we first divide the area into re-
gions. Within a region, we select a hot-spot location (with high
density of vehicles), such as a major bus exchange, shopping
center, airport, or central business district, to install an RSU
which is the center of a cluster. When a vehicle enters a clus-
ter, it will send a registration message to the RSU, reporting its
location, destination, and messages that need to be transferred
to other vehicles. Based on such information, the RSU can se-
lect a suitable next-hop carrier that has sufficient contact time
with the current carrier. If no such suitable next-hop carrier is
available, the RSU will advise the current carrier to send the

Regional
clustering

Weighted
q graph

construction

q Trace
processing

Optimal Utility-based
routing h problem
formulation
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‘ — Prescreen
paths

A Figure 1. Hybrid network for content distribution in VANET.

A Figure 2. Flow chart of optimal routing in large-scale VANET.
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message to a drop box to wait for a future carrier. The drop box
can be a storage device located in a vehicle currently parked
in the cluster, or installed in the RSU. Note that the drop box
does typically not need internet access.

Given the clusters, we can simplify the network topology by
ignoring the physical roads, and focus on the connectivity of
clusters by traveling vehicles. In the overlay network, a cluster
(including the RSU and the drop boxes) is viewed as a node,
and a link exists between two nodes if there are vehicles travel-
ing between them.

Various approaches can be used for clustering. We apply
the k-means clustering algorithm [12], [13] to generate regions
with similar sizes. k is the number of regions (clusters). Tradi-
tionally, the clustering algorithm is based on the Euclidean dis-
tance. With the real-world road structures and traffic speeds,
the clustering algorithm can consider the actual reachability
between any two clusters using the travel distance of two loca-
tions instead. Travel distances can be obtained through online
map services, e.g., Google maps, or using the historical mea-
surement data. Using the map of Shanghai city as an example,
we obtain 40 regions/clusters by setting k=40 (Fig. 3). Com-
paring it to the city map, it is not difficult to know the location
corresponding to each cluster, e.g., cluster 18 is the Honggiao
airport and cluster 37 is the Pudong airport.

4 Trace Processing for Link Properties

With the simplified cluster-based map, we need to obtain
the parameters related to the links between clusters from mea-
surements.

VANET measurement results are typically the Global Posi-
tioning System (GPS) location traces of vehicles over certain
time period. By analyzing the traces, we can understand the
geographic distribution of the city traffic (macroscopic mobili-
ty) and individual vehicle mobility patterns (microscopic mobil-
ity). From the trace processing, we can obtain the statistics of
the vehicles that can be used to describe the link properties be-
tween clusters, e.g., the travel time between two clusters can

A Figure 3. Regional clustering of Shanghai city, China [11].
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describe the propagation delay of the link, and the number of
traveling vehicles per time unit can describe the link capacity.

Further, there are different types of vehicles with different
mobility models and travel time, which makes the link proper-
ties of the overlay VANET more complicated.

Buses and taxis represent two typical types of vehicles with
predetermined and random mobility patterns, respectively. The
movement of a bus is relatively predicable, and there exists a
bus moving along a fixed route during a certain period of time.
Buses however have a limited spatial and temporal coverage.
The movement of a taxi is less predictable with a much larger
spatial and temporal coverage. Intuitively, three factors may
impact the mobility of a taxi: customer demands, driver’s driv-
ing habits, and real - time traffic conditions. For an occupied
taxi, an experienced driver usually selects the path with the
lowest anticipated delay to reach the destination, considering
the anticipated traffic congestion; for an unoccupied one, the
mobility depends on the taxi driver’s driving habits and “hunt-
ing” preferences.

Three parameters are important to describe a link of the
overlay network: the travel time between two clusters, the inter-
arrival time, and the arrival rate for both buses and taxis travel-
ing between the clusters. The inter-arrival time and the arrival
rate are inter-changeable.

Next, we use the real vehicle GPS traces, including both bus-
es and taxis, collected in the city of Shanghai, China, as an ex-
ample to obtain the statistics and models of the above parame-
ters. The traces are partially available in [14]. We use the data
of 2299 taxis from January 31, 2007 to February 27, 2007 and
of 2500 buses of 103 routes from February 24, 2007 to March
27, 2007. Each bus recorded its GPS location every minute
while each taxi recorded it every 15 seconds if there was no
customer on board, and every minute if with customer(s). Each
record includes the vehicle ID, the latitude and longitude of
the current location, a timestamp, the vehicle moving speed,
the heading direction, and for taxi, whether it was hired by cus-
tomers or not.

From the traces of buses, the values of travel time, inter-ar-
rival time, and arrival rate between two clusters are relatively
stable with small variations, so the buses are modeled as con-
stants for simplicity. For the taxis, the travel time during a cer-
tain daily period can be simplified as a constant, but the inter-
arrival time and instant arrival rate have large variations and
they should be modeled by two random variables. It is found
that the distribution of taxi inter-arrival time is close to an ex-
ponential distribution (Fig. 4), where the simulation results
were derived from 2000 runs of Monte Carlo simulation. In oth-
er words, taxis traveling between two clusters follow a Poisson
process with the average arrival rate equal to the inverse of the
average inter-arrival time.

Considering the daily traffic volume variations, we only
count the vehicles from 8:00 am to 4:00 pm each day from the
traces. During this daily period, 5467 taxis traveled from Clus-
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AFigure 4. Inter-arrival time distribution.

ter 17 to Cluster 2, so the average taxi arrival rate is 5467/(30x
8x60) per minute. We further obtain the histograms of taxi inter
-arrival time between neighboring clusters. As shown in Fig. 4,
the exponential inter - arrival time model (Poisson process)
matches well with the histogram from the traces. Other inter-ar-
rival time distributions show a similar tendency and are omit-

ted.

5 Graph Construction and Prescreen Paths

From the trace analysis, we obtain the link parameters and
then the VANET can be modeled as a weighted directed graph,
denoted by G=(V,E,W), where V is the set of nodes, E is
the set of edges, and W is the weight matrix. A node denotes a
cluster. A directed edge <i,j>€E denotes a link from node i
to node j, which means that a message can be delivered by a ve-
hicle (bus or taxi) from node i to node j. Let
Ni ={jl <i,j>€E} be the neighbor set of node i. The weight
of a link is associated with the link cost, and the weight de-
pends on the application QoS requirements, the message stor-
age and transmission costs. For example, if the application is
concerned on delay, the link cost is the average link delay be-
tween two nodes, including the average waiting time for the car-
rier and the average travel time of the carrier.

Considering the Hongqiao airport and Pudong airport as the
source and destination, we build a simplified weighted graph
as shown in Fig. 5a, where the clustering results in Fig. 3 are
used. The weight of each edge (link) is the link cost in terms of
average link delay.

Even with clustering, there exist many possible paths be-
tween two nodes in a large-scale VANET. To speed up the opti-
mal route selection process, many paths can be eliminated
first. The prescreen process can be done using the generalized
Dijkstra’ s shortest-path algorithm to select K shortest paths

(b) Selected paths

AFigure 5. Network graph for Honggiao airport to Pudong airport.

(in terms of smallest sum of the link weights along the paths).
K is typically a small integer, and is determined by the crit-
eria that the sum of the weights of the K -th shortest path is
much smaller than that of the (K+ 1) th path. Considering the
Hongqiao to Pudong airport case shown in Fig. S5a, we have
K =3 and the paths selected by the prescreen process are
shown in Fig. 5b.

We do not use the shortest path algorithm to select a single
shortest path as the optimal routing decision. This is because,
in our problem, the deterministic bus arrival process and the
random taxi arrival process make the delay component along a
path dependent [15]. Consequently, the shortest path algorithm
may fail to find the optimal solution since the routing problem
does not satisfy Bellmans Principle of Optimality. Neverthe-
less, even with the dependence, the optimal path is likely be-
ing one of the paths with relatively low sum-weights. Thus, we
use the shortest path algorithm to do one prescreen. Then, we
derive the solution to identify the optimal path within this set
of K candidates.

6 Utility-Based Problem Formulation and
Optimal Routing

Utility-based optimization has been widely used for resource
allocation and routing [16], [17]. A utility -based optimization
problem can be formulated to select the best per-hop forward-
ing strategy and the optimal path. If only one type of vehicles,
e.g., buses or taxis, are considered, and the link costs (e.g., de-
lay components) in a path are independent and additive, we
can formulate a simplified utility maximization problem as fol-
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lows.
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where p, is a path from the source node to the destination
node, and K is the total number of paths in the simplified
weighted graph, Ip, | is the number of hops (links) of path
Pi ,and U; is the utility of the link starting at node i.

The utility function is generally convex and twice differentia-
ble over their variables. For different scenarios, the utility func-
tion may have a different form. For example, if the application
prefers faster delivery without worrying about the cost, the utili-
ty function can be a monotonic decreasing function of the end-
to-end delay. The utility function can be monotonically de-
creased with regard to deliver delay and other cost.

On the other hand, when both bus and taxi are considered,
each node needs to decide the best strategy in terms of which
type of vehicles has a preference and how long the message
should wait for a vehicle of the preferred type. Besides, the
costs in consecutive links of a path become dependent [15]. In
this case, a coupled utility maximization problem is formulated
to solve the data forwarding problem:

max, _ja..x maxsleﬂ‘,iemU(sl"SD“.’S‘p‘l) )
where st is the strategy used by node i selected from the strate-
ey set @i, and U (s1, s2, ..., slpk 1) is the coupled utility func-
tion which is a multi-variables function and the strategy vari-
ables of all nodes in the path are considered.

Considering a simple and reasonable assumption that the
travel time of a taxi is smaller than that of a bus, and given the
taxi arrivals follow a Poisson process, a desirable node strategy
is to wait for a taxi if the average inter-arrival time of taxis is
smaller than the difference of the link travel time of a bus and
that of a taxi; otherwise, the node can select the first vehicle en-
countered, whichever the type is, to carry the message [15]. In
short, by solving the stationary point of the utility function, we
can obtain the best strategy of each node, and then the optimal
path is obtained by comparing the expected utilities of differ-
ent paths under the optimal node strategies.

7 Performance Evaluations

Simulation results are presented to demonstrate the effec-
tiveness of the above framework, using the real traces of taxis
and buses in Shanghai city. Both the taxis and buses are con-
sidered as the possible carriers, and we thus consider Problem
(2) to find the optimal solution. The result using the proposed
framework is named “Proposed”, and the work in [11] is the
state-of-the-art purely ad hoc solution for comparison. We con-
ducted 2000 runs of Monte Carlo simulation for each routing al-
gorithm.

First, the utility function is considered as a monotonically
decreasing function of the average deliver delay, i.e., the small-

26 | ZTE COMMUNICATIONS = August 2016 Vol.14 No. 3

er deliver delay, the higher the utility is. In this case, we apply
the theoretical analysis in [15] to obtain the optimal solution.

In the simulation, the traffic arrival rates between two clus-
ters are set according to the traces. Then, we repeat the simula-
tion 10 runs with random seeds to obtain the statistics. We set
the average travel time of each link to 15 and 30 minutes for
taxis and buses, respectively, and the bus interval is 15 min-
utes. Fig. 6 shows the cumulative distribution function (CDF)
of the path delay for the three paths shown in Fig. 5b. It is
clear that Path 1 (the upper path) is the best one, which is also
the optimal solution according to the theoretical analysis in
[15].

We then compare the proposed solution with the one in [11]
in terms of average delay, successful delivery ratio and over-
head ratio. The overhead ratio is defined as the average num-
ber of control messages exchanged between vehicles and RSUs
for a single message being delivered (excluding the registration
messages sent from vehicles to the RSUs). The comparison re-
sults are given in Table 1, and the proposed approach
achieves a much better performance with a much lower per-
message overhead than the previous solution in [11]. The addi-
tional cost of the proposed solution is the deployment of RSUs
at the selected hot-spots, and the registration message over-
head when vehicles enter a cluster. Since we only need to de-
ploy a relatively small number of RSUs to cover a large - size
city, the introduced cost and overhead are low compared to the

CDF
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Delay (m)

A Figure 6. The Cumulative Distribution Function (CDF) of the path delay.

VY Table 1. Comparison of the proposed solution and the solution in
[11] (Honggian to Pudong airport)

Delay (m) Delay (m) Delivery Overhead
(analysis) (simulation) Ratio (%) ratio
Proposed 159.5 159.4 100 14
[11] N/A 196.8 51 275
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above gains.

Further, in addition to the delay, other costs can also be con-
sidered in the utility function. For instance, we model the utili-
ty function as follows

U=—1010g[2;ldb)—c 3)

where d is the average deliver delay, db (= 180 minutes) is the
minimum deliver delay if using buses only, and ¢ is the cost
proportional to the hop number of the path (since the message
may be exchange and may occupy the drop box in each hop).
Here, we set ¢ equal to 0.4 times the hop count as an example.

The CDF of the anticipated utility for the three paths are
shown in Fig. 7. It is observed that when the cost is consid-
ered, the best path is Path 2 instead. In summary, the proposed
framework is still effective to find the optimal path with differ-
ent utility functions.

8 Conclusions and Open Issues

We have investigated the content distribution problem in
large-scale VANETSs. A hybrid-network framework is proposed
to solve the problem. In this framework, an overlay store-carry-
and-forward content distribution network is constructed to mod-
el a large-scale VANET. We formulate utility-based optimiza-
tion problems to find the optimal routing solutions by consider-
ing different mobility patterns of vehicles. Trace-driven simula-
tions demonstrate that the proposed hybrid framework is effi-
cient in terms of delivery delay, delivery ratio and overhead ra-
tio, and scalable for content distributions in large - scale
VANETs.

Given the hybrid-network framework for content distribution
in large-scale VANETS, there are many open issues worth fur-
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AFigure 7. The CDF of the anticipated utility.
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ther investigation. First, it is possible to combine several wire-
less technologies together and optimize the data delivery over
them jointly. Second, the obtained optimal solution for data for-
warding under the proposed framework is for source routing
protocols. How to design a hop-by-hop online routing protocol
in the hybrid network is an open problem. For each node, it
can dynamically select the next-hop link and carrier based on
some real -time information. For instance, at a node, finding a
vehicle moving directly to a cluster very close to the destina-
tion may occur with very low probability, so this path is not
considered in source routing. However, if this situation does oc-
cur, the hop-by-hop online routing solution may use this rare
opportunity to further improve the performance. Third, in this
paper, it is assumed that the message handover only happens
at hot spots with limited coverage. How to use multi-hop trans-
missions to enlarge the coverage of each hot spot for further im-
proving the performance deserves further investigation. Final-
ly, in addition to VANET, there are other applications that can
take the advantage of our framework, such as mobile social net-
works where both the deterministic and random mobility pat-
terns exist and multi-modal travel planning.
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' Abstract

Heterogeneous vehicular networks (HetVNETS) are regarded as a promising technique for meeting various requirements of intelli-

gent transportation system (ITS) services. With the rapid development of mobile Internet in the past decade, social networks (SNs)

have become an indispensable part of human life. Based on this indivisible relationship between vehicles and users, social charac-

teristics and human behaviors can significantly affect vehicular network performance. Hence, we firstly present two architectures

for SNs by introducing social characteristics into the HetVNETs. Then, several user cases are also given in this paper, in which

service requirements are analyzed simultaneously. At last, we briefly discuss potential challenges raised by the HetVNETs for SNs.

'A Keywords

social network (SN); heterogeneous vehicular network (HetVNET); intelligent transportation system (ITS)

1 Introduction

ver the past decade, traffic congestion and acci-

dents, as well as environmental pollution have be-

come important global issues in the transportation

industry. In order to overcome these common is-
sues, intelligent transportation systems (ITSs) and vehicular
networks have been widely studied in recent years. Not long
ago, the United States Department of Transportation (USDOT)
has published the ITS Strategic Plan 2015 -2019, where two
primary strategic priorities are defined. These are: realizing
connected vehicle (CV) implementation and advancing automa-
tion. The first means the substantial progress about design,
test, and plan for CVs. The second shapes the ITS Program
around research, development, and adoption of automation-re-
lated technologies as they emerge [1].

It is well known that vehicular networks generally adopt ded-
icated short range communication (DSRC) systems [2] and mo-
bile cellular networks to provide various services for vehicles
on road. However, both DSRC and cellular networks have their
corresponding limitations when used in vehicular networks.
For instance, the lack of deployment of roadside infrastruc-
tures leads to DSRC not being widely used. On the other hand,

This work was supported in part by National Science Foundation of China
(No.61331009) and National Key Technology R&D Program of China
(N0.2015ZX03002009-004).

although mobile cellular networks can provide wide coverage
and high data rate, they cannot satisfy latency-sensitive servic-
es in high speed scenario. Hence, a heterogeneous vehicular
network (HetVNET) framework takes along heterogeneous link
layer (HLL) is proposed in [3]. Tt integrates DSRC with cellular
networks, and may well support the communication require-
ments of I'TSs. Furthermore, the novel layer, namely HLL, oper-
ates on the top of the medium access control (MAC) layer in
each radio access network and provides a unified interface to
the higher layers.

Nowadays, social networks (SNs) have become an indispens-
able part of human life, more and more people acquire happi-
ness and enjoyment through SNs. One of the well -known SNs
is online social networks, i.e., Facebook, Twitter, Weibo, etc.
These kinds of websites offer platforms and services to people,
and also let people utilize them to share and discuss common
interests and topics. Thanks to the rapid development of mo-
bile social software, SNs shift from “online” to “mobile”,
which supports people to engage in social interactions among
interconnected mobile users [4]. On account of the rapid
growth of mobile social networks, some networks (i.e., sensor
networks, vehicular networks, etc.) address how to include so-
cial aspects into them. Based on the indivisible relationship be-
tween vehicles and users, social characteristics and human be-
haviors significantly affect vehicular networks. Hence, it is nec-
essary to introduce social characteristics into the Het VNETS.
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Generally speaking, users on road create a novel type of so-
cial networks, namely vehicular social network (VSNs). By min-
ing and exploiting the nature characteristics of VSNs, the inno-
vative social applications and services such as social location,
navigation and personal feeling dissemination can be well sup-
ported. On the other hand, users also can exchange some use-
ful and interesting information via VSNs to improve the plea-
sure of journey. However, with regard to content dissemination
in VSNs, several challenges lie behind resource and communi-
cation network constrains. For example, due to the high mobili-
ty of vehicles, the links between vehicles are unstable and easy
to be broken, which means there only has short periods for in-
formation sharing.

The remainder of this paper is organized as follows. Firstly,
a brief introduction on the HetVNETs and two VSN architec-
tures are presented in Section 2. Then, several user cases are
discussed in Section 3, where service requirements are ana-
lyzed simultaneously. In Section 4, we discuss a few potential
challenges and solutions for SNs utilizing the HetVNETSs. Fi-
nally, conclusions are drawn in Section 5.

2 Heterogeneous Vehicular Social Networks

Owing to the mobility of vehicles and the complexity of ve-
hicular network topology, a single wireless network generally
cannot offer satisfied services. Integrating DSRC with cellular
networks, the HetVNETSs proposed in [3] may well support vari-
ous communication requirements of ITS.

As illustrated in Fig. 1, there exist two different communica-
tion links in the HetVNETs, namely vehicle-to-vehicle (V2V)
and vehicle-to-infrastructure (V2I) communications. Both V2V
and V2I communications are composed of DSRC systems and
cellular networks. As for V2V communications, DSRC - based

pattern can effectively support safety services with low latency,
while cellular-D2D-based pattern not only supports safety and
non - safety services, but also meets various quality of service
(QoS) requirements.

On the other hand, direct connections between vehicles and
infrastructures located on the roadside can be provided via V2I
communications. Because of the wide deployment of cellular
networks, Long Term Evolution (LTE), Wideband Code Divi-
sion Multiple Access (WCDMA) and the others are regarded as
the most promising candidate techniques to support V2I com-
munications [5], [6]. Meanwhile, cellular-based V2I communi-
cations also can provide perfect user experiences of non-safety
services by utilizing its large bandwidth and high data rate.
With regard to safety messages broadcast, DSRC is more effec-
tive than cellular networks. Thus, those messages about mini-
mizing traffic accident and improving traffic efficiency can be
broadcasted by roadside unit (RSU).

Although the HetVNETSs solve the problem by organically
combining DSRC with cellular networks, it still has unavoid-
able issues, i.e.,
® There exist broadcast storms when DSRC is used in V2I and

V2V communications. For example, if a large amount of ve-

hicles in a certain coverage want to simultaneously commu-

nicate with a RSU, it will cause common broadcast storms.

® [verything has two sides and cellular networks are not an ex-
ception, they have both advantages and disadvantages. Wide
coverage, large bandwidth and high data rate are their attrac-
tive advantages, but high latency is also non-ignorable disad-
vantages. Furthermore, only some of traditional vehicular
non - safety services are provided via cellular networks,
which does not meet the demand of Internet Age, especially
the most popular over the top (OTT) services such as real -
time intercom within a group, live streaming, etc.

Based on these two issues, we intro-
duce and make use of social characteris-
tics and human behaviors into the previ-
ous HetVNETs. Thus, two architectures
namely centralized and distributed are
discussed in this section.

g
[ il
Highway
DSRC Cellular
vav o))
VoI s e

A Figure 1. Illustration of the HetVNETS.
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2.1 Centralized

Due to the rapid development of mo-
bile Internet in the past decade, people
are no longer content to use high data
rate to view news, photos and videos, they
prefer sharing and exchanging something
with their close friends, and this arises
VSNs. The contents shared by people can
be interesting topics such as location -re-
lated hot issues and messages about im-
proving driving comfort and safety, e.g.,
real - time road conditions information or
notice on road reminder and so on. To ef-
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fectively utilize these valuable social information in vehicular
environments, centralized vehicular social networks (CVSNs)
are firstly presented for VSNs.

As shown in Fig. 2a, CVSNs are composed of three main
components, namely radio access networks (RANs), local so-
cial servers (LSSs) and remote social servers (RSSs). LSSs con-
necting to BS and RSU own the relatively complete functions
of storage and computing. Therefore, regional social informa-
tion can be released via LSSs. In particular, the regional social
information includes nearby beautiful scenery, social forum
and safety messages (i.e., surrounding traffic accident condi-
tion or road congestion condition, etc.). Meanwhile, LSSs also
offer a fine graphical user interface (GUI) for users. Generally
speaking, for a better management for LSSs, RSSs connect to a
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number of LSSs. Furthermore, RSSs can provide more wide-ar-
ea social resources such as trans-regional friend making mes-
sages, emergency messages and so on.

In the CVSNs, V2I communications through RANs are pri-
mary social communication means. A vehicle in a certain area
will acquire a social ID when it accesses LSSs via the GUI.
The social ID is unique, so it can weaken the influence of
broadcast storms. Meanwhile, because of direct connections be-
tween RANs and LSSs, the social interaction latency is effec-
tively reduced. Unlike the online social networks, VSN topolo-
gy is dynamic on account of the high speed of vehicles. Hence,
in order to carry out mobility management, RSSs should con-
nect to LSSs.

Heterogeneous RANs bring the possibility of the transmis-

Local social servers

Radio access networks

Remote social servers

Radio access networks

sion of different services. Safety - related
messages can be sent via DSRC, while
social entertainment services can be
transmitted via cellular networks. By the
way, the jam-free V2V-based social com-
munications also can be provided by the
unique social ID.

2.2 Distributed

Fig. 2b presents distributed vehicular
social networks (DVSNs). The RSSs and
LSSs are not included in DVSNs, instead
of vehicular micro social servers (VMS-
Ss). VMSSs are composed of a vehicle or
several vehicles whose social relations
are very strong and handling ability are
very powerful. VMSSs are spontaneous
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and they are likely to be produced when
a hot topic need to be discussed within a

s group of vehicles. Vehicles on road can

=18 | access their surrounding VMSSs by the
aid of Global Positioning System (GPS),

Area 1

(a) Centralized

Base station

certainly there cannot be without GUI at
the same time.

There also exists the social ID, but
this ID is provided by VMSSs and conve-
nient for VMSSs to manage their sur-
rounding vehicles. In the DVSNs, two
types of V2V communications are prime

m
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social communication means. After ob-
taining the social ID, vehicles can com-
— municate with everyone among a group
via DSRC-based V2V or cellular-based

D2D communications. Due to the group

Vehicular micro
social servers

(b) Distributed

D2D: device-to-device

DSRC: dedicated short range communication

social ID, social -based DSRC broadcast
storms can be avoided. Furthermore,
base station (BS) should be employed to
assist D2D communications in DVSNs.

A Figure 2. Two types of architectures for VSNs.

What should be paid attention to is that
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control between BS and vehicles is loose.

2.3 Hybrid

In order to gather the advantages of CVSNs and DVSNs, hy-
brid vehicular social networks (HVSNs) are proposed here.
Thus, vehicles on road can not only enjoy abundant social con-
tents in CVSNs, but also proceed private cluster social conver-
sations in DVSNs. When a vehicle accesses both CVSNs and
DVSNs, it will have several social IDs at the same time. Just
because of this reason, vehicles must have a powerful GUI to
support switching.

At the end of this section, three architectures are summa-
rized in Table 1.

3 User Cases and Service Requirements

In order to understand the service requirements of the Het-
VNETs for VSNs, it is necessary to study several typical user
cases with social behaviors. Hence, two categories of user cas-
es, namely centralized -based and distributed - based, are dis-
cussed in this section before social service requirements are
analyzed.

3.1 Centralized
As previously mentioned, CVSNs own LSSs connecting to

RANS, therefore, they can offer users a better quality of experi-

ence on the latency-sensitive social contents. In general, user

cases existing in CVSNs can be divided into two types, i.e.,

1) Entertainment-related

® Regional social information dissemination. Since LSSs are
in charge of the Internet social activities of a certain area,
we can utilize RSSs to push area-related social contents (e.
g., surrounding scenery, weather forecast, some amuse-
ments, etc.) to certain LSSs. Then LSSs release these region-
al social information to the vehicles in this area via GUL

® Personal feeling dissemination. Once a vehicle accesses
LSSs, it can share the personal feelings of passengers in a
social community. Moreover, the passengers can disclose

VTable 1. Summary of three architectures

Category Component Communication mode Social feature

® Possess regional
characteristics

® Abundant social contents

® Have the unique social ID

CVSNs  RANs, LSSs and RSSs V2I Primarily

® Be spontaneous
® Private social contents

VMSSs, BS for D2D

LD control VN Iy ® May have multiple IDs to
access different DVSNs
RANSs, LSSs, RSSs Take into account
LENEINE and VMSSs Lot VT2 excel VT the needs of above
BS: base station RAN: radio access network
CVSN: centralized vehicular social network RSS: remote social server
D2D: device-to-device V2I: vehicle-to-infrastructure

DVSN: distributed vehicular social network V2V: vehicle-to-vehicle
HVSN: hybrid vehicular social network VMSS: vehicular micro social server
LSS: local social server
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their personal information to find the surrounding friends
which have the same interests.

2) Driving-related

® Parking. Parking problem has been an important traffic is-
sue. Since CVSNs can release the real-time regional infor-
mation about parking spaces, it is one of the most promising
candidate solutions to work out this problem.

® Optimal route selection. A vehicle on road can acquire the
surrounding road conditions issued by the other vehicles via
CVSNs. Hence, the vehicle can select an optimal route
based on these information to reduce the travel time and im-
prove the traffic efficiency.

® Emergency message broadcast. Emergency message broad-
cast is a common service in the traditional vehicular net-
works. Utilizing CVSNs to do this can alleviate the latency
and broadcast storms. For instance, when a vehicles is trav-
eling on road, it may encounter some emergency vehicles
such as ambulances or police cars. At this situation, CVSNs
broadcast these messages to vehicles beforehand, and then
the normal vehicles can slow down and give the emergency
vehicles a way.

3.2 Distributed
On the contrary to CVSNs, DVSNs are usually self - orga-

nized. Therefore, there are more flexible user cases. Here, we

give several representative user cases, i.e.,

1) Entertainment-related

® Group voice. Voice communication is always effective than
words. Voice chats are getting increasing attention, thus, it
is necessary to introduce voice chat into VSNs. As a conse-
quence, group voice chats become a typical user case in
DVSNs. For example, a group of vehicles having intimate re-
lationships can set up a private voice chat room to share and
talk their feelings by utilizing VMSSs. Another example
about group voice is the public chat. It is likely to be exist-
ed in the urban where a bus acts as VMSS to provide social
services for the passengers or other cars.

® Group video. Following the above ideas, we can easily ex-
tend social way from voice to video. Similarly, group video
can also be divided into private and public. A typical pri-
vate example is group video meeting. A video meeting can
be held in a fleet of company cars traveling on road via
DVSNs. Group video indeed achieves success in handling
official business whenever and wherever we are. As for pub-
lic one, the most famous case probably is live streaming like
Twitch and Panda.TV, etc. For instance, an anchor traveling
on road can bring a funny live streaming about what he
sees, and the surrounding vehicles can access his VMSSs to
watch his live. Compared to group voice, group video needs
a higher data rate and safer privacy protection, hence, more
powerful VMSSs are needed here.

2) Driving-related

® Social navigation. Although there exist lots of navigation
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software on the market, they do not give the best route at cer-
tain time. In such a case, a vehicle can ask for navigation as-
sistance in the social community. After that, the surround-
ing vehicles whose destination is the same as help seekers
will guide it based on the empirical experience. In addition,
the users can share some interesting topics on the way.

® Cooperative driving. The main purpose of cooperative driv-
ing is to guarantee traffic safety and efficiency. For in-
stance, users can find some companies with the same desti-
nation through DVSNs. Then they can organize a motorcade
that has one head vehicle and the other followers. Through
the cooperation of the motorcade, headway control and colli-
sion avoidance can be realized easily among them, which
significantly improves traffic safety and efficiency as well as
the joy of journey [7].

3.3 Service Requirements

Each user case has its specific service requirements in order
to achieve the corresponding QoE. Based on the above central-
ized-based and distributed-based user cases, we can get sever-
al categories of service requirements from them.

Firstly, the low latency and high reliability transmission at
the physical layer is a basic and important service require-
ment. Due to the high speed of vehicles on road, the fast fading
propagation effects of the radio channels are quite serious,
which significantly deteriorates the quality of transmission
links [8]. Meanwhile, the explosive growth of social vehicles
and users also becomes a challenge to network load. Hence, in
order to guarantee reliable communication in such user cases,
VSNs should utilize some new physical layer techniques.

However, only physical layer technique is not enough to sup-
port VSNs. No matter CVSNs, DVSNs or HVSNs require some
advanced scheduling algorithms to allocate resources efficient-
ly. Since there exist a large number of vehicles and users in
VSNs, contention-based scheduling-free algorithms are one of
the most promising candidate techniques to support MAC layer
scheduling. On the other hand, a good design of the social ID
in the MAC layer also can reduce the effect of broadcast storm.

In order to help users deal with social activities better, a
friendly GUI must be designed. Since both the passengers and
drivers use the GUI, it should be more simple and intuitive in
vehicular environments. Generally speaking, the GUI should
provide intelligent voice for the drivers so that they can drive
more safely. On the other hand, a fully functional GUI also
needs the powerful background data processing. Since there ex-
ist a lot of social data in VSNs, various social servers should
process and classify them according to the interests of the us-
ers so as to push highly correlated information into the users as
quickly as possible.

Another requirement in DVSNs is privacy protection. Since
group voice and video are very intimate, we have a security re-
quirement in order to protect the contents. Similarly, there also
exists privacy protection in CVSNs, but the demand is lower
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than that of DVSNs, because of its public feature.
The service requirements of different user cases are summa-

rized in Table 2.

4 Potential Challenges and Solutions

With the rapid development of vehicular network and social
network services, many key techniques enabling the functional-
ity of VSNs already appear. However, since VSNs are a very
new and hot topic, many open issues and challenges remain to
be addressed. Based on the previous analyses, we not only ob-
tain some important conclusions but also introduce some possi-
ble challenges in this field. In this section, we discuss these
challenges and future research directions for VSNs.

4.1 RAN Design

It can be predicted that there must be a large number of ve-
hicles and users in future VSNs, hence, sporadic social servie-
es will occupy a large proportion in VSNs. As we all know, syn-
chronization procedures introduce the extra latency, so sporad-
ic social services should not be integrated into the complex
synchronization procedures such as LTE/LTE-A physical layer
random access, which is deliberately designed to satisfy orthog-
onal constraints [9]. In order to maximize bandwidth utilization
and reduce latency in VSNs, guaranteeing reliable communica-
tion under such a scenario becomes a challenge.

A straightforward solution to reduce latency is short frame
design. Both DSRC and cellular networks have more than 10
ms frames, thus end-to-end latency certainly will be large. In

VTable 2. Summary of service requirements

Low MAC layer )
latency ~ High resources G.OOd GUI o Privacy
User cases . . design of  social data ;
and high datarate  scheduling . - protection
reliability and allocation ekl provezsding
Centralized
Regional
infj:rill;tlion Medium  High High Medium High Medium
Entertainment dissemination
Personal
feeling Medium  High High Medium High Medium

dissemination

Parking High  Medium Low Medium High Medium

Optimal

route High  Medium Low Medium High Medium
Driving selection

Emergency

messages High  Medium High High High Highs

broadcast

Distributed

Group voice  Medium ~ Medium High High Low High
Entertainment

Group video  Medium  High High High Low High

S(?ma! Medium  High High High High Medium

navigation
Driving .

Cungraeiie High  Medium High High Medium ~ Medium

driving
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order to meet the requirement of low latency, we must redesign
the frame structure to shorten the length of that, which raises
many new research directions [10], [11].

Another solution to reduce latency is that RANs cut down
synchronization costs. filtered - orthogonal frequency division
multiplexing (F-OFDM) applies sub-band filter to shape the
spectrum of sub-band OFDM signals, which has the good out-of
-band leakage rejection and thus supports asynchronous ac-
cess transmission [12]. Furthermore, F-OFDM is capable of uti-
lizing the fragmented spectrum resources and shaping flexible
bandwidth for different kinds of services. Besides, F-OFDM
keeps the good backward compatibility to existing LTE/LTE-A
systems, it provides a feasible evolutional roadmap to the Het-
VNETS for VSNs.

Since DSRC adopts the broadcast mechanism, there inevita-
bly exist broadcast storms. Moreover, the carrier sense multi-
ple access/collision avoidance (CSMA/CA) access method is
not suitable for sporadic social services, because of its low ac-
cess efficiency and network capacity. Thus, some new conten-
tion - based access mechanisms should be studied to improve
system capacity and efficiency.

In the recent research, contention-based spares code multi-
ple access (SCMA) mechanisms is one of the competitive sub-
stitutes to CSMA [13]. Through joint optimization of multi-di-
mension quadrature amplitude modulation (QAM) and non-or-
thogonal sparse codewords, SCMA is capable of multiplexing
more users and improving system reliability.

4.2 Intelligent GUI

GUI is generally a kind of interfaces that allows users to in-
teract with devices through graphical icons and visual indica-
tors. GUI plays an important role in acquiring the better user
experiences. Unlike other social networks, the GUI in VSNs
should give more consideration to drivers that generally focus
on driving. Hence, there is no time to report or share informa-
tion manually while driving. This leads to a challenging re-
quirement for intelligent GUL In general, we assume that a ful-
ly functional intelligent GUI should include the following ele-
ments:
® Graphical icons and visual indicators being distinct and

clear
® Pushing the information according to the size of the screen
® Avoiding as much as possible touching the screen
® Trying to use intelligent voice system for command recogni-

tion and interaction.

Social data processing is one of the most important parts be-
hind the GUL Data mining techniques can provide high quali-
ty, useful and real - time social information to VSNs. The ad-
vanced mining algorithms can improve user satisfaction on

VSN services [14], [15].

4.3 Privacy and Security
User privacy is emphasized carefully in many fields since it
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involves the rights of person, especially in VSNs. As a novel
kind of social networks, VSNs usually serve as the information
exchanging platforms for vehicle users. The information may
include user profiles, state of vehicles, instant messages, or
even personal data of users. Data packages that are generated
by users or vehicles can be shared and spread on VSNs with
friends or strangers. However, these packages can be obtained
by all the vehicles inside the coverage of V2V communica-
tions, because vehicles always broadcast messages to the sur-
roundings. Once privacy information is retrieved and manipu-
lated by malicious people, enormous losses may be incurred.

Privacy issues in VSNs usually reflect on several aspects.
First of all, vehicle users are not aware of how much of their
privacy can be revealed or distorted during social processes.
As a result, users are unable to determine how much informa-
tion they can share in VSNs. Besides, the communication envi-
ronment is not knowable by users since it is changing fast due
to the high moving speed of vehicles. Therefore, it is difficult
to record where the privacy information is leaked. In all, the
special way of communication of VSNs contributes to harder
protection of user privacy than conventional social networks
[16],[17].

In order to solve this problem, privacy protection needs to
be considered in every part of the VSN systems. For example,
the personal information need to be encrypted and imposed by
access restrictions. In terms of VSN systems, efficient authenti-
cation is required to prohibit unauthorized users. Firewalls
may be helpful to protect vehicle users from hostile attack. Fur-
thermore, necessary repair mechanism and anti-hacking tech-
niques are also demanded for VSNs. In addition, alarms that re-
mind users the risk of privacy leakage are supposed to be put
forward by VSN systems.

4.4 Mobile Cloud Computing

Cloud computing (CC) is a kind of emerging Internet-based
computation model that provides shared software processing re-
sources and hardware computing facilities to users on demand.
With the rapid development of communication technologies,
CC has seen a phenomenal growth in the past few years. CC
generally provides three types services, namely, Infrastructure
as a Service (laaS), Platform as a Service (PaaS) and Software
as a Service (SaaS). The underlying service mode of CC is the
familiar pay-as-you-go mode, where a user pays for the resourc-
es and his additional demand for these resources can be met in
real time. Moreover, CC facilitates to reduce deployment cost
and provides flexibility in terms of resource provision.

In recent years, CC has shifted from personal computers to
mobile devices, which raises mobile cloud computing (MCC).
MCC brings new types of services and facilities for mobile us-
ers to make full advantages of cloud computing [18], [19]. It is
estimated that both CVSNs and DVSNs generate a lot of social
data, which mainly comes from various users and vehicles.
Hence, in order to process these data efficiently, we not only
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need the advanced algorithms, but also the powerful computing
ability. In particular, it becomes extraordinarily important in
DVSNs. Mobile clouds can provide a good platform for the co-
ordinated deployment of the social data sharing applications re-

quired by VMSSs.

5 Conclusions

After introducing social characteristics into the HetVNETs,
we not only improve traffic efficiency and reliability, but also
upgrade the joy of driving. In this paper, we propose two archi-
tectures by means of the HetVNETS to support all kinds of so-
cial services. Then, several user cases containing centralized -
based and distributed-based are discussed. Each case puts for-
ward its specific service requirements which raise potential
challenges for SNs utilizing HetVNETs. In order to tackle
these challenges, some solutions such as RAN design, intelli-
gent GUI, privacy protection and MCC are proposed to facili-
tate the VSNs implementation. Although we have presented
the preliminary study on the HetVNETSs for SNs, more investi-
gation is needed in order to make them into practice.
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' Abstract

Vehicular networks have been envisioned to provide us with numerous interesting services such as dissemination of real-time safe-

ty warnings and commercial advertisements via car-to-car communication. However, efficient routing is a research challenge due

to the highly dynamic nature of these networks. Nevertheless, the availability of connections imposes additional constraint. Our

earlier works in the area of efficient dissemination integrates the advantages of middleware operations with multicast routing to de-

sign a framework for distributed routing in vehicular networks. Cloud computing makes use of pools of physical computing resourc-

es to meet the requirements of such highly dynamic networks. The proposed solution in this paper applies the principles of cloud

computing to our existing framework. The routing protocol works at the network layer for the formation of clouds in specific geo-

graphic regions. Simulation results present the efficiency of the model in terms of service discovery, download time and the queu-

ing delay at the controller nodes.

'A Keywords

cloud computing; distributed routing; vehicular networks

1 Introduction

he efficient dissemination of emerging vehicular ap-

plications is a research challenge due to the highly

dynamic nature of vehicular networks. The related

research on distributed information management
has gained much from academia and industry. However, effi-
cient dissemination becomes demanding when information ex-
plosion overloads the network, consuming lots of network re-
sources and thereby reducing network utilization. Our works
proposed in [1]-[4] integrate the advantages of middleware op-
erations with multicast routing to design a framework for dis-
tributed routing in vehicular networks. The application domain
is designed using XML, with a content based subscription mod-
el used at the application level. Binary Decision Diagrams
(BDDs) are used as a compact data format. The subscription at-
tributes in BDD is converted to its equivalent ASCII code that
forms the control packet for information routing. The multicast
groups are formed using subscription clustering. At the net-
work layer, the Spatio - Temporal Multicast Routing Protocol
(SMRP) constructs a dynamic dissemination mesh overlay to
forward the filter across the network to reach the interested
subscribers. The framework uses three filtering methods in-
cluding least constrained subscription filtering, subscription
filtering, and advertisement based filtering.

36 | ZTE COMMUNICATIONS = August 2016 Vol.14 No. 3

The network is evaluated in terms of the efficiency to dis-
seminate different classes of application messages using the
three filtering methods. However, selecting a filtering tech-
nique depends on the type of application messages and the net-
work scenario as well. For example, least constraint subscrip-
tion filtering can be applied for safety messages while subscrip-
tion or advertisement semantics can be used for other commer-
cial application messages. Also in a considerably higher net-
work density in a highway or a city based scenario, advertise-
ment based routing can be more appropriate to reduce network
overhead.

Nevertheless, routing in vehicular networks is a challenging
task due to the mobility pattern and the availability of connec-
tion. Traditional vehicular networks are mostly established on
pure ad hoc communications. Hence, inter-vehicle communica-
tion (IVC) is unreliable due to their high mobility. Moreover,
the communication and computation capabilities of vehicles
are constrained by the limited resources on their onboard de-
vices. Besides, reduced delay, efficiency, scalability, reliabili-
ty and security are very crucial for improving road safety and
passenger comfort through intelligent transportation systems
(ITS). A good routing framework should take all these for an op-
timized and dynamic decision.

On the other hand, the development of wireless communica-
tion technologies makes IVC systems heterogeneous. Thus it is
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envisioned that the vehicular network will eventually become a
mobile extension of the internet.

Cloud computing [5] is a new computing model that makes
use of pools of physical computing resources known as data
centers. It uses virtualization technology in which a cloud phys-
ical resource can be carved up into logical or virtual resources
as needed. This has changed the computation and communica-
tion mindset by decoupling computational assets from physical
infrastructure. The main motive of cloud computing is exactly
“what you need and when you need”. The proponents of vehic-
ular cloud computing (VCC) aim to define a disciplined ap-
proach to the development, deployment and execution of the
aforementioned services by harnessing the wealthy resources
contributed by groups of vehicles in a transparent manner.
This brings about an evolution similar to the shift from client-
server applications on the internet to “classic” cloud comput-
ing [6].

In light of the above discussion, this paper proposes a dis-
tributed routing method based on the principles of the cloud
computing. It follows a cloud model for VANETSs with the virtu-
alization of resources and services. In order to apply the work-
ing principles of cloud computing, we assume a stack of proto-
cols for distributed routing and the virtualization of available
resources to the network nodes. At the bottom of the stack,
MAC and PHY layers use the IEEE 802.11p. The virtualiza-
tion procedures are configured into a separate layer called the
VNLayer. On top of this lies the virtualized SMRP routing algo-
rithm dealing with the routing tasks.

The rest of the paper is organized as follows. Section 2 pres-
ents the related work on convergence of cloud computing and
networking. Section 3 discusses the proposed model in detail.
Section 4 presents the performance evaluation and Section 5
concludes the paper.

2 Related Work

2.1 Convergence of Networking and Cloud Computing

Networking is a key element for providing data communica-
tion in cloud and distributed data centers. A promising ap-
proach is the virtualization of networking resources termed as
“network virtualization”, the key attribute of future networking
paradigm. It enables Network as a Service (NaaS) that allows
network infrastructure to be exposed and utilized as network
services composed with computing services in a cloud environ-
ment. Research efforts on NaaS include network service de-
scription, discovery and composition conducted on scattered
fields across telecommunications, computer networking, web
services and distributed computing [7]-[9].

Virtualization allows combined management, control and op-
timization of networking and computing resources in a cloud
[10]-[12]. In a convergence framework, both networking and
computing resources are virtualized into services using the Ser-
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vice Oriented Architecture (SOA) principle and thus appearing
as a single collection of dynamically provisioned resources. Na-
aS enables matching cloud service requirements with network-
ing capabilities using the appropriate network services. The
early efforts with intelligent networks and the API standards
had an overlay service architecture defined on top of a physi-
cal network infrastructure. It extracts service intelligence into
dedicated service control points with a simpler approach. How-
ever, it lacks mechanism for realizing the separation of service
provisioning and network infrastructure.

Recent research tries to apply semantic web techniques in
the network realm and develop ontology specifically for de-
scribing network services in a machine -readable format. Re-
source Description Framework (RDF) [13] describes network
elements and topologies with an objective of providing a com-
mon semantic to applications, network and service providers
for unambiguous communication. However, the current usage
focuses on connection-oriented optical networks. Network Re-
source Description Language (NRDL) [14] is developed in or-
der to facilitate abstraction of networking resources using an in-
teraction among network elements. Virtual eXecution Infra-
structure Description Language (VXDL) [15] is developed for
network and computing resource description with virtualization
support. However, several features for network virtualization is
not supported in VXDL schema. The resource description sche-
ma proposed in [16] includes entities of substrate and virtual
resources and attributes that are necessary for supporting a net-
work virtualization framework for IP infrastructure provision-
ing.

Service discovery plays a vital role in selecting and discover-
ing the network services that meet the requirements for cloud
service provisioning. An overview of existing solutions for ser-
vice/resource discovery for wide variety of networks has been
presented in [17] and [18]. The combination of cloud comput-
ing and networking requires a coordinated service management
and heterogeneous service discovery making heterogeneity a vi-
tal constraint. However, due to the large scale networking for
cloud computing, frequent update of network service informa-
tion will generate a large amount of communication and pro-
cessing overheads.

The elementary building blocks can be composed into more
complex services [19], [20]. Scale [21] is based on the require-
ments from telecom, making its composition methods signifi-
cantly different from those of the well established and standard-
ized languages. The convergence between the future internet
and cloud computing leads to an ultra large scale integrated
networking and computing environment. Hence, scalability is
an important requirement for service composition mechanisms
designed, due to the potentially large number of services in-
volved in composition.

2.2 Vehicular Cloud Services and Models
Dedicated Short Range Communications (DSRC) enabled
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cars to have varying levels of resources with some having extra
storage and processing capabilities that they may want to rent
out to other vehicles. Vehicular cloud makes three types of
computing services possible 1) Network as a Service (NaaS)
where smart vehicles owning internet connections through the
cellular network offer their extra bandwidth for a certain fee; 2)
Storage as a Service (STaaS) where smart vehicles with high on-
board storage capacity offer additional storage in situations
where several users are sharing vehicle hardware at the same
time or the users want to have a backup copy of their data on
the external repository; 3) Data as a Service (DaaS) where
smart vehicles use a part of its storage as a data cache for stor-
ing data for consumers and charge it on the data size.

V -Torrent [22] and Code - Torrent [23] allow nodes to ex-
change messages using User Datagram Protocol (UDP) within
the direct communication range of one another. CarTorrent
[24] uses UDP as the transport protocol and plain Ad Hoc On-
Demand Distance Vector (AODV) protocol for routing. Vehi-
Cloud [25] works by vehicles communicating their predicted fu-
ture locations to a central server on the internet where the serv-
er determines optimal routes by applying linear problem solv-
ing techniques.

VNLayer [26] applies a state machine for the leader election
procedure for the virtualization of resources. However, the mod-
el enforces a layout of equally-shaped and equally -sized re-
gions, neglecting the presence of obstacles and adverse propa-
gation conditions. The state machine applied for the leader
election procedure may react slowly for leader withdrawals and
loss of control messages. Also, the selection of one leader in
each region leads to single point failure and limits the amount
of data traffic that can be handled.

In [27], a cloud was proposed by aggregating vehicular com-
puting resources. The clouds were considered as a group of
largely autonomous vehicles and computing, sensing, communi-
cation and physical resources of the cloud were assumed to be
coordinated and dynamically allocated to end uses. However,
it did not take into advantage the conventional cloud but only
focused on vehicular resources. Also, the resources require the
authorization of the vehicle owner which may be not available
when the vehicle is in steady state. CROWN [28] enables vehi-
cles to discover their required services from nearby moving mo-
bile clouds. Here, road-side units (RSUs) act as cloud directo-
ries and interfaces, which make recorded data available to en-
able vehicles to discover the required cloud services within the
communication ranges of a RSU. However, except for RSUs,
the onboard computers were not taken into consideration and
were not made available to end users.

The work in [29] made use of the cloud computing resources
through the RSUs for the vehicles to get benefitted from pri-
vate and public vehicular cloud services and [30] proposed a
pure vehicular cloud called Sensor as a Service (SenaaS) for ve-
hicle communication platforms that makes their components in-
cluding sensors and devices to third party vehicle monitoring
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applications. However, it lacks the use of the traditional cloud
to improve the computing capacity usually requested by vehi-
cles. The architecture proposed in [31] used three cloud types:
vehicular clouds (VCs), vehicles using clouds (VuCs) and hy-
brid clouds (HCs). With the VC, vehicles can interact with the
traditional cloud through RSUs that act as gateways.

Authors in [32] dealt with the cloud security issue for vehic-
ular networks by proposing a new secure provisioning model
called Vehicle-to-Cloud (V2C). It is composed of an infrastruc-
ture that links the automobile user and the infrastructure pro-
vider. Three modules were integrated to enhance security.
They are the authentication module, the authorization and ac-
cess control policies module and the assurance module. They
manage, identify and authenticate entities in V2C. However,
the approach did not use the computing resources of vehicles
to reinforce the functionalities of the vehicular cloud infrastruc-
ture.

Carcel [33] looks into a cloud assisted system to avoid the is-
sue of obstacles and collision. The system enables the cloud to
collect information from autonomous vehicle sensors and
RSUs. The request module issues requests for information to
the vehicle and the planner module aggregates sensor informa-
tion to detect obstacles. The system is a kind of Infrastructure
as a Service (laaS) used only to solve an instance of vehicle ob-
stacles. The work proposed in [34] used the cloud - based
VANETSs to address the issue of seamless access to the inter-
net using Gateway as a Service (GaaS), in order to provide effi-
cient gateway connectivity and enhanced use of internet. How-
ever, the primary focus is the internet and does not look into
the digital resources of the vehicles that can contribute to the
expansion of the traditional cloud computing environment. The
authors in [35] presented a detailed study about the impor-
tance of vehicular cloud computing (VCC), the applications
and services that run on these clouds and the seriousness of
the security and privacy issues while accessing these clouds.
VCCs can lead to a significant enhancement in terms of safety,
security and economic viability of our society. Thus, VCs could
establish a large ad hoc federation to help mitigate many types
of emergencies. In a planned or unplanned evacuation, there is
possible damage to the mobile communication infrastructure,
and federated VCs could help a decision support system and of-
fer a temporary replacement for the infrastructure. It emphasiz-
es on the architecture, several interesting application scenari-
os, security and privacy issues, and key management strate-
gies. The formation of VCCs was also identified and discussed.

The above published works have focused on the scenarios
that neglect many of the technical challenges derived from the
vehicles’ mobility. Unfortunately, a general vehicular cloud
model is not yet deployed to serve vehicular customers in
terms of their computational needs. Also, the models bypassing
the traditional cloud and the use of a single leader approach
can result in leveraging the cloud access by limiting the use of
resources by the network nodes and can also result in a single
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point failure.

3 Extended SMRP Based Routing Approach
Using Cloud Computing

Because application messages can congest the network, the
proposed framework for distributed routing in [1]- [4] was
aimed to reduce network traffic by forwarding information only
to interested nodes to minimize the use of network resources.
The framework was evaluated for the efficiency and scalability
in terms of the network overhead and delivery ratio by apply-
ing the three filtering methods. Clustering was used for group
subscriptions with the efficiency of clustering tested with hier-
archical and iterative clustering methods. The delivery ratio
considerably increased with the use of advertisement based op-
timization when compared to subscription semantics and least
constraint subscriptions.

However, changes in the network topology reflected changes
in delivery ratio. The delivery ratio was higher in highway sce-
narios as the probability of nodes to stay in a cluster was high-
er when compared to city and rural based scenarios. Also, the
network experienced flooding with the least constrained sub-
scription routing when the nodes subscribed to almost all the
events in the network. With subscription semantics, larger mul-
ticast groups were formed when compared to advertisement se-
mantics. Nevertheless, advertisement based routing showed
minimum overhead when compared to the other two methods.
However, advertising intervals still had an impact on the net-
work in terms of increased overhead.

Advanced sensing and communication equipment have be-
come commonplace for modern road vehicles. Vendors are
even working to integrate smart phones and tablets in the cock-
pit. This technological scene has propelled research in the ar-
ea of ITS with plenty of different approaches for the vehicles to
exchange data in ad-hoc networks and with servers on the inter-
net through Wi-Fi communications with roadside access points
or cellular networks. Far beyond classic safety-related applica-
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available to general public.

3.1 Proposed Extensions from a Cloud Computing
Perspective

Fig. 1 presents the SMRP based cloud model. In the pro-
posed extension of our framework to the cloud based model, we
follow a part of the work in [36] that includes three clouds: ve-
hicle to vehicle (V2V) cloud, vehicle to roadside (V2R) cloud
and the internet to enhance the efficiency of our model includ-
ing the infrastructure based routing. The lower layer of the
framework follows the TEEE 802.11p protocol. The model in
builds resource virtualization protocols with three different
types of clouds. The cloud architecture is divided into different
layers to serve different purposes. Middleware systems hide
the implementation details of underlying technologies and pro-
vide support for the integration of specific applications de-
ployed on vehicular cloud.

The proposed architecture is inbuilt with three cloud mod-
els: V2V cloud, roadside cloud, and internet cloud.

1) V2V Cloud

The V2V cloud is formed by a group of cooperative vehicles
considered as mobile cloud sites. The group of vehicles shares
their computation, storage and spectrum resources. Each node
in the cloud can access the cloud and utilize services for its
own purpose. Through cooperation, the physical resources of
nodes are dynamically allocated on demand. The overall utili-
zation of resources is considerably enhanced as the availability
of resources is much more when compared to the resources in-
built in a single vehicle.

In order to keep track of the formation of the cloud and the
service access and to maintain a fair implementation of the
cloud, this framework adopts controller nodes (CN) as a partial -
ly centralized entity to control the regular updates of the cloud
and the service access. The CN is responsible for creation,
maintenance and deletion of the V2V clouds. All the clouds
register their resources with the CN and the resources are fur-
ther scheduled to the nodes that place the request for resourc-

tions, many providers have been looking at opportunities to
offer other services, ranging from environmental monitoring
to location-specific advertising and mobile entertainment.
Cloud computing is a network access model that shares a
large number of computing resources transparently and
ubiquitously. It accomplishes remote delivery of resources
using the concept of virtualization. The technique uses the
concept of virtualization technology in which a physical re-
source of a cloud can be shaped into a logical or virtual re-
source as required. It refers to both the applications deliv-
ered as services over the internet and the hardware and
software that provide these services. The combination of
the hardware and software is called the “cloud”. When it is
available to the public it is called the “public cloud” and

the service called the “utility computing”. The internal da-
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AFigure 1. A cloud based model based on SMRP routing.
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es. The cloud model guarantees the maximum utilization of re-
sources however at the cost of additional computation overhead
at the CNs. In order to overcome the single point of failure, the
model uses more than one CN in a geographic zone depending
on the communication range. A CN is selected based on the re-
quest and response messages exchanged between nodes during
the formation of cloud in a geographic zone. Once the geo-
graphic zone has been defined the nodes are nominated as CNs
with respect to the earliest responses exchanged to be selected
as a CN.

The formation of the geographic zone is initiated by broad-
casting hello packets. It contains the payload about the group
formation in the geographic zone. The hello packet contains
the node IDs the preference request to be elected as a CN, and
the necessary control information. The packet is transmitted
with time-out information. Once the time expires, no nodes can
join the geographic zone as the zone is defined group of nodes.
The nodes having preference to be elected as the CN will be
checked after the group formation. The node that has forward-
ed a preference request will be elected as the CNs for that par-
ticular geographic zone. Since the model includes the assump-
tion of more than one CN to overcome the single point of fail-
ure, more than one node are selected as CNs.

2) Roadside Cloud

The roadside cloud is a collection of RSUs and implements
the communication between the nodes and RSUs. The vehicles
can access the RSUs using the SMRP routing. A vehicle can
select a nearby roadside cloud and customize a transient cloud-
let for use. The cloudlets accessed via the RSU clouds are tran-
sient as they serve the vehicle only for a while. When the vehi-
cle moves out of the communication range of the RSU cloud,
the vehicle has to customize a new cloud from the RSU cloud-
lets.

3) Internet Clouds

The internet cloud acts as the central cloud. The internet
cloud is a big pool of resources when compared to the V2V and
the roadside cloud. The resources are mainly used for compli-
cated computation, massive data storage and global decisions.
The deployment is conducted by using commercial software
platforms. The access of information from this cloud is made
possible through cellular communications. The internet cloud
is accessed by the RSU in situations with the necessity of larg-
er chunks of data which is later made available to the vehicle

nodes through the V2R cloud.

3.2 Information Routing Between the Clouds Using SMRP

Vehicles can discover a RSU by V2R communication direct-
ly (when the vehicles are in the range of RSU) or V2R commu-
nication through V2V communication (if the vehicles are not in
the range of RSU). The information accessed by a node is trans-
mitted through the network using the working principles of
SMRP [1]. However, the group membership and links in the
network have to be updated every regular refreshing intervals.
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The connection establishment using SMRP follows the follow-

ing guidelines.

1) Zone of Relevance (ZOR) Creation Phase: Each node identi-
fies the geographic zone ZOR based on the velocity and di-
rection from GPS to share the resources or services. The con-
nection among the nodes in the geographic zone is obtained
by broadcasting a hello packet over the network. A receiver
then builds or revises the entry in its routing table.

2) Message Dissemination Phase: After the geographic zone
has been identified, the CNs are nominated in the defined
geographic zone followed by placing requests. Once the CNs
are identified, the clouds are established with the number of
nodes in the specific geographic zone. The details of the
cloud which includes the node ID and information regarding
the cloud services are stored at the CNs database for mainte-
nance.

3) Zone of Arrival (ZOA) Growing Phase: If a node cannot find
a neighbor close to the apex in the ZOR, the node must per-
form the ZOA growing phase to solve the fragmentation prob-
lem. A series of ZOA is created in order to forward the pack-
et to the next neighboring node if a node is able to find one
in the forwarding zone.

4) Maintaining Route and Subscription Updates: A node leaves
the group without any prior information. The protocol re-
quires fixed interval flooding of help message to refresh
routes and group membership. Packet flooding mostly
causes the broadcasting storm problem. Hence, the best
choice of refresh intervals is critical for the reliability and
performance of the protocol. In this case, the refresh interval
can be applied based on the location and mobility informa-
tion obtained from the GPS. The subscription updates are al-
so performed based on the choice of the refresh interval or
update interval.

Fig. 2 shows the flow of the information routing and access
in the network, which explains the setup of the network and
the routing of information and cloud access. Fig. 3 presents

Initial
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AFigure 2. Flow diagram of information routing in the network.
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the accessing of services and communication among the net-
work nodes and CNs for resource and service access. Once the
connection is established using the “hello” packet, the nodes
can access and share the required resources and services from
the cloud. This access can be extended depending upon the
services and resources required whether from the V2V cloud,
V2R cloud or the internet. When a node needs to connect to
the internet, it requires additional resources (data or resource);
it can exploit them through the nearby vehicular clouds by for-
mulating a request packet to the nearest RSU. The request
packet contains the geographic coordinates of the user’s vehi-
cle.

The backups are necessary only in the V2V cloud where the
cooperative nodes access resources from the neighboring nodes
depending on the availability. As the CN is in charge of the
creation, maintenance and deletion of an established cloud, we
assume that the CN maintain backup copies of the cloud. The
backup mechanism is helpful as when a node leaves a zone,
the CN can use the backups to assist in forwarding the data on
behalf of the node. The CN will maintain the backup until the
cloud is deleted. The backups of any accessible clouds will be
stored by CNs of that particular geographic zone in order to
keep track of the resource access.

4 Results and Discussion

In order to assess the performance of the framework, we ap-
plied the IEEE 802.11p at the PHY and MAC layer levels. The
simulation environment comprises both V2R and V2V commu-
nications with the nodes trying to download contents from the
RSUs and share contents in a peer-to-peer fashion. We assume
a simulation area of 2000 m X 2000 m with nodes ranging be-

Smitha Shivshankar and Abbas Jamalipour

tween [50, 300]. The scenario considers a communication
range of 300 m between vehicles and that of 500 m between
RSUs and vehicles. We assume that 20% to 50% of the nodes
can download and share contents simultaneously from the
RSUs and the neighboring nodes considering the availability of
the virtual resources. We evaluate the network in terms of the
performance of the cloud model with that of the SMRP routing.
We also compare the performance of network routing with
SMRP and that of the SMRP based cloud model. The network
is evaluated in terms of the following metrics:
® Service discovery rate: The time between sending a request
and receiving a service
® Average download time: The time between sending the re-
quest and exchanging the first data packet
® Queuing delay: The average time the users’ request stays in
the queue of the CN
Fig. 4 presents the results of the service discovery ratio with
respect to the velocity with a network density of 300 nodes.
The graph shows that with the standard SMRP routing, the ser-
vice discovery rate reduces as the velocity increases. The rea-
son is the difficulty in forming the geographic zone and the
zone of approaching phase as the nodes move out of the com-
munication range faster. With the use of the SMRP based
cloud model, the service discovery increases even with an in-
crease in velocity. The reason is that the cloud model is imple-
mented with the CNs that take care of the cloud registration
and maintenance processes. In these scenarios, even when the
private cloud nodes leave the communication range, the CNs
use the backups to forward the resources and services on be-
half of the cloud thereby increasing the discovery ratio. Howev-
er, at the minimum velocities the network experiences conges-
tions due to the higher number of requests placed for accessing
the resources and services and also the time required in the
computation at the CNs for the registration and maintenance of
clouds. Besides, if the same sets of results are presented by
changing the number, the service discovery may show changes.
The increase in the number of nodes will increase the delivery
ratio while a decrease in the number of nodes will proportional -
ly decrease the service discovery. The reason is that the higher
the number of nodes, the higher the probabilities of forming a
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geographic zone with more nodes and hence the higher proba- Lor s et el B e
bilities of accessing the cloud nodes for the services. L ~a-- Service download from RSU clouds
2 -
0.8% — _~~ —+— Service download from Internet clouds

Fig. 5 presents the relative average download times with re-
spect to the service accesses from the clouds. Up to 30% of the
vehicles could request contents with the download size of 3
MB. Considering the fact that the vehicle cloud place requests

Average download time (s)

and download the services with the standard SMRP routing,

the average download time taken depends on the computation

of the geographic zone and the forwarding zones. With the in- 50 100 150 20 250 300
. . . . . 0. 0! odes
crease in the network density, this computation becomes easier RSU: roadside unit

as there are more nods in the communication range and there- AFigure 5. Average download time from three different clouds with

by the download time is reduced. The service downloads from respect to the number of nodes.
the RSUs and the internet clouds include the efficiency of the
infrastructure and the availability of the connection. However, 107
the scalability reduces as the vehicles move out of the commu- 08
nication range of the RSU, hence reducing the availability of 2
connection to the RSU and in turn getting access from the in- é 0.6
ternet clouds. The RSU and the internet clouds provide a high- % 0
er level of service discovery with the minimum download time. ch
Fig. 6 presents discovery rates with respect to the node den- 0-2
sity and the change in the number of CNs. The results show 0 : : ‘ ‘ 3
that with an increase in the number of CNs, the service discov- 20 100 15(1)\10. of NUdefOO 250 300
ery rate increases. The reason is that, as a part of the cloud CN: controller node

maintenance, the CN stores the backups of data and services AFigure 6. Discovery rates in the network with respect to the number

when a private cloud leaves the group. The CN then uses the of nodes with conditions at CN = 5, CN = 25 and CN = 50.
backup to perform the forwarding in a particular geographic

zone. In the case that the network partitions lead to network 207

fragmentation problems, the backup may be forwarded to an- CN =50

other CN depending on the geographic zones in the partitions. 1.5
In this way, the forwarding process is carried out until the des-
tination receives the necessary resources and services it has

opted for even in the scenarios of node churns and network par-

Queuing delay (s)
=

titions. Based on the results, the increase in the number of 0.5

CNs increases the probabilities of nodes receiving the required

resources and services. Besides, the increase in the number of 0 ‘ ‘ ‘ ‘ )
CNs is highly desirable as the network is able to achieve a 20 100 15?\10' OrNodezoo 20 300
50% of service discovery with an increase of the CNs in the CN: controller node

network.

. . . . AFigure 7. Queuing delay with respect to number of nodes with
Fig. 7 presents the time for the requests being placed in the conditions at CN = 5, CN = 25 and CN = 50.

queue of the CNs relative to the node density in terms of the

number of CNs. The results show that with an increase in the 10+ : :
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shifted among the CNs of the nearest geographic zones in the £ 4

communication range, which reduces the computation over- & 3 Sy D
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Fig. 8 presents the time delay in the service exchanges. The No. of Nodes

delay with the standard SMRP is compared with the SMRP CN: controller node ~ SMRP: Spatio-Temporal Multicast Routing Protocol

cloud model with and without CNs. The results show that with- AFigure 8. Comparison of delays in exchanging services with standard

out the CNs in the SMRP cloud model, the service exchange SMRP, the SMRP cloud model with and without CN.
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delay is significantly higher. The reason is that with an in-
crease in the network density, it becomes hard for the network
to handle the increasing number of service requests as there
are no centralized in-charge for the computation of the cloud
formation and maintenance. However, with the presence of the
CNs in the network, the network experiences the minimum de-
lay. The performance of the standard SMRP lies between the
two variations as the nodes are only involved in the forwarding
of the data packets once the geographic zone has been identi-
fied. Hence, there is much less computation required in terms
of the service processing.

S Conclusions

This paper presents a SMRP based cloud computing model
for application services in vehicular networks. The simulation
results are compared with the standard SMRP protocol for ser-
vice discovery and exchange. The results show that the cloud
model has a higher discovery rate when compared to the stan-
dard SMRP routing. Also, the resource and service discovery
download time with RSU and internet is comparatively less
when compared to the vehicular clouds obtained directly
through the SMRP based routing. Our future work will use the
game - theoretic methods to study the cooperation among the
clouds nodes with respect to the requisition and use of services
assuming that any request for a resource, content or a service
applies a cost.

References

[1] S. Shivshankar and A. Jamalipour, “Content-based routing using multicasting in
vehicular networks,” in Proc. 23rd International Symposium on Personal Indoor
and Mobile Radio Communications (PIMRC), Sydney, Australia, Sept. 9- 12,
2012, pp. 2460-2464. doi: 10.1109/PIMRC.2012.6362770.

[2] S. Shivshankar and A. Jamalipour, “Spatio-temporal multicast grouping for con-

tent - based routing in vehicular networks: a distributed approach,” Journal of

Network and Computer Applications, vol. 39, pp. 93—103, 2013. doi: 10.1016/j.
jnca2013.05.011.

[3] S. Shivshankar and A. Jamalipour, “Optimized content based routing for dynam-
ic vehicular P2P environment,” in Proc. IEEE Vehicular Technology Conference
(VTC Spring), Seoul, Korea, May 18-21, 2014, pp. 1-5. doi: 10.1109/VTC-
Spring.2014.7023032.

[4] S. Shivshankar and A. Jamalipour, “A distributed framework for content based
dissemination in vehicular P2P environments,” in I[EEE Vehicular Technology
Conference (VIC Spring), Glasgow, Scotland, May 11-14, 2015, pp. 1-5. doi:
10.1109/VTC Spring.2015.7145597.

[5] Y. Wei and M. B. Blake, “Service - oriented computing and cloud computing:
challenges and opportunities,” IEEE Internet Computing, vol. 14, no. 6, pp. 72—
75, 2010. doi: 10.1109/MIC.2010.147.

[6] J. F. Bravo-Torres, E. F. Ordonez-Morales, M. Lopez-Norez, Y. Blanco-Fernan-
dez, and J. J. Pazos- Arias, “Virtualization in VANETS to support the vehicular
cloud—experiments with the network as a service model,” in Proc. Third Inter-
national Conference on Future Generation Communication Technology (FGCT),
London, UK, August 2014, pp. 1-6, doi: 10.1109/FGCT.2014.6933225

[7] ITU-T. (2017, April). Focus Group on Cloud Computing (FG- Cloud) [Online].
Available: http://www.itu.int/en/itu-t/focusgroups/cloud/pages/default.aspx

[8] T. Erl, “Service oriented architecture—concepts, technology, and design,” Pren-
tice Hall PTR, Upper Saddle River, New Jersey, USA, 2005.

[9] D. Griffin and D. Pesch, “A survey on Web services in telecommunications,”
IEEE Communication Magazine, vol. 45, no. 7, pp. 28-35, 2007. doi: 10.1109/

Smitha Shivshankar and Abbas Jamalipour

MCOM.2007.382657.

[10] L.-J. Zhang and Q. Zhoum “CCOA: cloud computing open architecture,” in
Proc. IEEE International Conference on Web Services, Los Angeles, USA, 2009,
pp- 607-616. doi: 10.1109/ICWS.2009.114.

[11] W. Tsai, X. Sun, and J. Balasooriya, “Service-oriented cloud computing archi-
tecture,” in Proc. International Conference on Information Technology: New
Generations (ITNG), Las Vegas, USA, 2010, pp. 684- 689. doi: 10.1109/
ITNG.2010.214.

[12] OMA. (2009, October). Open Service Environment version 1.0 [Online]. Avail-
able: http://www.openmobilealliance.org/technical

[13] W3C. (2004, February). Resource Description Framework (RDF) [Online]. Avail-
able: https://www.w3.0rg/2001/sw/wiki/RDF

[14] A. Campi and F. Callegai, “Network resource description language,” in Proc.
IEEE Global Communication Conference, Hawaii, USA, 2009, pp. 1-6. doi:
10.1109/GLOCOMW.2009.5360708.

[15] G. P. Koslovski, P. V.-B. Primet, and A. S. Charao, “VXDL: virtual resources
and interconnection networks description language,” in Networks for Grid Appli-
cations, P. Primer et.al, Eds. Germany: Springer Berlin Heidelberg, 2009, pp.
138-154. doi: 10.1007/978-3-642-02080-3_15.

[16] B. Peng, A. Hammad, R. Nejabati, et al., “A network virtualization framework
for IP infrastructure provisioning,” in Proc. IEEE International Conference on
Cloud Computing Technology and Science, Athens, Greece, 2011, pp. 679~
684. doi: 10.1109/Cloudcom.2011.105.

[17] E. Meshkova, E. Rihijarvi, J. Petrova, and M. Mahonen, “A survey on resource
discovery mechanisms, peer-to-peer and service discovery framework,” Jour-
nal of Computer Networks, vol. 52, no. 11, pp. 2097-2128, 2008.

[18] A. N. Mian, R. Baldoni, and R. Beraldi, “A survey of service discovery proto-
cols in multi-hop mobile ad hoc networks,” IEEE Pervasive Computing, vol. 8,
no. 1, pp. 66-74, 2008. doi: 10.1109/COMST.2008.4625803.

[19] J. Rao and X. Su, “A survey of automated Web service composition methods,”
in Proc. International Workshop on Semantic Web Services and Web Process
Composition, 2004, pp. 43-54. doi: 10.1007/978-3-540-30581-1 5.

[20] S. Dustdar and W. Schrenier, “A survey on web services composition,” Interna-
tional Web and Grid Services, vol. 1, no. 1, Aug 2005, pp. 1-30, doi: 10.1504/
1JWGS.2005.007545.

[21] J. Niemoeller and K. Vandikas, “Research report: SCALE-a language for dy-
namic composition of heterogeneous services,” Ericcson, Rep. 2010- 11 -25,
Nov. 2010.

[22] M. Gerla, C. Wu, G. Pau, and X. Zhu, “Content distribution in VANETSs,” Ve-
hicular Communications, vol. 1, no.l, pp. 3= 12, 2014. doi: 10.1016/j.vehi-
com.2013.11.001.

[23] U. Lee, J. S Park, J. Yeh, G. Pau, and M. Gerla, “Code torrent: content distribu-
tion using network coding in VANET,” in Proc. of Ist International Workshop
on Decentralized Resource Sharing in Mobile Computing and Networking, in
Conjunction with MobiSim, New York, USA, 2006, pp. 1-5. doi: 10.1145/
1161252.1161254.

[24] K. C. Lee, S. H. Lee, R. Cheung, and U. Lee, “First experience with CarTorrent
in a real vehicular ad hoc network testbed,” in Proc. IEEE Mobile Networking
for Vehicular Environments, Anchorage, USA, May 2007, pp. 109-114. doi:
10.1109/MOVE.2007.4300814.

[25] Y. Qin, D. Huang, and X. Zhang, “VehiCloud: cloud computing facilitating
routing in vehicular networks,” in Proc 11th IEEE International Conference on
Trust, Security and Privacy in Computing and Communications (TrustCom), Liv-
erpool, UK, Jun. 2012, pp. 1438-1445. doi: 10.1109/Trustcom.2012.16.

[26] J. Wu, N. Griffeth, C. Newport, and N. Lynch, “Engineering the virtual node
layer for reactive MANET routing,” in Proc. 10th IEEE International Sympo-
sium on Network Computing and Applications (NCA), Cambridge (MA), USA,
Aug. 2011, pp. 131-138. doi: 10.1109/NCA.2011.26.

[27] S. Olariu, T. Hristov, and G. Yan, “The next paradigm shift: from vehicular net-
works to vehicular clouds,” in Developments in Mobile Ad Hoc Networking: The
Cutting Edge Directions. Hoboken, USA: Wiley, 2012, pp. 645-700. doi:
10.1002/9781118511305.ch19.

[28] K. Mershad and H. Artail, “Finding a STAR in a vehicular cloud,” IEEE Intelli-
gent Transportation Systems, vol. 5, no. 2, pp. 55— 68, 2013. doi:10.1109/
MITS.2013.2240041.

[29] D. Baby, R. D. Sabareesh, and R. A. K. Saravanaguru, “VCR: vehicular cloud
for road side scenarios,” Advances in Computer and Information Technology,
AISC 178. Germany: Springer Berlin Heidenberg, 2013, pp. 541-552.

[30] N. Zingirian and C. Valenti, “Sensor clouds for intelligent truck monitoring,” in
Proc. IEEE Intelligent Vehicular Symposium, Alcala de Henares, Spain, 2012,
pp- 999-1004. doi: 10.1109/1VS.2012. 6232192.

[31] R. Hussain, J. Son, H. Eun, and S. Kim, “Rethinking vehicular communica-

August 2016 Vol.14 No. 3 ZTE COMMUNICATIONS | 43



MY Special Topic

A Cloud Computing Perspective for Distributed Routing in Vehicular Environments

Smitha Shivshankar and Abbas Jamalipour

tions: merging VANET with cloud computing,” in Proc. 4th IEEE CloudCom,
Taipei, Taiwan, China, 2012, pp. 148- 154. doi: 10.1109/Cloud-
Com.2012.6427481.

[32] S. Rangarajan, M. Verma, A. Kannan, and A. Sharma, “V2C: a secure vehicle
to cloud framework for virtualized and on-demand service provisioning,” in
Proc. ACM International Conference Advances in Computer Communications
and Informatics, Chennai, India, 2012, pp. 148- 154. doi: 10.1145/
2345396.2345422.

[33] S. Kumar, S. Gollakota, and D. Katabi, “A cloud -assisted design for autono-
mous driving,” in Proc. Ist ACM Workshop on Mobile Cloud Computing, Hel-
sinki, Finland, 2012, pp. 41-46. doi: 10.1145/2342509.2342519.

[34] T. W. Lin, J. M. Shen, and H. C. Weng, “Cloud-supported seamless internet ac-
cess in intelligent transportation systems,” Wireless Personal Communication,
vol. 72, no. 4, pp. 2081-2106, 2013. doi: 10.1007/s11277-013-1137-5.

[35] M. Whaiduzzaman. M. Sookhak, A. Gani, and R. Buyya, “A survey on vehicu-
lar cloud computing,” Journal of Network and Computer Applications, vol. 40,
pp- 325-344, 2014. doi: 10.1016/j.jnca.2013.08.004.

[36] R. Yu, Y. Zhang, S. Gjessing, W. Xia, and K. Yang, “Toward cloud-based ve-
hicular networks with efficient resource management,” IEEE Networks, vol. 27,

no. 5, pp. 48-55, 2013. doi: 10.1109/MNET.2013.6616115.

Manuscript received: 2016-01-01

il Biographies |

Smitha Shivshankar (smitha.shivshankar@sydney.edu.au) is a student member of
IEEE. She received her PhD degree in Electrical and Information Engineering from

The University of Sydney, Australia in 2015. Her research interests include the ar-
eas of data dissemination, cooperation and cloud computing in vehicular networks.
She was a recipient of the Australian Postgraduate Award during her PhD. She also
received the Telstra award for solving an industrial problem in 2012. She is current-
ly holding a casual teaching assistant position with the University of Sydney.

Abbas Jamalipour (a.jamalipour@ieee.org) is a Fellow of IEEE, IEICE, and TEAust,
an ACM Professional Member, and an IEEE Distinguished Lecturer. He has been
with the University of Sydney since 1998 where he currently holds the chair position
of professor of ubiquitous mobile networking. He holds a PhD in electrical engineer-
ing from Nagoya University, Japan and has adjunct positions and close collabora-
tions with several universities across the Asia-Pacific Region. He is the author of six
technical books, eleven book chapters, five patents, and over 400 technical papers
in the area of mobile communications.

He was one of the first researchers to disseminate the fundamental concepts of the
next generation mobile networks, broadband convergence networks and heteroge-
neous networks; some of which have been gradually patented and deployed by indus-
try and included in the ITU-T standards. He was the editor-in-chief of IEEE Wire-
less Communications and has been a technical editor for several journals, including
IEEE Transactions on Vehicular Technology. Currently he is a member of Board of
Governors, IEEE Vehicular Technology Society and the editor-in-chief of the VTS
Mobile World. He was also the Vice President-Conferences, IEEE Communications
Society (2012-13). Professor Jamalipour has authored many invited papers and been
a keynote speaker in prestigious conferences. He has chaired many large conferenc-
es, most recently IEEE 1CC2014, ICT2015, IEEE SmartGridComm2016. He is the
recipient of 15 Best Paper Awards and a number of prestigious awards such as
IEEE ComSoc Harold Sobol Award, IEEE ComSoc Distinguished Contribution to
Satellite Communications Award, IEEE ComSoc Best Tutorial Paper Award.

AN

Roundup

Introduction to ZTE Communications

2t i,

S ZTE Communications is a quarterly, peer - reviewed international technical journal

S (ISSN 1673—- 5188 and CODEN ZCTOAK) sponsored by ZTE Corporation, a major

2TE oy, Tios

Auguse 29

international provider of telecommunications, enterprise and consumer technology
solutions for the Mobile Internet. The journal publishes original academic papers and
research findings on the whole range of communications topics, including
communications and information system design, optical fiber and electro - optical
engineering, microwave technology, radio wave propagation, antenna engineering,
electromagnetics, signal and image processing, and power engineering. The journal is
designed to be an integrated forum for university academics and industry researchers
from around the world. ZTE Communications was founded in 2003 and has a readership
of 5500. The English version is distributed to universities, colleges, and research
institutes in more than 140 countries. It is listed in Inspec, Cambridge Scientific
Abstracts (CSA), Index of Copernicus (IC), Ulrich’ s Periodicals Directory, Norwegian
Social Science Data Services (NSD), Chinese Journal Fulltext Databases, Wanfang
Data — Digital Periodicals, and China Science and Technology Journal Database. Each
issue of ZTE Communications is based around a Special Topic, and past issues have

attracted contributions from leading international experts in their fields.

44 | ZTE COMMUNICATIONS = August 2016 Vol.14 No. 3



Review KN

DOI: 10.3969/j. issn. 1673-5188. 2016. 03. 006

http://www.cnki.net/kems/detail/34.1294.TN.20160729.1645.004.html, published online July 29, 2016

Towards Practical
Implementation of Data
and Energy Integrated
Networks

HU Jie', ZHANG Yitian’, YU Qin', and YANG Kun’
(1. University of Electronic Science and Technology of China, Chengdu
611731, China;

2. University of Essex, Essex CO4 3SQ, UK)

1 Introduction

ith the rapid development of the mobile inter-

net, people become indulged in their hand -

held smart devices for social networking, pic-

tures/videos sharing and online gaming. Fur-
thermore, regular mobile devices are all equipped with power-
ful CPUs and large screens. Running these intense energy con-
suming applications quickly drains the rechargeable battery.
Charging their mobile devices every single day has become an
annoying recipe in people”’ s daily life. Moreover, cable based
charging restricts positions of mobile devices. Wireless charg-
ing may provide more flexible options for the holders of various
types of electronic appliances.

Currently, resonant inductive coupling and magnetic reso-
nance coupling emerge as two flexible wireless charging op-
tions for different electronic appliances. Resonant inductive
coupling based wireless charging relies on the magnetic cou-
pling that delivers electrical energy between two coils tuned to
resonate at the same frequency. This technique has already
been commercialised for the small electronic appliances [1],
such as mobile phones, electric toothbrushes and smart watch-
es. The coupling coils only allow the near-field wireless power
to transfer at a distance from a few millimetres to a few centi-
meters [2], while it is capable of achieving the power transfer
efficiency as high as 56.7% when working in the frequency of
508 kHz [3]. Furthermore, resonant inductive coupling r-
equires strict alignment of the coupling coils. A small misalign-
ment may result in dramatic reduction of the power transfer ef-
ficiency [4]. As a result, during the charging process, the elec-

This work was supported by University of Electronic Science and
Technology of China under Grant No. ZYGX2016KYQD103.
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With the rapid development of the mobile internet and the

massive deployment of the Internet of Things, mobile devic-
es, including both the consumer electronics and the sensors,
become hungrier for the energy than ever before. Convention-
al cable based charging largely restrict the movement of the
mobile devices. Wireless charging hence emerges as an es-
sential technique for enabling our ultimate goal of charging
anytime and anywhere. By efficiently exploiting the legacy of
the existing communication infrastructure, we propose a nov-
el data and energy integrated network (DEIN) in order to re-
alise the radio frequency (RF) based wireless charging with-
out degrading the information transmission. In this treatise,
we focus on the implementation of the DEIN in both the the-
oretical and practical aspects, concerning the transceiver ar-
chitecture design and the rectifier circuit design. Further-
more, we also present a Wi-Fi based testbed for demonstrat-
ing the availability of the RF based wireless charging.

Dy

data and energy integrated network (DEIN); transceiver archi-
tecture; RF-DC converter; Wi-Fi based testbed

tronic appliances cannot be freely moved.

By contrast, magnetic resonance coupling relies on the eva-
nescent-wave coupling to generate and transfer electrical ener-
gy between two resonators. This technique has already been
widely adopted for charging the electric vehicles due to its
high power transfer efficiency [5]. For example, magnetic reso-
nance coupling is capable of achieving the power transfer effi-
ciency as high as 90% given a distance of 0.75 m [6]. Both
of its power transfer efficiency and its allowable charging dis-
tance are much higher than that of the resonant inductive cou-
pling. However, magnetic resonance coupling still belongs to
the category of the near-field wireless charging, since its power
transfer efficiency dramatically reduces to 30% when the dis-
tance increases to 2.25 m [6]. Nevertheless, magnetic reso-
nance coupling does not require strict alignment between the
rechargeable device and the energy source. During the charg-
ing process, the electronic appliances are therefore able to
move within the charging area [7].

Supported by the above - mentioned two classic near - field
wireless charging techniques, the conventional charging cables
are replaced by charging plates. Restricted by their short ener-
gy transfer distance and strict alignment requirements, a re-
chargeable device has to be placed on the charging plate for
the energy reception [8]. It is far from our ultimate goal—
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charging anytime and anywhere. Furthermore, massive sensors
will be deployed for the realisation of the Internet of Things
(IoT) and smart cities. Due to the difficult replacement of the
sensors in some circumstances, wireless charging is an essen-
tial technique for extending the life time of the sensors as long
as possible. Obviously, the near-field wireless charging tech-
niques is not suitable for providing power supplies for the sen-
sors.

With the dramatic growth of the wireless communication de-
mand, a huge number of diverse information transmitters work-
ing in the radio frequency (RF) will be deployed, especially in
the densely populated urban areas. Researchers have foreseen
that the transmitters may outnumber the receivers in the near
future, which inspires the rise of ultra-dense networks (UDNs)
[9]. Consequently, the ambient environment will be filled with
plenty of RF signals. If an electronic device is capable of har-
vesting energy from these RF signals, it may effectively solve
their energy shortage issue.

Current research mainly focuses on two techniques of seek-
ing power supply from the RF signals. The first technique is
harvesting energy from the ambient RF signals, which are prop-
agated by TV towers [10], cellular base stations [11], Wi-Fi ac-
cess points [12] and more. However, due to the hostile wireless
channels, the power carried by the RF signals in air is serious-
ly attenuated and only a small fraction of power can be harvest-
ed. As a result, this technique is mostly adopted for powering
sensor networks, where the duty cycles of the sensors are very
long and their communication demand is very low.

The second technique is harvesting energy from the dedicat-
ed RF signals. With the aid of dedicated RF resources span-
ning from spectrum domain, time domain to space domain, the
hostile wireless channel attenuation can be compensated by
some classic wireless communication techniques, such as or-
thogonal frequency division multiplexing (OFDM) [13], full-du-
plex [14] and multiple antennas [15]. Therefore, we may even-
tually achieve high efficient wireless power transfer. Further-
more, some dedicated infrastructure may also be deployed for
fulfilling the users’ energy demand. As a result, static power
beacons [16] may be massively deployed alongside the existing
cellular infrastructure. Furthermore, a vehicle carrying a power
beacon [17] may also patrol around a specific area covered by
a mobile network in order to power the mobile nodes within it.

However, dedicated power transfer infrastructure requires
additional investment, while transmitting energy on dedicated
RF channels occupies additional communication resources.
These may consequently harm the wireless communication per-
formance to some extent. In order to more efficiently exploit
the existing communication infrastructure, we hope to realise
the integrated data and energy transfer [18], which hence re-
sults in data and energy integrated networks (DEINSs). In this
treatise, we focus our attention on the physical implementation
of the devices in the future DEIN. Our novel contributions are
listed as follows:
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® We provide a thorough tutorial on the transceiver architec-
ture design for the devices in DEINs from both the theoreti-
cal and implementation perspectives.

® We provide a thorough tutorial on the circuit design for the
essential energy reception components and we also provide
the tractable analysis for the RF to direct current (DC) con-
version efficiency.

® We also present a Wi-Fi based wireless power transfer sys-
tem in order to demonstrate the availability of the integrated
data and energy transfer.

The rest of the treatise is organised as follows. In Section 2,
we elaborate on the architecture design for both of the generic
transmitter and the splitter based receiver. In Section 3, we
provide details of the circuit design for effciently converting
the RF signal to the DC. Furthermore, a Wi-Fi based wireless
power transfer prototype is presented in Section 4, followed by
the final conclusion of our treatise in Section 5.

2 Transceiver Architecture for DEIN

In order to physically realise the simultaneous transfer of
both the information and energy, we have to re - design the
transceiver architecture for potential devices in DEINs, e.g.
sensors, vehicles and mobile handsets.

2.1 Transmitter Architecture

The transmitter architecture of devices in DEINs is not quite
different from their current commercialised counterparts de-
signed for data transmission, as illustrated in Fig. 1. A typical
transmitter in DEINs consists of several important components.

After responding to an information requester, the applica-
tion layer of the transmitter, which is regarded as the “informa-
tion source” in Fig. 1, generates a sequence of the information
bits and pushes these bits into the channel encoder as well as
the modulator. Some of the redundant bits are added to the
original information bits in order to enhance the communica-
tion reliability before being modulated to the pass band for
transmission. Note that all the energy required for this signal
processing comes from the energy source of the transmitter.
For example, additional redundant bits may consume extra en-
ergy in order to form additional signal waves and the modulator
may also consume energy in order to modulate the information
by the pulse-amplitude, which is well known as the pulse-am-
plitude modulation (PAM). As a result, after the channel encod-

MIMO: multiple-input multiple-output OFDM: orthogonal frequency division multiplexing
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AFigure 1. The transmitter architecture of devices in DEINs.
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er and the modulator, the pass-band signal waves carry both
the information and the energy. A careful design of the channel
encoder as well as the modulator may substantially improve
the performance of the simultaneous information and energy
transfer.

Additionally, the transmitter in Fig. 1 is also capable of re-
sponding to an energy requester. After receiving the request
from an energy receiver, the information source of the transmit-
ter may generate a sequence of dummy bits in order to carry
the requested energy.

Either the dummy bits for pure energy transfer or the infor-
mation bits for simultaneous information and energy transfer
may be modulated into the transmit symbols and further flow
into the multiple-input multiple-output (MIMO) and the OFDM
module. MIMO technique may provide a range of benefits for
both the information and energy transfer as follows:
® Independent spatial channels provide diversity gains for en-

hancing the reliability of the information transmission [19]

and for strengthening the energy transfer [20].
® Independent spatial channels provide multiplexing gains for

increasing the throughput of the information transmission

[21] as well as providing additional tunnels for dedicated en-

ergy transfer [22].

With the aid of multiple transmit antennas, the transmitter
is allowed to focus the main lope of its beam towards the re-
ceiver for the sake of counteracting the channel attenuation
[23]. This is even crucial for the wireless energy transfer
since the energy reception efficiency is very sensitive to the
received power level [24].

Furthermore, OFDM is another important technique for the
transmitter in DEINs. A higher received power level may bet-
ter stimulate the energy reception circuit and hence increase
the RF-DC conversion efficiency. We plot the cumulative dis-
tribution function (CDF) of the peak - to - average - power - ratio
(PAPR) of a 802.11a based OFDM system associated with the
binary-phase-shifi-keying (BPSK) modulation in Fig. 2. We ob-
serve from Fig. 2 that if a higher number of subcarriers are allo-
cated to a transmitter-receiver pair, the PAPR is substantially
increased. Fig. 2 demonstrated that OFDM is capable of pro-
viding a waveform of high PAPR, which may remarkably in-
crease the energy delivery efficiency.

2.2 Splitter Based Receiver Architecture

Let us now investigate the receiver architecture design of de-
vices in DEINs. Fig. 3 illustrates three splitter based receiver
architectures, in which the signal is split in spatial, power and
time domains, respectively. Apart from different signal split-
ting approaches, these three receiver architectures share the
other components in common. After being received by the MI-
MO - OFDM receiver, the RF signal is split into two parallel
flows. One is for energy reception, where the rectifier plays an
important role in converting the RF signal to the DC before it
can be stored in the receiver’s battery. The other is for conven-
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AFigure 3. Three signal splitting based receiver architecture for devices
in DEINs: (a) Spatial splitting based receiver architecture;
(b) Power splitting based receiver architecture; and
(c) Time switching based receiver architecture.

tional information reception, where the RF signal is trans-
formed from the pass band to the base band for further demodu-
lation and decoding operations before it arrives at the informa-
tion destination. Due to the signal splitting operation, the trad-
eoff between the energy reception and the information recep-
tion clearly exists. An optimal signal splitting approach in or-
der to serve different purposes is crucial for the design of a
splitter based receiver architecture. Next, we will study the im-
plementation of three typical splitting approaches, namely the
spatial splitting (SS), the power splitting (PS) and the time
switching (TS). Without loss of generality, the splitting factor is
denoted as p (0<p<1), which indicates that a portion p
of the RF signal will be invoked for delivering the energy and
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the rest (1 =p) of the RF signal will be invoked for delivering
the information.

In the SS based receiver, as shown in Fig. 3a, the signal is
split by allocating different number of antennas at the receiver
for the energy and information receptions, respectively. For the
implementation of the SS based receiver, we have to jointly op-
timise the antenna selection on the receiver side as well as the
transmit power allocation on the transmitter side so as to
achieve the maximum information rate subject to the require-
ment of the energy reception. For example, in [25], by invoking
an antenna selection scheme and the interference alignment
technique, the authors partitioned the received signal into two
orthogonal spaces in order to achieve simultaneous information
and energy transfer. In [26], the problem was formulated as a
joint optimisation of both the antenna selection and the trans-
mit covariance matrix design in order to achieve the maximum
information rate subject to the energy harvesting constraint.

In the PS based receiver, the signal is split by the power
splitters for realising the independent energy and information
receptions, as illustrated in Fig. 3b. With the aid of the MIMO
system, we can realise the transmission of several independent
information flows and hence substantially increase the informa-
tion throughput. In order to extract energy from these indepen-
dent information flows, each receive antenna should be
equipped with a power splitter. These power splitters are capa-
ble of adaptively tuning themselves to conceive specific split-
ting factors. As a result, for the implementation of the PS based
receiver, we have to jointly optimise the splitting factors for
each antenna on the receiver side as well as the transmit power
allocation on the transmitter side so as to achieve the balance
between the information rate and the energy reception. For ex-
ample, the authors of [27] focused their attention on the impact
of channel estimation on the performance of integrated data
and energy transfer by jointly designing the PS factor as well
as the duration of both the training phase and the transmission
phase. Furthermore, the authors of [28] extended the point-to-
point scenario to a multi-relay cooperative network. They pro-
posed a harvest-use-store PS relaying strategy with distributed
beamforming for wireless-powered multi-relay cooperative net-
works.

Furthermore, several existing works focus on the circuit de-
sign for a practical power splitter of high performance. For ex-
ample, the authors of [29] proposed a 1-V wideband CMOS
phase and power splitter (PPS) with an RLC network load and
frequency compensation capacitor. This power splitter could
only produce 7 degree error for phase and 1.4 dB power imbal-
ance. The authors of [30] presented a V-band active one-to-
four power splitter in 90-nm LP CMOS process for phased-ar-
ray transmitter. In their power splitter, 0.75 dB power imbal-
ance and 4.3 degree phase error were achieved.

In the TS based receiver, the signal is split in the time do-
main by a time switcher for the independent energy and infor-
mation receptions, as illustrated in Fig. 3c. For its practical im-
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plementation, we only need to partition a typical transmission
frame into two parts, namely the energy transfer sub-frame and
the information transfer sub - frame dedicated for the energy
and information receptions respectively. However, having di-
verse TS factors for each antenna is not quite realistic since
this operation may result in the mismatch of the RF signals re-
ceived by the independent channels, which may significantly
complicate the subsequent signal and energy processing. As a
result, all the antennas on the receiver side are assumed to
have identical TS factors. Therefore, for the implementation of
the TS based receiver, we have to jointly optimise both the pow-
er allocation on the transmitter side and the TS factors on the
receiver side in order to achieve the balance between the infor-
mation rate and the energy reception. For example, the authors
of [31] studied the tradeoff between the energy consumption
and the transmission delay by proposing a dynamic algorithm
for optimally allocating the transmit power and deciding the TS
factor. In [32], the authors maximised the end-to-end achiev-
able information rate in the decode-and-forward relay network
by jointly optimising both the transmit power and the TS factor.

3 Converting Radio-Frequency Signal to

Direct-Current

As shown in Fig. 3, rectifiers play essential roles in the inte-
grated data and energy reception. An efficient rectifier is capa-
ble of converting a remarkable portion of the received RF sig-
nal into the DC so as to boost the performance of wireless
charging. Besides focusing on the rectifier itself, we will con-
sider the overall energy conversion efficiency from the trans-
mitter side to the receiver side.

3.1 Overall Energy Conversion Efficiency

As shown in Fig. 4, we consider an overall energy converter
for the wireless energy transfer. The RF signal amplified by the
power P, is transmitted by the antenna on the transmitter
side. After being attenuated by the wireless channel, the power
of the received RF signal is only P,. We can simply formulate
the relationship between P, and P, as P.=n,P, , where the
energy conversion efficiency 7, is determined by various
types of wireless channel attenuation. Then, the RF signal
flows into the matching network first in order to alleviate the
impedance changes between the receive antenna and the recti-
fier. However, the matching network results in inevitable ener-
gy loss. The relationship between the input power P, of the

Load Rectifier

Matching network =
Py FN* P.. W P. | Channel | P,
o ~o—
Rx Tx
T T Antenna

AFigure 4. An overall energy converter for the wireless energy transfer.

Antenna
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RF signal to the matching network and the resultant output
power P, is simply formulated as P..=7,.P, , where the
conversion efficiency 7,. is determined by the topology and
the electronic components of the matching network. Finally,
the RF signal goes to the rectifier. The converted power of the
DC signal is P,.=m.P, ., where 1, is the conversion effi-
ciency of the rectifier. As a result, the relationship between the
transmit power P, and the final DC power P, can be formu-
lated as

Ppe=n,M,."M.P,, (1)

where 1,,°7... is the conversion efficiency 71y from the re-
ceived RF power P, to the DC power P,. as commonly as-
sumed in the literature.

3.2 RF Propagation and Aperture Antenna

The first component of the overall energy transfer system is
the wireless channel. The generic form of the path loss for the
RF propagation is formulated as:

. 2- do «
ol 4]

where G, and G, are the transmit and receive antenna gains,

respectively, while ¢ is the speed of the light, f is the carrier
frequency, and « is the path loss exponent. Furthermore, d,
and d are the reference distance and the actual signal radia-
tion distance, respectively. Specifically, when a=2, (2) be-
comes the well-known Friis’ law for free-space radio propaga-
tion. Generally, the path loss exponent « is between 2 and
6, depending on a specific propagation scenario. For an indoor
scenario, where d,=1 m, d=10 m, a=3, f=2.4 GHz,
when isotropic transmit and receive antennas are conceived,
namely G, = G, =1, M, is =70 dB according to (2), M, is fu-
rther degraded by increasing the carrier frequency f . For ex-
ample, in IEEE 802.11ad, which works in 60 GHz millimetre
wave (mmWave), 7, is as low as =98 dB at the same distance
of d=10 m. Apart from the serious path loss, the RF signal is
further attenuated by the multipath fading. The conversion effi-
ciency 1, is the power of the multipath fading amplitude.
When the RF propagation distance is short, a line-of-sight path
always exists between the transmitter and receiver. In this
case, the multipath fading may be reasonably modelled as a
Rice distribution. Hence, the energy conversion efficiency of
the wireless channel can be expressed as 1. =7," Mo -

The energy reception and information reception circuits
have different levels of sensitivity for the received power P, .
For example, the effective received power level P, is in the or-
der of =80 dBm for successful information recovery, thanks to
the implementation of the advanced error correction tech-
niques. By contrast, the effective received power level P, for
triggering the energy reception circuit is in the order of — 10
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dB, much higher than its information reception counterpart. In
order to guarantee the effective energy transfer, aperture anten-
na is capable of compensating the tremendous energy loss dur-
ing the signal propagation, due to its high directivity. For the
free space radio propagation scenario, we can rewrite 7, in
the following equation [33]:
Ay A 1

X & ®)

N =

where A, and A, are the aperture areas for the transmit a-
ntenna and receive antenna respectively, while A is the wave-
length of the radio signal. The aperture area of the isotropic an-
tenna is A; = A’/4w . Hence, given the unity gain of the isotr-
opic antenna, the gain of a directional antenna having an aper-
ture area of A, is expressed as G, = 4"TAL,”~/ X’ Compared to
the isotopic antenna based path loss of (2), the aperture anten-
na based path loss of (3) presents inverse trend with respect to
the carrier frequency. For example, a beam at 80 GHz will
have about 30 dB gain (narrower beam) compared to the beam
at 2.4 GHz frequency if the antenna areas are kept constant.

3.3 Matching Network

As explained in Section 3.2, after being attenuated by the
hostile wireless channel, the received RF signal has a very low
amplitude. There is not any margin to lose for transferring the
RF signal of low amplitude from the antenna to the rectifier.
As a result, we have to carefully design a circuit for matching
the impedance of the antenna to that of the rectifier. This cir-
cuit is regarded as a matching network.

Fig. 5 illustrates a typical L-match topology based circuit
for the impedance match. In this example, the antenna is
roughly modelled by an alternative - current (AC) voltage V,
working in the carrier frequency f of the RF signal and a re-
sistance R, . The amplitude of V, generated by the antenna is
given by [34]

V,=2- 2R, P., @

where P, is the RF signal power received by the antenna as
shown in Fig. 4. The rectifier and the ensuing load are jointly

Antenna load Matching network Rectifier+Load

@

R,

Q¥

L, | R. C..

AFigure 5. A typical L-match topology based matching network.
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modelled by a resistance R,. and a capacitor C. in parallel
[35].

As shown in Fig. 5, the L-match topology comprises of a ca-
pacitor €, and a inductor L, . Note that C,, is connected to
R, and C,, sequentially but L, is connected to them in par-
allel. The values of C,, and L,, are given by

_ 1R
Cm - Cl)RA Rr@,y _RA ’ (5)
_ Rrec 1
" o R, ., 6)
wR, C, +1/ R_-R,

where @=2mf is the angular frequency of the received RF
signal.
The voltage gain of the L-match topology is expressed as

Ve 1. |R..
6= =3 R, 0

According to (7), for R,.>R,, the voltage can be effectively
boosted by the L-match topology. Furthermore, the power con-
version efficiency of the matching network can be expressed as

_ 2_l rec

Non = - 4 RA . (8)

In order to maximise the power conversion efficiency of the L-
match topology, the following procedure has to be carried out.
A proper voltage gain should be selected and the resistance
R,. can be determined according to (7) by assuming a given va-
lue for R, . Finally, given @ and C.., the values of the com-
ponents in the L.-match topology can be derived by (5) and (6).
Note that the L-match topology of Fig. 5 is a high-pass match-
ing network. If we exchange the position of L, and that of R, ,
we obtain a low-pass matching network. Furthermore, a multi-
stage L-match topology is also proposed in [36]. Due to its sim-
plicity, the L-match topology is widely adopted in the circuit
design of the RF energy reception. Interested readers may refer
to [37]-[39] for more technical details.

3.4 Rectifier Design

After the impedance matching, the RF-signal flows into the
rectifier in order to be converted into the DC signal. The rectifi-
er is an essential component for the energy reception in the re-
ceiver architecture of Fig. 3.

Fig. 6 shows a single stage rectifier, which comprises of an
ideal diode, a parasitic capacitor C,. and aresistor R, . The i-
nput AC voltage V.. sin(@t) of the rectifier is the output one
from the matching network, where @ =27/ is the angular fre-
quency of the received RF signal. The amplitude of V.. can be
obtained with the aid of (7), if the L-match topology is invoked.
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AFigure 6. A single stage rectifier for converting the RF signal into the DC.

The energy storage unit is a capacitor C,,, as an example.
The current ,() flowing through an ideal diode with an AC
voltage v,(1) is expressed as [40]

©)

where I, is the saturation current, V; is the thermal voltage

and M is the ideal factor. The value of the parasitic capacitor

C,.(t) depends on the voltage v,(t), which can be expressed as
P 8 P

_1
_ v,(t) ) 2

Cpar(t)_ CO(I - V() j ? (10)
where C, is the zero bias junction capacitance and V, is a
constant having a typical value of 0.6 V to 0.8 V. The current

i.(t) through C,.() is derived as

d(C,,tw,0))

dv dc,,
L)=——g o =

= C])ur(t} di + vd(t) d . (1 1)

L

Furthermore, the current flowing through the resistor R, is
expressed  as i(t)=v,0)/R, . Finally, we have
i(t)=i,(t)+i.(t)+i,(t) . The net electric charge accumulated at
the energy storage capacitance during a single charging cycle
T is derived as

AQ= [ i @de+ [, i (e + [, i ()de (12)

where T'=1/f. For simplicity, the authors of 0 assume
R, =+% and hence we have ,(¢)=0. Furthermore, we also
have v(,(l) =V, sin(wt)=V, where V. is the voltage of the e-
nergy storage capacitance, which remains constant during a
charging cycle T .

The periodic property of the sinusoidal wave results in the
symmetric nature of i.(f) over a charging cycle T and hence

T
the corresponding integral fO i.(t)dt is equal to zero. Eventua-

lly the net electric charge AQ only depends on i,(¢), which
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can be further derived as

0l v

i (V
M dt=1xTe‘m'30( ) (13)

T, T
AQ=[i,di=[ 1 e 0T

where (") is the modified Bessel function of first kind and
having an order of zero. In the steady state, the electric charge
flowing into the load C,.. should be equal to that leaving the
load, which indicates AQ=0. According to this fact, we can
derive the voltage V. of the energy storage capacitance, which
is expressed as

Vv
V. =MV, log{?o( Vmﬂ . (14)
T

Furthermore, the power conversion efficiency of the rectifier

is expressed as

2
V.Y (mv, V.
MNree = (Vre(:) - [ VW 10g|:30( VT ):D (15)

Normally, connected multi-stage rectifiers having the same

capacitors and diodes are practically implemented for harvest-
ing energy from the RF signal [41], [42]. Fortunately, the per-
formance of the multi-stage rectifiers can be well approximated
by the above-introduced single-stage rectifier [43].

After characterising the power conversion efficiency for ev-
ery component in Fig. 4, we finally obtain a practical expres-
sion for the power conversion efficiency of the overall system,
which is expressed as 17,°7,.,"N... .

3.5 Energy Storage

Thanks to the above - mentioned physical implementation,
the energy harvested from the RF signal now is able to drive
the electric load or to be stored in the energy storage unit.
There are two typical energy storage units for different applica-
tion scenarios.

The first one is the capacitor based energy storage, such as
the load capacitor Cpu in Fig. 6, where the energy is stored in
the electric filed between its insulated plate. The two equa-
tions in (16) characterise the discharging and the charging pro-
cesses of a capacitor respectively [44]:

t

Q)= Qe ™, 0@:0{1 —) (16)

where Q(t) is the charge remained in the capacitor at time ¢,
Qy is the maximum charge that the capacitor can store, R is
the affiliated resistance and C is the capacitance of the capac-
itor. According to these two equations, we observe that as an
energy storage unit, the capacitor has a very fast charging and
discharging rate. Furthermore, due to its distinct energy stor-
age mechanism, it has unlimited rechargeable life cycles. How-
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ever, the capacitor also has some obvious drawbacks as an en-
ergy storage unit. For example, it is only capable of storing a
small amount of energy in its electric field and its energy leak-
age Is significant. Furthermore, during the discharging pro-
cess, the capacitor cannot provide a stable voltage since its
voltage ©(t) linearly depends on the amount of the charge,
namely Q(2)=C+v(t). According to this distinct nature, capaci-
tors are suitable to be implemented in sensors for collecting en-
ergy and powering their sensing cycles [45], [46]. Since sen-
sors work with very low power consumption, they have a long
duty cycle and it is difficult to frequently replace their energy
storage units.

The second one is the rechargeable battery based energy
storage, such as Lithium-ion (Li-ion) and Nickel Metal Hy-
dride (NiMH) batteries. These batteries store energy by chemi-
cals residing in it. Hence, the energy storage of rechargeable
batteries is more stable than that of capacitors. According to
[47], the state Q(t) of the charge at time ¢=1, in the re-
chargeable battery system is expressed as

0= {57(2)@(7)_ WOl 00, Q0= o

otherwise

where 1,(t) is the rechargeable current at time ¢, I,(f) is the
current demanded by the load and @,,,,(t) is the potential maxi-
mum charge at time ¢ . In particular, the function ¥(®) in (17)
represents the recharging efficiency. Generally speaking, the
function ¥(t) approaches to zero as the charge of the battery
gets close to its maximum @,.(). By contrast, at a lower
charge level, ¥(?) is close to a unity. Note that when the re-
charging current i,() is higher than the required current i),
(17) illustrates a charging process. By contrast, when
i(1)<i(t), (17) characterises a discharging process. Further-
more, the energy leakage (self-discharge) of rechargeable bat-
teries is remarkably smaller than that of capacitors. For exam-
ple, the discharge of a Li-ion battery in a month. is only 2% —
3% of its total amount of charge. Rechargeable batteries may
also provide constant voltage during the discharging process.
According to these distinctive characteristics, rechargeable
batteries are widely implemented for providing stable power
for the mobile consumer electronic devices, such as smart
phones, tablets and laptops. Fulfilling both the information and
energy demand of these devices is the prime goal of DEINs
[48], [49].

4 A Wi-Fi Based Testbed

As shown in Fig. 7a, our Wi-Fi based testbed for the energy
transfer experiment consists of two Zighee nodes, two Wi-Fi ac-
cess points (APs), a smart-gateway, a Universal Software Radio
Peripheral (USRP) and a central server as well as an Ethernet
switcher. A rechargeable Zighee node comprises of a wireless
energy reception circuit board and a Zigbee sensor board (Fig.
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quest of the Zigbee node without degrading the commu-
nication performance of other nodes in the network.

In our testbed, the energy transmitter is implemented
in the Wi-Fi APs. An executable program is installed at
the APs in order to realise the function of wireless ener-
gy transfer. When a Wi-Fi AP is instructed by the cen-
tral server to transfer the energy to a requester, it may
first create a socket of the User Datagram Protocol
(UDP). Then a UDP based energy packet having a high
energy density spectrum is constructed. Afterwards, the
isotropic antenna of the Wi-Fi AP continuously broad-
casts copies of this energy packet until the battery of
the target Zigbee is full of charge. Furthermore, multi-
ple Wi-Fi APs, operating in different bands, may be se-
quentially coordinated by the central server in order to

cooperatively transfer the energy to the target Zigbee

AFigure 7. A prototype of the DEIN: (a) A Wi-Fi based testbed;
and (b) A Zigbee node.

7b). The Wi-Fi APs are invoked for providing wireless connec-
tion to the Zighee nodes and for transferring energy to them.
The smart gateway is deployed for the basic control signalling
exchange as well as for collecting the sensing data uploaded by
the Zighee nodes. The USRP is implemented for detecting the
conditions of the Wi-Fi channels, while the central server is for
coordinating the data and energy transfer of the Wi-Fi APs. Ex-
cept the Zigbee nodes, all the other components in our testbed
are connected by the Ethernet switcher.

Our wireless energy reception circuit installed in a recharge-
able Zighee node has the following components: two matching
networks, a voltage regulator and a voltage booster (Fig. 7b).
Two sets of the L-match topology are adopted for the imped-
ance matching at the frequencies of 2.4 GHz and 2.45 GHz, re-
spectively. These two bands are capable of covering almost all
possible Wi-Fi channels. The negative amplitude of the wave-
form of the received RF signal is reversed by two diodes imple-
mented in the voltage regulator. A programmable chip
bq25570, supplied by Texas Instruments, operates as the volt-
age booster in our wireless energy reception circuit. The con-
verted DC voltage is used for charging a Li-ion battery. In our
testbed, we program the chip bq25570 to supply the continu-
ous DC until the voltage of the battery reaches 3.6 V. The chip
may resume to work again when the battery voltage falls below
2 V. The Zigbee chip CC2530 is programmed to carry out sens-
ing duties.

Apart from its regular sensing duties, the Zigbee chip
CC2530 also monitors the voltage level of its own rechargeable
battery in every five minutes. Once the voltage falls below 2 V,
the Zighee node sends the charging request to the smart gate-
way. The request is forwarded to the central server by the
smart gateway. Together with the information of the channel
state conditions offered by the USRP, the central server may
schedule an optimal Wi-Fi AP for fulfilling the charging re-
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node.
The RF based wireless charging testbed has attract-
ed tremendous interest from the electronic and commu-
nication engineers. The authors of [50] incorporated the ultra -
wideband retro-reflective beamforming technique into the wire-
less charging system. In this system, at the energy transmitter,
the antennas are capable of forming a direction beam towards
the energy receiver, as introduced in Section 3.2. The authors
of [51] invented a RF based wireless charging system for wire-
less sensor network (WSN). Their testbed consists of multiple
sensors equipped with dedicated energy reception modules, a
Powercast TX91501 as an energy transmitter, and a Zigbee co-
ordinator working as both a sink and a synchroniser. In their
system, all the sensors are equipped with rechargeable batter-
ies. These batteries keep requesting the energy from the ener-
gy transmitter.

Different from the testbeds constructed in [50] and [51], our
system has a relatively simple hardware structure. An energy
reception circuit board is embedded in a Zighee based sensor.
The charging process in our system works in an on-demand
mode, which may reduce the adverse effect of the wireless
charging on the other communication pairs in the same net-
work. Our system is capable of achieving the harmonious coor-
dination between the data transmission and energy transmis-
sion, which is the prime goal of DEINs.

5 Conclusions

Due to the massive usage of mobile devices, charging any-
time and anywhere becomes as essential as communicating
anytime and anywhere, which inspires a promising prospect for
the deployment of DEINs. However, the actual deployment of
DEINs is not even widely tested in the lab and it is far from
practice. As a result, this treatise aims for pushing the concept
of DEINs a step closer towards its practical deployment. To
this end, we provide a thorough tutorial on the transceiver and
the circuit design for the integrated data and energy transfer.
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At last, we present our testbed based on harvesting the RF sig-
nal from the Wi-Fi access point so as to demonstrate the avail-
ability of the potential deployment of DEINs.
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X/ Abstract

Image - Based Rendering (IBR) is one powerful approach for
generating virtual views. It can provide convincing animations
without an explicit geometric representation. In this paper,
several implementations of light field rendering are summa-
rized from prior arts. Several characteristics, such as the regu-
lar pattern in Epipolar Plane Images (EPIs), of light field are
explored with detail under 1D parallel camera arrangement. It
is proved that it is quite efficient to synthesize virtual views
for Super Multi-View (SMV) application, which is in the third
phase of Free - Viewpoint Television (FTV). In comparison
with convolutional stereo matching method, in which the inter-
mediate view is synthesized by the two adjacent views, light
field rendering makes use of more views supplied to get the
high-quality views.

X'/ Keywords

depth estimate; Epipolar Plane Image (EPI); light field; view
synthesis

1 Introduction

ree - Viewpoint Television (FTV) enables users to
view a 3D scene by freely changing viewpoints as
they do naturally in the real world. FTV is ranked
as the top of visual media for its infinite number of
views to display [1]. It provides a very realistic glasses-free 3D
viewing without eye fatigue. Since the first phase of FTV, i.e.
Multi - View Video Coding (MVC), was proposed in 2001 [2],
the applications of 3DTV has developed from stereo viewing to
auto-stereoscopic viewing and Super Multi-View viewing.

With the blooming of Super - Multi - View (SMV) displays,
hundreds of linearly or angularly arranged, horizontal parallax
ultra-dense views are required. SMV, one specific scenario in
the third phase of FTV, aims at displaying hundreds of very

dense and very wide baseline views [3]. Due to the limited
bandwidths, it is not realistic to efficiently encode hundreds of
views for viewers. In addition, different from 3D video (3DV),
depth-image-based-rendering (DIBR) could not be applied for
lack of depth map in SMV application.

As a simple and robust IBR method for generating new
views, the 4D light field rendering simply combines and resam-
ples the available images to generate the virtual views [4] with-
out explicit depth map and corresponding information. Light
field is a promising representation to describe the visual ap-
pearance of a scene and the special linear structure of Epipo-
lar Plane Image (EPI) can be exploited to estimate accurate
depth map which is essential for rendering quality.

The remainder of the paper is organized as follows. In sec-
tion 2, we introduce the four-dimensional light field and ana-
lyze EPI in light field. Section 3 summarizes the rendering
method based on light field, including depth estimation and
view synthesis. Finally, conclusions are drawn in section 4.

2 Four-Dimensional Light Field and EPI

As we can describe each image by the location and orienta-
tion of the camera, light field is defined as the radiance to rep-
resent the related information [4]. The light field can be repre-
sented by a 5D function f(x.,.2,6,$). The five dimensional
quantity function describes the flow of light at every 3D space
position ( %,%,2) for every 2D direction ( 6,¢) [5], and the in-
tensity of the specified ray is / . When there is no light disper-
sion in the scene, all the coincident rays along a portion of free
space (between solid or refractive objects) have the same color
[6]. Under these conditions, the 5D representation can be re-
duced to 4D function as L(w,v,s,2), which is called 4D light
field. 4D light field is composed of two plane (u,v) and ( s,t),
as shown in Fig. 1. The ( s,?) plane contains the focal points of
the views, and the ( &, ) plane means image plane. L(w,v,s,t)
can be viewed as an assignment of an intensity value to the ray
passing through (u,v ) and ( s,2) [7].

It is difficult to think about 4D light field, so we fix the row
value t to drop our visualization by one dimension. Along the
s axis, an array of camera views is stacked. The 2D subspace
L(w,s) is called the EPI, and an example is shown in Fig. 2.
EPI consists of Epipolar lines which are the intersection of epi-
polar plane and the camera plane in computer vision. In the
EPI, adjacent line comes from adjacent view captured by cam-
era. Assuming the scene is Lambertian, the rays contained in
such planes have same intensity and color. If cameras are lin-
early arranged with the same interval, the EPI seems to be com-
posed of many straight lines with different slopes (Fig. 2). With
such constraints, let us consider the light field geometry (Fig.
3). p=(*,),2) is an arbitrary point in space, while A and B
are the corresponding projection points on the image plane
from adjacent camera. If the adjacent camera’ s distance is
As , it is clear that the offset A\x=x,—x, in the corresponding
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L(u,v,s,t)

AFigure 1. 4D light field.

image plane can be computed using (1)
__J/
Ax = 7AS (1)

where f is the focal length which is the distance between two
parallel planes and Z is the depth of the point.

Since d=Ax/As=~fIZ is a constant called disparity for
one given 3D space point, the slope of the line which is com-
posed of projection points from different views in EPI is relat-
ed to its depth if the point is visible.

3 Light Field Rendering Analysis

Rendering methods based on light field analysis can be de-
composed into 2 parts: depth estimation and view synthesis.
Disparity is represented by the slope of lines in EPIs (Fig. 2).
Disparity estimation is to detect the lines and calculate the cor-
responding slope (Sec. 3.1). Given the disparity information,
virtual views are easy to synthesize by DIBR (Sec. 3.2).

3.1 Depth Estimation

The quality of the virtual views, and hence the quality of the
3DTV experience, relies heavily on the depth map accuracy
[8]. Compared with traditional stereo matching methods, depth
estimation through EPI characteristic can make use of more
views’ information. It is apparent that estimating the depth
from more views can be more reliable and accurate. The depth
estimation methods in EPI can be classified into two kinds:
global line detection and local disparity estimation. Both the
two methods estimate the depth map by detecting and comput-
ing the slope in EPIs. The main difference of the two methods
is whether making full use of rows in EPL.

3.1.1 Global Line Detection Method

Global line detection is the most common and most estab-
lished depth estimation method in light field analysis. Similar
to the stereo matching method which looks for corresponding
image features in two or more camera views, the global line de-
tection method is to determine the slope for every pixel in the
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AFigure 2. Camera views and EPI.

A Figure 3. Geometry mapping.

EPI, i.e.to find the right corresponding projection points in dif-
ferent rows. The slope of the line is related to disparity de-
scribed in detail in Section 2.

Although each pixel in EPI has its directionality associated
with disparity, the correspondence may not be reliable if pixel
is in smooth area because its surroundings are pixels with simi-
lar intensity. Based on this analysis, we give the general steps
of global line detection method: 1) Extracting the characteristic
pixels with high edges confidence in each EPI; 2) defining a
cost function according to the coherence of intensity and gradi-
ent to determine directionality of each characteristic pixel, and
3) assigning disparity values to the pixels of the homogeneous
interior region in EPI, for example, using interpolation [9] or
fine to coarse procedure [10].

Compared with stereo matching, the global line detection
method has higher reliability for the characteristic points.
Many algorithms have been proposed to estimates disparity
through locating the optimal slope of each line in EPIs [11]-
[19]. Here we introduce two typical algorithms. Kim [10] pro-
posed an algorithm which first estimates the reliable depth
around object boundaries and then processes the homogeneous
interior regions in a fine-to-coarse procedure, which can yield
precise object contours and ensure smoothness in less detailed
areas. According to the results in Fig. 4, Kim’s method focus-
es on the closeups and has better performance in homogeneous
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AFigure 4. Kim’s method compared with two-view stereo methods on the Mansion data set [10].

regions and areas around object contours. The latest method
utilizes intensity pixel value, gradient pixel value, spatial con-
sistency as well as reliability measure to select the best slope
from a predefined set for every pixel in EPL. In this method,
the spatial smoothness constraint can handle the pixels both in
edge and in homogeneous regions [20].

In general, the disparity estimation is reliable by computing
the slope of the line from plenty of views in the absence of oc-
clusion. The occluded pixels at occlusion boundaries should
be detected to alleviate error estimation, for example, re-pro-
jecting the EPIs and filling in occluded pixels using depth
propagation [20]. However, the global line detection method is
highly complex and may be challenging to run in real time with
limited processing capabilities since every characteristic pixel
needs to search all the rows in EPIs for choosing the optimal di-
rection.

3.1.2 Local Disparity Estimation Method

Instead of detecting straight line with expensive matching,
the local disparity estimation method by directly computing
the slope in EPIs can obtain fast disparity estimation. Dan-
sereau first proposed a directly computing method to extract
depths applying gradient operators on the EPIs obtained from
the light field [21]. To achieve higher quality, Wanner and
Goldlucke [7] applied a structure tensor to measure pixels’ di-
rections on a 3*3 stencil in EPIL. The structure tensor is also
used in 4D field to estimate depth [22]. The structure tensor J
applied in EPI plane (x,
sents a Gaussion smoothing operator at an outer scale o and

s) is presented in (2), where G, repre-

S..S, denote the horizontal and vertical gradients calculated
on an inner scale P in EPI. Optimal inner and outer parame-
ters are found after testing a number of different parameter
combinations, and the disparity can be computed using (3).

J_ G(T*(SCUSX) G(r*(SxSs) —_ JXX JJCS
lex8.8) 6,48.8) |, U, @)

— & = 2.]%5
TN, ®

To yield a higher quality depth map from the 4D light field,
we need to add some optimization approaches. Since the local
disparity estimation only takes into account the local structure
in EPL, if there is no dominant orientation in the neighborhood,
i.e. homogeneity or multiple orientations, the structure tensor
cannot give a reliable estimation. Li [23] proposed a method to
refine the certainty maps produced by the structure tensor.
And the disparity map would be more convincing if applying
consistent disparity labeling globally on the EPI [24]. Howev-
er, this is a computationally very expensive procedure, and it
is far too slow. In order to obtain quality disparity map, we em-
ploy denoising or globally optimization on individual views.
Table 1 shows the speed and accuracy of depth estimation

VTable 1. Average disparity reconstruction accuracy and speed for this
local disparity estimation method compared to a multi-view stereo
method on light field benchmark database

Average run

. Disparity error
time panty

Accuracy Depth error
Algorithm
All  Single

. . SSIM MSE =10 =05  =0.1 =1.0% =0.5% =0.1%
views  views

Slooeiose \ 087 0029 070 195 1660 032 3.66 55.69
tensor only

Proposed

i
EPI TV_L. 16s 0.02s 094 0018 043 128 985 0.18 245 4783
alzori smoothing
gorithm

Global

55h 240s 093 0019 054 14 882 023 244 4671

optimization

Da‘a‘l‘"‘“ 101s 1.25s 077 0037 085 289 1461 045 693 46.36
Multiview ay
stereo TV-L!

(all 9%9  smoothing

views) Global
3 g 55h 240s 0.92 0.027 0.71 1.9 751 008 348 3734
optimization

1.6s 0.02s 091 0023 054 171 913 0.19 3.68 41.65

. Dataterm 055 074 0043 093 348 1873 058 877 5144
Multiview only

stereo VL
(center st 1.6s 0.02s 091 0021 046 1.64 1091 0.18 4.14 4521
views

crosshair) ~ Global

Lo 55h 240s 092 0.023 057 171 834 0.09 3.17 39.64
optimization

Parameters for all methods were turned to yield an optimal SSIM measure, but for completeness
MSE and the percentage of pixels with disparity or depth error larger than a given quantity are
shown [7], and TV-L' means Total Variation regularization with L' norm.

EPI: Epipolar Plane Image ~ MSE: Mean Squared Error  SSIM: Structural Similarity
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with optimization or not for this method compared to a multi-
view stereo. It is clear that this method is much faster than the
multi-view stereo because it does not need to match pixels at
different locations. In addition, the accuracy of the depth map
is a little better than the results using the multi-view stereo
method since multi - view method is more likely to find the
wrong matching patch, leading to lower accuracy.

3.2 View Synthesis Utilizing DIBR

After the step of disparity estimation, we synthesize arbi-
trary virtual views we need. View synthesis can be done by uti-
lizing DIBR to generate new views with depth map available.
Compared with the MPEG depth estimation which uses stereo
matching based on 2 or 3 input views and view synthesis refer-
ence software, the results of the synthesized views show that
light field method is better objectively for most of the scenes
and always visually better [25]. The DIBR procedure is briefly
introduced below.

For the camera is 1D parallel arrangement, once the depth
value z is calculated, we can use DIBR easily by mapping ev-
ery pixel from the reference view to the virtual view using (4)

[26].

Soe-t)

7 =x,-d @

X, =%, =
where %, and %, are the positions of x in camera plane in virtu-
al and real view respectively, and d is disparity which is relat-
ed to the depth z and the baseline t.—t.).

Applying the DIBR method, every pixel in reference view
can be projected to the virtual view with disparity map accord-
ing to (4). The geometry matching procedure is illustrated in
Fig. 3. For a point C in virtual view, its unique corresponding
point in reference view is A. If C is a point in integer pixel posi-
tion, the intensity of C is equal to A. However, during the pro-
cedure of mapping, maybe more than one point in the refer-
ence view map to one point in the virtual view. To solve this
problem, we can choose the corresponding pixel which has
smallest depth in reference view. Another problem is that some
positions in the virtual view cannot find their corresponding
points in the reference views because of occlusion. Therefore,
hole filling needs to be done, which has great impact on the
quality of synthesized views. We can preprocess the depth data
or inpaint the synthesizing view [27] to deal with this problem.

4 Conclusion

In this paper, we summarize several major methods of light
field virtual view rendering based on EPI - representations in
SMV application. Compared with stereo matching, the method
of light field analysis can obtain better depth estimation. With
a more accurate depth map, it is apparent that the virtual views’
quality is higher. In addition, rendering complexity is also in-
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cluded in this paper. Methods based on global line detection to
estimate depth is more time - consuming than the methods
based on local disparity estimation. Apparently, the local dis-
parity estimation method saves more time at the cost of degrad-
ing the quality of virtual views. For current use cases, it is
more suitable to use local disparity estimation to compute the
depth map for SMV application because of the requirement of
real-time.
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X/ Abstract

The increasing popularity of Android devices gives birth to a
large amount of feature-rich applications (or apps) in various
Android markets. Since adversaries can easily repackage mali-
cious code into benign apps and spread them, it is urgent to
detect the repackaged apps to maintain healthy Android mar-
kets. In this paper we propose an efficient detection scheme
based on twice context triggered piecewise hash (T-CTPH), in
which CTPH process is called twice so as to generate two fin-
gerprints for each app to detect the repackaged Android appli-
cations. We also optimize the similarity calculation algorithm
to improve the matching efficiency. Experimental results show
that there are about 5% repackaged apps in pre - collected
6438 samples of 4 different types. The proposed scheme im-
proves the detection accuracy of the repackaged apps and has
positive and practical significance for the ecological system of
the Android markets.

X/ Keywords

Android; repackage; similarity; edit distance

1 Introduction

n the past few years, Android has developed strikingly
and dominated the smartphone market with its market
share exceeding Apple. The IDC study shows Android
took up 82.8 percent of worldwide smartphone market
in the second quarter of 2015 [1]. The popularity is also pro-
pelled by the large collection of feature -rich applications in
various markets, including the official marketplaces (such as
Google Play) or third - party ones (for example, Amazon App-
store or Wandoujia), from which Android users can download a
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wide variety of feature-rich apps about social networking, shop-
ping, playing, etc. These apps in return foster an emerging app-
centric business model and drive innovations across personal,
social, and enterprise fields.

Android application developers usually release their apps in
the Android market and get revenue by embedding advertise-
ments or charging directly. However, a large number of so -
called repackaged apps have been developed for saving devel-
opment cost and making greater benefits. Their developers
download an original application from the Android markets,
disassemble it and modify the configuration file, or even inject
malicious code and insert ads, then repackage it and release it
to the Android markets again. Further manual analysis indi-
cates that these repackaged apps are mainly used to replace or
embed advertisements to steal or re-route ad revenues, get user
location, phone number and other private data, even to control
user’ s phone remotely [2]. It has a serious negative impact on
the ecological security of the entire Android market. Recent
studies have shown that app repackaging is a real threat to
both official and third-party Android markets [3], and is regard-
ed as one of the most common mechanisms leveraged by An-
droid malware to spread in the wild [4].

Several schemes have been proposed to detect repackaged
apps in Android markets [2], [5]-[9]. They can be divided into
two categories: dynamic analysis and static analysis. The dy-
namic analysis usually uses system calls embedded in the ker-
nel space at the low layer of the Android architecture. Ying-
Dar Lin et al. [8] presented SCSdroid that captures the system
call sequence of each thread when executing malicious repack-
aged applications and then extracts the common subsequences,
which can be regarded as possibly malicious behavior of mali-
cious repackaged applications. Since they may also exist in be-
nign applications, the Bayes Theorem is adopted to filter these
non - discriminating common subsequences and then find the
common subsequences that indicate the truly malicious behav-
ior. The static code-analysis-based detection is more efficient
than the dynamic one. However, in practice, code obfuscations
can be easily applied to evade static analysis-based detections.
Huang et al. [2] proposed a framework capable of performing a
set of obfuscation algorithms in various forms on the Dalvik by-
tecode to evaluate the obfuscation resilience of repackaging de-
tection algorithms. DEXCD [5], developed by lan Davis, ex-
tracts the opcodes from Java class in Dex file and tries to find a
steam match of opcodes between different apps to detect the
cloned apps. Crussell et al. [6] proposed DNADroid to detect
android apps copying by comparing program dependency
graphs between methods and can resist against several control
flow obfuscations and noisy code insertion attacks that do not
modify the data dependency. However, the side-effect free ma-
nipulation has the potential to evade the graph isomorphism al-
gorithm based detection. DroidMOSS [7], presented by Wu et
al., leverages specialized hashing technique, called fuzzy hash-
ing, to measure the similarity between original and repackaged
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applications. DroidMOSS calculates fuzzy hash of all appsand
compares the similarity of fingerprints of two apps. It can effi
ciently identify those code pieces that were not touched by the
repackager and works well when code manipulation was only
performed at a few points, e.g., hard coded URLs. However, in
DriodMOSS, the fuzzy hash is based on Spamsum [10], pro-
posed by Andrew, in which any random 32-bit binary data is
compressed to a 6-bit printable character, i.e., every 2°° values
will be mapped to the same value. This has certain influence
on the accuracy of similarity comparison [11], thereby reduc-
ing the accuracy of detection. Besides, as DroidMOSS needs to
calculate similarity scores for all the apps, its highly time and
memory consuming nature makes it unrealistic in deployment.

In this paper, we proposed an improved context triggered
piecewise hash (CTPH) [12] based on DroidMOSS, which uses
two small primes to perform twice CTPH (T -CTPH) process
and generates two fingerprints for each app to detect the re-
packaged Android applications.

The main contributions of this paper are as follows:

1) We propose an improved Android application fingerprint
generating algorithm T - CTPH, in which two small primes
are used as the trigger values to increase the randomness
against possible attacks and improve the accuracy. It can be
further used to filter out unnecessary matching.

2) An improved algorithm is proposed to speed up the calcula-
tion of the fingerprints similarity. Besides, memory over-
head is also greatly reduced.

3) We have realized our system to detect repackaged apps and
found about 5% repackaged apps in pre-collected 6438 sam-
ples of 4 different types.

Portions of this work have previously appeared as an extend-
ed abstract [13]. We revise the paper a lot and add more tech-
nical details. Specifically, we discuss the choice of trigger val-
ue and methodology proof of T-CTPH in detail. We also redo
the whole experiments and present the performance compari-
son of different methods and manual analysis. Moreover, a con-
crete study of one repackaged app is presented.

The remainder of this paper is organized as follows. In sec-
tion 2, we introduce our approach, including feature extraction,
fingerprint generation and similarity matching. In section 3,
our approach is evaluated based on 6438 real applications
from several Android markets. Section 4 gives the conclusion.

2 Scheme Design

To accurately detect repackaged apps in Android markets,
we propose an improved scheme based on CTPH. With the
help of a filtering method and the optimized similarity calculat-
ing algorithm, the similarity calculation is speeded up to detect
the repackaged apps efficiently.

2.1 System Architecture
Android Package (APK) contains all resources that the appli-

cation needs to run. The .apk files are actually compressed
packages with ZIP format. The signature information stored in
META-INF directory ensures the integrity of APK and the sys-
tem security. Resource files like images are stored in RES di-
rectory. .apk files also include a manifest XML that specifies a
number of aspects about the application, including its name,
version information, permissions required to perform, refer-
enced library files and other important information. Android
applications are primarily developed in Java. The Java source
code is first compiled to Java bytecode and then converted into
the Dalvik executable (DEX) format. This paper mainly analyz-
es the DEX bytecode.

The overall architecture of our system is shown in Fig. 1. It
is divided into three parts: Feature extraction, fingerprint gen-
eration, and similarity matching. Since malicious codes and ad-
vertisements are always injected to the repackaged apps, the
types of repackaged application and the original one are al-
ways the same. Based on this observation, we first download
the apps by category from the Android market and store them
in their corresponding app databases. For each application in
app databases, we extract its author information and applica-
tion instructions. Next twice CTPH process is executed on the
extracted instructions for fingerprints generation. Finally, simi-
larity comparison algorithm is used to find the matching pairs
(suspicious repackaged pairs). As in DroidMOSS, we assume
that the signing keys from app developers are not leaked.
Therefore, APKs with the same signature must be generated by
the same author, and they can be ignored because the matched
pairs with high similarity and the same signature are always
the different versions of the same application.

2.2 Feature Extraction

For each app, feature extraction includes the steps of uncom-
pressing, extracting the author information, disassembling
DEX file, extracting the app instructions, and doing T-CTPH.
Finally, the fingerprint of the APK is generated.

After uncompressing the app, we use the keytool [14] to ex-
tract certificate information from META-INF directory by com-
mand keytool -printcert -V -file "XXX.RSA". Then we leverage
Dalvik disassembler baksmali [15] to disassemble the classes.
dex bytecode file as java -jar baksmali- 1.2.4.jar -o classout/
classes.dex.

All the disassembled smali files and folders are stored in the
classout directory by the class hierarchical relationships. The
app Instructions extraction is done according to the following

e =%
N Feature FingerPrint Similarity Im"
extraction match

Sample anps Repackaged
ample apps apps

AFigure 1. System architecture.
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rules: 1) Depth traversal with the alphabetical order of generat-
ed smali files and folders; 2) Since some class names may be
modified before releasing, we ignore the confusing names of
class so as to reduce the error of instruction extraction; 3) Ex-
tracting methods of different classes.

2.3 Fingerprint Generation

For an actual .apk file, the extracted instruction sequences
in section 2.2 are extremely long. To generate the fingerprint of
apps, the common way is to use a hash operation to compress
the long sequence. Although hashing can determine whether
two apps are the same, it is not helpful to know the similarity
measurement of two apps. The reason is that one minor modifi-
cation will greatly change the hashing value. Furthermore, cal-
culating the similarity of two apps directly will be particularly
expensive. So DroidMOSS [7] adopts fuzzy hashing to solve the
above problems. Specifically, it first divides the long sequenc-
es into some short pieces with a fixed trigger value, calculates
the hash value of each short piece, and then maps each 32-bit
binary hash data to a 6-bit binary printable character based on
Base64 [16], and concatenates piece hash results as the final
fingerprint of one application at last. The fuzzy hashing can ef-
fectively localize the changes possibly made in repackaged ap-
ps and the similarity between the generated fingerprints repre-
sents how similar their corresponding apps are.

Typically, the fuzzy hashing algorithm consists of a weak
hash algorithm with a trigger value for the piece, a strong hash
algorithm for calculating the piece hash, a compression algo-
rithm for mapping each piece hash to a shorter value and a sim-
ilarity comparison algorithm used to calculate the similarity of
two fuzzy hash values. DroidMOSS first divides all the long in-
struction sequences with a fixed trigger value. It randomly se-
lects 200 samples from 6 Android markets to compare with 68,
187 official applications. However, it is highly time-consuming
to calculate 81,824,400 similarity scores for apps. Secondly,
DroidMOSS maps any 32-bit binary hash data to a 6-bit binary
printable character based on Base64, which means that every
2% value will be mapped the same value. If the file is large
enough, some different piece hashes will be mapped to the
same value. Finally, in terms of similarity calculation method,
DroidMOSS uses a two dimensional array to calculate the edit
distance between two fingerprints. However, it is memory-con-
suming if the fingerprints are very long, especially when facing
81,824,400 pairs.

Based on the above analysis, we remove the compression
mapping algorithm of fuzzy hash and execute CTPH process
twice with two small primes as trigger values so as to generate
fingerprint of long instruction sequences efficiently. Specifical-
ly, for an instruction sequence, we use two small primes to do
twice CTPH processes respectively. Besides, only the finger-
prints with the same triggered prime will be compared, which
improves the overall efficiency of detecting repackaged apps.

Fig. 2 shows the CTPH algorithm. The original sequence in
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A Figure 2. Context triggered piecewise hash.

the figure is the input of the process and a trigger value (tv) is
selected for dividing pieces. All the piece hashes are then cal-
culated and concatenated as the final fingerprint. This process
is presented in Algorithm 1.

Algorithm 1. CTPH

Input: Data stream sequence
Output: Trigger value tv, fingerprint signature
Description :
rh — rolling hash, ph — piece hash, ws — size of sliding window
: set window_size(ws)
: tv = compute trigger value(sequence)
: tnitialize roll_hash( rh)
: tnitialize piece_hash(ph)
: tnitialize signature(signature)
: for each byte b in sequence do
update roll_hash(rh, b)
update piece_hash(ph, b)
if rh mod v = -1 then
signature+=ph
initialize piece_hash(ph)
13:  endif
14: end for
15: return (v, signature)

O N Nt AW =

—_ =
—_ O .-

—
\S]

In our scheme, we present an improved approach to effec-
tively detect repackaged applications in Android market. The
concrete process is presented in Algorithm 2 and visually
summarized in Fig. 3.

For the input Original sequence extracted in section 2.2, we
first use a trigger value ! to process the first CTPH with Algo-
rithm 1 and Sequencel is generated. Then ! is used again for
the second CTPH process with Sequencel, and the final result
Signaturel is generated (see left with a solid line). For the
right part in Fig. 3 (the dotted line), we also make the same pro-
cess with trigger value 2, and generate the second result Sig-
nature?.

In Algorithm 2, for the function CTPH(), i.e., signaturel=
CTPH(vl1, sequencel). signaturel is the result of Algorithm 1
with input sequencel and trigger value twl. The final finger-
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Algorithm 2. T-CTPH for fingerprint generation

Input: App instruction sequence Original Sequence

Output: Trigger values tvl and w2, fingerprint signaturel,
signature?2

Description:

sequencel, sequence2 — results of CTPH, ws — window size

: set window_size(ws)

:(twl, w2) = trigger value(Original sequence)

:initialize sequence(sequencel, sequence2)

:initialize signature(signaturel, signature2)

:sequencel =CTPH(tw1, Original sequence)

:sequence2 =CTPH (12, Original sequence)

:signaturel =CTPH(tv1, sequencel )

:signature2 =CTPH(1v2, sequence?)

:return (wl, w2, signaturel, signature?)

O 00 IO\ U A W N =

’ Original sequence

Tl First CTPH /

Sequence 2 w2

tvl ‘ Sequence 1

\. Y
N 4
\ /

Second CTPH ™ S/

\, /

Signature 2 2

vl Signature 1

CTPH: context triggered piecewise hash

AFigure 3. T-CTPH for fingerprint generation.

print of an app is:

sign ature =(tw1,sign ature1)l(tv2,sign ature?) . 1)

2.4 Similarity Matching

After the above steps, each app has its own fingerprint. Next
we calculate the similarity between the fingerprints generated
in section 2.3. There are several ways to obtain the similarity,
such as bitmap algorithm and computing the longest common
subsequence between strings. In this paper, we use edit dis-
tance to calculate the similarity between two fingerprints. The
edit distance is the minimum edit operation to turn one finger-
print into another, including insertion, deletion and substitu-
tion of a single character. In order to calculate the edit dis-
tance of the two strings, a conventional two-dimensional matrix
is used to represent the distance between two strings and fill
the matrix circularly. Finally we get matrix[lenl,len2] which is
the edit distance between two strings with length lenl and len2
respectively.

It should be noted that if the two strings are relatively long,
lenlxlen2 size of memory needed for calculating will be quite

large, thus reducing the speed for similarity matching. In order
to speed up the calculation for long strings, we presented an
improved calculation algorithm of edit distance. Specifically,
we use three one - dimensional arrays arrayl, array2, array3
(with sizes of lenl, len2, len3, respectively) to calculate the ed-
it distance. arrayl denotes the first column of the conventional
two-dimensional array, array2 and array3 denote two adjacent
rows of that two-dimensional array. We fill array2 and array3
circularly in an iterative method, which exchanges array2 and
array3 continuously to denote two adjacent rows. In the end, if
lenl is odd, the edit distance is array2flen2- 1], otherwise the
edit distance is array3[len2-1]. The process is shown in Algo-
rithm 3. In this approach, only lenl+ len2X2 memory is need-
ed, which greatly saves memory and speeds up the process.

Algorithm 3. Calculates the edit distance between two apps

Input: Two fingerprints fpland fp2
Output: Edit distance between fpland fp2
1:lenl<=strlen(fpl), len2 <—strlen(fp2)

2 :initialize arrayl(lenl)

3 :initialize array2(len2)

4.for i =1—lenl do

5: for j=1—len2 do

6:  cost=fpl]il=fp2[j] 7 0:1

7. if (i mod 2=0) then

8: array?2|[0]=arrayl[i]

9: array?2|jl=min(array2[j-1], array3[j], array3|[j-1])+cost

10: else

11: array3|0]=arrayl[i]

12: array3|jl=min(array3[j-11, array2lj], array?2|j-1])+cost
13:  endif

14: end for

15 :end for

16: if (lenl mod 2=0) then

17:  edit_dist= array3|len2-1]

18: else

19:  edit_dist= array2[len2-1]

After the edit distance between two fingerprints is calculat-
ed, equ. (2) is used to measure the similarity between the two
fingerprints [4]:

edit_dist

Sim_Score =[1 = max(lenl,len2)

1*100 , (2)

If two apps are signed with different developer keys and the
similarity score between two apps exceeds a certain threshold,
we treat them as repackaged matching pairs. Note that the
choice of threshold greatly affects the false positive and false
negative rates, thus influencing the accuracy of our test results.
In our experiments, we apply the threshold 70 empirically, and
it shows a good balance between false positive and false nega-
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tive rates.

3 Evaluation

3.1 Sample Collection and Classification

To perform a concrete study on the repackaged apps and
measure the effectiveness of our scheme, we developed an
APK crawler and collected 6438 apps from various Android
markets, including social networking, game, system tool, and
shopping. We store them in different databases. The exact
numbers of different types of the collected apps are shown in

Table 1.

3.2 Comparison of DroidMOSS and T-CTPH

The use of compression mapping algorithm based on Base64
has a certain impact on the accuracy of the generated finger-
print and the false positive (negative) rate. In most case, larger
trigger value produces shorter fingerprint, and poor accuracy,
and vice versa. Therefore, the selection of trigger value has an
important effect on the results. For example, for a web chatting
tool QQ3.0 of size 6.37 MB, we get a trigger value 6385 with
the method in [11] while the trigger value is (223, 227) in our
approach. Next, we collect the same application from different
sources and make a similarity comparison of the fingerprints
generated by the different instruction sequences length. Fig. 4
shows the similarity of apps using different length of instruc-
tion sequences. The real score is sequence similarity calculat-
ed by edit distance with Algorithm 3. The x axis represents the
length of the sequence, and the y axis represents the similarity
score of two apps. As in DroidMOSS most of the experimental
parameters are not given, e.g., the string length. We select dif-
ferent string length and make a comparison between Droid-
MOSS and T-CTPH in Fig. 4.

As seen from Figs. 3 and 4, the similarities of the sequences
are closer to the real score in our approach, that is, our scheme
has improved the similarity accuracy between the fingerprints,
thus reducing the false positive (negative) rate. The results of
detecting repackaged apps in pre-collected data are shown in
Table 2. The total consumed time of DroidMOSS and T-CTPH
are shown in Table 3.

Table 2 shows that the proposed scheme (T-CTPH) improves
the accuracy of detecting repackaged apps, and its results are
closer to the results of manual analysis. In addition, the apps of

VTable 1. Distribution of collected apps

Category Number
Social 2557
Game 2396

System tool 838

Shopping 647

Total 6438
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VTable 2. Results of different detecting repackaged apps methods

Category DroidMOSS T-CTPH Manual analysis
Social 157 156 155
Game 140 140 138

System tool 39 38 38

Shopping 34 34 33

VTable 3. Total consumed time of DroidMOSS and T-CTPH

Category Number DroidMOSS (hour)  T-CTPH (hour)
Social 2557 22.51 7.12
Game 2396 19.85 6.12

System tool 838 2.58 0.84

Shopping 647 1.52 0.61

social networking have the highest repackaged rate, and the
lowest is of system tool. It is because the repackaged apps are
often used for stealing user’s internet traffic and phone hill by
injecting malicious code to existing apps or implanting Trojan
to remotely control user’ s phone, which will inevitably require
internet service. Besides, game apps are likely to be repack-
aged. The reason is that developers can re-route or steal ads
revenues by replacing or embedding ads to games.

3.3 Optimized Edit Distance Method

To calculate the pair - wise similarity scores of the finger-
prints quickly, we optimize the edit distance method by using
three one-dimensional arrays to replace a two-dimensional ar-
ray, which not only saves a lot of memory resources, but also
enhance the speed of the similarity calculation process. We
test the optimized algorithm on a computer with Linux system

(Ubuntu 10. 04). The CPU is Intel (R) Pentium 4 running at
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2.93 GHz and the size of RAM is 2 GB. Table 3 shows a com-
parison of time consumption for some sequences in different
length ranges.

Table 4 shows that the optimized algorithm improves the
speed of similarity calculation significantly, and when the se-
quence is longer, it is more obvious that the consumed time for
calculating similarity between sequences is reduced.

3.4 Case Analysis

To perform a concrete study of the repackaged apps and re-
veal how one app is repackaged, we show the analysis of re-
packaged apps detected by our scheme. For example, through
manual analysis, we find a repackaged app QQ that is stealing
the user’s private information. The permission to read phone
state READ_PHONE_STATE is first inserted to AndroidMani-
fest.xml file as shown in Fig. 5. Then the repackaged QQ gets
the IMEI, and phone number, by calling getDeviceld and get-
Linel Number respectively (Figs. 6 and 7).

Usually, advertising Software Development Kit (SDK) needs
to add publisher identifier to AndroidManifest.xml, and then
modify the layout description and the program bytecodes to
show ads. The following is a detected example of repackaging a
normal app (com. racingstudio. racingmoto) by including Ad-
Mob [17] SDK in the app. We find that the signed keys are dif-
ferent, but they are the similarity matching pairs. Further, a
manual analysis shows that ads always pop up in the bottom on
the game interface of the repackaged app (right) as shown in
Fig. 8.

VTable 4. Consumed time before and after optimization

Length of sequence (k)  Before optimization (ms)  After optimization (ms)

0.5 10.27 4.04
1 50.23 16.21
2 127.41 68.24
4 468.56 27291
6 1028.37 604.49
8 1818.52 1032.50
10 2992.54 1443.57
12 18900.53 2432.13
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AFigure 8. Screenshots before and after repackaging.

We also find that functions like setVisibility, findViewByld,
loadAd are inserted in onCreate function to display ads in the
disassembled files, by which developers can steal the ads reve-
nues (Fig. 9).

4 Conclusions
In this paper, we propose an improved repackaged applica-
tion detection scheme based on T-CTPH. An improved finger-
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print generating algorithm is presented by using two small
primes as the trigger values for T-CTPH so as to increase the
randomness against possible attacks and improve the accura-
cy. We then optimize the similarity calculation method and fil-
ter unnecessary matching processes to make the similarity
matching more efficient. Our experimental results show that
about 5% of the apps are repackaged in our pre-collected data.
The proposed scheme improves the detection accuracy of the
repackaged apps, and has positive and practical significance
for the ecological system of the Android market.

References

[1] IDC. (2015). Smartphone OS Market Share, 2015 ()2 [Online]. Available: http://
www.ide.com/prodserv/smartphone-os-market-share.jsp

[2] H. Huang, S. Zhu, P. Liu, and D. Wu, “A framework for evaluating mobile app
repackaging detection algorithms,” in 6th International Conference on Trust and
Trustworthy Computing, TRUST 2013, London, United kingdom, 2013, pp. 169—
186. doi:10.1007/978-3-642-38908-5_13.

[3] W. Zhou, Y. Zhou, M. Grace, X. Jiang, and S. Zou, “Fast, scalable detection of
‘piggybacked” mobile applications,” in 3rd ACM Conference on Data and Appli-
cation Security and Privacy, San Antonio, TX, United states, 2013, pp. 185-195.
doi:10.1145/2435349.2435377.

[4] Y. Zhou and X. Jiang, "Dissecting Android malware: Characterization and evolu-
tion," in 33rd IEEE Symposium on Security and Privacy, San Francisco, CA,
United states, 2012, pp. 95— 109. doi:10.1109/SP.2012.16.

[5] I. Davis. (2012). Dex clone detector [Online]. Available: http://www.swag.uwater-
loo.ca/dexcd/index.html

[6] J. Crussell, C. Gibler, and H. Chen, “Attack of the clones: Detecting cloned ap-
plications on Android markets,” in 17th European Symposium on Research in
Computer Security, Pisa, Italy, 2012, pp. 37-54. doi:10.1007/978-3-642-33167-
1.3.

[7] W. Zhou, Y. Zhou, X. Jiang, and P. Ning, “Detecting repackaged smartphone ap-
plications in third - party android marketplaces,” in Proceedings of the second
ACM conference on Data and Application Security and Privacy, San Antonio,
USA, 2012, pp. 317-326. doi:10.1145/2133601.2133640.

[8] Y.-D. Lin, Y.-C. Lai, C.-H. Chen, and H.-C. Tsai, “Identifying android malicious
repackaged applications by thread - grained system call sequences,” Computers
and Security, vol. 39, pp. 340350, 2013. doi: 10.1016/j.cose.2013.08.010.

[9] J.-H. Jung, J. Y. Kim, H.-C. Lee, and J. H. Yi, “Repackaging attack on android

66 | ZTE COMMUNICATIONS = August 2016 Vol.14 No. 3

banking applications and its countermeasures,” Wireless Personal Communica-
tions, vol. 73, pp. 1421-1437, 2013. doi: 10.1007/s11277-013-1258-x.

[10] T. Andrew. (2010). Spamsum README [Online]. Available: http://www.samba.
org/ftp/unpacked/junkcode/spamsum

[11] J. Kornblum, “Identifying almost identical files using context triggered piece-
wise hashing,” Digital Investigation, vol. 3, pp. 91-97, 2006. doi: 10.1016/j.di-
in.2006.06.015.

[12] L. Chen and G. Wang, “An efficient piecewise hashing method for computer fo-
rensics," in Ist International Workshop on Knowledge Discovery and Data Min-
ing, Adelaide, Australia, 2008, pp. 635-638. doi:10.1109/WKDD.2008.80.

[13] Z. Qin, Z. Yang, Y. Di, et al., “Detecting repackaged android applications,” in
3rd International Conference on Computer Engineering and Network, CENet
2013, Shanghai, China, 2013, pp. 1099-1107. doi:10.1007/978-3-319-01766-
2_125.

[14] SourceForge. (2013). Keytool [Online]. Available: https://sourceforge.net/proj-
ects/keytool/

[15] G. Dini, F. Martinelli, A. Saracino, and D. Sgandurra, “Madam: a multi-level
anomaly detector for android malware,” in Computer Network Security, ed:
Springer, 2012, pp. 240-253.

[16] J. Walker. (2007, June 10). Base64—encode and decode base64 files [Online].
Available: http://www.fourmilab.ch/webtools/base64

[17] Google. (2015). Admob for Android Developers [Online]. Available: http://sup-
port.google.com/admob/topic/13072367hl=zh-Hans&re{_topic=1307209

Manuscript received: 2015-07-24

[/l Biographies J

QIN Zhongyuan (zyqin@seu.edu.cn) received the MS degree in computer science
and the PhD degree in communication and information system from Xi”an Jiaotong
University, China in 1999 and 2003, respectively. He is currently an associate pro-
fessor in the School of Information Science and Engineering, Southeast University,
China. His research interests include wireless network security and Android securi-
ty. He has published more than 40 papers in refereed international journals and con-
ference proceedings.

PAN Wanpeng (pan.wanpeng@zte.com.cn) received his MS degree in network and
information security from Northwestern Polytechnical University, China in 2007. He
is the chief security director of terminal business division at ZTE Corporation. His
research interests include Android security and network security.

XU Ying (xu.ying6@zte.com.cn) received the BOM degree in Information Manage-
ment and the MS degree in computer application from Zhengzhou University, China
in 2005 and 2010. Now she is working with ZTE. Her research interests focus on
software testing.

FENG Kerong (fengkerong@163.com) received the BE degree in communication en-
gineering from China University of Petroleum in 2013. Now she is pursuing her MS
degree at Southeast University, China. Her research interests focus on security in

Android.

YANG Zhongyun (midcloud@foxmail.com) received the MS degree in information
security from Southeast University, China in 2014. He is currently a software engi-
neer at CoolPad Corporation. His research interests focus on security in Android.



ZTE Communications Guidelines for Authors

® Remit of Journal

ZTE Communications publishes original theoretical papers, research findings, and surveys on a broad range of communica-
tions topics, including communications and information system design, optical fiber and electro—optical engineering, micro-
wave technology, radio wave propagation, antenna engineering, electromagnetics, signal and image processing, and power
engineering. The journal is designed to be an integrated forum for university academics and industry researchers from around
the world.

® Manuscript Preparation

Manuscripts must be typed in English and submitted electronically in MS Word (or compatible) format. The word length is ap-
proximately 3000 to 8000, and no more than 8 figures or tables should be included. Authors are requested to submit mathe-
matical material and graphics in an editable format.

® Abstract and Keywords

Each manuscript must include an abstract of approximately 150 words written as a single paragraph. The abstract should not
include mathematics or references and should not be repeated verbatim in the introduction. The abstract should be a self-
contained overview of the aims, methods, experimental results, and significance of research outlined in the paper. Five care-
fully chosen keywords must be provided with the abstract.

* References

Manuscripts must be referenced at a level that conforms to international academic standards. All references must be num-
bered sequentially in—text and listed in corresponding order at the end of the paper. References that are not cited in—text
should not be included in the reference list. References must be complete and formatted according to ZTE Communications
Editorial Style. A minimum of 10 references should be provided. Footnotes should be avoided or kept to a minimum.

¢ Copyright and Declaration

Authors are responsible for obtaining permission to reproduce any material for which they do not hold copyright. Permission to
reproduce any part of this publication for commercial use must be obtained in advance from the editorial office of ZTE Com-
munications. Authors agree that a) the manuscript is a product of research conducted by themselves and the stated co—au-
thors, b) the manuscript has not been published elsewhere in its submitted form, c) the manuscript is not currently being con-
sidered for publication elsewhere. If the paper is an adaptation of a speech or presentation, acknowledgement of this is re-
quired within the paper. The number of co—authors should not exceed five.

¢ Content and Structure

ZTE Communications seeks to publish original content that may build on existing literature in any field of communications. Au-
thors should not dedicate a disproportionate amount of a paper to fundamental background, historical overviews, or chronolo-
gies that may be sufficiently dealt with by references. Authors are also requested to avoid the overuse of bullet points when
structuring papers. The conclusion should include a commentary on the significance/future implications of the research as
well as an overview of the material presented.

® Peer Review and Editing
All manuscripts will be subject to a two—stage anonymous peer review as well as copyediting, and formatting. Authors may be
asked to revise parts of a manuscript prior to publication.

¢ Biographical Information
All authors are requested to provide a brief biography (approx. 100 words) that includes email address, educational back-
ground, career experience, research interests, awards, and publications.

® Acknowledgements and Funding
A manuscript based on funded research must clearly state the program name, funding body, and grant number. Individuals
who contributed to the manuscript should be acknowledged in a brief statement.

® Address for Submission
magazine@zte.com.cn
12F Kaixuan Building, 329 Jinzhai Rd, Hefei 230061, P. R. China



ZTE COMMUNICATIONS

ZTE Communications has been indexed in the following databases:

® Cambridge Scientific Abstracts (CSA) ® Inspec

® China Science and Technology ¢ Ulrich’s Periodicals Directory
Journal Database

® Chinese Journal Fulltext Databases ® Wanfang Data—Digital Periodicals



