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Abstract: Yet Another Next Generation (YANG) is a data modeling language which is primarily designed to define the hierarchical struc-
ture of data used in network configuration management protocols such as NETCONF. However, traditional relational databases struggle to
maintain optimal index performance for YANG data, and it is challenging to ensure data validity and transaction characteristics, particu-
larly in resource-constrained environments such as network base stations. In this paper, we introduce the design and implementation of
DB4YANG, an embedded database optimized for minimal resource usage while effectively handling and storing YANG model data.
DB4YANG supports fast read and write operations on YANG data and ensures data integrity through continuous synchronization with opti-
mistic locking. This approach mitigates the performance drawbacks that arise from non-native processing and format conversions com-
monly found in relational databases. Furthermore, this paper delves into transaction processing techniques tailored for YANG model data.
These techniques are designed to ensure the reliability and consistency of data operations and strictly adhere to the Atomicity, Consis-
tency, Isolation, and Durability (ACID) principles to preserve data integrity. We conducted several experiments comparing DB4YANG

with an existing database, and the results demonstrate the effectiveness and efficiency of the proposed database.
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1 Introduction
n recent years, the global expansion of cloud computing and
the surge in business demands have accelerated network
technologies and software-defined networking (SDN)". The
essence of SDN is the decoupling of the control plane from
the data plane, which was originally achieved via OpenFlow.
While OpenFlow is no longer essential, the idea of separating
control from forwarding remains central to SDN". The program-
mability of networks has progressively evolved into a crucial cri-
terion for evaluating SDN frameworks.

Traditionally, programming network devices means using
command line interfaces (CLI) and the simple network man-
agement protocol (SNMP). Network operators build scripting
and management tools on top of these protocols to achieve
some level of network programmability, which is useful for au-
tomating numerous tasks. Some devices allow for configura-
tion through a web interface using extensible markup lan-
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cuage (XML) for bulk settings. However, despite its ease of
use, CLI is not efficient or easy to read. It is primarily de-
signed for human-machine interaction rather than the program-
matic needs of networks. CLI proves insufficient for large-
scale network automation due to its limited programmability
and the complexities involved in development.

SNMP was introduced to simplify device configuration. It is a
network management protocol comprising application-layer pro-
tocols, database schemas, and data objects for network supervi-
sion”, SNMP is widely used for monitoring, but it suffers from
several limitations. First, it lacks readability. It also has secu-
rity vulnerabilities and lacks backup and rollback options.
Moreover, its write capabilities are limited, which means it is
primarily suitable for monitoring and basic configuration
checks rather than in-depth configuration management. These
limitations hinder its utility in network configuration tasks.

To address the intricacies of device configuration manage-
ment, the IETF introduced standards including NETCONF,
Yet Another Next Generation (YANG), and RESTCONF.
NETCONF is an XML-based protocol for network manage-
ment. It includes a suite of functionalities such as configura-
tion, monitoring, fault management, secure authentication,
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and access control. These features have contributed to its
widespread industry adoption®. YANG, defined in RFC 6020
(2010), is a modeling language for standardizing NETCONF’ s
data models and operations. The integration of YANG models
within NETCONF messages creates a universal network pro-
grammability interface. YANG-based network programmability
has been widely adopted since 2016, simplifying network ad-
ministration and reducing operational costs.

YANG provides a concise yet comprehensive means of de-
fining data structures, yielding lightweight data descriptions.
Network devices use remote procedure calls (RPCs) that are
translated into XML messages, conforming to YANG model
rules, to enable seamless end-to-end communication. How-
ever, with the advent of technologies such as 5G, managing
the ever-growing volume of YANG model data at a large scale
presents significant challenges.

Traditional relational databases have difficulty maintain-
ing optimal index performance for YANG data, which neces-
sitates separating model management from data manage-
ment. Ensuring data integrity requires constant synchroniza-
tion between these systems, which in turn introduces consis-
tency challenges. Document databases such as MongoDB
necessitate converting YANG data into the BSON format,
which is a memory-intensive process and involves frequent
data format conversions”. These conversions can degrade
performance, especially in resource-constrained settings
like network base stations.

In such environments, devices produce vast amounts of
configuration and state data, intricately detailed by YANG
models. Typically, this data is stored directly in relational da-
tabase management systems (RDBMSs). While RDBMSs are
built for handling structured data, they face numerous ineffi-
ciencies when dealing with YANG-modeled data structures.
Most RDBMSs lack native capabilities for managing YANG
models and validating documents according to YANG sche-
mas. Consequently, developers are compelled to devise
supplementary modules to facilitate model governance and
data validation, introducing an additional layer of complexity
to system architectures and increasing maintenance over-
head. This necessitates a reevaluation of conventional data
storage strategies to accommodate the intricacies of YANG
models more effectively and streamline system design for en-
hanced scalability and maintainability.

Moreover, most network devices cannot afford high levels of
memory and computing resource consumption. Given the lim-
ited performance of these devices, they may struggle to handle
complex data operations, run advanced algorithms, or manage
a large number of network connections simultaneously. In this
resource-constrained scenario, the performance bottleneck be-
comes particularly evident when dealing with massive network
data or executing compute-intensive tasks, which could lead
to degraded performance or even system crashes.

These problems motivate us to design and implement a data-
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base that efficiently stores and indexes YANG model data and
can be deployed across diverse environments without impos-
ing substantial resource demands. We build DB4YANG on an
efficient key-value storage structure with a high-performance
indexing mechanism for parsing, storing, and managing
YANG-modeled data, thereby simplifying both data manage-
ment and retrieval. The data management module specializes
in handling data objects constrained by YANG models, vali-
dating the correctness of XML or JSON documents, and con-
verting them into corresponding objects for storage. Besides,
to maintain data integrity and consistency, DB4YANG adopts
optimistic locking to achieve concurrency control. The devel-
opment of an embedded database for YANG models in low-
storage-performance network transmission contexts is of con-
siderable practical and industrial importance.

2 Related Work

2.1 Yang Model Application

YANG has emerged as the industry-preferred schema for
data description, prompting standards bodies, vendors, opera-
tors, and over-the-top (OTT) service providers to define their re-
spective YANG models. This trend has garnered attention from
prestigious universities and research institutions worldwide,
which are actively engaged in developing applications based on
YANG models and researching ways to enhance network trans-
mission performance through YANG-driven methodologies.

Golmohammadi'® developed Trace, a centralized tracing
tool that triggers traceroute commands with a distinct syntax
on transmission control protocol/Internet protocol (TCP/IP)
routers from a network management system. It tracked net-
work hops and BGP autonomous systems (ASes), measured
round-trip time (RTT) to specific endpoints, and sent the data
back to the management system. The authors also evaluated
the viability of integrating this tracing tool with YANG-based
network management systems.

Lee et al.”" improved the NETCONF protocol using YANG
XML documents. They devised a method for creating data
blocks based on device configuration dependencies, allowing
for the logical organization of configuration data. This data can
be stored and managed in separate segments, enhancing effi-
ciency when multiple administrators work on different data
blocks  simultaneously, ~which makes this
NETCONF outperform existing methods.

Dallaglio et al.®® proposed a control and management plane
for elastic optical networks (EONs) using NETCONF and
YANG. They introduced a YANG model for optoelectronic
transponders supporting sliceability, variable bit rates, and

enhanced

monitoring. Their experimental validation confirmed the
model’s effectiveness in controlling and managing EONs.
Amlou et al.”’ created a microservice-based architecture for
network automation, utilizing OpenConfig YANG models and
NETCONF. This architecture simplified network configura-
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tion, automated tasks, and reduced errors. Their work demon-
strated how this approach streamlined configuration and data
collection, effectively managing complex networks. Perfor-
mance assessments confirmed its robustness in handling de-
tailed configurations and its fault tolerance.

Liu et al."” introduced MAYA, a system that aligns YANG
models from various vendors or organizations by examining
node attributes. MAYA uses semantic similarity techniques to
measure the distance between attributes within nodes from dif-
ferent YANG models. They developed a YANG model align-
ment algorithm based on the stable marriage problem (SMP) to
create inter-model mappings. Case studies and experiments
showed that MAYA meets the alignment needs of YANG mod-
els in real-world settings.

In NETCONF- and YANG-based implementations of the
data plane, validation efforts typically focus on YANG model
verification. However, gaps in validation can lead to configura-
tion errors, such as incorrect IP addresses or ports. Martinovic

1."" proposed enhancements to data model validation by

et a
comparing actual configurations against expected ones, using
XML comparison techniques.

Overall, current research on YANG models is largely cen-
tered on advancing YANG-based network management tech-
nologies and refining YANG’ s implementation and perfor-

121" Despite this,

mance within modern network architectures
there are still significant gaps in the direct governance and

management of YANG model data.

2.2 Embedded System

In embedded systems, database operations are typically
subject to strict timing constraints. Within this ecosystem, a
class of database solutions exists that can be integrated into
applications as library functions. These are known as embed-
ded database management systems (EDBMS) or more com-
monly as embedded databases'"”. By eliminating the overhead
of client-server architectures, these systems offer efficient stor-
age directly within applications and often act as local storage
solutions. Noted for their minimal resource consumption, em-
bedded databases are dedicated solely to their host processes
and are capable of storing data volumes up to the terabyte
scale. They are highly scalable, customizable, and strongly
compatible across various platforms. Moreover, they are de-
signed to be resilient in the face of failures.

Since embedded databases function on the application side
without a dedicated maintenance team, they are vulnerable to

[14]

user errors and hardware malfunctions''™. This necessitates

the implementation of robust fault-handling strategies. Well-

known examples of embedded databases include SQLite!,

LevelDB" and RocksDB!"".

The primary difference between embedded and non-
embedded databases lies in their operational models. Unlike
standalone database servers that operate as separate daemons,
embedded databases share the same process space as the ap-
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plication. It is important to note that simply having a database
on an embedded device does not make it an embedded data-
base; such databases are more accurately described as embed-
ded mobile databases. While it is theoretically possible for em-
bedded devices to run server-side programs for network data-
bases, the term “embedded databases” refers specifically to

US! that run locally, integrated with the application

databases
without the need for a separate server instance, and are bound
to the application s life cycle.

In contrast, conventional database access models employ
intermediaries such as JDBC or ODBC'", through which cli-
ents communicate with remote database servers responsible
for actual data manipulations. As depicted in Fig. 1, this
model adheres to the classical client-server architecture,
where clients and servers, as discrete processes, can collabo-
rate closely whether they reside on the same machine or span
different computers and networks.

Sysrepo is an open-source application that supports the re-
quired abstraction™. To the best of our knowledge, Sysrepo
is the most widely used database for managing and storing
YANG-related data. It maintains a datastore, a core compo-
nent of a NETCONF-enabled device. This datastore contains
the configuration state of the device as defined by YANG
data models installed within it. The code was modified to
function as a plugin-style application for Sysrepo. This modi-
fication introduced a Sysrepo Client Library within the appli-
cation, enabling it to subscribe to YANG modules in Sys-
repo’ s datastore, with protocol buffers serving as the inter-
face between the client library and the datastore engine.
When a new NETCONF configuration utilizing a subscribed
YANG data model is received, this setup triggers the execu-
tion of the C application.

Netopeer2, the third software system working in tandem
with Sysrepo, functions as a NETCONF server?'l. Operating as
a background service (or daemon) on the switch, it monitors
the management network for incoming NETCONF connec-
tions. Remote devices configure the switch via NETCONF by
interacting with the Netopeer2 service. Upon receiving a
NETCONF configuration update from a remote device, Netop-
eer2 processes the data payload and validates it against the

1PC
Client Server
App
o
App Database
request
Client-server DBMS Embedded DBMS

DBMS: database management system
IPC: inter-process communication

Figure 1. Architecture of client-server database and embedded database
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YANG modules in the datastore to ensure consistency. After
successful validation, the updated configuration settings are
applied by invoking the relevant applications subscribed to
the respective YANG model through Sysrepo.

3 Proposed Embedded Database Overview

3.1 Database Structure

The YANG model delegates functions to discrete modules,
featuring an embedded design with minimal coupling. The ar-
chitecture of the YANG model database facilitates client inter-
action through NETCONF and SNMP interfaces supported by
the runtime environment. These interfaces convey YANG mod-
els and data to a database service centered around a data stor-
age module. This service is meticulously designed to adminis-
ter both model management and data management tasks.

The model management module, a core component, directly
oversees the handling of YANG model files. Its responsibili-
ties encompass the import/export, deletion, and modification
of models, thereby ensuring the integrity and flexibility of the
schema definitions. The data management subsystem is tasked
with the storage of documents conforming to YANG model
constraints within the database and adopts an optimized
schema. It further implements specific routines for constraint
validation and for performing create, read, update, and delete
(CRUD) operations at the node level, enhancing data integrity
and operability.

Presently, the model management and data management
modules operate independently. These modules perform peri-
odic synchronization of their datasets to maintain coherence.
To augment functionality, an additional plugin subsystem that
endows the system with data subscription capabilities has
been integrated into the framework. Leveraging this subscrip-
tion mechanism, affiliated business services can promptly re-
act to modifications in the model data, thereby enabling real-
time responsiveness.

Fig. 2 shows that the architecture of DB4YANG is con-
structed with different modules, each dedicated to a distinct
function. It comprises the storage service module, the data
management module, and the model management module, all
of which rely on the B+ tree. Collectively, these modules form
the backbone that primarily facilitates advanced model gover-
nance, robust data handling, and dynamic data subscription
functionalities. Thereby the proposed database is a sophisti-
cated and adaptable database infrastructure tailored for
YANG-based network configurations.

3.2 Schema Module

DB4YANG employs a stratified approach to managing data.
This system abstracts the minimal ensemble of YANG model
files capable of describing a category of network devices into a
“Container” for that category of devices. As YANG model
files undergo parsing and type transformation, this Container
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accumulates a multitude of “Types”, which may originate
from typedef, container, or grouping nodes within the YANG
schema. Guided by the dependencies among these types, the
system constructs an intricate type hierarchy that serves as the
basis for device description.

Acting as an abstraction of devices, a Container can be in-
stantiated as a “Device”, representing a concrete, real-world
network device comprising its entire informational footprint.
Similarly, XML/JSON documents can be parsed and trans-
formed into objects of a corresponding type, reflecting the con-
cept of type instantiation. However, not all types possess the
capability to interpret such documents. This capability is typi-
cally attributed to types derived from nodes such as container
and RPC, highlighting their distinctive role in data interpreta-
tion and object creation.

The process of schema modification requires a base data
container B and a schema modification sequence () as input,
where () is a series of batch schema modification operations.
Typical operations include inserting a new YANG file and re-
moving constraints from a YANG file.

The schema modification process is divided into three
phases: preparation, execution, and cleanup.

1) Preparation phase: Check if there is an ongoing schema
modification on the base data container B; if so, halt the pro-
cess. Otherwise, create a backup of B’s model, retrieve all
YANG files from B, and apply the schema modification se-
quence to generate a new set S of YANG files. Finally, create
an execution thread.

2) Execution phase: Create a new data container C based on
B’ s data store, and attempt to add the YANG files from set S
to C sequentially. If all additions succeed, the execution is

App 1 App 2

{ Application programming interface J

Model management Data management

module module

{ CRUD HC()nstraint

{ Import/Export }

{ Modify H Delete }

{ Transaction }

On-disk structure
(B+ tree)

Runtime environment

DB4YANG
CRUD: create, read, update, and delete

Figure 2. DB4YANG architecture
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considered successful; if any addition fails, delete C.

3) Cleanup phase: If the execution succeeds, replace B with
C, and update the metadata and YANG file set in external stor-
age. If the execution fails, clean up the newly generated set S

of YANG files.

3.3 Data Module

Compared with other databases, DB4YANG is an XML/
JSON document database that operates under YANG schema
constraints. It is required that specific data management op-
erations be executed only on data containers where a schema
tree definition has been established. In other words, any data
management operation performed on a data container that has
not undergone a model insertion operation will not succeed.

DB4YANG encodes documents that have passed validation
into DB4YANG tuples and stores them in a B+ tree. The B+
tree is an N-ary sorted tree in external memory, with insertion
and modification operations exhibiting relatively stable loga-
rithmic time complexity. A typical B+ tree provides common
key-value query interfaces such as GET, PUT, and RANGE.
To adapt to the form of the B+ tree interface, DB4YANG as-
signs a unique identifier as a key to each piece of data before
insertion, with the DB4YANG tuple serving as the value. The
logical structure of the DB4YANG tuple is as follows: TXID,
CTR_VER, DFLAG, and VER_PTR are all fixed-length 8-
byte integers (stored in little-endian format). These fields are
collectively used for the implementation of a multi-version
concurrency control mechanism and document re-validation;
DATA represents the actual stored document, encoded in the
length and value (LV) format, with the length field encoded as
a fixed-length 4-byte integer.

Furthermore, we propose a high-performance indexing de-
sign scheme that draws on the principles of inverted indexing
(as illustrated in Fig. 4). This paper constructs a reverse map-
ping structure that maps query paths (QPATH) to object iden-
tifiers (OIDs), specifically HANDLE (analogous to document
IDs in inverted indexes), thereby effectively simulating the
fast query logic of inverted indexes. In particular, this paper
introduces bitmap technology to further optimize HANDLE
storage, which improves space efficiency.

Serving as an abstraction layer between users/applications
and the underlying data storage, the external schema provides a
concise and intuitive interface for data access. It is represented
by a correspondence between a QPATH
and an INDEX_PATH. Specifically, the

structure, with these OIDs corresponding to all documents
matched by the XPath query.

From the perspective of the data management module, re-
gardless of how complex the internal structure of the node-level
index may be, its external representation remains a mapping of
XPath to the B+ tree storing OIDs. This design allows external
users or systems to access and manipulate indexes in a unified
and straightforward manner, without concerning themselves
with the underlying implementation details.

As shown in Fig. 5, DB4AYANG adopts a refined and effi-
cient metadata structure management strategy, centered on
the use of a hash table to organize and access index metadata.
The metadata is further stored in a B+ tree structure whose
file path is /tmp/indexes/O1.bp. This B+ tree not only ensures
efficient data retrieval speeds but also carries key information
about the index structures corresponding to each QPATH. Cur-
rently, the critical information in each metadata record is the
actual storage location of the index (INDEX_PATH), which in-
dicates the centralized storage point for all related HANDLES
(existing in an OID form). To efficiently utilize storage space
and accelerate query processing, this paper introduces an in-
novative interval partitioning scheme.

Considering that a HANDLE (OID) is a 64-bit integer,

Transaction manager

Manage Manage

Commit task
Operation Record Execution: Write Staging
log operation thread pool | document area
Read
document
B+ tree .
Persist

Version-
chain file

Figure 3. Structure of data management module

QPATH is an XPath expression used to Memory (Hash table) Disk (B+ tree)
locate specific YANG model elements, Dump
Key Value

where XPath serves as the standard nota- -
. . /laddress /tmp/indexes/01.bp
tion for expressing query paths. The //‘ PRS—— Cache

) t xes/02.
INDEX_PATH represents an internal P mpEnCeReT oo
. . . . <QPATH> <INDEX_PATH>
identifier that points to a dedicated B+

tree. For each INDEX_PATH, a set of
OIDs is persistently stored in a B+ tree
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Memory (Hash table)
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<Range identifier> <Range hit>

OID: object identifier

Figure 5. Internal view of index storage

this paper divides its numerical range into 2*° fixed-length
subintervals, each of which corresponds to a fixed-size page
of 4 096 bytes (i. e., one page), and uses the smallest
HANDLE value within the interval as the unique interval
identifier. This partitioning method not only simplifies the
logic of index lookup but also improves the efficiency of
memory and disk I/0 operations through the preset fixed-
size pages.

To store a HANDLE with a specific value of h, the system
first determines the interval to which h belongs. Then, using
bitmap technology, the system encodes and stores the set of
HANDLES within the interval, optimizing storage space us-
age and enabling fast bitwise operation queries. In the bitset,
each bit corresponds to a HANDLE, indicating its presence
or absence, which greatly compresses the data volume. It
also allows HANDLES to be inserted, deleted, and queried
directly through bitwise operations, thereby enhancing pro-
cessing speed.

4 Transaction Management

The YANG modeling language is designed for network de-
vice configuration, and most of its data definitions and opera-
tions are aligned with network management protocols such as
NETCONF and RESTCONF. These include configurations,
state data, remote procedure calls, and notifications. For net-
work configurators, the process of setting up a device typically
involves obtaining the corresponding YANG module and issu-
ing configurations according to its schema. By contrast, devel-
opers might be tasked with authoring YANG modules, which
requires adherence to YANG s syntax rules. Such tasks often
necessitate meticulous drafting and verification by network op-
erations personnel to ensure a high degree of operational accu-
racy in real-world deployment and application, thereby main-
taining operational efficiency.

In practice, during the configuration of network devices, envi-
ronments with high concurrency and intense data contention

are rarely encountered. Common application scenarios involve
an individual network administrator batch-updating multiple
network devices with configuration information or subscribing
to device alerts. These operations typically involve minimal
data conflicts, incur low retry costs, and require no absolute
data consistency. Under such working conditions, optimistic
locking is a more suitable choice than pessimistic locking for
implementing concurrency control and transaction management.

A transaction is the unit of concurrency control in
DB4YANG, defined as a sequence of operations issued by an
application, and its execution satisfies the atomicity, consis-
tency, isolation, and durability (ACID) properties. Fig. 6 shows
that the DB4YANG data management module consists of com-
ponents including a transaction manager, thread pool, staging
area, operation log, B+ tree, and commit log, with the transac-
tion manager at its core. DB4YANG provides a global default
transaction manager while also allowing applications to use cus-
tom transaction managers. The set of transactions managed by a
transaction manager is called the transaction group of that man-
ager, and different transaction groups should be isolated from
one another to guarantee inter-group transaction isolation. Con-
current transactions within a transaction group share the same
thread pool, operation log, B+ tree, and commit log, while each
transaction maintains its own staging area to stage the docu-
ment modifications made by that transaction.

The operation log records significant actions during transac-
tion execution processes, including the initiation, rollback,
and commit of transactions, as well as the insertion, update,
and deletion of documents. It is utilized for fault recovery
upon a crash and subsequent reboot of DB4YANG. Based on
the transaction execution characteristics of DB4YANG, the op-
eration log is designed as a mixed UNDO/REDO log. Each op-
eration log entry is encoded in binary for storage and com-
prises six fields: the transaction ID, operation type, container
name, OID, old value, and new value.

When a transaction is selected by the scheduler, it transi-
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[ransaction group

Transaction group

The data affected by the transaction is
thereby restored to its initial state, as if
the transaction had never been executed.

This transaction processing flow dem-
onstrates how, through stage delineation
and state management, data reliability
and transaction-handling efficiency can
be ensured amid complex and dynamic
database operations.

5 Experiment
Sysrepo is a YANG-based configura-

tion and operational state data store for

Linux applications. Applications can

Figure 6. Transaction manager and transaction group

tions from the ready state to the running state. During this pe-
riod, the transaction begins executing its database opera-
tions, such as queries, inserts, updates, or deletions. The sys-
tem ensures the atomicity of operations within a single trans-
action, meaning that all operations either succeed entirely or
fail altogether.

Once all operations within a transaction have been success-
fully executed, the transaction enters the pre-commit phase, a
critical checkpoint for safety. Here, the transaction manager
verifies the results of the transaction’ s execution and the cur-
rent state of the system, ensuring that the transaction meets all
predefined conditions and constraints (such as foreign key
constraints and uniqueness constraints). This step is crucial
for maintaining the consistency of the database.

If the pre-commit check succeeds, the transaction is for-
mally committed. The system updates the commit log to record
the transaction’s success, a step that is key to achieving dura-
bility. Following this, the database modifications associated
with the transaction have been permanently persisted, which
marks the end of the transaction.

In contrast, if the commit check fails due to business rule
violations or the detection of potential conflicts, the transac-
tion is aborted. The system must then perform a rollback op-
eration to revert the database state to its condition prior to the
start of the transaction, ensuring that data consistency remains
intact. In this process, all executed operations are recorded in
the operation log, providing the necessary information for any
subsequent retry or recovery.

In the event of unexpected exceptions during the transac-
tion execution phase, such as system errors or insufficient re-
sources, the system immediately triggers the rollback process
of the transaction. All completed operations are rolled back se-
quentially, and the redo log and undo log (if applicable) are
updated accordingly to record these changes and ensure the
atomicity and durability characteristics of the transaction.
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use Sysrepo to store their configuration

modeled by a provided YANG model in-

stead of relying on flat configuration

files, for example. Sysrepo ensures the

consistency of the data stored in the
datastore and enforces the data constraints defined by the
YANG model. Sysrepo can be easily integrated with manage-
ment agents such as NETCONF or RESTCONF servers, using
the same client library API that applications use to access
their configuration. To our knowledge, Sysrepo is widely used
to manage and store YANG-related data.

In this section, we verify system performance by comparing
each operation with its counterpart in Sysrepo. We evaluate
the schema modification, document insertion, and document
reading performance of DB4YANG through automated pro-
grams, analyze the performance issues present in the current
version, and discuss relevant improvement strategies.

To evaluate the performance of our database and Sysrepo, we
conducted comparative experiments on a workstation equipped
with an AMD Ryzen 7 4800H processor (8 cores, 4.2 GHz),
16 GB of DDR4 DRAM, and 512 GB of SSD storage.

In Figs. 7 and 8, the performance of the proposed database
significantly surpasses that of Sysrepo for the following rea-
sons. In Sysrepo, the verification of content changes is imple-
mented through string comparison (see the function lyd_any-
data_equal). When the configuration is large, the generated
strings become lengthy, making comparisons time-consuming.

Configurations of subordinate modules that share the same
top-level module are not segregated into separate files; in-
stead, they are stored together in the top-level module’s file.
Consequently, when the data volume of one subordinate mod-
ule grows large, loading this shared file becomes slow, which
also degrades the performance of other modules.

Every modification and save operation involves rewriting the
file. I/0 operations are relatively slow, and the larger the data
volume, the longer the time required. In addition, the shared
memory file lock means that as long as one process is reading a
large configuration, the lock is held, stalling other processes.
YANG data is structured as a tree, in which the children of
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each node are organized as a doubly linked list. Since travers-
ing a linked list requires linear time, this organization increases
the latency of data retrieval and modification.

To optimize the performance of DB4YANG during system
configuration, we load data for the requested module and its
dependent modules for validation based on the configuration
request. Due to interdependencies among configurations, any
changes may impact related configurations, which must be
considered during operations.

In the configuration-handling logic, changes must be syn-
chronized across all submodules when operations such as de-
leting or replacing a top-level module’ s configuration are per-
formed. This necessitates loading the data of all modules un-
der the top-level module to ensure the correctness and consis-
tency of the configuration. This step is essential to guarantee
the accuracy of the configuration.

DB4YANG’ s caching functionality has also been opti-
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mized. Previously, the entire data forest of the running datas-
tore was cached as a single copy; in the optimized version, the
cache is modularized. For the top-level modules of the project,
we only cache their own data. For other top-level modules and
their sub-modules, which are accessed less frequently, the
modular splitting approach is not employed, and their data is
cached as a whole. In this way, the modular caching strategy
ensures efficient data management while reducing the com-
plexity of cache handling.

To verify the transactional capabilities of our proposed
database, we conducted an experiment, the results of
which are depicted in Fig. 9. When the number of transac-
tions reached 1 500, we executed a series of operations
100 times, comprising three transactional insertions, one
point query, one full query, four XPath document-level
queries, and four XPath node-level queries. Additionally,
we performed one point-update operation and one point-
deletion operation, each followed by a verification query to
confirm that the update or deletion had taken effect. In to-
tal, these 15 operations constituted a single transaction.
Following this pattern, when the number of transactions
reached 15 000, the same set of operations was repeated 1
000 times; when it reached 150 000, the operations were
executed 10 000 times.

Fig. 9 shows the influence of transaction numbers. Re-
peated experiments revealed that when all operations were
XPath document-level queries, the transaction execution
speed dropped to half of the average. Furthermore, in the ab-
sence of data deletion, queries gradually slowed down as data
accumulated. As the data volume grows, querying increasingly
becomes the critical factor limiting performance.

The main thread completes the model loading process,
which does not become a bottleneck for the system. Concur-
rent read transactions are handled by child threads. And the
functions lyd_parse_data_mem and lyd_free_all constitute the
main bottleneck of the system.
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Figure 9. Performance of complicated transactional operations
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Perf' is a performance analysis tool for Linux that can per-
form function-level and instruction-level hotspot detection. It
was used to analyze the CPU usage of hotspot functions in pro-
grams, thereby locating performance bottlenecks.

Fig. 10 shows that in DB4YANG, the program spent
60.48% of its time loading YANG schemas and 22.82% on
document insertion and reading. However, in Sysrepo, the ma-
jority of the program’ s runtime was consumed by loading
YANG schemas. Due to the relatively small data volume in
this test (only 100 documents), model loading time accounted
for a larger proportion of the total time. In real-world sce-
narios, YANG models are only loaded after a restart, which
will not cause a performance issue.

In DB4YANG, document parsing and data tree serialization
have become performance bottlenecks. During document in-
sertion and reading, the functions lyd_parse_data_mem and
lyd_print_mem occupied 18.19% and 3.01% of the program’s
runtime, respectively. Together, they accounted for approxi-
mately 93% of the time spent in the document insertion and
reading phase, which itself took up 22.82% of the total run-
time. The function lyd_parse_data_mem is used to load docu-
ment data of a certain format (e.g., LYB, JSON, or XML) into a
data tree in memory, while lyd_print_mem converts the data
tree into document data (e.g., JSON or XML). For simplicity,
these two functions are referred to as the document parsing
function and the data tree serialization function, respectively,
in the following discussion.

Analysis of Fig. 10 reveals that the Sysrepo functions
sr_modinfo_data_load, lyd_validate_modules, and
sr_modinfo_data_store are primarily responsible for the in-
creased execution time. In large-scale configuration scenarios,
the volume of saved configuration data significantly increases.
Consequently, this leads to longer processing time for data
loading, module validation, and data storage.

6 Conclusions

This paper focuses on resource-limited settings such as base
stations and explores the implementation of an embedded data-
base system for managing YANG model data. We have de-
signed and implemented high-speed read and write operations
tailored for YANG model management and its associated data.
We propose optimization methods to mitigate performance deg-
radation caused by using relational databases for YANG model
data, which involves non-native processing and format conver-
sion. This directly addresses the technical hurdles of traditional
methods, such as storing YANG model data in relational tables,
which requires conversion between 2D relational data and
YANG model data, incurring unnecessary overhead.

Furthermore, we present strategies for creating a light-
weight, high-performance indexing system. This system not

1 www.brendangregg.com/linuxperf.html
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only boosts data access speeds but also excels in space effi-
ciency, making it ideal for handling extensive datasets.
Through effective index structures, we have achieved swift
data retrieval and enhanced query performance while keeping
storage usage in check, making it suitable for environments
with limited resources.

Additionally, this paper delves into transaction processing
for YANG model data, adhering strictly to ACID principles to
ensure data integrity—a critical factor in databases facing
high concurrency and complex operations. Our data manage-
ment module operates on a transactional basis. Data is valid
upon transaction commit and void if the transaction is rolled
back. We have developed a transaction management system
for DB4YANG to fulfill ACID requirements.

Experimental results indicate that DB4YANG outperforms
existing methods in terms of accuracy and efficiency. More-
over, ils transaction management meets industry standards
and demonstrates its viability for real-world applications. How-
ever, our research has certain limitations. For instance, perfor-
mance is somewhat constrained by the parsing speed of
YANG model documents using the libyang library. This can
lead to bottlenecks during document parsing and conversion.
In future work, we aim to enhance the database’s performance
and scalability by rewriting the YANG model’ s parsing and
processing functions.
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