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Abstract: Artificial Intelligence for IT Operations (AIOps) has emerged as a critical approach for managing complex IT systems, yet its ad-
vancement has been hindered by the lack of comprehensive public datasets for evaluation. This study addresses this challenge by introduc-
ing three large-scale, real-world benchmark datasets specifically designed for AlOps research and development. We present datasets cov-
ering key AIOps scenarios: key performance indicator (KPI) anomaly detection with diverse patterns from multiple Internet companies,
multi-dimensional root cause localization with 400 labeled cases, and failure discovery and diagnosis containing 169 injected failures
across various system components. These datasets are distinguished by their scale, authenticity, and detailed ground-truth labels, enabling
rigorous evaluation of AlOps algorithms. The practical value of our datasets has been validated through three annual AIOps algorithm com-
petitions (2018-2020), which attracted over 400 participating teams and led to numerous research publications. By providing these com-
prehensive benchmarks, our work establishes a foundation for reproducible AIOps research and facilitates fair comparison of different ap-
proaches, serving a role for AlOps analogous to that of ImageNet in computer vision.
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1 Introduction

n recent years, the growing complexity of modern IT ser-
vice architectures has made traditional manual opera-
tions and maintenance increasingly time-consuming and
prone to errors. To address this challenge, the concept
of Artificial Intelligence for IT Operations (AIOps) has
emerged to reduce manual intervention. According to Gart-
er'!l) AlOps refers to the utilization of machine learning
(ML) and data mining techniques in IT operations. By com-
bining the power of big data and ML, AIOps aims to enhance
and, to some extent, replace conventional manual tasks such
as performance monitoring, anomaly detection, event correla-

tion and analysis, and incident management.
Extensive research efforts have been dedicated to various

This work was supported by ZTE Industry-University-Institute Coopera-
tion Funds under Grant No. 1A20231009003.

aspects of AlOps in the literature, such as anomaly detec-

2751 100t cause localization'® "7, failure prediction“S’m,

7] 1128291

tion
incident management™ ?’!, and resource managemen
However, a major challenge arises from the absence of pub-
licly available large-scale real-world datasets, which makes
it difficult to conduct fair comparisons of these approaches.

While these works demonstrate promising performance on
their respective private datasets, their real-world robustness
remains uncertain. Moreover, the diversity of target AIOps
systems makes it challenging to generalize approaches to
real-world applications. Consequently, AIOps represents a
convergence point between artificial intelligence research
and operations engineering, necessitating collaboration be-
tween academia and industry to access authentic data and
scenarios for research purposes.

In practice, researchers often face challenges in finding in-
dustrial partners due to the highly confidential nature of the
monitoring data used in AlOps. Consequently, the lack of
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public large-scale real-world datasets remains a significant
limitation in both AIOps research and practical application.

While there are a few public datasets available for AIOps
research, these datasets suffer from several limitations. First,
most existing datasets focus on a single AlOps scenario,
such as Yahoo S5°% for key performance indicator (KPI)
anomaly detection and the system-trace corpora generated
from the Sock Shop and TrainTicket microservice bench-
marks to evaluate MEPFLP!Y. However, AIOps encompasses
a wide range of scenarios, including KPI anomaly detection,
log anomaly detection, capacity planning, root cause localiza-
tion, and more. Evaluating multi-scenario AIOps approaches
on scenario-specific datasets individually is inadequate to
capture the holistic nature of AIOps. Second, the scale of
these datasets is limited. For instance, Yahoo Benchmark for
KPI anomaly detection consists of only hundreds of data
points. In reality, service systems often support numerous us-
ers and operate in complex architectures. Therefore, to ap-
proximate real-world conditions, datasets should be large
and diverse. Third, some datasets are synthetic rather than
real-world. Such synthetic datasets fail to accurately reflect
the behavior of actual systems, which poses risks for deploy-
ing AIOps techniques in practice. Consequently, there is a
pressing need for rich, large-scale, and real-world datasets to
facilitate the advancement of AIOps research.

To foster the development of AlOps, we have released
three large-scale, real-world datasets on GitHub"*?> 3. These
datasets are sourced from the production systems of our in-
dustrial partners, including Sogou, eBay, Tencent, Suning,
and China Mobile Zhejiang. Each dataset caters to a specific
aspect of AlOps: KPI anomaly detection, multi-dimensional
root cause localization, and comprehensive failure discovery
and diagnosis. Numerous studies'®'"**"*! have already uti-
lized these datasets. Furthermore, based on these datasets,
we have organized an annual AIOps algorithm competition
since 2018. We organized three AlOps algorithm competi-
tions in 2018, 2019, and 2020. These editions attracted 125,
141, and 141 teams, respectively, totaling 407 team registra-
tions and more than 1 000 participant registrations.' To en-
courage collaboration and knowledge sharing, we have pub-
licly released the solutions from the top teams'**. Moving for-
ward, we remain committed to creating and publishing new
datasets, as well as organizing the AIOps algorithm competi-
tion annually.

The main contributions of our work are summarized as
follows.

* Publication of large-scale real-world datasets: We have

released three large-scale real-world datasets®? !

, covering
essential aspects of AlOps such as KPI anomaly detection,

root cause localization for multi-dimensional data, and fail-

1 https://competition.aiops—challenge.com/home/competition
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ure discovery and diagnosis. These datasets have served as
valuable resources and have been utilized by many research
works in the field.

* Systematic dataset design and validation: Our datasets
are constructed through a well-defined methodology ensuring
data quality and comprehensive coverage of real-world sce-
narios. We have implemented a rigorous failure injection pro-
cess and provided expert labeling from domain practitioners.
The practical value of these datasets has been validated
through their use in numerous studies and annual AlOps al-
gorithm competitions.

2 Our Work

Building upon existing work'**!

, we categorize AlOps re-
search into two main areas: failure management and resource
provisioning, as illustrated in Fig. 1. Failure management fo-
cuses on minimizing the negative impact of failures, with the
ultimate goal of ensuring service availability and optimal
user experience. This area encompasses various techniques
and approaches to mitigate failure impact. Meanwhile, re-
source provisioning pertains to the allocation and optimiza-
tion of diverse resources, such as power and virtual machines
(VMs), in the context of IT service management. This aspect
of AlOps aims to effectively manage and utilize resources to
meet service demands while optimizing resource consump-
tion and costs. At present, our primary focus lies within the
domain of failure management. However, we acknowledge
that resource provisioning is an important aspect that war-
rants attention and could potentially be a focus area for our

Failure discovery

Failure Failure diagnosis

management

Failure prediction

AlOps

Capacity planning

Resource

Scheduling

provisioning

Workload prediction

AlOps: Artificial Intelligence for IT Operations

Figure 1. Taxonomy of AIOps research
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future work.

As depicted in Fig. 2, mean time to detect (MTTD) mea-
sures failure-discovery latency, mean time to restore (MTTR)
measures the time required to diagnose and restore services
after a failure, and mean time between failures (MTBF) mea-
sures service reliability between successive failures. To ad-
dress these limitations, we draw inspiration from ImageNet'*!!
and aim to develop large-scale real-world benchmarks for
AlOps. Our initial focus is on failure management, and we
have published three related datasets. These datasets encom-
pass KPI anomaly detection (Section 3), root cause localiza-
tion for multi-dimensional data (Section 4), and failure discov-
ery and diagnosis (Section 5). In the subsequent sections, we
provide an overview of each dataset and its background.

3 KPI Anomaly Detection

In this section, we provide an overview of the background
of KPI anomaly detection, followed by a detailed descrip-
tion of the dataset we have published to facilitate research
in this area.

3.1 Background

To monitor the operational status of services and promptly
identify system failures, engineers often collect a multitude
of KPIs and analyze them to detect anomalies. Accurate KPI
anomaly detection plays a crucial role in triggering timely
troubleshooting, minimizing economic losses, and maintain-
ing a satisfactory user experience® *3¢ %,

Over the years, substantial efforts have been devoted to
KPI anomaly detection. Existing approaches can be broadly
categorized into three main types: supervised methods (e.g.,
Opprentice™ and EGADS™"), unsupervised methods (e. g.,
Donut®), and semi-supervised methods (e. g., ADS®). Each
method offers unique techniques for KPI anomaly detection.

Despite these advancements, several significant chal-
lenges still impede research progress in KPI anomaly detec-

B3¢ These challenges need to be addressed to enhance

tion
the effectiveness and efficiency of anomaly detection meth-
ods in real-world scenarios.

* Various KPI patterns: KPIs exhibit diverse patterns,
which can be classified into three main categories: seasonal
(e.g., transaction volume), stable (e.g., success rate), and un-

Failure A Discovery Mitigation Failure B
¥ n & &
| |

= Mean time to —>|‘— Mean time to —*|
detect (MTTD) restore (MTTR)

Mean time between
failures (MTBF)

_—

Figure 2. Pipeline and key measurements in failure management

stable (e.g., CPU utilization). A successful KPI anomaly de-
tection approach should generalize well across different pat-
tern types, ensuring its applicability in various scenarios.

* Diverse KPI anomaly patterns: KPI anomalies can mani-
fest in different forms, such as spikes, dips, and jitters, repre-
senting deviations from normal behavior. Moreover, different
scenarios and components may have varying tolerance levels
towards anomalies. Therefore, an effective approach should
be capable of detecting diverse anomaly patterns and adapt-
ing to different contexts.

* Limited availability of labeled data: Obtaining accu-
rately labeled KPI data is challenging. Large-scale systems
often generate a vast number of KPIs, making it difficult to
label anomalies manually. Moreover, labeling anomalies re-
quires domain experts, further increasing the time and effort
required. Consequently, the scarcity of labeled data hampers
the construction of supervised models and the evaluation of
detection performance.

Despite the existence of numerous KPI anomaly detection
approaches, their evaluation is often limited to private datas-
ets, and the lack of large-scale real-world datasets hinders
their practical deployment in industry. Public benchmarks,
such as Yahoo S5 and the Numenta Anomaly Benchmark'*®!,
contain mixtures of real-world and synthetic or artificial series
and have substantially shorter series than Dataset A.

In reality, the KPIs in large-scale systems are numerous
and diverse. Therefore, there is a pressing need for a compre-
hensive, large-scale, and diverse KPI dataset for anomaly de-
tection. Such a dataset would enable researchers and practi-
tioners to develop and evaluate their approaches on realistic
scenarios, bridging the gap between promising research re-
sults and real-world performance.

By addressing these limitations and providing a rich data-
set for KPI anomaly detection, we aim to facilitate the devel-
opment of more effective and practical anomaly detection
techniques for real-world deployment.

3.2 Dataset

To address the aforementioned challenges, we have devel-
oped a large-scale real-world KPI anomaly detection dataset,
referred to as Dataset A. This dataset has been constructed
to encompass diverse KPI and anomaly patterns, and it pro-
vides sufficient labeled data for model training and evalua-
tion. Dataset A was collected from Sogou, eBay, Baidu, Ten-
cent, and Alibaba; Dataset B was derived from production
data at Suning; and Dataset C was collected from a produc-
tion system at China Mobile Zhejiang.

Dataset A consists of 7 KPIs, each of which has been la-
beled for anomalies by experienced engineers from these five
companies. This ensures the accuracy and reliability of the
labeled data. In Table 1, we provide some key statistics
about Dataset A, including the total number of data points,
anomaly ratio, and time span. Notably, the time span of each
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KPI in the dataset ranges from two months to seven months,
which demonstrates its large-scale nature compared with exist-
ing datasets like Yahoo™. Fig. 3 illustrates five selected KPIs
within a one-week time span from Dataset A, reflecting the di-
verse nature of the dataset.

By providing such a comprehensive dataset, we aim to fa-
cilitate research and development in KPI anomaly detection,
enabling the exploration and evaluation of novel approaches
in real-world scenarios.

Utilizing Dataset A, we organized
the inaugural AlOps algorithm chal-

Table 1. Summary of the preliminary-stage release of Dataset A

Statistic Value Range Mean
KPI series 26 - B
Data points 4 821 526 16 495 - 295 379 185 443.31
Reported anomaly - 0.01% - 4.37% 0.96%
ratio
Time span/d - 60 - 207 148.31

KPI: key performance indicator

lenge in 2018, which garnered sig-
nificant participation from both aca-
demia and industry. The challenge
attracted 125 teams and over 300
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effectively, we introduced a novel

evaluation method inspired by the

alarm delay restriction proposed in
Donut”!.
which takes into account alarm de-

This evaluation method,
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lay constraints, was specifically de- ST
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signed for the competition. To facili-
tate further research and develop-
ment, we have made the evaluation
method available on GitHub,® al-

Response time/
ms

lowing researchers to assess the per-
formance of their algorithms using
the same metrics and constraints.

Since its release, Dataset A and
the associated evaluation method have been widely adopted
and referenced in various research works, including papers
such as Refs. [35 = 37, 41]. This demonstrates the utility and
impact of the dataset and evaluation method for KPI anomaly
detection.

During the competition, the best F1-score achieved by the
participating teams reached 0.821 6, showcasing the high-
quality solutions for KPI anomaly detection. Moreover, the
solutions proposed by the top teams have been publicly
shared,*

among researchers and practitioners.

allowing for further analysis and collaboration

As shown in Table 2, Dataset A demonstrates several ad-
vantages compared to existing benchmarks in KPI anomaly

2 https://competition.aiops—challenge.com/home/competition/ 1484452272200032281
3 https://github.com/iopsai/iops/tree/master/evaluation
4 https://workshop.aiops.org
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Figure 3. Some KPI examples of Dataset A

detection. With an average length of 211 969.75 data points,
Dataset A is significantly larger than other widely-used data-
sets such as WSD (36 471.00) and UCR (55 935.25), provid-
ing a more robust foundation for large-scale evaluation. Fur-
thermore, like other datasets in our comparison, Dataset A
originates from real-world data, ensuring representative
evaluation under real-world conditions.

Multi-

4 Root-Cause Localization for

Dimensional Data

In this section, we first introduce the background of root
cause localization for multi-dimensional data. Then we pres-
ent our published large-scale dataset for this problem.
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Table 2. Comparison of KPI anomaly detection datasets

Table 3. Example of raw structured transaction logs

Dataset Origin Average Length  Average Anomaly Ratio
A Real 211 969.75 0.022 7
WSD Real 36 471.00 0.016
UCR Real 55935.25 0.003
TODS Real 10 000.00 0.058
Yahoo Real 1561.22 0.007
NAB Real 15 863.10 0.098

KPI: key performance indicator
NAB: Numenta Anomaly Benchmark
TODS: Time-series Outlier Detection System
WSD: Web Service Dataset

4.1 Background

To ensure close monitoring of system events, a wide range
of structured logs are generated, which contain crucial infor-
mation for diagnosing failures. These structured logs docu-
ment events and encompass multiple fields that provide de-
scriptive details. For instance, consider the example of an on-
line shopping platform that generates structured logs to re-
cord orders. In the provided example displayed in Table 3,
the Timestamp field indicates the occurrence time of the or-
der, the Amount field specifies the monetary value associ-
ated with the order, the Region field denotes the customer’s
location, and the internet service provider (ISP) field identi-
fies the network utilized by the customer.

Engineers aim to gather aggregated information from spe-
cific fields, such as the total dollar amount, to monitor the
overall status of the system. These fields, which encompass
aggregated values, are referred to as measures'®?. On the
other hand, the remaining fields that characterize events are
referred to as attributes!®” 7% '],

By grouping event-level records within a monitoring interval
by Region and ISP and aggregating Order Amount, engineers
obtain multi-dimensional data'®. Table 4 presents one result-
ing snapshot, including actual and expected order amounts,
which serves as direct input for root cause localization.

A failure in the system is indicated when the overall value
of a measure deviates from the expected value, such as a de-
crease in the total dollar amount compared to the expected
value. However, in practical scenarios, failures typically af-
fect only specific attribute combinations, resulting in abnor-

[7.471 " An attribute combination refers to a

mal measure values
subset of the entire multi-dimensional data obtained by se-
lecting records with specified attribute values, and its formal
definition can be found in existing literature*". In Table 4,
for example, the measure values associated with {Region=
Beijing} are substantially below their expected values. Such
combinations indicate the scope of a failure and provide

clues for diagnosis.

Order . Amount .

D Timestamp (CNY) Region Isp
T001 2021.11.11 10:00:01 102 Beijing China Mobile
T002  2021.11.11 10:00:05 134 Beijing China Unicom

ISP: Internet service provider

Table 4. Aggregated data grouped by Region and ISP for root-cause lo-
calization

Region ISP Amount (CNY)  Expected Amount
Beijing China Mobile 32 64
Beijing China Unicom 64 128
Shanghai China Unicom 192 198
Guangdong China Mobile 64 62
Zhejiang China Unicom 13 13
Guangdong China Unicom 1283 1347
Shanxi China Unicom 128 141
Jiangsu China Unicom 1283 1302
Tianjin China Mobile 263 276

ISP: Internet service provider

4.2 Dataset
The majority of existing research studies on multi-

7101 ytilize propri-

dimensional data root cause localization
etary datasets for evaluation. Consequently, to advance the
field, we have developed and made publicly available a data-

B33 (referred to as Dataset B) based on real-world data ob-

set
tained from Suning Ltd., a large online shopping platform.
This dataset aims to facilitate research in this area.

Dataset B contains five attributes labeled as 1, e, ¢, p, and
| for confidentiality reasons. The measure is defined as the
average number of orders per minute. The dataset comprises
a total of 400 synthetic failures, each accompanied by
ground-truth root cause labels, spanning eight weeks. Syn-
thetic failures were used instead of real-world failures due to
the difficulty in obtaining a substantial number of production
failures with known ground-truth root causes.

The process of synthesizing failures involves six steps:

1) Anomaly injection: A time point is selected where the
overall measure values are smooth.

2) Attribute selection: A random set of m attributes (where
me {1, 2, 3, 4}) is chosen from the five available attributes.

3) Ground-truth root cause selection: n attribute combina-
tions (where ne {1, 2, 3, 4}) are randomly selected to repre-
sent the ground-truth root cause. These combinations corre-
spond to the m selected attributes.

4) Modification of measure values: The measure values of
the rows that satisfy the selected attribute combinations at
the chosen time point are modified. The modified values are

calculated using the Generalized Ripple Effect (GRE)
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method“”! with a random magnitude.

5) Addition of noise: Gaussian-distributed noise is added to
the modified rows and other rows to simulate cases where
GRE is not perfectly accurate and forecast residuals exist.

6) Synthetic failure validation: The synthetic failure is
checked against the following conditions. If any of these con-
ditions are triggered, the process returns to Step 2 to regener-
ate a failure at the same time point.

* Existence of other attribute combinations that share al-
most the same rows as the selected ground-truth attribute
combinations.

* Injection of noise that is so significant that the overall
measure value of unmodified records (from Step 3) becomes
abnormal.

Among the 400 synthetic faults, 144 faults contain 1 root-
cause attribute combination, 131 contain 2 combinations, 89
contain 3 combinations, and 36 contain 4 combinations. Fur-
thermore, 96 faults involve 1 attribute, 136 involve 2 attri-
butes, 108 involve 3 attributes, and 60 involve 4 attributes.

Utilizing Dataset B, we organized the second AIOps Chal-
lenge in 2019.” The competition attracted 141 teams and 547
participants from both academia (39%) and industry (61%).
The best-performing team achieved an F1-score of 0.959 3.
Detailed solutions proposed by the top teams have been pub-
lished in the workshop proceedings!*.

Several existing studies'®'”! have utilized the data pro-

vided by the AlOps Challenge 2019. The B0-B4 datasets re-

leased with Squeeze®

are derived from the same original
data as Dataset B and use a similar synthesis process.

As shown in Table 5, Dataset B contains 400 labeled syn-
thetic failure cases generated from production measure-
ments, whereas the RobustSpot evaluation dataset™® con-
tains 135 manually investigated real-world anomaly cases.
Both datasets have five attributes. While numerous studies
in this field rely on private datasets that cannot be indepen-
dently verified or reproduced, we introduce this dataset as a
significant contribution to the research community. The se-
vere shortage of public datasets has historically hindered re-
producible research and fair comparative evaluations in root

cause localization.

S Failure Discovery and Diagnosis

In Sections 3 and 4, we presented our datasets for KPI
anomaly detection and root cause localization for multi-
dimensional data, respectively. These datasets serve as valu-
able resources for evaluating failure discovery and diagnosis
algorithms, respectively. However, there are two important
considerations. Firstly, engineers often require end-to-end
automatic failure discovery and diagnosis. Secondly, while
root cause attribute combinations provide important clues,

5 https://competition.aiops—challenge.com/home/competition/1484446614851493956
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Table 5. Comparison of multi-dimensional data root cause
localization datasets

Dataset Origin Case Dimension
B Real 400 5
RobustSpot Real 135 5

they still necessitate further diagnosis to obtain detailed and
fine-grained root causes.

To address these considerations, we have constructed a da-
taset for benchmarking both failure discovery and fine-
grained diagnosis approaches. In this section, we provide an
overview of the problem’ s background, followed by a de-
tailed description of our dataset.

5.1 Background

A distributed system comprises multiple cooperating com-
ponents, such as load balancers, web servers, application
servers, and databases. To illustrate, we present the architec-
ture of a production distributed system called sysA at China
Mobile Zhejiang, a major Internet service provider (see
Table 4). Each vertex in the figure represents a component,
and these components can be categorized into five classes:
Oracle Service Bus (OSB), service, database (DB), Docker,
and operating system (OS).

To monitor the status of these components, engineers col-
lect various KPIs related to their performance, such as que-
ries per minute, success rate, and average response time. By
applying KPI anomaly detection techniques to these metrics,
we can identify failures within the distributed system and de-
termine which components are exhibiting abnormal behavior.
However, due to complex dependencies, a failure occurring
in a root-cause component can propagate to other compo-
nents, resulting in abnormal KPIs for those as well*.

To diagnose the failure, it is necessary to distinguish the
root cause components from the other abnormal components.
Additionally, to localize the fine-grained root causes of a fail-
ure, we need to identify the specific root cause metrics associ-
ated with the root cause components. Each component has
multiple metrics available for monitoring, such as CPU utiliza-
tion and network throughput. By identifying the root cause
metrics, such as CPU usage, we can determine that the failure
is caused by CPU exhaustion in that particular component.

In summary, our objective is to detect failures through KPI
anomaly detection, and subsequently identify the root cause
components and the specific metrics associated with the failure.

As introduced in Section 3, KPI anomaly detection has
been extensively studied. The existing approaches to identi-

31.39740.49°531 an be classified

[31,39 - 40,51 - 52]

fying root cause components[

into two categories: trace-based
149 50,531

and depen-

dency graph-base In addition, other notable ap-
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proaches aim to identify root cause
metrics. FluxRank™ formulates the
metric ranking task as a learning-to-
rank problem, where a machine
learning model is trained to rank

anomaly detection. MicroDiag

CauseRank® and CIRCAP" dis-

|
P BN
Docker1 ___ 0OS1
I
metrics by their importance for ‘// ,’A/
[55] ‘g__,f n‘; r e s
) \ R T
Docker 6 P \*\\ Docker7\
N el .

DB 2 // Y

0SB 1 OSB 2
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cover causal graphs among metr.ics Docker\S & - s & > .- SRR : - ::—\_\"::\_S - Docker 8
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5.2 Dataset

In the field of failure diagnosis,
many studies rely on private datas-
ets for evaluation, limiting the repro-
ducibility and comparability of re-
sults. While some existing works
have published datasets, such as
those by Zhou et al.*"!
ily consist of traces and do not support fine-grained failure

and Li et al.""! these datasets primar-

diagnosis. Although there are public datasets available, such
as Azure and Alibaba datasets that contain fine-grained met-
rics, they lack ground-truth information regarding failure
time points and root causes. This hinders the thorough evalu-
ation and benchmarking of failure discovery and fine-grained
diagnosis approaches.

To address this gap and provide a comprehensive bench-
mark, we have constructed and published a dataset called
Dataset C**. This dataset has already been utilized by sev-

- 38 40,58
eral existing works! 38,

By leveraging Dataset C, re-
searchers can evaluate their failure discovery and fine-
grained diagnosis techniques in a more comprehensive and
standardized way.

Dataset C is based on the architecture of sysA, as depicted
in Fig. 4. This dataset contains three types of monitoring
data: traces, KPIs, and metrics. In the dataset, user requests
are initially sent to one of the OSB components, which then
invoke other components such as service and DB. The entire
execution process of a user request is called a trace. Each
trace is recorded using spans, which represent units of work
performed by each component of the distributed system, fol-
lowing the OpenTracing specification.

An example trace is presented in Table 6, where each row

DB: database

<«— call dependencies < deployment dependencies

0SB: Oracle Service Bus

OS: operating system

Figure 4. Components and their relationships, including call dependencies (solid) and deployment de-

pendencies (dashed), in the distributed sysA

corresponds to a span. Each span has a unique identifier (id),
a parent-span identifier (pid), and a trace identifier (traceld),
which together describe the parent-child relationships within
a trace. The remaining fields record the Unix start timestamp
in milliseconds (startTime), duration in milliseconds (elapsed-
Time), response status (success), call type, and component
identifier (cmdbld). In addition to traces and KPIs, Dataset C
includes fine-grained metrics for each component.

By aggregating the attributes of spans within each compo-
nent, KPIs can be derived to reflect the overall status of each
component. The KPIs of a component, such as success rate
and average response time, can be obtained by grouping spans
based on the cmdbld field and aggregating relevant fields (e.g.,
success, elapsedTime). The system-level KPIs (i.e., KPIs of the
OSB components) are already provided in the published dataset.

In addition to traces and KPIs, the dataset also includes fine-
grained metrics for each component. These metrics can be cat-
egorized into four categories, as summarized in Table 7. These
metrics provide detailed information about the performance
and behavior of each component in the distributed system.

Using the traces, KPIs, and metrics provided in Dataset C,
researchers can evaluate and develop techniques for failure
discovery and fine-grained diagnosis realistically and com-
prehensively.

In Dataset C, we have included 169 injected failures with
their corresponding ground-truth time points and root causes.

Table 6. An example trace in the dataset

callType startTime(Unix)/ms elapsedTime/ms  success traceld id pid cmdbld serviceName
0SB 1590249600016 274 True 568385015 919979385015 None 0s_021 osb_001
CSF 1590249600025 257 True 568385015  4eba31485915 919979385015 0s_021 csf_001
RemoteProcess 1590249600026 254 True 568385015  82dad5063al5  4eba31485915  docke_ 003 csf_001
CSF: Client Service Framework OSB: Oracle Service Bus RemoteProcess: remote process call
ZTE COMMUNICATIONS | 65
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These failures span one month. Injected failures are used in-
stead of real-world failures due to the difficulty of obtaining
a large number of real-world failures with accurately labeled
root causes. In the sysA system, we have injected a total of 7
types of failures. These failure types and their descriptions
are summarized in Table 8.

In 2020, the third AIOps Challenge® was conducted based
on Dataset C, which aimed at online failure detection and di-
agnosis. The competition attracted 141 teams and 517 par-
ticipants from both academia and industry.

The challenge required participants to detect and diagnose
the injected failures in Dataset C. For each failure, teams were
allowed to submit at most two potential root-cause metrics. In
cases of container network failures (loss and delay), as
container-level network metrics were not collected, partici-
pants were asked to localize the root cause containers only.

To evaluate the submitted results, a precision score
threshold of 0.5 was used. A submission for a failure was

Table 7. Metrics collected in Dataset C

Category Metrics List

container_{thread_total, fgct, thread_idle, thread_used_pct, ses-
Docker  sion_used, thread_running, fgc, cpu_used, mem_used, fail_per-

cent}

Agent_ping, Buffers_used, CPU_{idle_pct, user_time, sys-
tem_time, iowait_time, util_pct}, Cache_used, Disk_{rd_ios,
io_util, await, avgqu_sz, svetm, wr_kbs, rd_kbs, wr_ios}, FS_
{used_space, used_pct, total_space, max_util, max_avail}, IC-

MP_ping, Incoming_network_traffic, Memory_{used_pct, used,
. available, free, available_pct, total}, Num_{of_processes, of_run-
Linux . . . .
ning_processes}, Outgoing_network_traffic, Page_{po, pi}, Pro-

cessor_{load_5_min, load_1_min, load_15_min}, Received_
{packets, errors_packets, queue}, Recv_total, Send_total, Sent_
{errors_packets, queue, packets}, Shared_memory, Swap_used_

pet, System_{wait_queue_length, block_queue_length}, Zom-

bie_Process, ss_total

ACS, AIOS, AWS, Asm_Free_Th, CPU_{free_pct, Used_Pct},
Call_Per_Sec, DFParaWrite_Per_Sec, DbFile_Used_Pct, Db-
Time, Exec_Per_Sec, Hang, LFParaWrite_Per_Sec, LF-
Sync_Per_Sec, Logic_Read_Per_Sec, Login_Per_Sec, MEM_
{real_util, Used, Total, Used_Pct}, New_{Tbs_Free_Gb,
Ths_Used_Pct}, On_Off_State, PGA_{Used_Pct, used_total},
Physical_Read_Per_Sec, Proc_{User_Used_Pct, Used_Pct}, Re-
do_Per_Sec, Row_Lock, SEQ_Used_Pect, SctRead_Per_Sec, Se-
qRead_Per_Sec, Sess_{Used_Undo, Used_Temp, Connect, Ac-
tive}, Session_pct, TPS_Per_Sec, Ths_{Used_Pct, Free_Gb},
TempTbs_Pct, Total_Ths_Size, UndoThs_Pct, Used_Ths_Size,

User_Commit, tnsping_result_time

Oracle

Redis_key_count, blocked_clients, connected_clients, evict-
ed_keys, expired_keys, instantaneous_{output_kbps, input_kb-
Redis ps, ops_per_sec}, keyspace_{hits, misses}, maxmemory,

mem_fragmentation_ratio, redis_{ping, load}, rejected_connec-
tions, total_{connections_received, commands_processed},
used_{memory_peak, cpu_sys, memory_rss, cpu_user, memory}

6 https://competition.aiops—challenge.com/home/competition/1484441527290765368
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considered valid only if met or exceeded this threshold. For
each failure, valid submissions were ranked in ascending or-
der of time to diagnose divided by the F s score (lower is
better), and a result at rank i received max(10 - i +,0)
points. The best competition score was 755 over 169 scored
failures. The public description does not specify how these
169 scored failures map to the 169 injected failures reported
for Dataset C.

This challenge provided a platform for participants to
demonstrate their skills in failure detection and diagnosis
using Dataset C, further advancing research and develop-
ment in AIOps.

As shown in Table 9, Dataset C differs from existing
benchmarks in provenance and monitoring modalities. It pro-
vides aligned traces and metrics from a production system
with injected-failure ground truth. DejaVu'®® reports 601 fail-
ures across three production systems and one open-source
benchmark, whereas Eadro®® reports 234 injection opera-
tions on two open-source testbeds. These counts are not di-
rectly comparable because the studies use different systems

Table 8. Failure injection in Dataset C

Component Injection type Description
Database Close Close the liste.ning port of the
target mstance
Database Session limit Decrease the se.ssion limit of the
target instance
Container CPU stress (*) Stress the CPU of the target container
Container Network delay Randomly delay pacikels on the
$) target container
Randomly drop packets on th
Container  Network loss ($) andomly rop pac. cls onthe
target container
. Network delay Randomly delay packets on the target
Physical node

(%) node
Physical node  Network loss ($) Randomly drop packets on the target node

Notes: stress-ng (*) and tc ($) are injection tools.

Table 9. Comparison of failure discovery and diagnosis datasets

Dataset Origin  Cases Modality
Dataset C Real 169 Trace/Metric
DejaVu Testbed 601 Trace/Metric
Eadro Testbed 117 Log/Metric/Trace

Nezha Testbed 21
SMAP, MSL.  Real 105 Metric
TraceRCA  Testbed 33 Trace

Log/Metric/Trace

MSL: Mars Science Laboratory SMAP: Soil Moisture Active and Passive
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and counting units.

6 Conclusions

AlOps has attracted significant attention from both aca-
demia and industry due to its potential. However, the lack of
publicly available real-world and large-scale datasets re-
mains a major obstacle to research progress. To address this
gap, we have published three datasets covering KPI anomaly
detection, multi-dimensional root cause localization, and fail-
ure discovery and diagnosis.

In addition, we have organized an annual algorithm compe-
tition based on these datasets, attracting numerous teams
from around the world. This competition provides a platform
for practitioners and researchers to advance AlOps tech-
niques and enhance service reliability.

Moving forward, we will continue releasing datasets cover-
ing a wider range of AIOps scenarios and plan to persist in
organizing the competition.
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