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Abstract: The radio frequency (RF) fingerprint technique is a robust method for security enhancement of the physical layer by leveraging the
unique RF imperfections inherent in various wireless devices. Among these imperfections, the carrier frequency offset (CFO) stands out as a pri-
mary RF fingerprint (RFF) of the transmitter, offering the potential to distinguish among different transmitters. However, accurately estimating CFO
in time-varying channels poses significant challenges due to multipath effects and Doppler shifts. In this paper, we focus on estimating CFO for wire-
less device identification in the orthogonal frequency division multiplexing (OFDM) communication system. To achieve precise CFO estimation un-
der time-varying channels, we propose a frequency domain correlation and spline interpolation (FCSI) algorithm. This approach utilizes pilots dis-
tributed across different subcarriers to correlate with prior local sequences, facilitating accurate CFO estimation. Classification is then performed
based on the Euclidean distance between the prior RFF and the tested RFF dataset. Simulation results demonstrate that the proposed M-
consecutive average method effectively reduces the classification error rate in the challenging high-frequency (HF) skywave channel environment.
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1 Introduction
he transmission of wireless communication signals re-
lies on radio frequency (RF) hardware, which is signifi-
cantly affected by the imperfections of the RF transmit-
ter and receiver. Due to the presence of RF imperfec-
tions, the signal received by the receiver inherently carries
unique RF fingerprints that can be utilized for transmitter iden-
tification. The identification of individual RF transmitters in-
volves extracting and analyzing the unique characteristics of
each transmitter through the receiver. This process identifies
the different transmitters by analyzing the signals emitted from
unknown transmitters. Therefore, the primary focus of RF fin-

gerprint research is to determine which types of RF fingerprints
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(RFF) are advantageous for the identification of transmitters.

In Ref. [1], RFF extraction methods are categorized into
transient-state-based RFF, steady-state-based RFF, and other
approaches. Transient-state-based RFF focuses on transition ex-
traction from off to on or the control signal at the transmitter,
which occurs before the data transmission of the signal. Ref. [2]
extracts the RFF of transmitters from the distance between the
start and the end points of the transient signal. Moreover, the
normalized amplitude variance, the number of peaks, and the
wavelet transform are utilized for the transient RFF. The short-
time Fourier transform (STFT) is employed to obtain the spec-
trum of transient control signals of unmanned aerial vehicles
(UAV)EL The energy transient is used to extract 15 statistical
properties to analyze the control signals of the UAV. Steady-
state-based RFF primarily focuses on features extracted from
the received modulated signals. Five specific features of RF im-
perfection are used in a Passive Radiometric Device Identifica-
tion System (PARADIS) for physical-layer transmitter identifi-
cation”. Differential constellation trace figures (DCTF), carrier
frequency offset, modulation offset, and in-phase/quadrature-
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phase (IQ) offset extracted from constellation trace figures
(CTF) serve as steady-state-based RFFs in Ref. [5]. A hybrid
classification method is proposed to classify different transmit-
ters by training and testing these steady-state-based RFFs.
Moreover, deep learning significantly impacts RF fingerprint
techniques. It is particularly effective for classification tasks
due to its adaptability to the features in target signals, making it
well-suited for RFF applications. In contrast, methods relying
on predefined models or features often struggle to accurately de-
tect sufficient distinguishing characteristics among devices'®.
For instance, Ref. [7] examines two CNN models to assess RF
fingerprint effectiveness under various environmental condi-
tions, focusing on factors such as channel influence, the signal-
to-noise ratio (SNR), the number of devices, and the training da-
taset size. Ref. [8] introduces a radio frequency fingerprint iden-
tification (RFFI) approach for long range (LoRa) systems, lever-
aging deep learning to enhance security through the identifica-
tion of devices’ unique hardware features. RFFs can also be ex-
tracted from channel-based features or channel fingerprints that
rely on location features in static scenarios. The radio signal
strength indicator (RSSI), which depends on transmit power and
channel attenuation, is used as an RFF feature”. The channel
impulse response (CIR) """ and channel frequency response
(CFR)™ represent two kinds of channel fingerprints. Another
strategy is the active RFF, which involves the deliberate intro-
12 or the
insertion of unique “signatures” within 1Q signals®. This

duction of controllable imperfections at the transmitter

method effectively aids in the differentiation and classification
of various transmitters.

However, RFF is highly sensitive to time-varying and mul-
tipath channels. Considering high frequency (HF) skywave com-
munication, the extraction of steady-state RFF is significantly
challenged by the time-varying feature of wireless channels and
the severe multipath effects, adversely affecting extraction pre-
cision. HF signals can be transmitted over long distances by the
reflection of the ionosphere. The ionosphere moves and changes
in density, causing Doppler shifts on the reflected HF signals,
which complicates the extraction of RFF features. In time-
varying channels, the classification accuracy of the RFF di-
rectly related to the received 1Q signal will greatly degrade.
Apart from the impact of time-varying channels, RFF is highly
dependent on the structure and RF components of the RF
chain. Different RF chain structures entail different signal pro-
cessing approaches for baseband signals. For example, a super-
heterodyne transmitter undergoes more spectrum shift opera-
tions than a direct conversion transmitter, leading to more com-
plex scenarios of carrier frequency offset.

In this study, we adopt a direct conversion structure for its
simplicity. The baseband signal is modeled to include three
types of RF imperfections: CFO, IQ imbalance, and direct cur-
rent (DC) offset. The contributions of this paper are as follows.

1) We extract carrier frequency offset (CFO) as an RFF in an
OFDM-modulated, HF skywave time-varying channel communi-
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cation system. CFO is a robust RFF in time-varying channels.
2) Traditional CFO estimation algorithms, particularly those
based on cyclic prefixes and block pilots, generally perform

4 Furthermore, these algo-

poorly in time-varying channels!
rithms have phase ambiguity issues during CFO estimation. To
address these challenges, we introduce the frequency domain
correlation and spline interpolation (FCSI) algorithm, which es-
timates CFO in the frequency domain by exploiting the correla-
tion between known local sequences and received pilots across
different subcarriers. This approach is designed to be robust
against time-varying channels.

3) We utilize the Euclidean distance between the prior RFF
and the RFF under test for classification purposes. Moreover,
the M-consecutive average method is used for feature post-
processing. To validate the proposed estimation and classifica-
tion method, we simulate a scenario involving the identification
of 12 individual transmitters in an HF skywave OFDM commu-
nication system.

The rest of this paper is organized as follows: Section 2 intro-
duces the signal model with RF imperfections for HF skywave
OFDM systems. Section 3 discusses the proposed FCSI algo-
rithm for estimating CFO. Section 4 details the classification al-
gorithm that utilizes CFO as an RFF to distinguish different de-
vices. Simulation results are presented in Section 5, and the pa-
per concludes with remarks in Section 6.

2 Signal Model

In this section, we analyze an HF skywave OFDM communi-
cation system impacted by three types of RF imperfections:
CFO, IQ imbalance, and DC offset. We first present the direct
conversion RF transmitter structure. Then, we introduce the
CFO to evaluate its effect on the baseband signal. Following
this, 1Q imbalance and DC offset are added to the signal model.
Finally, the influence of the HF time-varying channel is consid-
ered to accurately simulate the received signal which is used to
extract RFF.

The adaptive selection of suitable parameters has enabled
the effective implementation of OFDM modulation for wideband
HF skywave communication”, The OFDM modulation is con-
figured with a cyclic prefix (CP) length of Np, a set number of
subcarriers Ny, and a subcarrier spacing of Af. Pilots are stra-

tegically placed at equal intervals among the subcarriers.

2.1 RF Transmitter Structure

The RF transmitter architecture includes all components,
ranging from the digital-to-analog converter (DAC) to the trans-
mitting antenna. As depicted in Fig. 1, within the direct conver-
sion RF chain, the digital signal first undergoes conversion to
an analog format by the DAC. It then undergoes low-pass filter-
ing and baseband amplification using an amplifier, which
serves to eliminate out-of-band mnoise and boost the signal’ s
strength. Subsequently, the 1Q modulator combines two
branches of the 1Q signals into one stream. An up-converter is
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Figure 1. Direct conversion transmitter structure

used for spectrum shift, with the carrier signal produced by a lo-
cal oscillator. The up-converted signal then passes through an
RF band-pass filter and a power amplifier (PA) before being
broadcast through the transmitting antenna into the channel.

2.2 Carrier Frequency Offset

CFO typically occurs following the up-conversion process, af-
fected by the characteristics of local oscillators. The natural fre-
quency variation in crystal oscillators causes a persistent differ-
ence in the carrier frequencies of the transmitter and receiver.
This unique deviation for each transmitter-receiver pair charac-
terizes CFO as a crucial attribute of the transmitter, represented
by f.. As a result, the up-converted signal xy,, incorporating

the CFO, is expressed as:

Xepo = N(xejh(f' +f,,-)t) (1),

where f, is the carrier frequency and x = x_ + jx, is the OFDM
modulated baseband signal. Considering that the signal trans-
mitted through the channel is a real signal, N (+) signifies tak-
ing the real part of a complex number. In the general case,
f. < f.. Assume that the local oscillator of the down converter
in the receiver is perfectly precise, the down-converted signal y

is expressed as:
y =, e 77 (2),
where x_ is the received signal before the down-conversion. By

plugging Eq. (1) into Eq. (2), the down-converted 1Q signal y,

corrupted by carrier frequency offset can be expressed as:

_X% NN s X cppale)e _ 0K —ppm(2f )
le_TeJm’-‘-EeJ ( _jel (. +1) (3).

The last two terms of Eq. (3) are filtered out by the low-pass
filter. Therefore, Eq. (3) can be modified as:
L TR T

_ X
Yo =" = Eej (4).

The spectral shift results in the signal’ s amplitude being
halved and the carrier frequency offset induces a clockwise or
counterclockwise rotation, which increases with time in the
down-converted 1Q signals.

2.3 Other RF Imperfections

Besides CFO, many RF imperfections in the transmitter will
corrupt the signal before the signal is transmitted to the chan-
nel. Due to the quantization error of DAC and the leakage of the
local oscillator, the 1Q signals exhibit a notable DC offset de-
noted by C"®. Moreover, the gain difference and inexact 90°
phase difference may happen to these two signal branches,
which will cause IQ) imbalance. The 1Q parameters are denoted
as a, and a,"”. Therefore, the discrete-time expression of trans-
mitting an [Q signal with DC offset and 1Q imbalance can be ex-
pressed as follows:

XIQ(n)Z(alx(n)+a2x*(n))+ C (3),

where x(n) is the discrete-time expression of the 1Q) signal from
the baseband. Adding the oscillator imperfection CFO, the
transmitted signal with RF imperfections after up-conversion
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can be modeled as:

X(n)=N

c

XIQ(n)e "

j2ﬂ(f,‘+fs)")
(6),

where X (n) is the up-converted signal and F is the sample rate.

2.4 HF Skywave Time-Varying Channel

After the up-conversion, the signal goes through the HF sky-
wave channel. In this paper, a wide-sense stationary uncorre-
lated scattering channel model is considered for the HF sky-
wave channel™ ' The intra-path delay can be neglected for
the communication signal and the path channel response can
be modeled as a time-varying attenuation impulse:

c,(t.7) = a,(1)8(7) (7).

where §(t) is the unit-impulse function; 7 and «,(t) are the
time delay and impulse of the n-th path, respectively. Assume
that the channel is relatively stationary and the relative time de-
lay of each path is independent of time . The HF skywave
channel response can be modeled as:

h(tz)=De(tr-7,)=Da)d(z-17,) ®).

n

We perform the Fourier transform to get the time-varying fre-
quency response:

H(fit)= f za,,(z)é(r -7,)e ™ dr = zan(t)e—jsz
9).

In Eq. (9), the amplitude and phase of the signal are modu-
lated by «,(t), which is a complex Gaussian random process.
The spectrum of «,(t) follows a Gaussian Doppler spectrum,

which can be expressed as:

Se(f)=—=e ™ (10),

[2mo,

where f; is the center frequency of the Doppler frequency shift
and o is the normalized standard deviation, which is relative
to the Doppler spectrum spread f,,.

We can simplify Eq. (8) as:

h(t)=>h,(6)8(t - z,)e™ (11),

where h (¢) and f, are the n-th path amplitude channel gain
and Doppler frequency shift, respectively; f, is time-varying
and Gaussian distributed with f, mean and o, variance. The

discrete-time expression of Eq. (11) is given by:
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i2mfun

h(n)Zz?ﬁlhi(n)S(n—Di)e k. 12),

where D, is the discrete-time form of the time delay and M, is
the number of paths; f,; is the Doppler frequency shift corre-
sponding to the i-th path.

Therefore, the received signal Y (n) through the HF skywave
channel and additive white Gaussian noise (AWGN) w(n) is

given by:
Y(n)=h(n)*X.(n) + (n) (13),

where * denotes convolution and w(n)~N(O,U§;). Therefore,

we can extract RFF from the steady-state received OFDM signal.

3 RFF Extraction Algorithm Design

To precisely estimate the CFO as an RFF in the HF skywave
time-varying channel, we propose the FCSI algorithm. The algo-
rithm operates in two stages: first, a frequency domain correla-
tion method is employed to achieve coarse CFO estimation; sub-
sequently, cubic spline interpolation is utilized to refine the es-
timation for fine CFO correction.

3.1 Frequency Domain Correlation

In OFDM systems, the pilots and the cyclic prefix can be
used for the estimation of frequency offsets. In the FCSI algo-
rithm, pilots are employed to correlate with the prior local se-
quence, thereby extracting the actual frequency offset compo-
nent. It is assumed that timing synchronization in the OFDM
system is perfect. By plugging Eq. (6) and Eq. (13) into Eq. (2),
the resultant 1Q signal, subjected to a low-pass filtering pro-
cess, can be written as:

+w(n) (14).

Without considering the influence of noise, the prior local
synchronization sequence, denoted as x,(n)=x(n), n=
0,-++,L = 1, undergoes a correlation process with the received
1Q signal, as specified in Eq. (14). Consequently, the correla-
tion process can be represented as:

L-1

z(k) = ZY,Q(n +k)xp(n) (15).

We assume that the prior local synchronization sequence is
the first L symbols of the transmitted 1Q signal on the corre-
sponding subcarrier. When £ = 0, the synchronization is per-
fect and Eq. (15) can be expanded as follows:

L-1 2fin
:(0)= > @*XIO(”)’X(”)G § (16)

In the direct conversion communication system, to maintain
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communication performance, the IQ amplitude imbalance
should be kept below 5 dB, while the phase imbalance should
be limited to less than 5°!'%, which means that a, > a,. More-
over, DC offset is calibrated at the receiver and its impact on
system performance is smaller than that of 1Q imbalance, so
that @, > C. Therefore, Xlo(n) x"(n) can be expanded as:

XIQ(n)x(n) =a,x(n)x"(n) + az[x*(n)]2 +Cx'(n) =
a,x(n)x*(n)=a,‘x(n)‘2 (17).

By plugging Eq. (17) into Eq. (16), z(0) is rewritten as:

z(0) = 2@*al‘x(n)‘2ej2%7‘ (18).

In this form, the frequency offset is mainly influenced by the
Doppler frequency shift f,, of the HF skywave channel h(n)
and the frequency deviation f, between the transmitter and re-
ceiver. Then we perform N-point fast Fourier transform (FFT) to

get the frequency spectrum Z ( fn) of Eq. (18).

N
= - — |R. =1.--N
fn, (n 2 ) /7 n 9 ” (19)7
where R, = R/N is the frequency resolution depending on the
symbol rate R and the point number of FFT N. The carrier fre-
quency offset is estimated in the frequency domain, which can
be expressed as:

F(‘,ﬂﬂl'se = arg I’r‘l/.a'X Z(ﬁl) (20)'
Therefore, the coarse estimated frequency offset F . of the
transmitted signal can be compensated as:
LT
YFO(',()mp(n) = Y]Q(n)e ' (21)'

Then we use Eq. (21) to estimate the fine carrier frequency offset.

3.2 Cubic Spline Interpolation

After coarse frequency offset estimation, cubic spline interpo-
lation is used for fine estimation. First, a frequency offset detec-
tion range and its step are determined by R, in Eq. (19). The
range is set as [ - R//2, Rf/Z] and the step is set as R/N,
where Nj is the detection number. Therefore, the detection
range can be expressed as:

Rf
Np-1°

K +(i-1)

Fu(i)==% i= L, (22)

Then, we use Eq. (22) to compensate for the frequency offset
of the synchronized received 1Q sequence in Eq. (21), which
can generate N, IQ signals with different compensated fre-
quency offsets. The inner product of the compensated 1Q se-

quence and the local synchronization sequence is calculated as
the correlation peak sequence corresponding to the fine fre-
quency offset detection range. The correlation peak sequence is
given by:

- . Lon
=l ’JzﬂF.m(L)7 *

zyb‘ooomp (n)e xH(n)

V 1) =
()= 2, (23),

where i = 1,-++, N,. Next, we use the cubic spline interpolation

algorithm®”

tion range [ - R//2, Rf/Z} is evenly divided into N parts and the

to fit a finer correlation peak sequence. The detec-

second derivatives at the boundary —R /2 and R,/2 are both set
to 0. The correlation peak sequence can be interpolated as shown
in Fig. 2. We can obtain the finely estimated CFO F
maximum value of the interpolated correlation peak sequence:

from the

fine

F

fine

= arg ma})ﬁ Viear (1) (24).

et

3.3 FCSI Algorithm

Following the coarse estimation of CFO using frequency do-
main correlation and subsequent fine CFO estimation through
cubic spline interpolation, the accurately estimated CFO F  is
obtained by:

ch( = F + F (25),

coarse fine
which is the RFF of the transmitter. The flowchart for the FCSI
algorithm is depicted in Fig. 3.

As discussed in Section 2, CFO is associated with both the
Doppler frequency shift and the frequency deviations in oscilla-
tors between the transmitter and the receiver. In HF communi-
cation systems, the frequency shift caused by Doppler effects in

600 T T T T T T T
——© Cubic spline interpolation sequence
—* Correlation peak sequence
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3 500F T e ]
=
-
g % *
2
= 450 g
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]
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Figure 2. Correlation peak sequence interpolation
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time-varying channels is considerably smaller than oscillator
frequency deviations. Consequently, frequency domain correla-
tion can accurately determine the primary frequency offset re-
sulting from these deviations. Cubic spline interpolation can es-
timate fine frequency offsets, thereby making the FCSI algo-
rithm an accurate approach for CFO estimation. Moreover, the
CFO is estimated and compensated during the time and fre-
quency synchronization of the received signal, ensuring that
this RFF extraction design will not introduce additional compu-
tational load. As a result, CFO serves as an effective RFF for
distinguishing between different transmitters in HF skywave
OFDM communication systems. The complete FCSI algorithm
for CFO estimation is summarized as follows.

Algorithm 1. FCSI algorithm for CFO estimation

Input: Yy, (n) and x, (n).
Use Eq. (15) to correlate Yy (n) and x,(n).
FFT is applied to find the coarse frequency offset by Eq. (18).
Obtain the coarse CFO by Eq. (20).
Obtain the correlation peak sequence in Eq. (23) corre-
sponding to Eq. (22).

Received signal

[

Use cubic spline interpolation to estimate fine CFO in Eq.
(24) and total estimated CFO in Eq. (25).
Output: Total estimated frequency offset F .

4 Classification Algorithm

In this paper, the classification algorithm employs the Euclid-
ean distance to classify RFF and identify the transmitter of a
steady-state received signal. The precise relative deviation
AR;, i = 1,---, N, of the oscillators between the transmitter and
the receiver used in the classification test can be measured
through the direct connection, where N, is the number of trans-
mitters. Therefore, the prior RFF of each transmitter can be de-
noted as @, = f,AR,, i = 1,-+-, N, which is the precise CFO of
the 12 transmitters Tx;, ¢t = 1,++-, N,.

Next, we can use the same receiver to receive the signal from
different unidentified devices Tx;,j € 1,-+.Nyp, from which the
CFO @, . is extracted and identified through the Euclidean
distance d;; between the extracted CFO and the prior RFFs &,
which is given by:

d.= 1®, .- @I i=1:,N, (26),

Ji test, j i

where the transmitter number corre-
sponding to the prior RFF with the mini-
mal Euclidean distance is denoted as the

v judgment result k&:
Sychronization _ . .
l k=argmind;, i = 1,-+-, N, (27).
] A classification error is noted when
F ! Extract pilots e . .
r(;*q“‘“'fl°5 k # j, indicating an error associated with
Onllal.n i the received signal from Tx. This frame-
correlation o o - el .
e R A N Local synchronization work facilitates the classification of sig-
Sequen(fe . . .
l nals from each transmitter via the esti-
mated CFO. The number of classification
Coarse CFO in Eq. (20) errors and the total test signals from Tx;
are represented by N and N, respec-
tively. Therefore, the classification error
Coarse CFO rate (CER) can be expressed as:
compensated pilots in
Eq.(21) N
CER = —= (28).
i Nlesi
Cubic - ; ; T
spline CO,"elatwn *,’nd ,cublc iz Local synchronization In this scheme, a CFO extracted from
. lati interpolation in Eq. (23) sequence .
mterpolation an OFDM modulated frame constitutes
i one classification sample. Alternatively,
Fine CFO in Eq. (24) the mean of M CFOs extracted from M
consecutive frames in the time domain

+

Estimated CFO in Eq. (25)

CFO: carrier frequency offset

Figure 3. Frequency domain correlation and spline interpolation algorithm flowchart
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FFT: fast Fourier transform

can be considered as a classification
sample, where M denotes the sample pe-
riod. This M-consecutive average method
reduces the influence of estimation de-
viations on classification. The averaged

RFFs are

represented as
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P

il

jel, N, l=12---N.,/M and N, =N,N,/M,

where N, signifies the total number of transmitted frames. By

test

utilizing averaging to reduce the error in frequency offset esti-
mation, this method enables more accurate classification of dif-
ferent transmitters, proving particularly effective in HF skywave
channels affected by Doppler spread.

S Simulation Results

The classification test is conducted with N, = 12 devices,
and the simulation parameters are detailed in Table 1. Typi-
cally, the frequency tolerance of crystal oscillators varies be-
tween —2 and 2 parts per million (ppm). As a result, the corre-
sponding CFO spans from =32 Hz to 32 Hz. Moreover, the iono-
spheric Doppler shift varies from —1 Hz to 1 Hz in general in
the HF skywave channel. The proposed FCSI CFO estimation
method is labeled as FCSI. For comparison, the performance of
both block pilot (BP)-based and CP-based CFO estimation is
simulated, which are labeled as BP and CP, respectively.

A single CFO is estimated from one frame with a synchroni-
zation header in the different subcarriers. We conduct CFO esti-
mations using 8 pilots in corresponding subcarriers from 1 000
frames for each transmitter. Following this, we estimate the
CFO for N, = 1000 frames per transmitter to conduct the clas-
sification test. Eqs. (26) and (27) are employed to calculate the
number of classification errors, with N, = N N, /M.

Figs. 4 and 5 indicate that the CER is closely related to the
mean squared error (MSE) of the CFO estimation algorithm in
both HF and AWGN channels. Notably, the CER achieved by
the FCSI-based estimation is substantially lower than that ob-
tained using CP-based and BP-based methods, highlighting the
superior performance of the FCSI algorithm. Fig. 5 presents the
simulated CER in an AWGN channel. The FCSI algorithm
demonstrates superior CER performance compared with both
BP-based and CP-based algorithms. In the AWGN channel,
the absence of Doppler spread means that the estimated fre-
quency offset is free from frequency errors attributable to the
channel. The absence of Doppler spread results in an overall
CER that is lower than that observed in HF channel, as illus-

Table 1. Simulation system parameters of the classification test

Parameter Value
Device number N, 12
HF channel multipath number 2
Multipath delay 7 2 ms
Standard deviation of Doppler shift o, 0.5
Carrier frequency f, 16 MHz
System bandwidth BW 320 kHz
Subcarrier spacing Af 500 Hz
Subcarrier number N, 512
CP length N, 8
Guard band subcarrier number 50

trated in Fig. 4. The CFO estimation in the HF skywave chan-
nel is affected by the Gaussian distribution of Doppler shifts,
leading to the convergence of the MSE of the FCSI algorithm
as the SNR increases, which in turn prevents the CER from
decreasing with higher SNR. The MSE of CFO at an SNR of
16 dB is 0.204 7, which is very close to the set Gaussian dis-
tributed Doppler shift variance o = 0.25. This result demon-
strates the effectiveness of the FCSI method for CFO estima-
tion. In such scenarios, the actual CFO difference between de-
vices is smaller than the Doppler shift induced by the HF sky-
wave channel, complicating the classification of devices with
similar CFOs. Therefore, we need to mitigate the impact of
Doppler spread. Considering the distribution of the Doppler
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Figure 4. CER and MSE of CFO estimation with different SNRs in
HF channel
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Figure 5. CER and MSE of CFO estimation with different SNRs in
AWGN channel

shift, we can use the M-consecutive average method to lever-
age statistical properties and appropriately reduce the random-
ness of the Doppler shift.

The M-consecutive average method is applied to the classifi-
cation in the HF skywave channel. As shown in Figs. 8 and 9,
the CER and MSE of the CFO estimation decrease with the in-
creasing M, demonstrating the effectiveness of this method in
reducing the CER of classification in the channel. When M =
16, the CER of the FCSI algorithm can reach 9.47% at an SNR
of 10 dB. The experimental results indicate that leveraging the
statistical properties of CFO effectively mitigates the impact of
the Doppler shift on device identification, significantly reduc-

ing the CER.
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6 Conclusions

We introduce DC offset, 1Q imbalance, and CFO into the
baseband signal to simulate the impact of RF imperfections on
an HF skywave time-varying channel in the OFDM system. We
employ an HF skywave channel model characterized by random
Doppler frequency shifts and propose the FCSI algorithm to es-
timate the CFO of the transmitter as the RFF. Subsequently, the
Euclidean distance between prior and test RFFs is used to clas-
sify 12 transmitters. The simulation results demonstrate that the
FCSI method achieves a significantly lower CER than those ob-
tained by CP- and BP-based CFO estimation methods. Further-
more, the M-consecutive average method proves to be an effec-
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Figure 8. CER and MSE of CFO estimation versus M in HF channel
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tive strategy for reducing the CER in the HF skywave channel
to resist the influence of Doppler spread on RFF extraction.
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