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Abstract: The industrial Internet of Things (IIoT) is an important engine for manufacturing
enterprises to provide intelligent products and services. With the development of IIoT, more
and more attention has been paid to the application of ultra-reliable and low latency commu⁃
nications (URLLC) in the 5G system. The data analysis model represented by digital twins is
the core of IIoT development in the manufacturing industry. In this paper, the efforts of
3GPP are introduced for the development of URLLC in reducing delay and enhancing reli⁃
ability, as well as the research on little jitter and high transmission efficiency. The enhanced
key technologies required in the IIoT are also analyzed. Finally, digital twins are analyzed
according to the actual IIoT situation.
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1 Introduction

In recent years, the fourth industrial revolution accelerat⁃
ed by the industrial Internet of things (IIoT) has raised a
global upsurge[1–2]. A cognitive IIoT system helps to es⁃
tablish the information relationship between the real

world and the virtual space, which includes the perceptual lay⁃
er (by perceptual control technology), transmission layer (by
network communication technology), and application layer (by
information processing technology) [3]. The boom in IIoT can⁃
not be achieved without technical support, including digital
twins, edge computing, time-sensitive networks (TSN), and
passive optical networks (PON).
With the application of IIoT, digital twins are endowed with

new vitality. The concept of digital twins can be traced back to
Dr. Michael GRIEVES in 2002. However, the unified concept
of digital twinning has not been reached in the subsequent de⁃
velopment, because different users have given different con⁃
ceptual descriptions of digital twins based on different angles
and needs. Digital twins mainly include the following techni⁃
cal features: digital representation, virtual-reality interconnec⁃
tion and data-driven. The IIoT extends the value and life cycle
of digital twins, highlighting the advantages and capabilities of

digital twins in terms of models, data, and services. The appli⁃
cation and iterative optimization of IIoT are becoming the in⁃
cubator of digital twins[4].
Based on the basic state of a physical entity, a digital twin

enables a highly realistic analysis of the established model
and collected data in a dynamic and real-time way, which is
used for the monitoring, prediction and optimization of the
physical entity. The digital twin creates a virtual model with a
high degree of realism for a physical object, and simulates, an⁃
alyzes and forecasts its behavior, which paves the way for the
integration of information technology and manufacturing. In
addition, as an edge-side technology, digital twins can effec⁃
tively connect the perceptual layer and the transmission layer.
Therefore, the industrial Internet platform is the incubator of
digital twins, and the digital twin is important for industrial In⁃
ternet platforms.
All kinds of data collection and exchange of physical enti⁃

ties may be realized in the IIoT. The advantages of the IIoT,
such as resource aggregation, dynamic configuration, and sup⁃
ply and demand docking, will facilitate the integration and uti⁃
lization of all kinds of resources. For example, the industrial
Internet platform is used to associate the digital twin in the
edge infrastructure in the downward direction, and transfer
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and store the data in the cloud in the upward direction. More⁃
over, users can set up digital twins through platform services
according to their own needs. It can be said that the industrial
Internet platform has activated the life of digital twins. As
shown in Fig. 1, a physical entity in the physical space and a
digital twin in the virtual space are connected through the
IIoT. Among them, the miniaturization of IIoT equipment
makes the creation of digital twins possible and sensor sys⁃
tems are used to realize data sharing between virtual and phys⁃
ical objects. Furthermore, the emerging 5G technologies can
provide a faster connection speed between virtual and real ob⁃
jects, and improve operation efficiency and reliability by re⁃
ducing the response time.
The transmission layer in a cognitive IIoT framework main⁃

ly includes the short-distance wireless communication net⁃
work, low-power wide area network, and industrial Ethernet.
As we all know, the cellular 5G, Long Term Evolution Catego⁃
ry Machine 1/Machine 2 (LTE CAT M1/M2), Long Range Ra⁃
dio Wide-Area Network (LoRaWAN), and Narrowband-Inter⁃
net of Things (NB-IoT) are representative technologies in the
Internet of Things (IoT), while the IIoT relies heavily on the
availability of wireless connections[5–6]. Considering that the
features of classical field buses are incompatible with Internet
features and their performance is not sufficient to transmit In⁃
ternet packets, they cannot be directly included in the IIoT
system. In particular, these classical networks do not support
IIoT-based IPv6. However, they can be interconnected
through gateway devices[7–8]. It is quite challenging to intro⁃
duce industrial networks into an IIoT system, because their ap⁃
plications often have stringent quality of service (QoS) require⁃
ments, which may be difficult to meet, such as configuration,
robustness, reliability, latency, determinism, energy efficien⁃
cy, battery lifetimes, and security[9–11]. Refs. [12] and [13] re⁃
port the suitability and achievable performance figures of in⁃
dustrial networks. As mentioned in Ref. [14], the low-power
wide area network (LPWAN) is a new type of wireless network
in IoT, which can be applied to indoor industrial monitor⁃
ing[15], intrusion detection[16], remote monitoring and smart cit⁃
ies[17] with the help of robust communications, wide coverage
ranges and low power consumption.
IIoT will completely change the manufacturing industry by

faster transmission speed, more efficient transmission and ac⁃
cess to more data; examples are smart manufacturing, smart
agriculture, smart cities, smart home, smart health care, smart
transportation, etc. IIoT promotes the strong demand for more
data acquisition, communications, real-time analysis and data-
driven decision making in various industrial vertical fields.
With the rise of IIoT and the advent of Industry 4.0, the ap⁃

plication of ultra-reliable and low latency communications
(URLLC) technology has attracted more and more attention[18].
URLLC is considered as a typical application scenario in 5G
wireless communications[19] and is generally regarded as the
technical basis of new applications such as industrial automa⁃

tion, autonomous driving, IoT and tactile Internet. Therefore,
the ultra-reliable communication and ultra-low delay required
by URLLC have always been difficult in academia and indus⁃
try. Refs. [20–23] have proposed some schemes to ensure the
QoS requirements of URLLC. Multipath diversity was pro⁃
posed in Ref. [20] to improve transmission reliability. A cross-
layer optimization design was proposed in Ref. [21], in which
a variety of factors affecting packet loss are considered in wire⁃
less access networks. Considering the tradeoff between QoS re⁃
quirements and system throughput, the source coding rules for
tactile data compression were studied in Ref. [22]. Besides,
Ref. [23] proposed scheduling free uplink transmission to
avoid scheduling delay.
Automation in different vertical domains has been develop⁃

ing rapidly. However, limited to the radio technology develop⁃
ment, capital expenses (CAPEX) and operating expenses
(OPEX), the communication technology applied in the vertical
domains is mainly confined to the local area network, or even
a network with wired connection. Although the cellular radio
communication technology such as NB-IoT, Enhanced Ma⁃
chine-Type Communication (eMTC), and Long Range Radio
(LoRa) can serve certain IoT use cases, it cannot satisfy all the
requirements of any IoT use cases. For example, the require⁃
ments of the use cases in Refs. [24] and [25] cannot be served
perfectly by the legacy cellular IoT system (Table 1). General⁃
ly, the use cases that cannot be satisfied by the legacy cellular
IoT system always have rigorous requirements for low latency,
high reliability, little jitter and/or frequent small data transmis⁃
sion. IIoT mainly focuses on providing wireless communica⁃
tions for these use cases.
The rest of this paper is organized as follows. Section 2 re⁃

views the development of low latency and high reliability of

URLLC in the field of IIoT, as well as the research process of
little jitter and high transmission efficiency. Section 3 discuss⁃
es the possible future research directions and objectives in the
field of IIoT. Section 4 discusses the cases and advantages of
the application of IIoT for digital twins. Section 5 concludes
the paper and shows the cooperation of IIoT technology and
digital twin technology.

2 Development of URLLC for IIoT Tech⁃
nology
5G URLLC has two basic features: high reliability and low

latency. With high reliability, its block error rate (BLER)
reaches 10-5 or even 10-6, and in terms of delay, it can imple⁃
ment 1 ms or even 0.5 ms air interface transmission delay. As
one of the three application scenarios of 5G system, URLLC is
widely used in various industries, such as Augmented Reality
(AR)/Virtual Reality (VR) in the entertainment industry, in⁃
dustrial control system, transportation system, management of
smart grid and smart home, and interactive telemedicine diag⁃
nosis[26]. This paper will introduce the development of 3GPP
Release15 (Rel-15) and Release16 (Rel-16) for URLLC in re⁃
ducing delay and enhancing reliability, as well as the research
on little jitter and high transmission efficiency.
2.1 Low Latency of URLLC
The 5G URLLC technology achieves a user plane delay of

0.5 ms in both the uplink and downlink between the gNB and
the terminal. The delay refers to the time it takes to successful⁃
ly transmit application layer IP packets/messages, specifically
from the sender’s 5G wireless protocol layer entry point, to
the receiver’s 5G wireless protocol layer exit point. Among
them, the delay exists in both the uplink and downlink direc⁃
tions. The main technologies used by the 5G URLLC to imple⁃
ment low latency include: 1) introducing a smaller time re⁃
source unit, such as a mini slot; 2) the no-scheduling permis⁃
sion mechanism used for uplink access, with which the termi⁃
nal can directly access the channel; 3) supporting an asynchro⁃
nous process to save uplink time synchronization overhead; 4)
adopting fast hybrid automatic repeat request (HARQ), fast dy⁃
namic scheduling, etc.

While 3GPP Rel-15 shows the research progress of URLLC
delay , 3GPP further enhances on URLLC in the Rel-16 phase
and proposes an improved delay reduction scheme[27].
2.1.1 3GPP Rel-15
The study of URLLC delay supports for a more flexible

frame structure. The 5G new radio (NR) supports the carrier
spacing of 15 kHz in the LTE system. It also supports more
spacing schemes, including 30 kHz, 60 kHz, 120 kHz, and
240 kHz. The higher the carrier spacing, the lower the delay
performance. In addition, 5G NR supports frame structure ad⁃
justment. A slot is the minimum scheduling period. Compared
with the LTE in which a fixed subframe includes 2 slots, the
NR can flexibly switch between 1, 2 and 4 slots and configure
uplink/downlink ratios, thus reducing the air interface trans⁃
mission time of each slot.
The study of URLLC delay supports for more flexible sched⁃

uling units. The LTE includes a slot consisting of 14 symbols.
However, the NR supports mini-slots. Mini-slots support the
length of 2 symbols, 3 symbols, and 4 symbols, and a shorter
slot can reduce the feedback delay.
The study of URLLC delay supports for flexible PDCCH

configuration. The search space consists of a group of candi⁃
date physical downlink control channels (PDCCH), and the
search space can be configured with parameters such as
search type, period, slot offset, number of slots, CORESET,
and downlink control information (DCI) format. By configuring
a reasonable monitoring period and offset of the PDCCH in a
slot, the PDCCH monitoring opportunity can be achieved
densely. The slot has multiple PDCCH monitoring moments,
which can meet the requirements for the burst service scenari⁃
os of the URLLC and meet the requirements for low latency.
The study of URLLC delay supports for URLLC high-priori⁃

ty transmission. To meet the URLLC service requirement of
high priority, 5G/NR proposes that a URLLC service can pre⁃
empt enhanced mobile broadband (eMBB) service resources to
reduce the delay.
The study of URLLC delay introduces the function of mo⁃

bile edge computing (MEC). In a 5G network, the user-plane
function (UPF) can be deployed on the user side. The edge
computing server and the UPF are co-located. The UPF recog⁃

▲Figure 1. Relationship between digital twins and the industrial Inter⁃
net of Things
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URLLC in the field of IIoT, as well as the research process of
little jitter and high transmission efficiency. Section 3 discuss⁃
es the possible future research directions and objectives in the
field of IIoT. Section 4 discusses the cases and advantages of
the application of IIoT for digital twins. Section 5 concludes
the paper and shows the cooperation of IIoT technology and
digital twin technology.

2 Development of URLLC for IIoT Tech⁃
nology
5G URLLC has two basic features: high reliability and low

latency. With high reliability, its block error rate (BLER)
reaches 10-5 or even 10-6, and in terms of delay, it can imple⁃
ment 1 ms or even 0.5 ms air interface transmission delay. As
one of the three application scenarios of 5G system, URLLC is
widely used in various industries, such as Augmented Reality
(AR)/Virtual Reality (VR) in the entertainment industry, in⁃
dustrial control system, transportation system, management of
smart grid and smart home, and interactive telemedicine diag⁃
nosis[26]. This paper will introduce the development of 3GPP
Release15 (Rel-15) and Release16 (Rel-16) for URLLC in re⁃
ducing delay and enhancing reliability, as well as the research
on little jitter and high transmission efficiency.
2.1 Low Latency of URLLC
The 5G URLLC technology achieves a user plane delay of

0.5 ms in both the uplink and downlink between the gNB and
the terminal. The delay refers to the time it takes to successful⁃
ly transmit application layer IP packets/messages, specifically
from the sender’s 5G wireless protocol layer entry point, to
the receiver’s 5G wireless protocol layer exit point. Among
them, the delay exists in both the uplink and downlink direc⁃
tions. The main technologies used by the 5G URLLC to imple⁃
ment low latency include: 1) introducing a smaller time re⁃
source unit, such as a mini slot; 2) the no-scheduling permis⁃
sion mechanism used for uplink access, with which the termi⁃
nal can directly access the channel; 3) supporting an asynchro⁃
nous process to save uplink time synchronization overhead; 4)
adopting fast hybrid automatic repeat request (HARQ), fast dy⁃
namic scheduling, etc.

While 3GPP Rel-15 shows the research progress of URLLC
delay , 3GPP further enhances on URLLC in the Rel-16 phase
and proposes an improved delay reduction scheme[27].
2.1.1 3GPP Rel-15
The study of URLLC delay supports for a more flexible

frame structure. The 5G new radio (NR) supports the carrier
spacing of 15 kHz in the LTE system. It also supports more
spacing schemes, including 30 kHz, 60 kHz, 120 kHz, and
240 kHz. The higher the carrier spacing, the lower the delay
performance. In addition, 5G NR supports frame structure ad⁃
justment. A slot is the minimum scheduling period. Compared
with the LTE in which a fixed subframe includes 2 slots, the
NR can flexibly switch between 1, 2 and 4 slots and configure
uplink/downlink ratios, thus reducing the air interface trans⁃
mission time of each slot.
The study of URLLC delay supports for more flexible sched⁃

uling units. The LTE includes a slot consisting of 14 symbols.
However, the NR supports mini-slots. Mini-slots support the
length of 2 symbols, 3 symbols, and 4 symbols, and a shorter
slot can reduce the feedback delay.
The study of URLLC delay supports for flexible PDCCH

configuration. The search space consists of a group of candi⁃
date physical downlink control channels (PDCCH), and the
search space can be configured with parameters such as
search type, period, slot offset, number of slots, CORESET,
and downlink control information (DCI) format. By configuring
a reasonable monitoring period and offset of the PDCCH in a
slot, the PDCCH monitoring opportunity can be achieved
densely. The slot has multiple PDCCH monitoring moments,
which can meet the requirements for the burst service scenari⁃
os of the URLLC and meet the requirements for low latency.
The study of URLLC delay supports for URLLC high-priori⁃

ty transmission. To meet the URLLC service requirement of
high priority, 5G/NR proposes that a URLLC service can pre⁃
empt enhanced mobile broadband (eMBB) service resources to
reduce the delay.
The study of URLLC delay introduces the function of mo⁃

bile edge computing (MEC). In a 5G network, the user-plane
function (UPF) can be deployed on the user side. The edge
computing server and the UPF are co-located. The UPF recog⁃

▼Table 1. Communication service performance requirements

Use case

Motion control
100 Mbit/s wired-to-wireless link replacement

Mobile robots
Mobile control panels: remote control of assembly robots, milling machines, etc.

Mobile operation panel: motion control
Robotic aided surgery
Robotic aided diagnosis

Communication service availabili⁃
ty: target value

99.999% to 99.99999%
99.9999% to 99.999999%

> 99.9999%
99.9999% to 99.999999%

99.999999%
> 99.999999%
> 99.999%

Transfer interval:
target value

500 μs
≤1 ms

1 ms to 50 ms
4 ms to 8 ms

1 ms
1 ms
1 ms

Jitter

<50% of E-to-E latency

< Transfer interval
< 50% of interval
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nizes that the destination address of the service flow is local,
so it distributes the service to the local edge computing server
for service processing, which reduces the redundant transmis⁃
sion path of the service and the delay.
2.1.2 3GPP Rel-16
The study of URLLC delay supports for grant-free configura⁃

tion. In the scheduling based on grant configuration, user
equipment (UE) needs to obtain resources through the sched⁃
uling request. In order to reduce the delay, the resource can
be pre-allocated to UE according to service characteristics[28].
The study of URLLC delay supports for intra-UE priority

and multiplex mechanism. In Rel-15, eMBB dynamic grant
takes precedence over URLLC configured grant (CG). In order
to ensure the delay of a URLLC service, Rel-16 proposes a se⁃
lection scheme based on logical channel prioritization (LCP)
to transmit URLLC services with a higher priority.
The study of URLLC delay supports for time sensitive net⁃

work (TSN) and 5G convergence. The following mechanisms
are adopted to realize TSN: 1) supporting semi-persistent
scheduling (SPS) with a shorter period; 2) supporting the con⁃
figuration of multiple SPS and CG for a bandwidth part (BWP)
of UE; 3) supporting TSN services that do not match the CG/
SPS period.
2.2 High Reliability of URLLC
At present, the reliability index of 5G URLLC is 99.999%

for a 32-byte packet at the user plane with a delay of 1 ms. If
the delay allows, 5G URLLC can also use the retransmission
mechanism to further improve the success rate. In terms of im⁃
proving system reliability, 5G URLLC adopts the following
technologies: 1) adopting a more robust multi-antenna trans⁃
mit diversity mechanism; 2) adopting robust coding and modu⁃
lation in order to reduce the bit error rate; 3) adopting super
robust channel state estimation. The reliability of URLLC has
been enhanced in Rel-15 and Rel-16 of 3GPP.
2.2.1 3GPP Rel-15
The study of URLLC reliability supports for PDCP duplica⁃

tion mechanism. The sender replicates the data at the PDCP
layer and then sends the two duplications to two independent
logical channels for transmission, so as to achieve the frequen⁃
cy diversity gain and improve reliability.
The study of URLLC reliability supports for optimizing

MCS\CQI tables. The modulation and coding scheme (MCS)
and channel quality indication (CQI) of the LTE cannot meet
the requirements of NR for system reliability and transmission
rate. Therefore, NR adds two lower bit rates in the CQI table,
and the corresponding gNB adds two MCS low-frequency op⁃
tions. A lower bit rate can be chosen between the UE and the
gNB to ensure reliability.
The study of URLLC reliability supports for less load DCI

design. By reducing the DCI overhead and improving the ag⁃
gregation level, the PDCCH encoding rate is reduced. The de⁃

coding error rate is reduced and the reliability is improved.
2.2.2 3GPP Rel-16
The study of URLLC reliability supports for multi-TRP

transmission mode. Rel-16 proposes that transmission blocks
can be transmitted repeatedly based on space division, fre⁃
quency division, intra-slot division and inter-slot division
based on Rel-15. In order to improve the diversity gain, it also
supports the combination of the above modes and the dynamic
handover between different modes (including combined
modes).
The study of URLLC reliability supports for PDCP duplica⁃

tion enhancement mechanism. Rel-15 supports two-branch
PDCP duplication, in order to achieve higher reliability. Rel-
16 supports up to four-branch PDCP duplication. This mecha⁃
nism can be implemented through carrier aggregation (CA) du⁃
plication, dual connectivity (DC) duplication and the combina⁃
tion of CA duplication and DC duplication.
The study of URLLC reliability supports for redundant

transmission scheme. NG-RAN duplicates uplink packets and
sends them to the UPF via two redundant link (N3 interface)
channels, where each N3 channel is associated with a PDU
session, and two independent N3 channels are established to
transmit data. The gNB, SMF and UPF will provide different
routes for the two links[29].
2.3 Little Jitter of URLLC
Requirements of time accuracy are typically specified with

two values: the characteristic time and jitter. Characteristic
time is the target value of the time parameter, e.g. end-to-end
latency. The jitter is the variation of a (characteristic) time pa⁃
rameter and the maximum deviation of a time parameter rela⁃
tive to a reference or target value.
As depicted in Ref. [25], power distribution poses the jitter

requirements and the traffic pattern is deterministic as well.
In such a case, the maximum value of the characteristic time
parameter needs to be known. Sometimes, a minimum value
may also be given, and should not be undershot. A minimum
value is only used in particular use cases, for instance, when
putting labels at a specific location on moving objects. In Rel-
15, a common understanding in radio access network (RAN) is
that a delay-sensitive URLLC service with periodic traffic can
be accommodated by the semi-persistent CG. That means the
periodicity of the traffic should be a prerequisite in RAN to
meet the data size and jitter requirements. An example is the
variation of the end-to-end latency. If not stated otherwise, jit⁃
ter specifies the symmetric value range around the target val⁃
ue (target value ± jitter/2). If the actual time value is outside
this interval, the transmission will not be successful. Ref. [25]
shows an example of transmissions with jitter. It should be not⁃
ed that the end-to-end latency may scatter even for successful
transmissions.
As an important feature of TSN, the jitter requirement is to

provide a deterministic service with bounded delay. Typical
characteristic parameters to which jitter values are ascribed
are transfer interval, end-to-end latency, and update time. Fur⁃
ther, the buffering mechanism is held and forwarded to elimi⁃
nate jitter in the TSN. Device-side TSN translator (DS-TT) and
network-side TSN translator (NW-TT) support a hold and for⁃
ward mechanism to schedule traffic as defined in IEEE
802.1Qbv[30], if 5GS is to participate transparently as a bridge
in a TSN network. The hold and forward buffering mechanism
allows packet delay budget (PDB) based 5GS QoS to be used
for time-sensitive communication (TSC) traffic since packets
need only arrive at NW-TT or DS-TT egress prior to their
scheduled transmission time. The way that TSN translator sup⁃
ports the hold and forward mechanism depends on the imple⁃
mentation.
In addition, time synchronization precision is defined be⁃

tween a synchronization master and a synchronization device.
The detailed objectives for NR TSC-related enhancements in⁃
clude specifying accurate reference timing delivery from gNB
to the UE using broadcast and unicasting radio resource con⁃
trol (RRC) signaling for the synchronization requirements de⁃
fined in Ref. [31]. To meet the high-precision time synchroni⁃
zation requirements of the TSN, a high-precision reference
time transmission mechanism is introduced to NR. Broadcast
messages (SIB9) or dedicated RRC messages (DLInformation⁃
Transfer messages) with the high-precision time can be sent.
The time granularity is enhanced from 10 ms to 10 ns. Accord⁃
ing to the simulation result of radio access network work group
1 (RAN 1), radio access network work group 2 (RAN 2) as⁃
sumes that delay compensation is required in the scenario
where the service range is greater than 200 m for the user with
the subcarrier interval of 15 kHz. However, in Rel-16, RAN 1
only provides transmission delay compensation for the base
station and UE in the Time Division Duplex (TDD) and Fre⁃
quency Division Duplex (FDD) scenarios according to half of
the timing advance, that is, NTA×Tc/2. In addition, althoughRAN 1 discusses a lot about when and how to implement the
transmission delay supplement, this topic has not finished in
the Rel-16 phase.
2.4 High Transmission Efficiency of URLLC
In the field of IIoT, the small packets of TSN are transmit⁃

ted frequently in the ordinary communication network. TSN is
also introduced into the 5G system, which has the characteris⁃
tics of small packets with frequent transmission, low latency
and high reliability. In this case, reducing the packet over⁃
head can effectively improve the effective utilization of system
bandwidth. Therefore, for TSN packets, header compression
can be used to further reduce the size of data packets, thus
saving the wireless resources used by a single packet and im⁃
prove the utilization of wireless resources. The data stream
transmitted by TSN is mainly an Ethernet data packet, so the
Ethernet header compression (EHC) is introduced to reduce

the overhead caused by Ethernet header transmission.
EHC may be particularly beneficial when the payload size

of an Ethernet frame is small relative to the overall size of
the frame, which is typical in an Ethernet-based IIoT net⁃
work. The EHC protocol compresses the Ethernet header as
shown in Fig. 2. The fields that are compressed by the EHC
protocol are Destination Address, Source Address, 802.1Q
Tag, and Length/Type. The fields Preamble, Start of Frame
Delimiter (SFD), and Frame Check Sequence (FCS) are not
transmitted in a 3GPP system, and thus not considered in an
EHC protocol. There may be more than one 802.1Q Tag field
in the Ethernet header, and all are compressed by the EHC
protocol. The padding is not compressed by the EHC proto⁃
col. The EHC compressor and the EHC decompressor store
original header field information as an“EHC context”. Each
EHC context is identified by a unique identifier, called Con⁃
text ID (CID). For an Ethernet packet stream, the EHC com⁃
pressor establishes the EHC context and associates it with
the CID. Then, the EHC compressor transmits the“Full
Header (FH)”packet to the EHC decompressor including the
associated CID. The EHC compressor keeps transmitting the
FH packets until the EHC feedback is received from the
EHC decompressor.
The source Medium Access Control (MAC) address, destina⁃

tion MAC address and type fields of the Ethernet header
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provide a deterministic service with bounded delay. Typical
characteristic parameters to which jitter values are ascribed
are transfer interval, end-to-end latency, and update time. Fur⁃
ther, the buffering mechanism is held and forwarded to elimi⁃
nate jitter in the TSN. Device-side TSN translator (DS-TT) and
network-side TSN translator (NW-TT) support a hold and for⁃
ward mechanism to schedule traffic as defined in IEEE
802.1Qbv[30], if 5GS is to participate transparently as a bridge
in a TSN network. The hold and forward buffering mechanism
allows packet delay budget (PDB) based 5GS QoS to be used
for time-sensitive communication (TSC) traffic since packets
need only arrive at NW-TT or DS-TT egress prior to their
scheduled transmission time. The way that TSN translator sup⁃
ports the hold and forward mechanism depends on the imple⁃
mentation.
In addition, time synchronization precision is defined be⁃

tween a synchronization master and a synchronization device.
The detailed objectives for NR TSC-related enhancements in⁃
clude specifying accurate reference timing delivery from gNB
to the UE using broadcast and unicasting radio resource con⁃
trol (RRC) signaling for the synchronization requirements de⁃
fined in Ref. [31]. To meet the high-precision time synchroni⁃
zation requirements of the TSN, a high-precision reference
time transmission mechanism is introduced to NR. Broadcast
messages (SIB9) or dedicated RRC messages (DLInformation⁃
Transfer messages) with the high-precision time can be sent.
The time granularity is enhanced from 10 ms to 10 ns. Accord⁃
ing to the simulation result of radio access network work group
1 (RAN 1), radio access network work group 2 (RAN 2) as⁃
sumes that delay compensation is required in the scenario
where the service range is greater than 200 m for the user with
the subcarrier interval of 15 kHz. However, in Rel-16, RAN 1
only provides transmission delay compensation for the base
station and UE in the Time Division Duplex (TDD) and Fre⁃
quency Division Duplex (FDD) scenarios according to half of
the timing advance, that is, NTA×Tc/2. In addition, althoughRAN 1 discusses a lot about when and how to implement the
transmission delay supplement, this topic has not finished in
the Rel-16 phase.
2.4 High Transmission Efficiency of URLLC
In the field of IIoT, the small packets of TSN are transmit⁃

ted frequently in the ordinary communication network. TSN is
also introduced into the 5G system, which has the characteris⁃
tics of small packets with frequent transmission, low latency
and high reliability. In this case, reducing the packet over⁃
head can effectively improve the effective utilization of system
bandwidth. Therefore, for TSN packets, header compression
can be used to further reduce the size of data packets, thus
saving the wireless resources used by a single packet and im⁃
prove the utilization of wireless resources. The data stream
transmitted by TSN is mainly an Ethernet data packet, so the
Ethernet header compression (EHC) is introduced to reduce

the overhead caused by Ethernet header transmission.
EHC may be particularly beneficial when the payload size

of an Ethernet frame is small relative to the overall size of
the frame, which is typical in an Ethernet-based IIoT net⁃
work. The EHC protocol compresses the Ethernet header as
shown in Fig. 2. The fields that are compressed by the EHC
protocol are Destination Address, Source Address, 802.1Q
Tag, and Length/Type. The fields Preamble, Start of Frame
Delimiter (SFD), and Frame Check Sequence (FCS) are not
transmitted in a 3GPP system, and thus not considered in an
EHC protocol. There may be more than one 802.1Q Tag field
in the Ethernet header, and all are compressed by the EHC
protocol. The padding is not compressed by the EHC proto⁃
col. The EHC compressor and the EHC decompressor store
original header field information as an“EHC context”. Each
EHC context is identified by a unique identifier, called Con⁃
text ID (CID). For an Ethernet packet stream, the EHC com⁃
pressor establishes the EHC context and associates it with
the CID. Then, the EHC compressor transmits the“Full
Header (FH)”packet to the EHC decompressor including the
associated CID. The EHC compressor keeps transmitting the
FH packets until the EHC feedback is received from the
EHC decompressor.
The source Medium Access Control (MAC) address, destina⁃

tion MAC address and type fields of the Ethernet header

▲Figure 2. Ethernet packet format

EHC: Ethernet Header CompressionFCS: Frame Check Sequence PAD: paddingSFD: Start of Frame Delimiter
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frame are all static and can be compressed, which is also the
conclusion of the 3GPP RAN 2. Header compression is essen⁃
tially the use of CID instead of Ethernet headers for transmis⁃
sion in the communication network.
The compression process includes: 1) The configuration of

the CID is completed by the PDCP data PDU; 2) the compres⁃
sor sends a full packet containing the full header and the CID;
3) the decompressor establishes the relationship between the
header and the CID according to the received FH packet; 4)
after the decompressor successfully establishes the context re⁃
lationship, it sends the feedback message with the CID, in⁃
forming the compressor that it can send the compression pack⁃
age; 5) after receiving the feedback information carrying CID,
the compressor starts to send the compression packet corre⁃
sponding to the CID. The header field in the compression
packet is replaced by the CID, where the feedback informa⁃
tion is sent by PDU control PDCP.

3 Future Research Directions of IIoT Tech⁃
nology
As a breakthrough in the integration of mobile communica⁃

tions and vertical industries, 5G is expected to bring about
great changes to the whole society through URLLC services
such as automatic driving, factory automation and smart grid.
The research work for the 3GPP Rel-16 has been completed.
At this stage, the research in related high-level technologies
has laid a solid foundation for the integration of 5G and IIoT.
With the development of IIoT, its services require more strict
latency and are more deterministic, for example, up to
99.999999%. To this end, 3GPP has launched its research on
standard technology in Rel-17 to further enhance the low la⁃
tency and reliability, so that 5G can meet the various needs of
the development of IIoT.
Considering the directions of the reliable private network of

local service, extensible wireless connections of future plat⁃
forms and multiple functions of new cases, a shorter frame
structure will be selected in accordance with service develop⁃
ment requirements to reduce the air interface delay of servic⁃
es. In addition, deep integration with the TSN proposed by the
industry will also be considered to guarantee low transmission
delay of services. On the road of the integration of 5G and in⁃
dustrial Internet TSN, related enhancements will be carried
out in the following aspects: 1) Based on multi-carrier deploy⁃
ment, the reliability is further improved by introducing a PD⁃
CP layer and higher-level data replication transmission tech⁃
nology; 2) the feedback scheme for the physical layer will be
further enhanced; 3) the UE service priority and uplink UCI
will be enhanced; 4) with the NR-Unlicensed (NR-U), the 5G
NR will support the licensed frequency, shared frequency do⁃
main and license-free spectrum; 5) URLLC will implement
low latency, high reliability and multi-TRP cooperation;. 6)
mobility will be enhanced;. 7) wired bus will be replaced by

wireless bus; 8) requirements of network and equipment posi⁃
tioning, positioning in IIoT, and intelligent factory/vehicle-to-
everything (V2X) centimeter positioning will be met; 9) with
the penetration of artificial intelligence (AI) technology, new
deterministic requirements and key standard technology of AI
in IIoT applications will be explored. These will be the key re⁃
search directions in the future.

4 Digital Twins in IIoT
With the continuous development of the manufacturing in⁃

dustry, digital twins have become the focus of every digital en⁃
terprise, although they have not yet become the mainstream
technology. The core of digital twins is model and data, but
the creation of virtual models and data analysis require profes⁃
sional knowledge. For those who do not have relevant knowl⁃
edge, it is a long way to go to build and use digital twins. IIoT
can just solve the above problems, through the platform to
achieve data analysis outsourcing, model sharing and other
services. For example, the IIoT can be used to associate the
edge-side infrastructure downward with the digital twin, and to
transfer and store data upward in the cloud. Any users can es⁃
tablish digital twins through the IIoT services according to
their own needs. It can be said that the industrial Internet plat⁃
form activates the life of digital twins.
IIoT is a key link in the process of enterprise digital trans⁃

formation, which accelerates the integration of various ele⁃
ments of information technology (IT) and operation technology
(OT). Data is the most important binder in the integration pro⁃
cess. In order to make the IT and OT integrate better, the hid⁃
den asset of data should be handled first. In addition, the IIoT
is trying to break the boundaries of enterprises, trying to fill
the gaps between IT and OT, and creating a new ecology of
software definition, data-driven and mode innovation. The digi⁃
tal twin just provides the interface of data and technology for
the development of such integration.
As we know, when each object (such as cars, airplanes, fac⁃

tories and people) in the real world has a digital twin, the
space-time relationship between the digital twins becomes
more valuable than a single digital twin. When the interac⁃
tions between objects are optimized at the same level of a sys⁃
tem, compared with the partial or independent optimization of
the system, the efficiency is greatly improved. But in order to
realize the optimization of the whole system, communication
becomes a crucial factor. As described in Ref. [25], most of
the communication technologies currently used in industry are
still wired. However, with the advent of Industry 4.0 and 5G,
this may change fundamentally, since only wireless connectivi⁃
ty can provide the degree of flexibility, mobility, versatility
and ergonomics that are required for the factories of the fu⁃
ture. Therefore, with the support of IIoT, the digital twin tech⁃
nology has been further promoted in different application
fields of a“future factory”, such as factory automation, pro⁃

cess automation, hazardous material information system
(HMIS) and production, logistics and warehouse, monitoring
and maintenance. Fig. 3 contains enterprise resource planning
(ERP), manufacturing execution system (MES), computer aid⁃
ed quality (CAQ), computer aided manufacturing (CAM), In⁃
ternet process connection (IPC), symbolic programming sys⁃
tem (SPS), computerized numerical control (CNC), and so on.
Fig. 3 also shows the objects in the real production process,
such as robots, cameras, mechanical arms, workbenches and
mechanical tools. The information status of these objects in
wired and wireless networks is uploaded to the Internet/cloud
through sensors. After a high real-time data exchange, the
state of a real object is simulated by a digital twin, and then
the digital twin obtains the corresponding fault diagnosis re⁃
sults, evaluation and prediction results, behavior control of
machinery, and other information. The high real-time network
communication and the corresponding simulation information
are used to control the production process. The high real-time
data exchange between the real object and digital twin is the
basis and prerequisite for the application of the digital twin
technology. In addition, as an effective way to solve the inter⁃
action theory and implementation method of the physical
world and the information world in the future, digital twins are
gradually deepening in practice. This also means that the de⁃
mand for network performance in its development is constant⁃

ly improving, and it also promotes the improvement of IIoT re⁃
lated project research and standards. Thus, it is necessary to
further study the low latency and high reliability of the IIoT.
Therefore, digital twins can display, predict and analyze the

interaction between a digital model and the physical world.
The design based on digital twins is based on virtual mapping
of existing physical products. A large amount of data is stud⁃
ied to obtain valuable knowledge for product innovation. De⁃
signers only need to publish the requirements to the industrial
Internet platform, so that platform managers can precisely
match the data services needed by designers, as well as the
model and algorithm services for data processing. Digital
twins are effectively applied to product design through servic⁃
es to reduce the modification caused by the inconsistency be⁃
tween expected behavior and design behavior. It greatly short⁃
ens the design cycle and reduces the design cost.

5 Conclusions
The development of IIoT technology makes the application

scenarios of digital twin technology more extensive, fully dem⁃
onstrating the advantages and capabilities of digital twins in
terms of models, data, and services. As a new digital technolo⁃
gy solution and human-computer interaction interface, it will
effectively promote and deepen the further development of
business models. On the basis of reviewing the development of
URLLC and analyzing the future research direction in the
field of IIoT, this paper discusses the application of IIoT in
digital twin. The development of digital twin technology is
closely related to the continuous evolution of URLLC technolo⁃
gy in IIoT. In other words, the development requirement of dig⁃
ital twins also promotes the improvement of IIoT standards
and technologies. Compared with the previous cellular mobile
communication technology, the 5G URLLC technology has
greatly improved in terms of delay, reliability, little jitter and
high transmission efficiency. However, with the development
of IIoT, the research of delay and reliability technology needs
to be further enhanced to meet the needs of various services.
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ed quality (CAQ), computer aided manufacturing (CAM), In⁃
ternet process connection (IPC), symbolic programming sys⁃
tem (SPS), computerized numerical control (CNC), and so on.
Fig. 3 also shows the objects in the real production process,
such as robots, cameras, mechanical arms, workbenches and
mechanical tools. The information status of these objects in
wired and wireless networks is uploaded to the Internet/cloud
through sensors. After a high real-time data exchange, the
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Internet platform, so that platform managers can precisely
match the data services needed by designers, as well as the
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onstrating the advantages and capabilities of digital twins in
terms of models, data, and services. As a new digital technolo⁃
gy solution and human-computer interaction interface, it will
effectively promote and deepen the further development of
business models. On the basis of reviewing the development of
URLLC and analyzing the future research direction in the
field of IIoT, this paper discusses the application of IIoT in
digital twin. The development of digital twin technology is
closely related to the continuous evolution of URLLC technolo⁃
gy in IIoT. In other words, the development requirement of dig⁃
ital twins also promotes the improvement of IIoT standards
and technologies. Compared with the previous cellular mobile
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greatly improved in terms of delay, reliability, little jitter and
high transmission efficiency. However, with the development
of IIoT, the research of delay and reliability technology needs
to be further enhanced to meet the needs of various services.

References
[1] SISINNI E, SAIFULLAH A, HAN S, et al. Industrial Internet of Things: chal⁃
lenges, opportunities, and directions [J]. IEEE transactions on industrial infor⁃
matics, 2018, 14(11): 4724–4734. DOI: 10.1109/TII.2018.2852491

[2] TAYEB S, LATIFI S, KIM Y. A survey on IoT communication and computation
frameworks: an industrial perspective [C]//IEEE 7th Annual Computing and
Communication Workshop and Conference (CCWC). Las Vegas, USA: IEEE,
2017: 1–6. DOI: 10.1109/CCWC.2017.7868354

[3] CHEN B T, WAN J F, LAN Y T, et al. Improving cognitive ability of edge intel⁃
ligent IIoT through machine learning [J]. IEEE network, 2019, 33(5): 61–67.
DOI: 10.1109/MNET.001.1800505

[4] SAVAZZI S, RAMPA V, SPAGNOLINI U. Wireless cloud networks for the fac⁃▲Figure 3. An example use case of industrial IoT via digital twins

CAM: computer aided manufacturingCAQ: computer aided qualityCNC: computerized numerical controlERP: enterprise resource planning

IPC: Internet process connectionMES: manufacturing execution systemSPS: symbolic programming system

Physical space

Connected world

Enterprise

Work center

Station

Controldevice

Fielddevice

Product

Sensoren Accoren

IPC CNCDrivesSPS

CAM CAQ

MES

ERP

Data

Virtual space

Internet/cloud

Corporate network

Operations network

Controller tocontrollercommunication

Sensor/actuatornetwork

59



Review Analysis of Industrial Internet of Things and Digital Twins

TAN Jie, SHA Xiubin, DAI Bo, LU Ting

ZTE COMMUNICATIONS
June 2021 Vol. 19 No. 2

tory of things: connectivity modeling and layout design [J]. IEEE Internet of
Things journal, 2014, 1(2): 180–195. DOI: 10.1109/JIOT.2014.2313459

[5] MUMTAZ S, ALSOHAILY A, PANG Z B, et al. Massive Internet of Things for
industrial applications: addressing wireless IIoT connectivity challenges and
ecosystem fragmentation [J]. IEEE industrial electronics magazine, 2017, 11(1):
28–33. DOI: 10.1109/MIE.2016.2618724

[6] PERERA C, LIU C H, JAYAWARDENA S. The emerging Internet of Things
marketplace from an industrial perspective: a survey [J]. IEEE transactions on
emerging topics in computing, 2015, 3(4): 585 – 598. DOI: 10.1109/
TETC.2015.2390034

[7] BELLAGENTE P, FERRARI P, FLAMMINI A, et al. Enabling PROFINET de⁃
vices to work in IoT: characterization and requirements [C]//IEEE International
Instrumentation and Measurement Technology Conference Proceedings. Tai⁃
wan, China: IEEE, 2016: 1–6. DOI: 10.1109/I2MTC.2016.7520417

[8] SAUTER T, LOBASHOV M. How to access factory floor information using Inter⁃
net technologies and gateways [J]. IEEE transactions on industrial informatics,
2011, 7(4): 699–712. DOI: 10.1109/TII.2011.2166788

[9] BARTOLOMEU P, ALAM M, FERREIRA J, et al. Supporting deterministic
wireless communications in industrial IoT [J]. IEEE transactions on industrial
informatics, 2018, 14(9): 4045–4054. DOI: 10.1109/TII.2018.2825998

[10] QIU T, ZHANG Y S, QIAO D J, et al. A robust time synchronization scheme
for industrial Internet of Things [J]. IEEE transactions on industrial informat⁃
ics, 2018, 14(8): 3570–3580. DOI: 10.1109/TII.2017.2738842

[11] KOUTSIAMANIS R A, PAPADOPOULOS G Z, FAFOUTIS X, et al. From
best effort to deterministic packet delivery for wireless industrial IoT networks
[J]. IEEE transactions on industrial informatics, 2018, 14(10): 4468– 4480.
DOI: 10.1109/TII.2018.2856884

[12] SAEZ M, MATURANA F P, BARTON K, et al. Realtime manufacturing ma⁃
chine and system performance monitoring using Internet of Things [J]. IEEE
transactions on automation science and engineering, 2018, 15(4): 1735–
1748. DOI: 10.1109/TASE.2017.2784826

[13] FUCHS S, SCHMIDT H P, WITTE S. Test and online monitoring of realtime
Ethernet with mixed physical layer for Industry 4.0 [C]//IEEE 21st Internation⁃
al Conference on Emerging Technologies and Factory Automation (ETFA). Ber⁃
lin, Germany: IEEE, 2016: 1–4. DOI: 10.1109/ETFA.2016.7733518

[14] RAZA U, KULKARNI P, SOORIYABANDARA M. Low power wide area net⁃
works: an overview [J]. IEEE communications surveys & tutorials, 2017, 19(2):
855–873. DOI: 10.1109/COMST.2017.2652320

[15] IQBAL Z, KIM K, LEE H N. A cooperative wireless sensor network for indoor
industrial monitoring [J]. IEEE transactions on industrial informatics, 2017, 13
(2): 482–491. DOI: 10.1109/TII.2016.2613504

[16] SHIN S, KWON T, JO G Y, et al. An experimental study of hierarchical intru⁃
sion detection for wireless industrial sensor networks [J]. IEEE transactions on
industrial informatics, 2010, 6(4): 744–757. DOI: 10.1109/TII.2010.2051556

[17] MAGRIN D, CENTENARO M, VANGELISTA L. Performance evaluation of
LoRa networks in a smart city scenario [C]//IEEE International Conference
on Communications (ICC). Paris, France: IEEE, 2017: 1–7. DOI: 10.1109/
ICC.2017.7996384

[18] YANG S X, GAO Y H, ZHANG X, et al. 5G NRmutiplexing eMBB and URLLC
[J]. Telecom engineering technics and standardization, 2018, 31(8): 23–28

[19] 3GPP. Study on scenarios and requirements for next generation access technol⁃
ogies (release 14): 3GPP. TR 38.913 [S]. 2016

[20] NIELSEN J J, LIU R K, POPOVSKI P. Ultrareliable low latency communica⁃
tion using interface diversity [J]. IEEE transactions on communications, 2018,
66(3): 1322–1334. DOI: 10.1109/TCOMM.2017.2771478

[21] SHE C Y, YANG C Y, QUEK T Q S. Crosslayer optimization for ultrareliable

and lowlatency radio access networks [J]. IEEE transactions on wireless com⁃
munications, 2018, 17(1): 127–141. DOI:10.1109/TWC.2017.2762684

[22] TAKEYA M, KAWAMURA Y, KATSURA S. Data reduction design based on
deltasigma modulator in quantized scalingbilateral control for realizing of hap⁃
tic broadcasting [J]. IEEE transactions on industrial electronics, 2016, 63(3):
1962–1971. DOI: 10.1109/TIE.2015.2512233

[23] SINGH B, TIRKKONEN O, LI Z X, et al. Contention based access for ultrareli⁃
able low latency uplink transmissions [J]. IEEE wireless communications let⁃
ters, 2018, 7(2): 182–185. DOI: 10.1109/LWC.2017.2763594

[24] 3GPP. Service requirements for cyberphysical control applications in vertical
domains: 3GPP TS 22.104 [S]. 2019

[25] 3GPP. Study on communication for automation in vertical domains: 3GPP TS
22.804 [S]. 2018

[26] XU S, XIN J. Study on 5G URLLC enhancement technology for ultrareliable and
low latency communications [J]. Mobile communications, 2019, 43(9): 62–67

[27] 3GPP TSG RAN WG1. Evaluation of URLLC factory automation scenario at
30 GHz: Meeting#96 R11903448 [R]. Sophia Antipolis, France: 3GPP, 2019

[28] 3GPP. Physical channels and modulation (Release 16): 3GPP TS 38.211 [S].
2020

[29] 3GPP TSGRAN. Revised SID:Study on NR Industrial Internet of Things (IoT):
Meeting#81 RP182090 [R]. SophiaAntipolis, France: 3GPP, 2018

[30] IEEE. IEEE standard for local and metropolitan area networks bridges and
bridged networks amendment 25: enhancements for scheduled traffic:
802.1Qbv [S]. 2015

[31] 3GPP. Radio resource control (RRC) protocol specification (Release 16):
3GPP TS 38.331 [S]. 2020

Biographies
TAN Jie received his M.S. from Nanjing University of Posts and Telecommuni⁃
cations, China. He has been engaged in 3GPP standard pre-research for NR and
IIoT TSN technology at ZTE Corporation since 2019.

SHA Xiubin (sha.xiubin@zte.com.cn) received his M.S. from Southwest Jiaotong
University, China in 2001. He works with ZTE Corporation and has engaged in
the radio resource management algorithm design and simulation for CDMA, TD-
SCDMA and WCDMA products from 2001 to 2015 and in the 3GPP standard pre-
research for NB-IoT, eMTC and IIoT TSN technology from 2015 to now.

DAI Bo received his master’s degree from Harbin Institute of technology, Chi⁃
na. He has been mainly engaged in the research of 4G, 5G and 6G technologies
and participated in the standardization work of LTE, NB-IOT, LTE-MTC, NR
IIoT, NR redcap UE, etc.

LU Ting received her Ph.D. from South China University of Technology, China
in 2003. She has engaged in telecommunication product development for about
5 years and international telecommunication standards for about 13 years. She
has comprehensive experience of 3G/4G/5G wireless systems and technologies,
especially NB-IoT, LTE/eMTC, IIoT TSN, and NTN.

60


