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Cloud computing system packages infrastructures, applica⁃
tions and other resources as services, and delivers the servic⁃
es to market in an elastic and fast way. The significant ad⁃
vantages of cloud computing, e.g., scalability, elasticity, and
pay⁃per⁃use, bring it considerable commercial values. Never⁃
theless, owing to the new application scenario, e.g., multi⁃ten⁃
ant, cloud computing is encountering potential security risks.
This paper reviews the state⁃of⁃art research in cloud securi⁃
ty. According to the attack levels, it analyzes four kinds of
attacks in the cloud, i.e., network⁃based attacks, VM⁃based
attacks, storage⁃based attacks, and application⁃based attacks.
The countermeasures and corresponding techniques are then
introduced. Furthermore, this paper also discusses an innova⁃
tive and promising solution for cloud security by dynamically
changing system configuration.
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1 Introduction
loud computing has recently been experiencing
fast development as a distributed model for per⁃
forming utility computing. The cloud environment
combined with virtualization techniques provides

on ⁃demand service, i.e., pay ⁃ per ⁃ use service, which ensures
timely effective resource scheduling and solves the problem of
resource shortage for cloud users. Currently, the most widely
accepted concepts and features related to cloud computing are
defined by the National Institute of Standards and Technology
(NIST). NIST makes the following statements:“Cloud comput⁃
ing is a model for enabling ubiquitous, convenient, on⁃demand
network access to a shared pool of configurable computing re⁃
sources involving networks, servers, storage and applications
that can be rapidly provisioned and released with minimal
management effort or service provider interaction [1].”In sim⁃
ple terms, the word“cloud”refers to resources (both hardware
and software) stored in the Internet infrastructures. These infra⁃
structures, also named as“data centers”, are equipped with a
large number of servers to store and compute user data. In
2016, Cisco predicted that traffic in data centers would enlarge
three times from 2015 to 2010 and cloud traffic would account
for more than 92% by 2020 [2]. These data reveal that IT in⁃
dustry is going to be heavily dependent on cloud computing.

Although it is easy to understand the advantages of cloud
computing from a commercial view, its security issues are
quite complex. As the promotion of cloud services, more and
more enterprises start to adopt the cloud computing. Cloud Se⁃
curity Alliance (CSA) reported that outage is found more and
more frequent in cloud computing area in recent years [3].
However, the cloud is encountering many security threats. The

well ⁃ known American software company Symantec made a
threat report in 2015 [4], in which a 91% increase of attacks
targeted at certain victims was reported. Some research has
been made to cope with the increasing security threats. The
network⁃based attacks, e.g., botnet, is now able to be detected
and prevented in time [5], [6]. To prevent the attacks targeting
at data, the traditional techniques like encryption as well as au⁃
thentication and authorization are utilized [7]-[9]. For preclud⁃
ing the attacks targeted at virtual machines (VMs) and hypervi⁃
sors, a promising solution is proposed by setting access control
policies [9]. Cloud computing inherits from the traditional net⁃
work architecture to some extent, but it is more vulnerable to
security compromise. Benefiting from the development of virtu⁃
alization security techniques, trusted cloud computing, identity
management and other key techniques, cloud security is im⁃
proving gradually. However, potential users still hesitate to
move their sensitive data off⁃premise. As a result, despite the
efforts from the research community, the further development
of cloud service also needs the assistance and progress from
regulations and laws.

The rest of this paper is presented as follows. In Section 2,
we analyzes four kinds of attacks in the cloud, i.e., network ⁃
based attacks, VM⁃based attacks, storage ⁃based attacks, and
application⁃based attacks. The countermeasures and the corre⁃
sponding core techniques are then introduced in Section 3.
This is followed by a discussion of an innovative solution of
cloud security by dynamically changing system configuration
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in Section 4. In Section 5, we conclude the paper.

2 Cloud Security Categorization
Current cloud computing services could be categorized in to

three main types: infrastructure as a service (IaaS), platform as
a service (PaaS), and software as a service (SaaS), according to
the system structure level. IaaS means that users can access
services from well ⁃ constructed infrastructures through the In⁃
ternet. PaaS packages the platform for software developing as a
service and delivers it to the users in an SaaS model. SaaS en⁃
ables users to rent web⁃based software from service providers.

As Fig. 1 shows, these three different service models have
different components. The IaaS model provides users with serv⁃
ers, storage, network, virtualization and other fundamental re⁃
sources; The PaaS model provides identity management, ac⁃
cess control, work flow and other support for operating sys⁃
tems, databases and web servers; The SaaS model supplies a
variety of applications that can be accessed through the Inter⁃
net and that are charged by time or resource. In the cloud
framework, any component is possible to expose system loop⁃
holes that can be utilized by attackers to conduct attacks. For
instance, attacks based on network loopholes could bring about
communication latency or connection failure; attacks based on
storage loopholes could cause data exposure or destroy; and at⁃
tacks based on VM, hypervisor and application loopholes are
able to compromise cloud security in many ways. Generally,
the cloud platform mainly includes high⁃efficiency networks,
high⁃speed storage devices, high⁃powered servers, and applica⁃
tions.

According to attack targets, we classify attacks in cloud into
four categories, i.e., network⁃based attacks, storage⁃based at⁃
tacks, VM⁃based attacks, and application⁃based attacks. The

first category of attacks could bring about long communication
latency or connection failure. The second one could induce da⁃
ta exposure or destroy. The third one is able to compromise
cloud security in many ways. The last one is because of appli⁃
cation vulnerabilities.
2.1 NetworkBased Attacks

Network⁃based attacks in cloud are similar to the same kind
of attack in traditional networks, but they are more destructive.
In a traditional network, the system boundary can be clearly
determined, and the infrastructures can be well ⁃ protected
through physical and logical security domains. While in the
cloud environment, multi ⁃ tenancy with scattered data storage
makes it extremely difficult to fully provide safeguard for all
the uses. This kind of attack, e.g., port scanning, botnets, spoof⁃
ing, Denial of Service (DoS), could lead to deteriorative Quality
of Service (QoS) and steal user data in cloud. For instance, bot⁃
nets, e.g., Zeus, is able to utilize Amazon's Elastic Computing
Cloud (EC2) to steal user passwords. Currently, some network⁃
based attacks can be timely detected and prevented. Lin and
Lee [5] proposed an approach to detect botnets by tracing the
botmaster. This approach initially tries to find out the crypto⁃
graphic keys used for botnet communication between bots and
the botmaster. The attack traffic is first decrypted by identify⁃
ing patterns of regions that may contain these keys. An entropy
search is then performed to identify these keys. Subsequently,
the communication between bots and the botmaster is decrypt⁃
ed. Finally, the botmaster's location is found by acquiring its
IP address. To solve the abovementioned instance of attacks,
EC2 is enforced by configuring an inner firewall for each user
[6]. This inner firewall denies traffic in any mode by default.
As a result, the users need to configure a port to allow traffic
in. However, the boundary threshold of connections allowed by

the firewall is a new problem that needs to
be solved.
2.2 VMBased Attacks

In cloud computing, virtualization tech⁃
nique enables creation, operation, shut⁃
down, destruction and other functions for
VMs, which brings convenient manage⁃
ment for the computing resource. Howev⁃
er, the VM technique also brings new se⁃
curity risks. Having multiple VMs in one
system can lead to several serious security
issues, i.e., wiretap from a malicious VM
neighbor. Many attacks arise in different
phases of VM management. These attacks
are able to be roughly divided into four
types, i.e., cross VM side channel attacks,
VM creation attacks, VM migration and
rollback attacks, VM scheduler ⁃based at⁃
tacks. The virtualization system in cloud

CRM: Customer Relationship Management
IaaS: infrastructure as a service

PaaS: platform as a service
OA: Office Automation

SaaS: software as a service

▲Figure 1. Framework of cloud computing.
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computing and its security threats are shown in Fig. 2.
1) Cross VM side channel attacks: Because of weak isolation

mechanisms between VMs in the same physical machine,
this type of attack is from a malicious VM, and aims to
steal, falsify or destroy user data from neighbor VMs on the
same machine by bypassing isolation mechanisms. It first
tries to infer the functionality and activity of software by ob⁃
serving a variety of system hardware behavior. It then tries
to obtain the physical machine’s information, e.g., resource
usage, secret keys, and other information [10]. This kind of
attack happens in various hardware levels, e.g., CPU cache,
memory, and access driver, which makes it hard to detect
and defend. Moreover, potential security risks brought by
this kind of attack are disconcerting, when considering that
attackers can even control victim VMs by associating with
other kinds of attacks.

2) VM creation attacks: An attacker that conducts such a kind
of attack needs to inject malicious code, e.g., worms, into
the VM image. As a result, the malicious code is proliferat⁃
ing in the VM creation and replication processes, which will
induce serious problems. In addition, since VMs are copied
and transferred as files, the attacker can copy a VM and get
sensitive data from it in an easier way. Furthermore, since
the survival time of a VM is usually very short, this VM may
disappear before the malicious code is detected. What’s
worse, a virus infects a VM in the same way of infecting a
file, while the antivirus in a VM needs to traverse each part
of the guest operating system, which makes the detection
very difficult.

3) VM migration and rollback attacks: Owing to the elastic and
dynamic feature of cloud, VM is easy to migrate and roll
back. Nevertheless, this makes sensitive data in VM exist
for a relatively long time. When a VM image is copied dur⁃
ing a VM migration, the data in this VM could be accessed
by an attacker. For instance, in an S/key system, if the pass⁃

word has just been input for logging in and at the same time
the VM is asked to roll back, attackers can easily get the
password.

4) VM scheduler⁃based attacks: The time scheduling algorithm
of VM that has some design loopholes can be utilized by at⁃
tackers for initiating an attack. Given an unfair scheduler,
an attacker is able to occupy a lot of other clients' resources
with a little cost [11]. Wei et al. [9] proposed a mechanism
to share VM images in a secure manner, which uses a filter
to remove private information or malicious code from the im⁃
age and traces those operations on these VM images. After
the image is published, the framework can also be used to
scan and repair infected software.
VM⁃based attacks usually come along with the steal or de⁃

stroy of user data. Consequently, storage security is another im⁃
portant research aspect of cloud security, as we will discuss in
the next section.
2.3 StorageBased Attacks

Cloud storage provides data storage and business access
functions by gathering various types of storage devices. An ex⁃
ternal attacker usually steals privacy information from storage
devices and attacks a series of vulnerabilities by manipulating
the data. In the cloud, data need backing up, snapshot, or ar⁃
chiving, resulting in a significant increase in resource occupa⁃
tion and cost of cloud storage. In order to remove redundant
and ineffective information, efficient data erasing technology
and data deduplication technology are extremely important.
However, due to multi⁃user data stored in a shared cloud envi⁃
ronment, the manipulation of data is likely to cause informa⁃
tion leakage or loss. Storage⁃based attacks thus can be divided
mainly into two cases, i.e., data erase and data deduplication.
1) Data erase: When deleting data from storage devices, the

file system in cloud will not remove them completely. Conse⁃
quently, the remaining data can be found and utilized by at⁃

tackers. In elastic clouds, the data eras⁃
ing usually occurs in the resource reallo⁃
cation process. Since the data of previ⁃
ous users may still remain in the storage
devices, it is possible that these data
could be accessed by the new user or by
an attacker.

2) Data deduplication: Data deduplication
is used to keep a single copy of data, but
it can also be utilized to identify files
and file content. Currently, some attack⁃
ers are even able to create a hidden
channel to perform communication be⁃
tween the malicious software and the
command server through data deduplica⁃
tion.
Several techniques, e.g., data encryption

and identity management, are used to en⁃
VM: virtual machine

▲Figure 2. VM⁃based security threats in cloud.
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sure data security and privacy to a certain extent. Kaaniche
and Laurent [7] proposed an approach to use data deduplica⁃
tion for sharing data in public cloud. This approach encrypts
data and encapsulates permissions in a single file, which is al⁃
lowed to be decrypted only by authenticated users. Sanchez et
al. [8] described an identity management system using the Se⁃
curity Assertion Markup Language (SAML), to provide users
with access to cloud resources while protecting their privacy.
The VM image access control mechanism is also proposed to
ensure data cleanup security [9]. Wang et al. [12] introduced a
privacy ⁃ preserving cloud data storage system which also en⁃
ables public auditing/verification.
2.4 ApplicationBased Attacks

Applications running on cloud are also vulnerable to at⁃
tacks, especially in the related protocols that serve these appli⁃
cations. We generally consider three types of application ⁃
based attacks, i.e., malware injection and steganography at⁃
tacks, shared infrastructure based attacks, and network and
protocol based attacks.
1) Malware injection and steganography attacks: Since com⁃

mon software usually has millions of lines of code and the
code is usually written by numerous people, it is actually im⁃
possible to have fully reliable software. That is to say, the
PaaS or SaaS provider is not always reliable. Moreover, if
the cloud platform involves insecure interfaces, malicious
code is possibly inserted into applications. Through a steg⁃
anography attack [13], the attacker is able to add secret data
within seemingly innocent carriers. Those secret data will
be embedded in regular data. The secret data usually in⁃
clude malicious code that brings about unpredictable securi⁃
ty risks.

2) Shared infrastructure based attacks: Multi⁃tenants’VMs are
isolated by VM isolation mechanisms in the circumstance of
shared infrastructures. Utilizing application loopholes or in⁃
jecting malicious code into a SaaS system, an attacker is
possibly able to break the isolation mechanisms. Further,
the attacker can launch code injection or Cross⁃Site Script⁃
ing (XSS) to trace the victim application’s execution path
and activities [14].

3) Network and protocol based attacks: Network services in⁃
volve a variety of protocols, e.g., Simple Object Access Pro⁃
tocol (SOAP). The packet header defined in SOAP can be
replaced with an invalid request for conducting an attack
[15]. If the related security policies and validation mecha⁃
nisms fail to check the header, relevant services will not
work normally.

3 Countermeasures and Key Techniques
To cope with the aforementioned security threats in cloud,

many security countermeasures and key techniques for cloud
computing have been proposed recently. We introduce four

key techniques in this section.
3.1 Virtualization Security

The cloud employs virtualization techniques to achieve flexi⁃
ble dynamic management of physical resources. The virtualiza⁃
tion technique also enables the isolation of multi ⁃ tenant. The
security of VMs and hypervisors directly determine the securi⁃
ty of the whole cloud platform. IBM proposed a secure hypervi⁃
sor architecture named as sHype [16]. It enforces access con⁃
trol for traffic between different VMs, which is capable of guar⁃
anteeing isolation. Wei et al. [17] put forward the image file
management system to achieve access control, source tracking,
filtering and scanning of VM images. Their method could en⁃
sure the integrity of VM image files.
3.2 Trusted Computing

Trusted computing in cloud is able to provide a safe and
trusted execution environment, and to ensure the integrity of
data and computing. Eguro and Venkatesan [18] proposed the
idea of Field Programmable Gate Arrays (FPGAs), which can
identify the computation implemented in the logic fabric. A
symmetric encryption key is stored in FPGA memory. The FP⁃
GA is installed in a cloud server. A trusted authority in cloud
can encrypt and sign applications with the keys of FPGAs.
Consequently, the application can process data in a secure
manner. Sadeghi et al. [19] designed a trustful software token
and bound it with security verification module. Owing to their
approaches, the leakage of sensitive outsourcing data can be
largely avoided.
3.3 Data Security and Privacy Protection

Under the cloud computing architecture, data are usually
stored in the data center which is usually away from users [20],
[21]. As a result, users have no specific idea of where their da⁃
ta are stored and how their data are managed. Avoiding data
loss, protecting data privacy and ensuring data isolation are im⁃
portant security requirements for cloud storage. Therefore, it is
necessary to take effective measures to protect data, e.g., multi⁃
ple copies, storage encryption, and trust mechanisms. To
achieve reliable data storage, real ⁃ time data backup is essen⁃
tial. Maintaining a copy both in the cloud and in the enterprise
is a considerable way. Jensen et al. [22] designed an encryp⁃
tion mechanism based on ring and group to achieve anonymous
storage of user data. Mowbray et al. [23] proposed a client ⁃
based tool for privacy management while storing and using da⁃
ta. This tool provides a user⁃centric trust model to help users
control their sensitive data stored and used in cloud.
3.4 Identification and Access Control

In a multi ⁃ tenant cloud environment, how to realize user
identity management and access control and how to ensure the
separation of data between different users are the key problems
in cloud security. Yan et al. [24] combined federal identity
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management and hierarchical cryptography in their identifica⁃
tion system, which made the distribution and authentication
easier and more safe. Yu et al. [25] defines and enforces access
policies based on data attributes by exploiting and uniquely
combining techniques of Attribute ⁃ Based Encryption (ABE),
proxy re⁃encryption, and lazy re⁃encryption.

4 Dynamic Proactive Defense in Cloud
Current data centers usually adopt traditional security de⁃

fense mechanisms, e.g., traditional firewall, Intrusion Detec⁃
tion System (IDS), and monitor. However, theses defense mech⁃
anisms are increasingly becoming passive in cloud when en⁃
countering more and more advanced attacks, e.g., advanced
persistent threat (APT). As a result, it is critical to explore com⁃
pletely new defense mechanisms to guard cloud in a more pro⁃
active way for coping with those potential threats.

Recently, some proactive defense mechanisms are proposed
to enforce cloud security through dynamically changing the
configuration of cloud system, e.g., IP addresses, network rout⁃
ing algorithms, communication encryption algorithms, and au⁃
thentication methods. Evolving Defense Mechanism (EDM)
[26] is such a new mechanism, which is designed to dynamical⁃
ly change the configuration of a network system to proactively
defend potential attacks. Dynamic certificate mechanisms [27]
are also proposed to remove the main obstruct for the further
application of cloud, i.e., trustworthiness of cloud service pro⁃
viders. Traditional authentication methods, e.g., Cloud Service
Certifications (CSCs), fail to guarantee a certificate valid all
the time. The dynamic certificate mechanism uses a third⁃par⁃
ty authority to authenticate cloud services constantly in order
to avoid illegal certificates or security vulnerabilities.

Such new research is able to solve some of cloud security is⁃
sues. For instance, by dynamically changing VM IP addresses,
internal and external malicious scanning can be largely avoid⁃
ed; by changing encryption algorithms, communication be⁃
tween VMs becomes more reliable; by changing authentication
methods, the reliability of authentication between the users
and administrators is able to be enforced. In practical applica⁃
tions, software defined networks (SDN) [28] is favorable for
achieving dynamical configuration changes owing to its central⁃
ized control and programmable logic. Current SDN controllers,
e.g., OpenDaylight, and ONOS, also provide network manage⁃
ment services for cloud by opening its northbound interfaces
for OpenStack.

5 Conclusions
As the cloud industry plays an increasingly important role in

the information arena, it is encountering more and more securi⁃
ty threats. This paper discusses several main issues and key
techniques of cloud security associated with the existing re⁃
search from both the academic and industry. Meanwhile, a safe

and reliable cloud environment relies not only on technological
progress, but also on legal regulations. We look forward that
the cloud industry community, academia community and gov⁃
ernment can work together to achieve a safer cloud environ⁃
ment.
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