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'A Abstract

There are a lot of personal information stored in our smartphones, for instance, contacts, messages, photos, banking credentials

and social network access. Therefore, ensuring personal data safety is a critical research and practical issue. The objective of this

paper is to evaluate the influence of personal data security and decrease the privacy risks in the Android system. We apply the

concept of privacy impact assessment (PIA) to design a system, which identifies permission requirements of apps, detects the po-

tential activities from the logger and analyses the configuration settings. The system provides a user-friendly interface for users to

get in-depth knowledge of the impact of privacy risk, and it could run on Android devices without USB teleport and network con-

nection to avoid other problems. Our research finds that many apps announce numerous unnecessary permissions, and the applica-

tion installing confirmation dialog does not show all requirement permissions when apps are installed first time.

'A Keywords

privacy impact assessment; privacy risk; personal information; Android permission; configuration settings

1 Introduction

he sales of smartphones reached 1.2 billion units

in 2014 [1]. According to the data from Internation-

al Data Corporation (IDC), the worldwide smart-

phone market grew 13% year over year in 2015 Q2
[2]. Particularly, Android dominated the market with an 82.8%
share in 2015 Q2 [2], leaving its competitors i0S, Windows mo-
bile OS and Blackberry far behind.

Smartphones have become widespread because of a wide
range of connectivity options such as Wi-Fi, GPS, Bluetooth
and near field communication (NFC). However, ubiquitous in-
ternet connectivity and availability of personal information
such as contacts, messages, photos, banking credentials and so-
cial network access has attracted the attention of malware de-
velopers towards the mobile devices and Android.

Internet security threat reports say that there are too many
apps containing malware. Symantec has analysed about 6.3
million apps in 2014, and there are more than one million apps
that are classified as malware which included 46 new families
of Android malware [3]. In addition, there are approximately
2.3 million suspect apps. Technically, they are not malware,
but they display undesirable behaviour, such as bombarding
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the user with advertising.

In order to avoid malicious apps from the official Google
Play, Google introduced a security service named Bouncer [4],
which can quietly and automatically scan apps. Any found ma-
licious apps or malware that may be detrimental to users, dam-
age the system or tries to steal privacy information, will be re-
moved from Google Play.

Although Google had done a good job of keeping malware
out of the store, the mobile threat report published by Lookout
Mobile Security in 2014 showed that Android mobile devices
encountered 75% more malware than that in 2013 [5]. There-
fore, it is necessary to find more detail information about sys-
tem and apps to avoid using malicious apps and protect person-
al or privacy information from being stolen.

In this paper, we propose a privacy impact assessment (
PIA) system on Android mobile devices. The proposed frame-
work evaluates the Android security risks based on permission
request patterns of applications and configuration settings by
users, which aims to minimise privacy risks. We also scan the
log messages by a logcat command in Android shell, which
helps us know what potential activities are running.

The rest of the paper is organized as follows. The second
chapter introduces related work. The third chapter is the litera-
ture review about background information. The fourth chapter
describes the system architecture and assessment rules. The
fifth chapter demonstrates the design and implementation of
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PIA. The sixth chapter is the practical test results including
system performance. The seventh chapter is the conclusion
and future work.

2 Related Works

2.1 Risk Assessment for Permissions

Yang Wang et al. did a quantitative security risk assessment
for Android permissions and applications called DroidRisk [6].
Its objective is to improve the efficiency of Android permission
system. They used two data sets with 27,274 benign apps from
Google Play and 1260 Android malware samples, extracted the
name, category, and requested permissions of each app by a
crawler, and found the most significant differences between be-
nign apps and malware.

The results demonstrate that malware are likely to request
more permissions than benign apps. Malware also request
more dangerous permissions that can change the settings or
use money -related services than benign apps. Yang Wang et
al. also computed the risk levels for all Android permissions.
Table 1 shows the top 20 permissions with highest risk levels

[6].

2.2 Android Custom Permissions
Custom permissions are simply permissions declared by

VTable 1. Top 20 permissions with highest risk levels

Ranking Permission Name

1 WRITE_APN_SETTINGS

2 RECEIVE_WAP_PUSH

3 WRITE_SMS

4 INSTALL_PACKAGES

5 READ_SMS

6 RECEIVE_SMS

7 SEND_SMS

8 DELETE_PACKAGES

9 BROADCAST_PACKAGE_REMOVED
10 RECEIVE_MMS

11 CHANGE_WIFI_STATE

12 WRITE_CONTACTS

13 DISABLE_KEYGUARD

14 KILL_BACKGROUND_PROCESS
15 READ_LOGS

16 CALL_PHONE

17 MOUNT_UNMOUNT_FILESYSTEMS
18 PROCESS_OUTGOING_CALLS
19 SET_WALLPAPER_HINTS
20 EXPAND_STATUS_BAR
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third - party applications. They are often used to protect differ-
ent application components for services and content providers.
For example, if Alice wants to share service between her own
Android apps, the intent-filter in app A can be used for pend-
ing request, and then app B could use the intent to call the cor-
respond service. However, in this case any apps can use app
A’ s service if they know the service’s action name in the in-
tent-filter. Therefore, developers define their own custom per-
missions to protect their application components for data shar-
ing. Any other apps cannot access a component unless the cus-
tom permission is requested and granted.

However, there are some security issues with custom permis-
sion. It might leak user data such as online browsing history,
user’ s in-app purchases and fake messages inserted via its
app [7]. The vulnerability is talking about the custom permis-
sion’ s registered strategy. Custom permissions are always de-
fined as “signature” protection-level in order to check whether
the apps is signed with the same key or not, but it may be dam-
aged by a malicious app which defines the same permission
name with “normal” protection-level during “Race” [8]. If the
malicious app is installed on an Android device before the be-
nign app, the same permission name will be registered using a
“first one wins” strategy. This scenario allows all third - party
apps to access the component and the sharing data [9].

3 Literature Review

3.1 Privacy Impact Assessment

A PIA is a process for evaluating a proposal in terms of its
impact upon privacy, which helps an agency identify the poten-
tial effects [10]. PIA enables an organisation to systematically
and thoroughly analyse how a particular project or system will
affect the privacy of the individuals involved [11]. PIA aims to
minimise privacy risks. With it, we can identify and record
risks at an early stage via analysing how the purposed uses of
personal information and technology will work in practice.

3.2 Android Permission Framework

Android apps can only access their own files by default. In
order to interact with the system and other applications, such
apps request additional permissions that are granted at the in-
stalled time and cannot be changed [8].

Android provides a permission-based security model in the
application framework. Developers must declare the permis-
sions required using the <uses-permissions> tag in AndroidMa-
nifest.xml [12]. Android permissions are divided into four pro-
tection-levels, with different potential risks as discussed [13]:
1) Normal: A lower-risk permission that gives requesting appli-

cations access to isolated application - level features, with

minimal risk to other applications, the system, or the user.

The system automatically grants this type of permission to a

requesting application at installation, without asking for the
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user’s explicit approval.

2) Dangerous: A higher-risk permission that gives a requesting
application access to private user data or control over the de-
vice, which may cause negative impact on the user. Because
this type of permission introduces potential risks, the system
may not automatically grant it to the requesting application.
A user must accept the installation of dangerous permis-
sions at the install time.

3) Signature: A permission that the system grants only if the re-
questing application is signed with the same certificate as
the application that declared the permission. If the certifi-
cates match, the system automatically grants the permission
without notifying the user or asking for the user’ s explicit
approval.

4) SignatureOrSystem: A permission that the system grants on-
ly to applications that are in the Android system image or
that are signed with the same certificate as the application
that declared the permission.

3.3 Android Logger

Logging is an essential component of any Linux operating
systems, including embedded ones. Either post-mortem or real-
time analysis of a system’s logs for errors or warnings is vital
to isolate fatal errors [14]. Though Android’s kernel still main-
tains its own Linux-based kernel-logging mechanism, it also us-
es another logging subsystem, colloquially referred to as the
logger. This driver acts as the support for the logcat, dmesg,
dumpsys, dumpstate and burgeport command. One program
logcat displays a continuously updated list of system and appli-
cation debug messages [15]. It provides four separate log buf-
fers, depending on the type of information: main, radio, event
and system [16]. Fig. 1 shows the flow of log event and compo-
nents that assist the logger.

3.4 Android Intent

The primary method for inter - component communication,
both within and between applications, is via intents [17]. It can
be used with startActivity to launch an Activity, broadcastInt-
ent to send it to any interested BroadcastReceiver components,

Application Host
l ADT in IDE
liblog logcat adbd 1 adb server
User I
Kere] i adb logcat
main 64 KB } radio 64 KB }
event 256 KB system 64 KB }

ADT: Android development tools  IDE: integrated development environment
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and startService or bindService to communicate with a back-
ground Service [18].

3.5 Static and Dynamic Analysis

Static analysis works by disassembling and decompiling
without actually running application. This does not affect the
device. The methods for static analysis are quick, but they fail
against the encrypted, polymorphic and code transformed mal-
ware [12]. Dynamic analysis methods execute an app in a pro-
tected environment, emulating all the resources and features.
Therefore, they inspect its interaction for identifying malicious
activities.

3.6 CIS Security Benchmark

The Security Benchmark [19] was proposed by the Center
for Internet Security (CIS) and is a standard for security config-
uration of operating systems, including Linux, Windows, i0S
and Android. This document defines the situation where oper-
ating system configuration settings should be in order for the
system to be more secure. System administrators or users can
set an Android operating system configuration based on this
document in order to heighten the security of Android mobile
devices.

4 System Architecture

A PIA system is designed for Android mobile devices,
which supports the versions of Android above five. The PIA
system can be installed on Android platforms because it is im-
plemented into an Android application package (APK), and it
does not need any additional condition such as network con-
nection or USB teleport, which avoids other privacy risks. The
system is composes of three parts as shown in Fig. 2. It per-

PIA
Application
/ \ DevicePolicyManager
ContentResolver
PackageManager Pormicoion Conﬁggration Cogklg manager
settings Wi-Fi manager
Framework
Android
runtime
Libraries

Log

su logeat g
messages su logcat grep

Linux Kernel

PIA: privacy impact assessment

A Figure 1. Android log system.
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A Figure 2. PIA system architecture.
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forms with static method and dynamic methods at the same
time.

4.1 Identifying Permission Requirements

The PIA system invokes the package manager to parse each
app’ s permissions which should be declared in the Android-
Manifest.xml file by developers (Fig. 3), and then calculates
the privacy impact assessment score automatically referring to
the protection-level [13] defined by Google and the report of
the top 20 permissions with highest risk levels [6]. This main
purpose of this method is to detect whether the app is using ex-
cessive permissions for dangerous requirements.

In general, the privacy impact assessment score of permis-
sions for different categories are listed in Table 2. But, if the
permission is in the top 20 with highest risk levels, the privacy
impact score must be raised up to 10, because it can cause
more huge damage to the system or the user and the app may
have horrible potential motivation that declares the permission
with highest risk levels. A custom permission defined by devel-
opers aims to share data or components with the developers’
applications, so its privacy impact score is 8. The custom per-
mission still has some potential privacy risks discussed in sec-
tion 2 even if it can generally protect other apps to access data

4.2 Analysing Configuration Settings

According to the configuration of the CIS Security Bench-
mark document [19] (Table 3), the PIA system verifies the
items and configuration type by ContentResolver, device poli-
cy, cookie and Wi-Fi manager, in order to improve and repair
configuration settings of the Android mobile device. If the sys-
tem configuration does not pass the test, its privacy impact
score is eight point, in contrast, its privacy impact score is zero
point. The main purpose of this method is to suggest users
what system configurations they should adjust and then actual-

//9etPermission
try {
PackageInfo pinfo =
getPackageManager().
getPackagelInfo
(pkg, PackageManager.GET_PERMISSIONS);
group = pinfo.requestedPermissions;

}

A Figure 3. Getting requested permissions by package manager.

VTable 2. Privacy impact score

Permission type  Privacy impact score  Top 20 with highest risk level

Normal 2 10
Dangerous 8 10
Signature 5 =
SignatureOrSystem 5 =
Custom 8 =
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ly enhance the security of the device with international safety
standards.

4.3 Detecting Potential Activities

In order to mine characters related to the Android intent, the
PIA system uses su and logcat command with grep command
together in the Android shell, which aims to track the messag-
es stored in the log buffer. This method can scan potential
events or harmful activities when apps installed in the device
are running. Fig. 4 shows the source code of the system that fil-
ters a specific keyword in the Android shell.

4.4 PIA Score Formula
The system finally computes the total privacy impact scores
referring to Tables 2 and 3, according to the following formu-
lae:
1) The App’ s PIA score: The sum of all permission scores is
divided by the quantity of permission.

VTable 3. Verifing items

Verifing item Type Pass/fail
Android version System 0/8
Set auto-lock time System 0/8
Third-party apps System 0/8
Set screen lock System 0/8
Encrypt phone System 0/8
Disable Wi-Fi Device 0/8
Disable camera Device 0/8
Browser cookie settings Browser 0/8

//su

Process p = Runtime.getRuntime().exec("su");
DataOutputStream pp =
new DataOutputStream(p.getOutputStream());

//logcat
pp.writeBytes("logcat -v time -d |grep '"
+ package_name
+ "' |grep 'android.intent.action.'\n");

BufferedReader bufferedReader =
new BufferedReader
(new InputStreamReader(p.getInputStream()));
pp.writeBytes("exit\n");
pp.flush();

StringBuilder log = new StringBuilder();
String line;
while ((line=bufferedReader.readLine())!=null)
{

log.append(line);

log.append("\n");
}

A Figure 4. The source code of the system that filters a specific keyword
in the Android shell.
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2) The Android system’s final PIA score: The sum of all App
scores plus the sum of the configuration scores is divided by
the quantity of App plus the quantity of the configuration
item.

As a result, the user is able to get in-depth knowledge of the
impact of privacy risks on each Android mobile device.

5 System Implementation

After installing an app on an Android mobile device, the us-
er can begin to use it. When the app is executed, the screen in
Fig. 5 will appear. At this time, the user must activate the de-
vice administrator for the system because the device policy
manager will be used in the setting page in order to repair sys-
tem configurations. Then the user can observe the Android sys-
tem’ s privacy impact assessment result in the home page.
When the user clicks the “detail” button, the page will show
the detail information that including each app’s score and sys-
tem configuration score. If the user click “refresh” button, the
system will calculator the PTA score again in the background
thread by AsyncTask (Fig. 6).

The “permission” page displays all apps that have been in-
stalled in the mobile device shown (Fig. 7). If the user selects
any apps in the list, he can enter the interface shown in Fig. 8
and read all permissions that the apps request, including nor-
mal, dangerous, signature, system and custom permissions.
The user can also check the introduction about permission’ s
protection-level information by click “introduce” button.

In the “intent” page, the user can click the “monitor” but-
ton to start scanning log messages from the log buffer by su,
logeat and grep commands. The screen displays the record re-
lated to the Android intent or Apps’ activities. For example,
when the Google drive uploads a photo from the user’s device,
the “android.intent.action.SEND” log message will appear in
the log buffer, and then the system shows “sending data” on

DB+ DO O« T.as2neE17:20

PIAndroid

BvRe © 1T W il 82% @

Activate device administrator?

Installed Apps = 96

PIA Score =
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the screen. However, if the user does not have super user privi-
lege, which means he has not rooted his device, the screen will
display “sorry” message as shown in Fig. 9.

DE+vR e il 31% G 11:02

PlAndroid

Detail
Installed Apps = 97

Id:1

Title : com.htc.sense.browser
Type : Application

Marks : 6.028

PIA Score =

Id:2
Title : com.htc.camera
Type : Application

5 1 will be right here waiting for
you

Marks : 6.429 j

Id:3

Title : com.htc.album
Type : Application
Marks : 6.8

Id:4
Title : com.htc.contacts
Type : Application

L o

A Figure 6. Detail information and refreshing.
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usT INTRODUCE BACK LIST INTRODUCE BACK
android.permission.READ_EXTERNAL _ [Normal]:

STORAGE A lower-risk permission that gives
requesting applications access to iso-
lated application-level features, with
minimal risk to other applications, the
system, or the user.

[Dangerous]:

android.permission.CAMERA

android.permission.WAKE_LOCK

android.permission.INTERNET

android.permission.ACCESS_NETWOR
K_STATE

A higher-risk permission that would
give a requesting application access to
private user data or control over the

device that can negatively impact the

TIME=0.53S android.permission.GET_ACCOUNTS
user.
android.permission.USE_CRED [Signature]:
S A permission that the system, S
android.permission.MANAG cou only if the requesting applic is
L o =} L o =]

AFigure 5. Activating the device administrator and the home page. AFigure 8. List of all permissions and the protection-level introduction.
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PlAndroid

SELECT MONITOR STOP

Sorry, you do not have super user !

A Figure 9. Display of log messages.

In the “setting” page, the user sees the interface shown in
Fig. 10. The items shown on the left column are the test items,
while the middle column shows the test results. The “FIX” but-
ton shown on the right column appears when the device does
not pass the test.

After clicking the “FIX” button, the user chooses to fix the
setting or skip this item, if the user chooses fixing, repair will
be done automatically or the interface jump to the settings

page.

6 Practical Tests

In our PIA system, the application installing confirmation di-
alog did not show all requirement permissions such as “Signa-
ture”, “SignatureOrSystem” and custom permissions when ap-
ps were installed first time,. Many apps announce numerous
unnecessary permissions, for example, Mi Fit is used to con-
nect with Mi band to set, track and follow the user’ s health
and fitness data, but this app announces the “camera” permis-

OB+ 0O @I W.as2%d 1723
PlAndroid

[System Configuration]
Version Pass

Screen Lock XXXX FIX
Auto-Lock Time  Pass Wikl Setting

If you do not need wireless

Third-Party App  Pass function, please select [Fix]

button!

Wi-Fi Setting Fail FIX
Encrypt Phone Fail FIX
Disable Camera Fail FIX

Cookie Setting Pass

sion and “read external storage” permission.

The system performance was assessed, including the execu-
tion time, CPU and memory used. We marked the passing time
of the system that calculated the PIA score when it ran on the
device first time, and used the CPU monitor to record CPU and
memory used. The test environment and results are shown in

Table 4 and Fig. 11.

7 Conclusions and Future Work

The privacy risk of personal information is a serious issue to
mobile device users when they use various apps for work or lei-
sure in their daily life. In this paper, a privacy impact assess-
ment framework for Android mobile device offers the manage-
ment of privacy risks, including apps’ permission, app execu-
tion information and unsuitable system configurations. After
scanning is completed and results are obtained, the final report
can be used for information security verification, when an app’
s score on the report is too high, the user can choose not to in-
stall the app to make his device more reliable. While a failed
item on the setting page needs to be corrected, the user can
click “FIX” button to make corrections. The purpose of this
system is to reduce, eliminate and minimize privacy risks to
the user or vulnerabilities. It improves the security of mobile
devices.

The research contribution of this study lies in developing a

VTable 4. System performance

Device Nexus 7 HTC E8
Version 6.0.1 6.0.1
Quantity of apps 30 97
Average time (s) 0.755 0.552
Max CPU used 9% 27%
Memory used (MB) 162 171

Crtical %
ViR N Intemet

Battery Health ~  Battery Temp
BatteryLevel 25 Free Mem.
CPU Usage v Free Space
Ext Free Space U + CPU Temp.

Start Recording

Last Recorngiess than 1 menute 990 Ext Free Space Unknown +# CPU Temp.
Android (ess than 1 minute i
ooy Mmoo ) e Start Recording
Last Recording 10minutes ago
Nexus 7 PlAndroid (10minutes ago)

T vgceus kcru2me 171M
B

HTCES

% @ Clean Master
—TRETIRLERT !

L o =]

AFigure 10. Detecting and repairing system configurations.
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remediation system for Android platforms. Users can run the
system on their devices by installing this app, and the system
does not need any additional conditions such as internet con-
nection or standard USB teleport, which especially avoids oth-
er risks. However, this study plans to break through the restric-
tion of the shell command, because it is too dangerous to use
su command for Android system. This may cause more disad-
vantage; after gaining root privilege, an app has access to the
entire system and to low-level hardware. Malicious apps can
abuse su to allow themselves irremovable, bypass Android’ s
security measures, and infect smartphones system [20].
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