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Research and Exploration of Computing Power Network
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Abstract: Research on the computing power network is still in its infancy with no consensus on architecture, standards and technologies. By
analyzing the demand for computing power in the country and all sectors of society and combining with the development status of the com-
puting power network, relevant suggestions on the research of the computing power network are put forward from three aspects: the over-
all construction goal, theoretical system and architecture, and key core technologies. In the future, the research and the construction of the
computing power network should be based on the existing of China’s computing power infrastructure, focus on the development trend of
the integration of computing power and networks, make breakthroughs in key core technologies, establish a computing power network ser-
vice platform, and promote the development of the national digital economy.

Keywords: computing power network; deep integration of computing power and network; theoretical system of computing power network
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Abstract: Cloud—network convergence provides flexible deployment of cloud network resources for digital applications through active adapta-

tion, collaboration, and integration of information network and cloud environment. The main security challenges faced by cloud—network con-

vergence are analyzed, and the security interoperability is proposed as an important way for the cloud—network convergence security devel-

opment. With the development status analysis of security interoperability, the future development directions of security interoperability are

pointed out from the aspects of standards, capability verification and industry demonstration.

Keywords: cloud—network convergence; network security; security interoperability
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Abstract: Based on the enhanced security function of the super subscriber identity module (SIM) card, and the security requirements of termi-
nal, cloud, and terminal cloud collaboration, combined with technologies such as blockchain technology, fog computing, and lightweight au-
thentication, a secure, efficient, and decentralized end cloud authentication mechanism suitable for 5G large—scale Internet of Things sce-
narios is designed. The mechanism takes end—cloud linkage and active three—dimensional defense as the core to realize the security protec-
tion of the whole life cycle of the terminal application, and builds a security system of collaborative operation of cloud, end, and card, which

prompts the security of 5G business.

Keywords: end—cloud security; super SIM; access control; privacy protection; terminal security
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Abstract: A security capability resource pool system that integrates cloud, network, and security is proposed. The system deploys major secu-
rity capabilities at the edge cloud nodes and supports a variety of traffic-mode and non—traffic—mode service scenarios. Based on Segment
Routing IPv6 (SRv6) and Flowspec technology, the resource pool achieves service chain orchestration and flow scheduling with simple con-
figuration and high efficiency. Meanwhile, the system manages cross—vendor security capabilities through standardized interfaces. In addi-
tion, the whole system solves the problems such as slow running speed and service interruption in operation and achieves unified manage-
ment and intelligent scheduling of security capabilities. At present, with the commercial use of the security capability resource pool, thou-
sands of customers have been successfully protected from millions of cyber—attacks.

Keywords: cloud—network convergence; security capability resource pool; near—source protection; elastic expansion; integration by requirements
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BE: MELZERARBRIERRENEBIREBR A FNARRNESZERLINERARBRE, BT —PETFNSTUEEHESHBHEYN
IERARA—METIE’BE (NISC) Bk, ZRAESLRMEMFITATIEBSIIESRE, BrSmiiuig C3nik 5 A EINES K EE
RERT T, TUARRNSZETEREBRHESE, IRRKENZ ERAHRATICHTE.

A ORMES; NISC,REZRE; FRIfHH

Abstract: Network security is a key technology to ensure the future cloud network. To address future network security challenges and the

shortcomings of existing technologies, a lightweight key authentication mechanism based on network trusted identity — Network Trusted
Communication (NISC) technology is proposed. The technology features such as near—source cooperative protection and stateless follow—
the—road authentication. The effectiveness and feasibility of its defense against network attacks is verified on China Environment for Net-
work Innovation (CENI) network, which can provide reference practice for future network security trustworthiness assurance and accelerate

the research and industrialization process of future cloud network security technology.

Keywords: future network; NISC; intrinsic security; active defense
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Abstract: In response to the digital transformation and improvement of the security protection level of large enterprises, based on the secure
access service edge (SASE) architecture, an enterprise integrated security operation system Q-SASE and its technical scheme are de-
signed, which can not only provide a unified security protection level, unified security access policies, and unified security operations for en-
terprises with many branches , but also support identity management and secure access of user equipment in mobile office scenarios in the
post—epidemic era. The feasibility and effectiveness of this Q—SASE technical solution have been verified through the implementation prac-

tice in large enterprises.
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Abstract: The secure browser is a secure portal of digital workspaces. Through the insight into the development trend of global security
browsers, the opportunities and challenges faced by China in the field of security browsers are analyzed, and suggestions for building
China’s key digital security capabilities by developing China’s security browsers are put forward. It is believed that government and enter-
prise units should be encouraged to use domestic security browsers, cultivate security browser community culture, and strengthen security

browser talent training.
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Abstract: New home all-optical network technologies related to Fiber to The Room (FTTR) are proposed. Based on three categories of tech-
nologies covering the bottom infrastructure, network management, and service assurance, ZTE has achieved a series of technological inno-
vations and application improvements: The FTTR passive optical network (PON) chipsets are developed to realize the point—to—multipoint
(P2MP) architecture functions of the master and slave gateways; the technical guide of home optical fiber construction is formulated to
solve the difficulties in optical fiber distributed network (ODN) cabling construction in FTTR implementation; a smart management cloud plat-
form is developed to implement manageability of the FTTR network, including network topology management and performance data collec-
tion; the five—dimensional rating system and STA handover model analysis are proposed to realize the whole—home roaming "selected well"
and "cut quickly", building the roaming handover delay as low as 20 ms. It is pointed out that the home network is evolving rapidly, and FTTR
will face more challenges. ZTE Corporation will continue to tackle the key problems of FTTR technology and promote the new infrastructure

of home network.

Keywords: FTTR; PON; management; deep packet inspection
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Performance Optimization for Dual-Hop IRS Assisted Downlink
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Abstract: In wireless powered communication networks (WPCN), there may exist obstacles between the hybrid access point (HAP) and wire-
less devices, which makes it impossible for them to communicate directly. To address this issue, two intelligent reflecting surfaces (IRSs)
are used to establish a dual—hop relaying transmission link between the HAP and wireless devices. In particular, IRSs are deployed near HAP
and wireless devices respectively, which realize the downlink energy transfer from the HAP to wireless devices and the uplink information
transmission from wireless devices to the HAP. The system throughput is maximized by jointly optimizing the time scheduling of energy and
information transmission, the phase shifts of IRSs, and the transmit power for information transmission of wireless devices. In order to
tackle the non—convexity of the formulated problem, a two-stage alternating programming method is proposed to obtain the local optimal
solution. Numerical results demonstrate the proposed scheme can achieve significant system throughput gain compared with the bench-
mark scheme.

Keywords: dual—hop intelligent reflecting surface; wireless powered communication network; phase shift optimization; energy harvesting
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Abstract: The configuration characteristics of earth—fixed tracking areas (TA) and earth—moving cells in satellite communication systems and
the resulting of paging inefficiency are analyzed. A paging optimization method based on dynamic tracking area (DTA) is proposed for the sat-
ellite system, which includes determining a customized DTA for user equipment (UE) by the network based on UE position, mobility pat-
terns, and subscription information, and performing paging request based on UE—DTA. It achieves a better trade—off between paging signal-

ling load and registration update signalling, reduces paging signalling load and improves paging efficiency.

Keywords: satellite telecommunication; non—terrestrial network; paging; dynamic tracking area
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