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Prospects for the Air—Space—Ground Integrated
Network Technology

FHFFif /TIAN Kaibo'?, #5#% /YANG Zhen'?, ¥4 /ZHANG Nan'?

(1. BEMNBIREDEARAERERLNER, PE R 518057;
2. PERRNDBIRAT, PE R 518057)

(1.State Key Laboratory of Mobile Network and Mobile Multimedia Technology, Shenzhen 518057, China;

2. ZTE Corporation, Shenzhen 518057, China)

B2 (PSRN ERMSLRESNERFER, SRI—IMEERKBBENEZ2RRZ—-
BE20M 5 METEBEENE2BENAREDE, BIF 5 ERM—ACMSEARHFTEIL
2, FBRENTNSHERENTBER, BEHNERM—INMMLSPEIRMLSRE. X
BEA. RERIR 3 THE, BE I RARNSHUSHE,

K. MEBEMNS; IBEMNGS; WEMNS; RRETLBERA

Abstract: As an important means to achieve seamless global coverage, the integration
of Air—Space-Ground-based wireless network is one of the important visions of future
mobile communication. The development history of ground wireless mobile and satellite
communication is briefly reviewed, the necessity of network technology integrating space
and ground is demonstrated, and the different levels of network integration development
are defined for the first time. Finally, the prospect of the development of a future integrat—
ed network is proposed on three aspects including network architecture, key technology,
and terminal.

Keywords: integrated communication system; non terrestrial network (NTN); terrestrial network
(TN); future wireless communication system
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Cognitive Intelligent Spectrum Management and

Control for Low Earth Orbit Satellite System
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(Key Laboratory of Dynamic Cognitive System of Electromagnetic Spectrum Space, Ministry of Industry
and Information Technology, Nanjing University of Aeronautics and Astronautics, Nanjing 210016, China)
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Abstract: Based on the challenges of space—air—ground spectrum sharing, a cognitive intel—
ligent spectrum management and control architecture for Low Earth Orbit (LEO) satellites
is proposed. Three—dimensional multi-domain spectrum data obtained by spectrum sens—
ing is used to form a spectrum geographic database, followed by three—dimensional com—
pletion of the missing data, and then spectrum occupancy with prediction technology is
used for assisting sensing and decision—-making. Reinforcement learning and game-theo—
retic learning methods are used for intelligent spectrum decision—making. In this way, a
closed-loop of spectrum cognition based on sensing, completion, prediction and decision—
making is formed, in order to provide some guidance and suggestions for the subsequent
research on LEO satellite spectral resource control.

Keywords: Low Earth Orbit satellite system; cognitive intelligent management and control;
spectrum sensing; spectrum completion and prediction; intelligent spectrum decision
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Abstract: Low Earth Orbit (LEO) satellite communications have become a research hotspot
in the communication field in recent years due to its low latency, small path loss, and low—
cost platform. With thousands to tens of thousands of satellites in the future LEO constel—
lations, cooperative signal processing technology can tap the scale advantages of the
mega constellation by utilizing the distributed transceiving and processing capability of
multiple satellites, which makes it a promising technology to enable ubiquitous access in
6G. The recent research progress related to multi-satellite cooperative signal detection
technology is analyzed, concerning both the technical routes and the implementation sce—
narios. Besides, the application prospect of multi—satellite cooperation technology based
on the concept of the virtual array in LEO constellations is also explored.
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Abstract: Based on the trend of flexible multi-beam for non—-geostationary orbit (NGSO) In—
ternet constellation user links, the interference scenes and the characteristics of satellite
and earth nodes are summarized, and a multi-beam-oriented cochannel interference
analysis model is established. The model can support the cochannel interference analysis
of massive ground terminals under multi—color multiplexing beam arrangement. The com-—
mercial orbital modeling software and MATLAB were used to calculate the carrier to inter—
ference plus noise ratio (CINR) and interference to noise ratio (INR) using the proposed
model between two actual constellations. Results show that the cochannel interference is
inevitable due to the multi-beam and multi—terminal characteristics of the non-geosta—
tionary orbit Internet constellation. The research results of this paper can effectively guide
the construction of satellite Internet constellation project in China.

Keywords: multi—-beam; cochannel interference analysis; NGSO constellation; satellite Internet
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Abstract: The routing algorithms of Delay/Disruption Tolerant Network (DTN) and Low Earth
Orbit (LEO) satellite network are reviewed, and the main technical characteristics and their
limitations of existing algorithms are analyzed. To cope with the long latency of the LEO
satellite network communication, frequent interruption of satellite ground link, and limited
satellite storage capacity, a routing technology based on DTN for the LEO satellite network
is proposed. This technology makes full use of the management ability of LEO satellite to dy-
namically adjust the routing strategy in case of communication link interruption and high link
delay, which gives LEO satellite network certain autonomy, congestion control, and destruc-
tion resistance, so as to ensure the normal communication of data information.

Keywords: Delay/Disruption Tolerant Network; Low Earth Orbit satellite network; autonomous
routing technology; congestion control; destruction resistance
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Large-Scale Low Earth Orbit Satellite Network Mobility

Management Scheme

KE/WU Qi, 38FF/GUO Mengze, %k 37 %/ZHU Lidong
(BFRRAPBERTHRAERAERENE, PE AUH 611731)

(National Key Laboratory of Science and Technology on Communications, University of Electronic Sci—

ence and Technology of China, Chengdu 611731, China)

?F%‘j% N T ESUIERRRERCKIIBEWHONEARSE , FE2W BEMSH B Kifki

TERNBMEE, BT — PN EMCBIM BRI WD ABRZIED
BTJ UEX, XAETFHERrBENSBNERERNRTDE, TRDBFPUEEEAE,
ISIMAWEEE FRTIMEEE,

59 (YD 2 Ba)M B S ERI; EINR ; U E BT

Abstract: In order to accurately find the access satellite of the communication peer during
the process of paging, effective mobility management of user terminals connected in the
satellite network is required. An improved dynamic virtualized mobility management
scheme is proposed. For location areas where ground stations cannot be built, a method
of adaptively generating virtual gateways based on ground user density is proposed to re—
duce user location management overhead, and finally achieve large—scale constellation
simulation of mobility management solutions.

Keywords: Low Earth Orbit satellite; mobility management; dynamic virtualization; virtual
gateway; location management
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Multi-Dimensional Gradient Based High-Reliability

Collaborative Computing Method for Satellite Network
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(ARBI AL ZSWBMBCREREARABDRERLWE, PE F5Z 710071)

(State Key Laboratory of Integrated Services Networks, Xidian University, Xi’an 710071, China)

BE EOMIVEY(LEC) BEEZ PHTHIMIWSITE R SRIATRRAR. B2, &%0
M LEC IR BRI ST ERAONEPRBED A, FAESRINIEERE PO RE
EEER. $N DA, B T — P MRREIRWSIHTERR, AR TE TS
EEERSY LEO IRINIDMERUDA, FHRE T BT UM SRR REm AR SITEIRS
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X813 LN RE ; D KA DETE

Abstract: It has become a hot research field to study end-to—end task computing in Low
Earth Orbit (LEO) network. However, there exist difficulties to guarantee the task execu-
tion success rate and elect the management node caused by the centralized task schedul-
ing. To solve the above problems, the distributed end-to—end information processing
technology is proposed. At first, the dynamic of the LEO network is shielded based on the
time expanded graph model; then, the end-to—end task computing model is constructed
and the distributed task scheduling algorithm is proposed, which jointly considers the
multi—-dimensional information of nodes to select the processing nodes. The simulation re—
sults validate that the distributed task scheduling effectively improves the task execution
success rate at the cost of little latency performance.

Keywords: Low Earth Orbit; distribution; end-to—end; collaborative computing
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Interception Threats and Physical Layer Security

Solution of Integrated Satellite-Terrestrial Networks
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(1. IBAVE TARS, (hE (5735 1500005

2. PE=TERATRE, PE LR 100081)

(1. Harbin Institute of Technology, Harbin 150000, China;

2. China Academy of Space Technology, Beijing 100081, China)
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BE 01 T PEMERESNSISTNPHINELZE RS BENZZEM. HHHENEE
SR, UMKV BITEIMENRRER (X ISINDOEBITEN, RETETNEEZE
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BB EEERHIMELE N

x§9: DEWBERESMNES; BITE; MIEELZ S DOI:10.12142/ZTETJ.202105009
W& BRRMI3E « https : //kns.cnki.net/kems/
Abstract: The existing security architecture and potential threats in the integrated satellite— detail/34.1228.TN.20210930.1238.002.htm!

terrestrial networks (ISTNs) are analyzed. Considering the Low Earth Orbit (LEO) satellite

constellation scenario, the frequent interception threats are selected as the research fo—
(W28 Bhk 553 : 2021-09-30
IWFBEEA:2021-08-16

cus. In view of the interception threat, solutions based on physical layer security (PLS) are
proposed. The challenges of applying PLS to an ISTN, including correlated channels, co—
channel interference, adjacent channel interference, and multi-user multi—eavesdropper
scenarios are proposed, and the corresponding solutions to these challenges are then ana—
lyzed. This is of great practical significance to the construction of China's satellite Internet
facilities.

Keywords: integrated satellite—terrestrial networks; interception threats; physical layer security
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Abstract: Satellite communication network system will become an important part of the global network in the future. Modern satellite
manufacturing technology, launch technology, and network technology have made mega Low Earth Orbit (LEO) constellation communication
networks a reality. The research and development of mega LEO constellation satellite communication networks in the future, including
satellite services and applications, the evolution and technical challenges of satellite communications, user requirements for quality of
service (QoS), 5G standard use cases, and 5G deployment scenarios, are discussed. Finally, the role of mega LEO constellation satellite
communication networks in the future development of 6G is highlighted.
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Abstract: Trusted communication technology is the core technology direction of future
networks such as network 5.0 and 6G. It is also a key security problem that has plagued
academia and industry for a long time. The requirements of trusted communication under
the new network architecture in the future and the defects of existing technical schemes
are systematically analyzed. A trusted communication technology system is constructed.
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Abstract: The satellite communication system has encountered development bottlenecks in
terms of techniques and markets, and needs to be integrated and upgraded with the terrestrial
cellular network system. The architecture design for the integration of satellite communication
system and 5G new radio (6G-NR) system is systematically analyzed, including single—hop
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