o R T Ok B

IVYNYHNOr ADOTONHO3L 317

HEEM 18 mEd | Ol

Ecr+BEm | #ex

*

T % 8 8

E
&

s FBEERHTIRSHERLKT PERERZIVET

ERBEMISFHASIHFEHT iRt

ISSN 1009-6868

CN 34-1228/TN

00 7€ 1 1 352 7R

ZTE TECHNOLOGY JOURNAL

http://tech.zte.com.cn

.y

)} 8 % % % .

Il

5G 64TR

|

009

5G 4TR Qcell

IARRRRRNY
INRNENEs

686199

|
1

i=iN Ea

0

‘ “8‘>

201948 H * 4 M

N e

GERERLRA

¢
L]



EEREOMRAR

(FRXBEIRHAR)SE 8 fE S

BAE PG AR AR A) | S0 CILBTIR KA 207) | BRI (HESTIE KA 2087

BhEE & (spEBREBEBE L)

BT (b 2Gm R AT A 7 AR | BEIEIR (R 5t IR ko 2082

HE (RERHSHR)
8 K

T PR Fi R 2 il R K

PG 22 WL TRk R

0 38 K

WA R 35 Tl A 2 47

H M K S O AT B T
B3 TR K2

b T b 2

b FEL 5 S 55 R 9 B R B 2 R4
W TR 2 4%

AL k2

£ Tl R 2 B e K
RYEE I E

o TR B B

TELY AT TR

i PR SR PN 6

PO TR £ A B D A
b 2 TR0 A B ] e
AL T 28 K 2 8

v FE B2 B I

PR Tl k2

b T b 2

EEIE 35 IRt L N €

1£ 5 35 ISR PN

G 1E I LN €

el o B
ed 51 IR
it I

#
=
+

m m m
s
1 [ Wl

10t
A
bl

31t
FECRE
SH S S

&

X
X 32 £

Ht

A &
e
&

B
i
5

7% iR 12

HH [ H [ s
Il Bl
a & B

H
Dok
=

= H
=] R

£F S IS S
o> N T L it
1 Bl =& G Y &

?
b

e Muliz B
sl B<
2l Wl

i bl
M
il

2 e
i e
il %

55
1t
=

PSS PN 24 €54

H ] K R 2% B AR BT S B 1 Bk R R
Fb TR H R 2 RIS

Jb TR L R 2 %

HA Y TR0 A BR 2 R AT R R
H % TRBAR AT RS ] e R R
B R R AR R
WL R H %

Hh [ R g e

R R A H R

HR Y TRBE O A BR 2 )R R

o el S i T 9 e IR T
HReREHR

JE TR L R 2 %

5P T R R R S AR

Hh I B B BF 5 B R A e K
PSS B T PN 24 €54

AU TR HL R 5 7

o ] B A S e e

Tl FifE B AT R R R E M T RHAHK
EREPNE =4 €24

AU S R 2 %

[EZRsN PN =5 €%

o Bk 2R B R R 2 7

Hh R} 2 B 2 S AR E 5 9T I BT




R

DNSEITEA  (ZHONGXING TONGXUN JISHU)

SEE147H 258  F4H

LA 5CRIERERA
56 RERK A RITERE ()2
HALIE, BB

5 HENARRREBRRZLBPHE ()6
S, BEM, ALIH

56 MEHINEAE R 14

TR, 25

SCMBHIREREEAZRE 10
fiE% . =R, S8R

HTRUE N 56 MBL2EEN2 )5
K EAE BEE

RUEXSCBEMBNEMELEDRZE ()
TiE, B, TE

2019F 88

36 SCHRABEHEAMNEZ 2 EAR
KRR

43 sCMBREZLEA—IUEEREZS

BITARR EBZR, FPIN

5() EFCHEETVLZEHFHESIR
ZE]

56 MBLZe—I5GHED
M
VAR

59 56RBRIt SMAM IR
83,508, ThY

2019 FE 1—6 HHE BT XA RKIA

1. 5G R AXEER B XA

PMBERRNBRATEENZR QNS

3. it ERARERA
PERRNERATATEEE FT=8 BUERSFBIR  MER
TOATMMIIASHE B8

5. MBABRESARARKR
ERREHE FOR

FRINIIKRSEIZ  FEERN

2. TP — LA
PEBEMER AR SRR

8

ERBEIETFREEFCHN FoEERPTIREHERIMEN  PENRZOHEH  TESCERESN  HERN  PERAEEEERRETN 1995 FF

4. 5GEEREMA
ez BRSPS T

6.5G BE R TRER A

PEERBEHREMEEE BNE



CONTENTS

ZTE TECHNOLOGY JOURNAL Vol.25 No.4 Aug. 2019

Special Topic:

Technologies of 5SG Communication Security

Risk Analysis and Specification Progress
Security of 5G
YANG Hongmei, ZHAO Yong

Security Requirements and Protection
Countermeasures for Typical 5G Application
Scenarios

YAN Xincheng, MAO Yuxin, ZHAO Hongxun

Authentication Framework of 5G Network

QI Minpeng, PENG Jin

Security of 5G Network Elements and Access Control
LU Haitao, LI Gang, GAO Xusheng

Security Capability Architecture of
Software—Defined 5G Network
ZHANG Jian, TANG Hongyu, HOU Yunxiao

Virtualization and Slice Security of
Software—Defined 5G Communication Network

LUO Yurong, CAO Jin, LI Hui

02

06

14

19

25

30

36 Security Technology of Large Capacity Optical
Access Network in 5G Era
ZHANG Hongxi

43 5G Physical Layer Security Technology:
Enhancing Security by Communication
HUANG Kaizhi, JIN Liang, ZHONG Zhou

50 New Characteristics and Countermeasures for

Vertical Industries Security in 5G
TANG Kai

Expert Forum

56 Keystone for 5G: Network Security
SU Zhou

Enterprise View

59 Optimization of 5G Network Design and Planning
HAN Wei, JIANG Hai, LI Xiaotong

HAHEERSH:CN 34-1228/TN*1995:b*16+68+zh=P+ ¥ 20.00+15000+11%2019-08

WExZE

FHEEMARIEIRN , BIEEIR B3R MBI EHFERRN , Iz UHRMEL 82 ERSRANZER,
REFTHTT, ABUEAR A2 XERTTAS; WS SIBEHAS, ERZATEEST.



T :5GEEZEREAN

TERUIN FTE

EHRAR BEORIIFE BT S 51 AR S0, b [ o e PR AR S I el A2 55
TN 4515 0 4“2 e SRR R A RIS A s 8 1 2158637 L [l K F sl Wk A Al A R B2
TG FIH s VR — e N SRAR 2014 4F i [ o o o BH RS T 23 S0 b AR 338, e 3k

5G JCEE S Y m =l A R AT TR, 3R
R S6C CEH G TR MR, AR s E RS Y
PEA BT 5a 4, i HAL DR A 5G40 TR 2 5 0
B M) 5 1 R 22, 32 31 [ PR B \BUA S SR AR
FoREm , (A b, G BAR ShrifE 2 1, 8 2 7E
i E N2, SGERIA AR Z i) vz E bR A
VEFLRIf@ R A T R . 7E 5G P52 bR, 1A Y75 Sk — 4
BRI, S AR U 58, T 5G A5 L AR AR IE
R —.

AL U FRATT S K S 1 2 IR
ASC UM T —I LR FHRE T R0,
WA BE RN ZAS 2T T X 5G 3817 % A H AR ST
BONA LR AR . 56 WA 4 4 H R W ST
T 5G A5 PR AER SEAHERE | 11 17] 56 — K HAr N
SO BT R S5 SG Al A 1A F R AR RN A A
WEEE Ry Z2 P 245 1 2l AL 28 R AL G — I TAIE 254X
DL 22 42 R 00 PR 55, OB BE L F IR 55 fh 3
(SBA) bRl S22 4k AL IR 55, - 7] B ik B
FREP RN ECG 22 4 o 5G W2 55 ] g 1 H: At JG 2k I 4%
AT 43, DR )4 1 1 B 2 212 R S I 2 (SDIN) /)
25N BE FE L (NFV) 177 24 1 W 2% FE 0040 5 0 28 D) 25
FE AR 4 4 (0 WUTET 50 < 5 0“4 42 BB 71 -5 8 1 48 42k
Jolp , L TRVRE 18 1 3 2 38 0 G 5505 [ i ) 4% 45 4y
AW K e A R B A L EE A . 28R ST SC i fE
GARFEAR B IR P K 3 W) PLZ 5 2R AR

SFARIRIC 10040 , ARAFIE[E LA 2 35T, b ] A W& M 20 0 0, HLZBOSCR 2

AIBFSE e A S AR SCIL R B A IF 7Y, BB AN TR 2
EIIRI | [ Bl B AR AT R IR IR AT AL A
(b SCIMR L RNAEIER R AL ECE
BAINFAG R AR T, A28 TR AR R
AR 56 W R JEIT I 20 WM . [R) R, S
FEA T B ST. | S8 B ST, 870 S 1) A2 (5
T SO MER AT RV A8 , WO T U

LR AN FOLRRAS 2 1 G S A TR S
SCRF AR, R0 B . 56 R R 2L
PRI ML i , AR L& 55 AE 0 RE R 5 PR
ARBHIE A, 25 NIHE 5 A i A R T T RE,
MR RAR L . B A5 U SCREREAS AT Bl T2
5G MR AR NS , 518 B 22 5CTE e, i
Sl F IR BRI A I M, S 5C R I

3%

201947 A 11 H



56 ZE XN DT

K2 W i 3 R

Risk Analysis and Specification Progress

of 5G Security
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(1. China Academy of Information and Communications Technology, Beijing 100191, China;
2. China Telecom Co., Ltd. Beijing Branch, Beijing 100010, China)
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Abstract: New technologies and features of 5G network bring new security risks and
challenges. It is mainly reflected in the blurred security boundary of virtualization equipment,
the increased risk of data leakage, massive diversified terminals which are vulnerable to
attack, and the increased difficulty in the division of security responsibility subjects in new
business scenarios. The 5G security specifications focus on the key technologies of 5G
security, the security architecture and process, security assurance, etc. At present, the first
phase (R15) of 5G security specifications has been published, and the second phase (R16) is
expected to be completed by the end of 2019.

Key words: 5G; infrastructure; key technology; security risk; supply chain security risk;
specification
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Abstract: The typical security requirements for the main 5G application scenarios and new
security challenges which are brought by the new 5G architecture are systematically
analyzed. The security protection countermeasures are proposed, including trust operation of
virtualization infrastructure and resource isolation, service—oriented and on—demand
reconstruction of security network functions, network slicing security, unified identity
management and multi—-trust mechanisms, service based interface security, and security
protection of network function domains, etc. These countermeasures provide network
security research and design reference for 5G network to better adapt to the security needs

of vertical industry differentiation.

Key words: enhanced mobile broadband; ultra reliable low latency; massive machine
connections; security function virtualization; network slicing; trust management
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Abstract: Access authentication is the basis of network security. While network grows more
and more complex, consideration for authentication is also wider to involve different aspects
like parameter distribution, key generation, network type and access scenarios. As a result,
a unified authentication framework is proposed for 5G, which enables the 5G network to
provide secure authentication mechanisms and process networks for different types of

terminals.

Key words: 5G; security; authentication
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Security of 5G Network Elements and
Access Control
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Abstract: The security threats faced by 5G base station in its own hardware and software
resources, wireless air interface, transmission interface and management interface are
analyzed in this paper, as well as the security solutions to these security threats. It is
considered that security is very important for 5G products and is an important basis for the
practical application of 5G technology. With the evolution of technology, security threats are
constantly changing. It is necessary to adopt appropriate security technology to ensure

product safety.

Key words: security threats; encryption; authentication; authorization
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Security Capability Architecture of
Software—Defined 5G Network
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Abstract: Based on the characteristics of “cloudification" and "software definition" of 5G

network, a security capability architecture based on software—defined network is proposed.
This architecture can realize the modular, invoked and rapidly deployed endogenous security
capability of 5G network, which can better meet the new security requirements brought by

the diversification of 5G service and the change of 5G system architecture.

Key words: 5G network; software defined; security architecture
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Virtualization and Slice Security of

Software—Defined 5G Communication Network

F'E5#5/LUO Yurong, B i#/CAO Jin , Z=BE/LI Hui

(LB SRR, BLPE F5% 710071)
(Xidian University, Xi”an 710071, China)

B2 BN NS (SDN) BRI S LD R BES2 15 56 MBS TTARS RIWSER, ?—TT
D MENZERIFDBREERCORADZE. BINSTENHITRIEGPPYAHLAE
RAFR S MESTDR FHAESTHENEHTIREK. M TIREHEN 5G H%Eﬁr@}u%%tﬂ
FBREER, DS EPBAENLZ ZOMSHMNNBRIDE, N NS LR
OARRORARELHT S RE

FKEEE 56 2% ; MLSEDR ; SDN; (NESTHARRE L

Abstract: Software—defined network (SDN) virtualization and network slicing can support 5G
network multiple services and business models, and provide differentiated technical solutions
in terms of functionality, performance and security. The 3rd Generation Partnership Project
(3GPP) organization has delved into network slicing and standardized it in all aspects. In this
paper, the development of virtualization and slicing of software—defined 5G networks are
introduced, and the potential security issues and solutions are analyzed. Finally, the security
research directions and future technology development of network slicing are put forward.

Key words: 5G security; network slice; SDN; network function virtualization
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Security Technology of Large Capacity Optical
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Abstract: In the 5G era, optical access network will gradually carry 5G applications and
evolve to fixed—mobile convergence (FMC). The security of the optical access network will
face more threats and challenges. In the process of the evolution from passive optical fiber
network (PON) to the next generation PON2 (NGPON2), the security of PON is also
gradually strengthened. At the same time, the security requirements of 5G network for
vertical industry make the optical access network face the revolution of slicing. It is
considered that optical access network will be integrated into 5G network, which can build

the end-to—end security protection network.

Key words: optical access network; passive optical network; security; 5G technology
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5G Physical Layer Security Technology:

Enhancing Security by Communication

B FF 8 /HUANG Kaizhi, & Z2/JIN Liang, 4 #l/ZHONG Zhou

(PEARBRESBZELMS R IEARZ, T XN 450002)
(PLA Strategic Support Force Information Engineering University, Zhengzhou 450002, China)
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Abstract: As a wireless security disruptive revolutionary technology, physical layer security
technology is the key means to achieve security and communication integration. The built—
in security mechanism based on the characteristics of wireless channel provides a feasible
idea for the realization of "one secret at a time". Due to the improvement of communication
capabilities, wireless physical layer security has important application prospects in 5G high—
rate data transmission encryption, 5G authentication, integrity protection of enhance mobile
broadband (eMBB) scenario signaling and service data, and 5G Internet of things (loT)
lightweight encryption. Specifically, in order to further realize the application of physical layer
security in bG, a feasible physical layer security 5G engineering implementation framework

is proposed.

Key words: 5G communication; physical layer security; communication security integration
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Vertical Industries Security in 5G
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Abstract: The new challenges brought by the new technologies of 5G on network security
are analyzed, and the optimization and enhancement requirements for traditional security

products and technologies are proposed in this paper. Various new application
characteristics of vertical industry applications are extracted from four perspectives of
environment, service, assets and operations. The challenges and effects of these
characteristics on security are analyzed, and some targeted mitigation measures are put

forward.

Key words: 5G; vertical industries; security; internet of things; network slice; mobile edge

computing; operation technology
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Abstract: With the rapid development of mobile communication and intelligent devices, the 5G network has emerged as a new revolution
for information networks, which can provide high speed, wide connection and low delay to improve the quality of service for mobile
users. How to establish the credible, reliable and manageable 5G communication network faces a series of network security challenges,
which are keystones for 5G communication. In this paper, the security problems in the 5G communication network are discussed, and
the corresponding network security solutions including privacy protection, trust management and data storage are studied.
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Abstract: Based on the rich networking experience of the 4G era, ZTE researches the
technical solutions applicable to 5G high—performance networking, including analysis of
key capacity indicators, beam configuration optimization in multiple scenarios, refined
network planning, and intelligent network optimization. Relying on dozens of scale test
networks at home and abroad, these technical solutions have been continuously evolved
to further promote the commercial development of 5G.
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