EERENEFFASIESEET)  +HEiET ISSN 1009-6868
E—EERHTREHESET] PEREAZINERT CN 34-1228/TN

00 7€ 1l 15 7K

ZTE TECHNOLOGY JOURNAL

http://tech.zte.com.cn 20204 8 H - £ 4 HA

Till: TERME=PITHE




(PIOEIEAR) 5 8 BREZERSMRBRE

EHE (FOLEITE A FRA RGN ) SSE (IERTIRR 2207 ) BRSAE (R sUlbH K2 2087 )
REEEEE (CPEBERRET)
EE% CPOLEIA R AR EEK) BEEIR (Rt K27 )

W E (RERHEHRF)

Gy JRES e I 2 R BFTE B R R
R, HIRK TSR S

T2 PR JEse i RS RIRK
[REES P e TS K2

W AR Tl R LTI (4 BRI 3 2
LR R O A B 7 B LI TR 0 PR 7 34
i 5 WPRCPNE T R R

i R SRR K W R B

JE e S i T AR 1

TR e R R R

O L SR 5 AT o (P B B T

WHT Ko Jbsokes e

Jbseho LRI G PR 7 B
R R R i B RSB RL T
=7 Y ARSI 0BT

B K WK

L T AR Cxs Ea T

LR T KA R R R SRR
PR PR R

LR (A PR IR i RS SRS E R RRE
LRI 0 PR 7 R e B e

LI R 0 PR 2 S o TR

JERERZ AT 4 5 HRE B

R BB T IS 7 s 249
PR TR A S T (R R 2 B 35 P T R 1
T el K o TR 1

RS 2 LRSS K2

T B3 R A HR R K2

A PR SR . RlRK ST PR

B 2 R S R
LSl R B SRk



on 3¢ iyl 32 7K

. =F T
HEshi AT AELSET

AR 25 Frm e

— (EREEAR ) 17 25 AEEE

O X | GriEH

C2amEm AR ) B 1995 47 A7,
B4 T 25 R R BT . 25 PMIEREBH,
25 MRS, PRI IC S T B (S
HFARM 26 5 56 Pk & JE i K =, WAE
T R EAE 7l sk AR i H OB A 5. 25 4F
K, 4000 ZALEE LA PR K
T 2000 ZREKEEILC, BT 153 EEE
B, B A S CRHEARRT IO

185 25 AE IR IR, FRA TAERH R R,
HERIEPRE, ST 5A CTAEHRT , Gk
BT —%BA HBRENIPIZEE 5B 1A 0
AET L ICRIERIN IR IR, I (%
WIREEAR ), BT “B R 5 H2 A “H
A EREPGE IR E PR AR, 10 (ZTE
Communications ) , TFI¥ &L 140 24 E K
W53 AR IUE 3G RN R B HLIE
PATIREE, B #atafEigts; %44 “h
A, PRSI T AR A R, iR
A M E A E ;s 58 54 AR,
A CPHEARRT ZE, I TR AT
R PRI SR P )72 F0 R B AL 4%
ST RIS R ]

NI 250 5 48, JEM 4G I 56 1 54,
W2 EE R S RRER IERMT #
SCPE CHERA R 1S AR, XM, (Hh%amii
BAR) BT 30 ARG, W T 4HIER
ARSI AT E AR A GE AR [ X s
7%, MLEHERE AT 6 KB REdHS A
THREEAR . IR SHETEEAR . Y S

XHEER AR . REEDEHFHROR . MR 5%
R 5GEFHAR LI, X EEFRATH-2
REVERHIEOR , AERMERH R RIS,
FETCERHE AR BRI K2 i
TR 5 AR, R R TG 2 PR T
PE T 5 4. 2016 4 F1 2018 420w P &
T ROEFAGAIL, Ml 55 1 AR 52 31 1 A K
Wi S — A B2 40 8 T 44 5t e e T2
A, RFREORE, 519056 7™ W BE ity
g ; BRFARERIGERES, FURATIR B 56
LSl RAPAMAE, NG,
Biva RGBT RS R . HAT,
ANFENELHRY TS, A0S & e
A 5 4R, X T GRIRE R Je Rk
Uh, BAE I 5 4F, BRARRG AR 5 4
HIRAT T B m . AT, B
&, BREA . BB, SotH . REmfimdE—it
AUFEAEF el A 55 B0, AFHERZE,
Ak H Bl AR e L SR AT R SO )
WL TAE, JEE 22 ARG, HET,
PRI ZE ik 105 A, ffl T2 T ia e & e i
KHERREE
HYCORTER T I IGE BT AR o e [ 5
SRAE I BESIH P A A R M BOR T, A%k
FEM 2012 TR0, #EAT TR 6 I A
HlTAE. 2018 4E 12 A 25 H, FEZ g g
TEECHESE (R PR B 248 SR IR
FAE AL R LB B T AR U 2 AR A
ARRTHEAF], FIEN i LBAE R HORTE




- B -

AT, o 24 TR A AT B F] AR B R AR
WAL e A AT B B) . BRI R 5 Tl A B2
L, A A Y TR AR R A B R R
Bl M RRAL . R P R I A A8 B
Al TR SE MG EREOR SR, m B AEHsn
Hke K SR T LAARICHE Z2 19 SRR 95 1

TR 0 25t RSORURT I A4 A R 0 1 T IR S
Ao 2016 AT Ml ESR B2k, 2017 4F
92 3T ScholarOne R4 - 5 1EZL F4&, 2019 4E5%
SCTPA S s E R FZR, 2020 4 R SCR)HR FE
K F- B A HAL, 2020 4ETIHIHEM BT T 1R R
AR EFEARP R B RS- X5 g3 AT
ST VAR ZEHERR | G BRI S R
FERTARALRE T, FRAIMT 20wz, m&
AR L IR R S A A TIAS AR 7 =X,
KR e B A RN B TP

AR 54, BRIRATRE IR,
INRLERSY 548, il it A I rie? Bk
BEE AL AR AR A INVATEEART)
Y7 WA HELE AT, BRI H
B, 25 AR RS IR ATFIERAT AR T
QBRI PRI E—R TRHEA S, ik
SEAEREANN, R, RS, R
SERffliar, AR ERHGEE AL A B
1 2EAH 5000 ZFEHEUHT, HoEEEER
W 153 Bl Q] R4 s RHE AL G I PO,
G R A e A SE R A W, 10 417
SRR IRATHR A T —— LA SRR R
I RIZ S, WA SE I 2= AR
XASEG, BRI PR R R (1 1

— Pk f, o, ARSI AR
AZ KA G BBERAM®E 720 kR,
HIRZI M AR AT ARG . 4G 4R, 56 A
CERFAN, BT EEE; 6 M, “IMHE
BRI, R AMTRARTCR . 2R “ak puvE”

RACTER LT, S B A 2 AR A 5 93T 5tk
FHEA CTOKIXT P AR ALK
W42 ARG IR A SRy TR R AR NS SR ks, AT R
Fe@ I PITE R R P28 o R PIEAE S
ABAT H SR R RIER . 2020425 J1 28 H,
A B AAT T AP BRI E )
Wi T PG 22 R ik ) A BT
WOE R B0 ) ENEE . gk, AR
B, ERkil 4 AJ7E AT SR il AT
T, PO 2 sk
FAATTCIR AR BE, AR
PLEMBA) MINPERE: UNKA, SR8
FEAR GG PR, Rt FREE B AR )
A SERIMTE, SRAREE R R EEMEEL; ARG K]
L RS B T YR R E
A, FATEARICRHE AR ar, NS
FEE W RRRE A A IR T P22 1
FHZAT, BFRETF. F—A4 “HE" &
JeRiAt CEATHE, PHEEIHTT M5 4. AT
AT A BIF BT, B FORTFEILER
TR, R R R, SIS AR
MM ER KA, EARRATRYAAAEME, d
SR A B S T I AT AT 55
TR, Ry, gERBERVA . #
. HRA. SE . EEEZTNEE LR
T HE K Hzma ) e T el R SR AE
ESN1s 17 [T R AR AL e 3 VG E R RIE /T DR
JETEAR LM . IV LS TI, 4T
HEEREG, RRATAMIESR . RAITEFOE
BPRIPVE I TS T, TG0 Z 1 &% Fnm]
PN, B RIER PG ERSRET, S0,
SEHREAT, dUsE, g, SR
25 41 CP2GEIREAR ) , KARIER, B
WK 25 Z 0 CR2GEIREAR ) |, BN,

Pl



. SR - m;(@ Il:stm @

ER AR )

(RXEREAR) 1T 25 B!

FXRBRRNDBRATESK




NS LN
7B @ £ IR
AR R B R G
o 2 % 342 L &4k

FRE T2kt — %7% «*%iﬁﬁf'&ﬁﬁ\ >

i 2

A5 25 B F A 4

2020 31 17 9

FHRERE

FETERRLT




- EREEF -

2

on 3¢ iyl 32 7K
UH2BAFELEHH

BEBFOEE LS E,
e RRERK #I6

— RE (¥ REAEE)
k| #] 25 B &

b 4%

X XX
F XAk 2 L

— WM< FARAITUL>E L
4% 25 W £

XIS

ERFERIERRLT

=X

FETERRLT



AL

FE TR

%

FETERRLT

-~

-




. El sk \\ 77
- ERER - g:’IFUZSEESEsﬁFJ @

1% 4% J AT Lo 4
Wl A e R
VIR W
%72t % D4

—— R T AR £ & xSRI

w5 25 A%
A%

(RRIEED

BATIRERRT




DNBRBE ARSI

1995— 19954 6 1, (RMHEIRY RS, RSk
1995 4ET A, (CRGEREIN) EREN. HELTIE . F R
2000 & 1997 4F 11, (GRS U )
RIS 2000 4F 7 J1,  CHOSEREIR) PEER TS, ERSMATFRAT, [FNE4Y (hssis R )
2000 4F 10 1, (IR AR ) Bert ORI PSR e ks

2001 4E 8 A,  (HXGEIREEAR ) BUE AR F
2002 4E 9 H,  (H2GEIREAR ) K5 3 SRS M XA TS T4
2002 4F 12 A, CR2LEIREAR ) Bb ERCOHIT) (k) Bl lcr
2001— 2003 4F 6 H, {ZTE Communications ) BIT], Z=FIHR, Gl iREA AR
2005 E 2003 4E 7 A, (HXGEIEAR ) AENH EEAARFIZE A M BRI (CAICED ) GeilUsi Tl
. 2003 4E 7 J1, (el AR ) e EHA T4 SCEdRE (CIFD ) 4230k
RELZREVRE 2003 4F 12 7, (PSEIREAR ) SR (CAICD BLE ) PATH7 1T
2004 4E 1 F, CR2SRREAR ) golor b EEH S SCEE IR (o EEHAZLO8I )
2005 4 1 7, CRXGEIREAR ) S5 3 T B ST R A IR S
2005 4£ 10 A1, {ZTE Communications ) 3K IEZCTIS, ERNAIMATF AT

* 200646 J], (ZTE Communications) ¥ E R4 3CEHRAE (CIFD) 430lsr
2008 47 F, {ZTE Communications ) #EE ( ZH7A M TIERE ) I
2006— 200943 A, (ZTE Communications) #Z:[H (SUFFRFYSCHE ( TARFAR) ) (CSA (T) ) ik
20] O ﬂE 2009 4£ 5 A, (ZTE Communications ) #%9%>% (& RT]) (Index Copernicus ) Y%
2009 4F 11 H,  (PSaEMEAR ) JLria s iR
Bt AR RE 200045 11 7, CHRRGEIREAR ) 355 4 TR AEABIK T 10 FI%
2010 4£ 5 1, {ZTE Communications ) #%™ EAZ%OHAT] (k) B il s



201141 3, {ZTE Communications ) #% ™ SCRHE B FIEER 2 1w
2011 23 H, (ZTE Communications ) % Zss:, RIWIFIRMSI 4R . Msrisfk:
2011 4E 12 A, (PGl REAR ) JETMPAME BAETER 2010—2011 4R BEAL TR B T
2012 4E 7 F, SESTIRBAEIAN], I R AT G A B S
20124F 12 A, (4B HEAR ) 3k 2012 4EH7R b X A0 75 1 1) %
2012 4E 12 A, (ZTE Communications ) #{¥E[E INSPEC B i
201— 2013 4F 2 J1, HaesemiTls LA DOT s FECTIRSE i

2015 E 20134 6 J1, {ZTE Communications ) B8 NSD B i i

o yEan e 2014 4F 8 FI, F=2E0F H BB R (ZTE Communifation8>> T
2015 4F 1 1, PR BESONTIRE , AR TIL S R A

2015 4E 2 H, BT SRR T 2
201543 A, (HXGEitEAR ) BiFh RCCSE (Hp EAARMIFIREM R TT L ) R ERZ ORI (A)
2015 4F 4 F, BASECTIL R U TR Bk S, ZEERIT P M
2015 4F 6 J1, MR AAIT 20 JEARRE T A ik
20154 8 H, SRR ZE S, BOrA 7 sy

2016 4 6 J1, (i 2G@iREE AR ) Asr M tech.zte.com.cn 2k
2016 410 J1,  CrPRSmINEAR ) 2R A2 B RH T B (1 75 52
2016 45 12 f1, {ZTE Communications ) J& ] ScholarOne fi {445 H- &
2017 4E 2 7, (%I AR ) 3k 2015—2016 4 B2 RS LT3 I T3
2017 43 A, {ZTE Communications ) #ifRZ B ( SCifiZeidi) (Abstract Journal ) ik
2018 4 8 J1, SEMUME ST, JWNOLAH 8 TR 2
201849 H,  CHRGEIREA ) R HEmEh 1%
2018 #£ 10 /1, {ZTE Communications ) #3F~ 2018 H7 [ [ Fr s i Sk 75 24 AR 1]
20] 6— 2018 4E 12 A, (H2&GEIRAEA ) 1 (ZTE Communications ) 5E8 F& . FIpAIH iRPAA AR 5
2019 42 1, (H2G@IREAR ) F1 {ZTE Communications ) & Tl SCHEF TUA AN —2fERD
2020 T aoiofes 1. CRmIR) BIAREHRIGUE (ST) H
BRIFFROVAE 2019 4F 6 J1,  (H2GEIREAR ) ABERRAL A A AR 7. 70 RS T T
2019 42 9 H, FeSALRIEAESS 15 6 sp RGN RISIZA- R A AR R G TS50
2019 410 H,  (ZTE Communications ) #2019 H [ [E BRI 1175 A
2019 4F 10 J1, Z&&AtRi#fE 2019 o E 2RI PR KISIA G 0SR20 T2 06
2019 4F 11 H, (ZTE Communications ) 437 %3l tech—en.zte.com.cn 2%
2019 4 12 A, (HX4mid R ) BN 2017—2018 4F 5 2R UL 75 W11
2020 45 3 H, PGSR R T B AR B RS RS &
202043 1, JFRE RN WS, AEEER] 5 500 24 AR IRAS
2020 44 F, JRR CTHR W R, TR RIS
2020 4F 8 A, IREIT 25 4R S HET






~,
z,
M 5&E L 2 K (ZTE TECHNOLOGY JOURNAL)
SEE153H 3B20% SFE4HS 2020FE8 AR

TR TTEMBTZPIHR EZXILIR (817 25 BERLIR)

BOOSIHETNRESE () 38 PUEH, EEEE
BEE S

rEgIERE: sarER (g 40 PESESDURIDIERES
HEBI B =8
BIllE, BAEE, XKE
. 43 BEUAROTSEE

f way==!
ETHEMETENEASESINTN 3
BEw, W, TR A6 FUR + BUBIRENSD): FORRLEEALVERY
BT it ST B R
g, 538 18 50 £H3¢ 5G/B5G HYAHIAE MIMO BRASHARTIRIZLT
=y eS|
BASREENESFINEN 23 TEAYIBEEIEEA: VER. SXFBEE
BSTHE— AR 58 EEMEBLUERA: BEX. SR
KB, =M
EEngsEnsnitE 3] VAT

BT, Z0W8, A
67 WEEREEARFAFSTS
BA%E, s, TE

2020 36 1—6 HAERITXIAZRRIA

1. BREBRMT LSRR 3. 5G Z M HE RSPk 5. AT ERERA
PERDREHARRERENER S218 TUWRISREERERRE BFRHAZHE BUAS
PERDBEHRERARZE BHR ERBEMBERABK BRBR

2. SR BIERAS AR 4. EEMEZPiITHE 6. TA EEXMHXAR 5 R A
PERNZRYE SERRAHARR MTLE PERSFERARZHE RE PEERBEHARKRENST &ET
PERNFREESERRATHARR T8 PERSZRARFEIHARRE BFH

ERBEMETFHSIEFECHT F=EERPIRESHERNT PERHRZIVET IESMEEREET HERY PERASREBEERRET 1995 F6IT)



CONTENTS

ZTE TECHNOLOGY JOURNAL Vol. 26 No. 4 Aug. 2020

Special Topic:

Over-the-Air Computation for Wireless Network

Resource Management in Mobile Edge Computing
YOU Changsheng

Large-Scale Mobile Edge Computing Network:
Spatial Modeling and Computation Throughput
Optimization

HAN Kaifeng, HU Changjun, LIU Tiezhi

High Real-Time Capacity Prediction Based on
Neural Network Evaluation
LAI Yuchen, ZHONG Yi, WANG Jianfen

Over-the-Air Computation
Based Wireless Crowd Sensing
LI Xiaoyang, GONG Yi

Integrating Communication and Computation for
Communication-Efficient Edge Learning over

Wireless Networks

ZHU Guangxu, LI Hang

Over-the-Air Computation for Edge Intelligence
CAO Xiaowen, MO Xiaopeng, XU Jie

02

06

13

18

23

31

Expert Forum

38

40

43

46

50

58

Interconnection of Everything Has a Long Way to Go

LI Shaoqian

Closed Loop in Autonomous Network Management

MENG Luoming

Review and Prospect of Communications Industry
Development
ZHANG Yunyong

Knowledge-and-Data Driven Learning: Foundation of
Future Network Intelligence

ZHU Jinkang

RF Front-End Designs of MIMO Systems for
5G and Beyond
MA Jianguo

Wireless Physical Layer Authentication Technology:
Yesterday, Today, and Tomorrow
REN Pinyi, XU Dongyang

Enterprise View

Deterministic Networking Technology and Scenarios
WEI Yuehua, YU Jinghai, LUO Jian

BTUEARSH: CN 34-1228/TN*1995+b*16+72+zh+P+ ¥ 20.00¥15000%13¥2020-08

AZEMARNEHIRN, BIEFER. BFR. MBRATHEFERRN, ARINRHMEL8S DASRANER,
REFHFT, AEUETHRENEHFNAS; WHISIEFHAS, WEBZASEESH.




T &MEZ =Rt EEH 51

ETERIA IE
FEFEEROR R A, BATER 8637 it
REAEHOR BRI A S =8
A RGN A H SRR | [E5E 8637
T B3G Rl {5 A H B AL A . “H
— R TC RSl 5 M E H P R
SARLRAMG; FENFRLEFEAR . B

ShEEMZE . (5 SIS REZPHIEE %1

Ui RFAETC 100 Rh, PAEZAEMLH 10 K500

5G # Sl {5 19 2% B 1t Bt F A RE ) AV SE A A RPAIE
— 7 AR RE T — R BT R, 55— 5 i Rk
SRS . ARRAE SIS AU T i AT 8038
AR, eGS0 Z ) 5 2 6] A R e s it

JERAT R RGO AYIE R I8 FAC I A I R
G RO T B A R . TEER 4 TR R
i, T RAVEREREATOR , IR B A BE AN
—PFIER RXER S BeAh, X TR B AT AR B, Wik
WY L R RR I 3 B R PR AR . XA 1 Jodkas it Aox
ASBIBIESETT 1 o

BLAR 27~ 3 1 R B 3 A 5 AR B, (AR AR B 22 1Y
U REAL, FFr A T BTN RERY N . oLk 45 R AR
HA R AR, A LA ~) HR AR X SE R dE , T30
2R 25 O BT D RE S — FMETR IR R I AT RE . S e geplan=r ]
AOZRA AN, Gk W 265 10 o A X 2 AL e b, 932
il T R RE S I B OIS . OB O TR M 2R BE ALY
K AFr PR

Tog W 2% 25 A R AZ O D, — 5 T T A o] fgg e
gt R A S I S R A A it S S A RE )

DOI: 10.12142/ZTETJ.202004001

FRLZ BRI . hitps://kns.cnki.net/kcms/detail/34.1228.TN.20200803.1352.002.html
P& ERREEE: 2020-08-03

IF5EHE: 2020-06-30

TFHRIAN BEAH
thERFEEHR R =G BB RIF 5 5 F
EEYNE 5 VS L SIS I = o= X S N 1 =7/, 11
GEMIE; MOTER ARPIA RS . BR
FREWFREEZ AR ; Sk ER
SRR RAL TS KR SCTITRESC 30 435,
P EZREHEH 10 R

— 7 TTE TAMT B HE & T I M R RETTSEHESE . BHXT
BEEPRIER R, AR T — RS, (B8
NG RISHIRE ) 5 CRIERS Sl 2t 45 .
23 (AR ST At iR oAl ) RS | [0 2 AU 5 W DA B
ST R RSB AT A A PR A T S BT R R . X4
B 9 JCER 2% B TR ANTE ARSI T 55
TR R ook AR R R E S Bt i . (RET R M
ST JCA A R R SN BN ) A R T8 20 R R Y R
IRIERESEE, JRETHEMY, BB N TTL MR AT
LRACE LI PN A BT RE . (FE T2 At I G IR I )
FIAT 28 PSRRI 26 R BRI I BE o I EARF
MR ZH NGBS B, RETE(S S R
SERCFRR R BT, TR AT A . (Tl s Alod £
G MR EAE TR — Bt ) 5 (g aen
2RI RIMHLAET | MG R SERI R A S, AT
P JCER MR SRR D RE , FF R S TR R A e

b TARREA b S th 7 28 fp it 580k — T ) b o [ 4
FEH BT B SG A ARMAL, ASTRIITET by i TR A 52
AN T ZRATRE . Ay BEREXS TOLR M 2B R RIS A J e B —
JE HfESI 1T

2d %2

2020 4E 6 A 30 H



gy

@EDL?%VF

J§3EE5 =

\

Resource Management in Mobile Edge Computing

i#% 5 B /YOU Changsheng

(FIDREILRS, #0# 117576)
(National University of Singapore, Singapore 117576, Singapore)

BE: BYNBILEITE (MEC) MESHEARE. NAZR, UBEHTENHRER
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Abstract: For mobile edge computing (MEC), the principles, use cases, and its communica—
tion—and-computation modelling are introduced. Then, a set of energy—efficient joint ra—
dio—and-computational resource management is proposed for single—user and multi-user
MEC systems. Finally, in view of existing limitations and challenges in MEC systems, an
outlook on its seamless integration with artificial intelligence (Al) for improving the computing
performance of future networks is provided.

Keywords: mobile edge computing; wireless communication; resource management
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Large-Scale Mobile Edge Computing Network:
Spatial Modeling and Computation Throughput Optimization

#HLIE/HAN Kaifeng, #8 & Z/HU Changjun, XI$k/LIU Tiezhi
(PEESBEHRR, PE 1R 100191)

(China Academy of Information and Communications Technology, Beijing 100191, China)
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P48 BhR AL : https : //kns.cnki.net/KCMS/
detail/34.1228.TN.20200715.1709.002.html

Abstract: The attempt on defining, analyzing, and optimizing the spatial computation
throughput in a large—scale wireless mobile edge computing (MEC) network is made. The
analysis involves the interplay of theories of stochastic geometry and convex optimization.
Specifically, the large—scale MEC network features of wireless access and edge—comput—
ing are first modeled, such as random nodes distribution, computation tasks offloading,
parallel computing at edges, by using stochastic geometry. Based on the proposed model,
the spatial computation throughput of the MEC network is defined, studied and maximized

W48 Bk 553 : 2020-07-16
W5 EHE:2020-05-21

in terms of the radius of MEC service range (denoted by r;) as well as offloading ratio of
active mobile users (denoted by p) under the constraints of latency and energy. The opti-
mal solutions of r, and p can be easily calculated via solving simple equations, and their
closed—form results could be obtained in the extreme case. The tractable analysis and in—
sightful results give useful design guidelines for MEC network planning and provisioning in
a large—scale space.

Keywords: mobile edge computing; mobile computation offloading; wireless network mod—
eling; stochastic geometry; convex optimization
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High Real-Time Capacity Prediction Based on

Neural Network Evaluation
#ER /LAl Yuchen', &13% /ZHONG Yi', E#& 1% /WANG Jianfeng®

(1 AERER RS, 0E N 430074;
2. RS, =B ERZ54E 98052)

(1. Huazhong University of Science and Technology, Wuhan 430074, China;
2. Microsoft Corporation, Redmond, 98052, USA)

B2 BRETPETSRAEMNS (CNN) ITENTENESSESENIND R, HHYAE
HMBEBNE, ERBIRFE. BERS. BRFEER, D3RI TENSELSIREEE
’;%o BEMEPEARDEELSEZNN LM ERRE, FHENBEMSHEmA, K%M
BEBIMCHIRE . 2R CNN NERER B EIE, SREENIHTNENK, BHEM
iLE CNN By B2 0Z 893200, CNN QUE RIS T /oM aEan G S,
SEAVEIERRN (1oT) MBSHVEIENRE, EESERIEIEHT,

K BIRMENES; SSIN; WESBT; T

Abstract: Based on the convolution neural network (CNN) evaluation, a high real-time predic—
tion method for wireless network capacity is proposed. According to diversified aspects such
as path loss, channel fading and wall loss, wireless network models in different deployment
environments are established to obtain data sets. Then the deployment patterns of access
points are regarded as 2-dimensional matrix pixel maps, which are the inputs of the neural
network, and the values of the wireless capacity are marked as labels. CNN is used to handle
matrices, output numeric, compare with the label value for weight optimization, and verify the
performance of CNN models with different architectures and parameters through simulation.
CNN can enable more intelligent and efficient wireless network performance evaluation and
optimization, realize the deployment and regulation of massive Internet of Things (loT) net—
works, and prove high accuracy and robustness.

Keywords: convolutional neural network; capacity prediction; network deployment; interference
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Over-the-Air Computation
Based Wireless Crowd Sensing
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Abstract: To achieve fast aggregation of massive sensing data at the server, an over—the—
air computation (AirComp) based fast data aggregation design is proposed. In this design,
wireless power transfer serves as the incentivizing mechanism for users to take part in
wireless crowd sensing (WCS), as well as the energy source for data sensing and Air—
Comp. The wireless power transfer allocation, sensing data size, and AirComp-based data
aggregation time are jointly optimized to maximize the data exploitation reward of server.
The simulation demonstrates the performance of the proposed design compared with the
traditional WCS.
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Abstract: A new model aggregation scheme based on over—the—air computing for edge
learning over wireless networks is proposed, and the key enabling technologies are dis—
cussed. The proposed solution can achieve the desired model aggregation over the air via
exploiting the wave-superposition property of multi—access channels, seamlessly inte—
grating communication and computation. Therefore, it can break through the limitations of
the classic design principle of decoupling communication and computation, greatly im-
prove the spectrum efficiency and reduce the communication delay which restricts the
large—scale expansion of federated edge learning.

Keywords: edge intelligence; federated edge learning; computation; multiple access
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Over-the-Air Computation for Edge Intelligence
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(1.The Chinese University of Hong Kong (Shenzhen), Shenzhen 440307, China;
2. Guangdong University of Technology, Guangzhou 510006, China)

BE WSEREINHPNTLBETHEEMNNRF MMM, DPITE RBRIZIIMNE
BRAR. NBETELZUBANEENSSENFT , RPITERARERESRH TS SER
BRI, WSELRITE, MMSHLEETTE—MORT, FETLBETHE, ReLE8HER
FMtae. BYLHNB T ETENERNRIERHEAUSESRPHNA, FHRE T RKAR
ull=

KRN ODGERE; DOTE DTS2 Y JUEAEE

Abstract: The wireless communication overheads in the training of edge intelligence mod-—
els have become the bottleneck of system performance. Over—the-air computation has
emerged as a promising solution to address this issue. By exploiting the signal superposi—
tion property of wireless multiple access channels, over—the—air computation implements
the aggregation of model parameters in a swift manner, during the concurrent transmis—
sion of multiple terminal devices. Via such an integrated communication and computation
design, this technique can significantly reduce the wireless communication overhead and
improve the Al training performance. Through case analysis, the basic principles of over—
the—air computation and its application in edge intelligence are first introduced, and then
the future research directions are presented.

Keywords: edge intelligence; over—the—air computation; distributed machine learning; mul-
tiple access channel
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Abstract: As the biggest change that 5G brings, interconnection of everything faces many challenges and uncertainties, and it needs to
be explored for a long time. As the initial development stage of the interconnection of everything, 5G will play the role of core system
and cooperate with other networks in the interconnected mobile communications which focus on perception and control. Advanced
network technology is an important guarantee for its development, and industry informatization is the core element of success. Only by
deep integration with vertical industries and establishing technology chain, application chain and ecological chain together, can mobile
communications become the supporting technology and infrastructure of industry informatization. The deep cooperation and integration

between information and communication industry and vertical industries depends on the new mechanism and new system.

Keywords: interconnection of everything; industry informatization; vertical industry
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Abstract: The concept of closed loop in autonomous network management is proposed through the review and reflection of the development
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still much work to do to solve the closed loop problem systematically.
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Abstract: Starting from the development and evolution of the communications industry, the evolution of 5G network architecture, the space—
ground integrated communication network, and the diversity and customization of communication devices are discussed. In the future, the
communications industry will continue to accelerate the evolution to fulfil the requirements of various innovative application scenarios from
traditional and emerging industries. In the trend of co—construction, sharing, and cooperation, various sectors of the industry are building the
communication network with a more stable, safer, more flexible, and smarter infrastructure. The sustainable and healthy development of the
communications industry is essential while promoting the high—quality development of economy.
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Abstract: Massive multiple input multiple output (MIMO) has become the indispensable technology for 5G/B5G in order to support high—
speed data rate with broader spatial coverage concurrently, and the design methodology of radio frequency (RF) front—end including
antenna-arrays and RF driver is becoming one of the key technologies. Costs efficiency will dominate the commercialization of massive
MIMO systems, and design for cost (DfC) is the new trend. Recent progress of DfC for RF front—end system based on DfC and new
challenges brought by the introduction of massive MIMO are discussed. It is pointed out that how to modify the traditional Shannon Theorem

becomes the most basic theoretical challenge in the 5G and beyond era.

Keywords: massive MIMO; RF front—end design; design for cost; 5G and beyond; Shannon Theorem
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Abstract: Future research directions of physical layer authentication technology are proposed, including wireless physical layer authentication
technology based on signal endogenous features, secure and reliable low-latency protocol designed for wireless physical layer authentication
in G, and wireless physical layer authentication system designed for 6G. Physical layer authentication technology provides flexible security
guarantee for information authentication in wireless networks. However, the emergence of new features of future new radio technologies,
network architecture and service scenarios makes it difficult to provide all-round security protection for future wireless authentication, and

there are still many challenges in developing new wireless physical layer authentication technologies.

Keywords: physical layer security; wireless physical layer authentication; 5G; 6G

1 R&INENRRS X B

‘)\iE%ﬁﬁgﬁiH)}iij\iEXﬂ‘%ﬂ’J%
AL A R P KA S22 % 8 2 17 5
AR, KLY AT Bt
ORI Z T, A5 AZIEGERRAME
Wl BEEMMRBCEZEIN 2, ik
ARz 2, N5 A Z [a1E LA
R RAERFM A, XA TN
UERSCA 8%, X I 7R AR £ 1) 114 288
R BRI F MY Bk
[ ECYNE PNV NS b I8 'S ]
D R LR, AR B AR A i o
Z R VBCTAE B EEATD 5L, N
VB3 W) VL AN o

58 PRGEIMEAR

BT R EAUE Y e, TR
Xof AR 1 A7 R A% o R A T % R
P, IS LE 20 T4 60 4E4C15 LA
e, B RN B2 S
FH T2 R A 28 Ak e BEARS T A ik
5, PP+ R, 20 fit2e
70 AEAR, —erE BRI T AT A
il 32 L) pR AR B R B, LS
BUIN AR 25 B A oy s . Horh, s
PFRATEN, R m R REmN, N
AR R b AR 2 T DGR B 1 28 4
20 it 40 80 4 AL A0, 26 B Bl K L
LAMPORT 1 & T I 0 ki 5™
AR A AR, B P A OB
SERGN R A BRI,

202083 26 8BF4H Aug. 2020 Vol.26 No. 4

ThmEEHLS A 20 28 90 AR
L RS E AL TT R T A
filiihifi (PKL) AOBFSEFIEE TAE,
INTEEE AR AL T 05 B A JE R R it
J T RE 2R S I uEALE, 2T
BAE (MFA ) F 21 2wt i,
ARSI T IR MHEHESE

WEE BT A AR R, IAIESR
WA BG4 Ty O R AR 5, T AR
AR PR TR A DGIFIREE 1897 4T,
BEHRFBA S G. MARCONI B 7R 52 9
TIRLHAE T R s AR s, Rk
B ANEHFATLGEFRA FRMT
LAL FEONE LA, R BlEIAE
EVHEHENECT . 2R, B 4



ERILIE

FTEEAMBRINERAK: FER. SRABEX

 ERR S

T mmEneREs
RIEA R
Sy

B (57N

FEAP

A TEENEITERESR

T TCSAINUE M SEAKESE & 5 vl
UNTRE NN INQEIP I R
b, 3 R R B R AR AGIE 2,
UNIOEY/ B 2 N U e
RSP v B 3 R R, TR RO e
A3 P 9 57 T R B A TR
TLINEE I BIARI R 425, &
FEOAEE (%, REHHE) |
FEARIE CRAT R, BORRE) | 17
HRHIE CIEF RS BERHIE) |
A FRRAE (FESCHN] L R U 4 )
%o HULFER, AELLMABsI AT
WL fln, DGERGEFE
B, ufESGMHHRE . BURER. &=
e, DA A A

(SR e S RS R L2 N V-2 s
AR A E @G, TCRINIER ARG LA
Wk EAISEE . A M 1978 4F 1G JEfE
WEAE DK, TeZNUE R & et — E
BN, 16 JLT- A REUE 44t
B G itH e FIF55 (ESN) FlK
KM S AR5 (MIN) LI
SO R BN Y, KRR K,

20 22 90 4EAR 2G i fFHEAE T, (R
A HUTER I SE TRV S i Ak, B
IR AT Pk - ma . e
R E A (FAH) MLk e
Xt AR P A E AR (5 B A %
TEMIERE b, 3G, 4G RGEXHZIAH E
17 TRR ML, BAYRE 5 TRV
], MELASCEUH P& S B
XF 4G 1 48 W UE HAF AE (14 42 4 ) 8,
5GINUEIA R AT THEIE, A1l
SR FARB A, 15 T FHL
B IER Atk e, £ 56
I, TCLINIER AR AT T 70 4E48
(R B A S

2 TEMBRIMERAREEMHRR
AR

2.1 TEMEBEIMER AR =E

NUE AR TR UE R A TR 6
FRAES AT, IR RE AR ZR T INIERT
TEY. BHEER, XHAZHAA
MRIE, BIINENE | i &4

2020 F 88 268 48 Aug. 2020 Vol. 26 No.4

FeLr . WIRARER | IEE A MRS
nE 2 frs, 4GRS R 5T R UGE
ARTTKARAY R 3 2 — R IREE X%
I ARR RN T RGER,
BT TR R 55— A
EHYEZEZ A, U R &
MREIR R PSR s — (0L
HZ, FENSYEES N
B, B2 S O . 1/Q 1S )
FIRMIRERG S . (FIERSEL . %
A5 SR EEFE 78 (RSSI) %5, HUEIA
TR, B3 A5 e R AR
AIAESE Ry 3 25, HLRMEEE T
FA DR AR . ST
S i JZAUERL LA B Py B2 NI
P Wi 5 B0k 5 RE 1 T
PAR S e ik i, U AE
122 4Pk 22 B K. Bian, 2019
R, A EETERIKE IR
W CRFHAC . KRR
200 s 558 A T 1 FE A4S — B Summit
F LT AER R A R S B TEERL, T
RE SR T LY 15 424% . KR
SIFT i B R, e R LR A
Froti i =, I R — T
JUHTAT BT, RASAH E R, Xk
GEA L REE NI g
TR IR, wT AT A
FEUEA A0, IR BN SRR A
ATEE £ H B BT 28 28 B R A AL 25 £
BWHEM, Ibsh, BEEEAG M, &
JENUE BT 04 25 B A 5 Ao T R e
7T L 19X 2% 244 1) 52 2 S A 1005 3805
JAER R SR AL, BT Bk
B, PIHZEHE ARG R
A5, Py EE DR F AR 1 5 F
W2 0 R S A fe S B 475 38
BIIE, 7R TIRZE SR
JE Pk, R 2 i AGE B A AR
AR, BRILZ A0, PrH)2 A e+ AR
W RSB IR RS . B
AR BIMAL R T 1 A R I P ) S A5

B | 59



O 5 Y1 12 7R

 ERR S

PEALA ERRE | FAVBRIMESRA: FER, SXABX
TR BN TR BT
EE 1 EFTENBE AN

FEFAEIIRY — BRI
ALIA %
et
e v
TCP IMWNES
SR - BT < =
IP 1N — BEAE | i
e
MAC i |
WA
4N 1
& 1
\ E?Aggf
YIEBEE
IP. GEXMITY MAC: RIRENIZEH TCP. &=y

AB 2 TEINERARHARIIDZE

2.2 TLYIERINERE RS E
R T RLANE (5 S e T
G2 DI e 2 0B 1 & pL
Seal, DASCBLICA A et B .
C. E. SHANNON $e L 75 SCHik [1] 2
BRI FNFA R P (14 BB 2 i 1 7 1 3
WHEKE, M4 SHANNON f B e,
RERRKERTHEERE, S8lk
Ui A LB AR T Wk
RS BT, LHER
58 R FAE M. SRT, D& T IELINIE
M TCAAF LA TERE T AT 4 e —
J8 Ry F T B 2 1 TG 2 A 2 AN IE 5
3 — 2N BT 5 W TE AR A O A

60 | RG@ERERAR

LA,

XFFE—280F58, G. J. SIMMONS
FESCHE 2] e RS T — AN
TCWEFR LN R . Bk RS0l
BEERNEZE 1% K, G
RITHUR G — A2 3 sR B0 A
BM, M=f(K.X) , =D FE3he0H
BERT LY W5 2 A LIS R, AT
PO ok G B E L, RIS
FERE BRI B A AR, i T
WA BEZINERMINE, REE
TRRORL T S 2o W R 1 B
SRR MR GEA T Ak
KL EFXFiZEAY, ). CARTER H

202083 26 8BF4H Aug. 2020 Vol.26 No. 4

M. N. WEGAN 7£ 3CH#ik [3] HuE BT 1 %F
TR B BT DAL 25 A2 4 A
WE. O R TRUR AR A e =
EEHNIER, N—DK/NH B 1
ONFEEVHTEEA T B BB A AT Y
PR R AE Sl i R EKf, . CARTER
WEGAN 7£ 1% SCH#ik o ik B an SR 4 &
S, YO IR 1/B . UM
MAURER 7E 3CHk [4] HF3EB 7 4o i 4t
LR BAANTR, AL I
WE 2R 23 bl 285 B Ao P O B 348 o 2
Fo ATRLER, PLERFIE IR 4R
FI I TCR PRI B ST LA .

X T RISE, L LAL S E IR
FESCHE 5] AR — N R R
T M ICE VIR, 7E SIMMONS
P2 B R A S Al Bl o R A
WYNER $2 H (19 3 F 67 U {5 38 1915 B
ey 3, K TC A RARR M A DL 3
MZETLLINUEH, LT &MY 4
PAIE ", WYNER 57 Wr {5 8 R4 5 —
MEBRPHL, — BB —
Ao, Hd, ARSI R %
FEON X, Ak A R 1
oY, By T BT T {5 G i 2,
R G KA HR T IR N max] (X;
Y)-I (X5 Z) o RTIZER—A
HEGRE: WRAAEHEA R T
GITRIE BT, AR AfFTE IR I — 4>
A X AR R A R A E, M
TR B £ 1 B0 i 1) 28 41 IR AR
I B #4557 Wt & N ECEN 9155 Hh 3k
A TAEE . B Fiziis, LAl
GNP R A FTEEMLE I H
FRRE max! (X5 V) -1 (X; Z) KT
0, HEATLIAEMEFS (518 N S R
w2 R E R, G VT R
HRORAN 2Bl % A i T
M$ET. 2R, SEPRYHE T maxd (X;
Y) -1 (X; Z) KFO0X—FKMFHA
BEMLT . I, MAURER Z£3CHK (7]
H g T R R G R OR S L S



RS B T3 AR R s, kb
TR I TR AR R BT,
AR Z2 W58 5 T el ) AR T8 FRAE S AL
TR T2 B A A

i TR, T IRLIMERE R
W AR 2 LAOUR di e 2 F0 2% % 5
REEAHIHE . AR AR T Y
FEAE T RRRCA AR ERE S, W]
PN IZ A 53 )8 T 15 52 14 5 )2 A IE ;
JRZ, ARSI kB R AR A — A
GEIE . P YU SEAESCHK [8] Hh i 1 H]
WA R R (R B S L R
BB B — PR 2 B T A TIERD
Z 5 B T BN IERS 2 A
R, Avke s FH R s
B AR S 1 EOAIERS, FEiE
XF H 2% 1 BN UEAD 5 G L B0 1 1
SONIERS, T 58 B B A DGIE A
$REL, YU BI0FE E U YRR
WFFEHEAL T — AR AL ARHESL
BTS2 67 T A5 TE BT R 1 245 A
UEM)EE, SCHR [9] #8417 —FiECA 215
SONUEFN 67 W {5 18 2 A8 4 Y P 22
IKERME BAe AR, FRIS F45 T8
M5 BIKMFNIEL 25, M
BT UZOKEIE R R R . BR
A R ITCLANIEF B8 77 1H B T AR
L IZ R BE 2 E T
RS HEAit

2.3 TEMIEEIMEFR RBF IR

MR Hh 2R T 4 DA IE i 1802 44 11 R
A, H R IC Y2 DGR AR 1)
TR NPARE: F—R I RULH
WIS S BRI e sy = S
A& AP R Al AnER 1 TR,
RNy E SIEE SN IR 7/BL =Y/ SE I
7/ BUES 51 ) VAN =S INTRD NS S
YRR 5 A AS e i ) BN TE R AR
XK R LR ] R,
1k SR FH I Aoy R ESOIN %% A 5 A BB R
SN L RA R B P RES N AR R

ERILIE

FTEEAMBRINERAK: FER. SRABEX

 ERR S

(I A B SR, DI HE T X A 12
B BOAE MR, SRR
IS DR AR S IR TEFEGINE /B =N
IEF AR RIS T ICLR AR IE R S P L2
IEE AR, X BAREEIL SR
R, MR E A S A B AR 5
BHE S N A R R B SE ORI, A
PETERT G A A5 A UE R 1 h
Hir. THEIATE 5> 6 42 XX P
Fy BRI BRI 25k, Hobar
4 BAERRRTH S RMGR, 55,
6 MR X TH Ry RN,

2.3.1 W EKED

AP E 2 UGER A, Py
JEKER 2R I 2 AR 22—
FESCHR [10] v, Gk St itasd o 1)
W A R B0 2% L RA R RN B AR A
SR, RS S RAES S
T8 Kk s A RO X R 1Y
&S AT A IF A L =R B S
PN SHR%, i —LE T S bR
2 5 R bRZE, BN H AR
SHPBEINE, YU S 1%
T EZERWE ARG R
(SDR) F& ERIFZRSE ", S5t
AT, N. GOERGEN & 76 3Cilik [13]
FEXPINAICR L R G T —F (55
IKENTT%E, B RLAFERENE BAEN
NUEfS 5, 2 ) e =2 1 Bl 7 4%
ZRFENIEE S ERE TP
Fo FESCHR [10] 7, V. KUMAR 45 2
TR TS A R RO E S iR
TR AKEN J7 i o TESCHR [14]
KUMAR S5 42 H T — F 56 F B e e 5%

V&R TEMEBERNERAREBHREGRD X

(2K BN 5 o A SCHR [15]
Y. C. RAN 551072 K BN A T
Wik, 8 AL BEAL A 15 RS B
e B AL AL B % P F A bR 4
TERLT B B ZE . ExT )
HE 4%, SCHik [16] 320 T —Fhis
TP K ENSERY , A B |
o M RE A L S RA R 3 R O AR 25 1Y
BANELL B R 515 B ATk

2.3.2 Y32 EHKEL M B2 IALE

Ty BBk e LA UER AR
HIF 5 5 LR T SCHik [17]. %58 T
A o R N UETE P 302 1 1 22 4 1
SR, AR R A
UGS (BkER) M CLGE %2
H i,  H s AR AR 4 2 A 0 el fs
S (AN ) F S R A A 7 i
Rk O MBENLE S FE S, Bk aT
DA R T 00 P — P R 5 PG
BEOLIE S IR A %580, JFifE— AR
P At 25 B 5 5 TR 1] R 40 e
ERUE PR e 7/ BL L7 954 )N
UEAR T b 2 — i ok B 3 125 B A
Ay R S BUE BRI B
R 42 BH 0% 1y 32 T RN BB 4
SPYANT], A2 Bk 1 DA EATL )
PR3N 7 HE R RE . TR [18] #1558
{14 3L 2 P A i 7 DA AR S e 22 v
Akpzg s, fEl T R R Y
JEHR S e R A UEALR o Z AL AR A
EREBEREO IR i EP R SR S
Xof W 187 A AU H AR B Oy A IE . B
Xf BB ERAAME B R SE, SCHk[19]
Wit 7T IR T L Y Bk

= = = 5 %—\‘E“
a1 Vv Vv vV
ERET, Vv vV
BT v % v
s v 7
PRG@ERRA

2020 F 88 268 48 Aug. 2020 Vol. 26 No.4

| 61



3¢l % KR > »
aﬂuzsmsmsmu@ EFRLIR ‘

FEEMBRINERAK: FER. SRABEX

R F

M 18 A TIEATL ) A IO %5 5 1 3 B
Heitio SCHK [20] $ih T — Rl T 28
A TE AR BEAILE B 5y P 1 ) =
PR BN, AL i e 3
RN PILAARAL B A B
TR I BB A 9 B IAE . BEXTIE
SHITSE AT (OFDM) R 458, STk [21]
PR T — BTN TR AR ) B
JE DR B ATEALH] , 2B e A
MR R S LRI R R OLE S, TH]
B i — N TR LA X g W
PEMTSE 2 AR B B BIAIE .

2.3.3 BRIAIE

AR INTIAOE 2Ny S 2L
FREIAIE S R R AE R 3 H b, SC
HR [22] 58 1 B8 JRAE B TR 4
POEEEEE, FRAZ S JEERT LR
YRR 5 S WO R . BEALME
L 5 M I AR S Rk e 2 T 2 A o
B . &l X IEEE 802.11 M 4%, 3¢
MR [23] 42 7 — ol i T IR A4 T
(MAC) JZEH My )2 #0005 5
SR A PTIR IR UIE 2 &1 AL 1)
LR S s (MTC) &4, XX
ik [24] $& T — RIS SRR SOR
JEINER B R IE T 48, it w2 A
UEBL R B 28 1 Gk, USSR
TREOREERIVIEE B B S, B X
BN ICR L 2%, SCiEk [25] $2 4
TR {5 T SR SO R 2 AIE
(85 JZNTE 7 58 o X R F I AL 4%
SEALAE (M2M ) P25, SCiik [26] #2
T—FUZ B ADIEHESE, % HE 238
SUNE)INT RV Cw e YR iy o d i)
SOy IAIIE, Ff o B EE R
FRIAGEAIL I R P4 e A5 18 I 52
ARG AL R R

234 BETYEEZRTHRIYIEERE

WNE
TETF IR C L AT P,

b2 | ProEREA

JEINUE 2 R 0 22 R A AL AR 2
ZGIT A G, XS FBEOMER L
PR, BIR ARG AT LIl R AT
B BR R R AR AR Pk A [l R, (H
R 2 R AR R B NS TR . )
B 3 A A e B R B R 32 V% 17 1B
N AERRAE (BEBLYE . ME—PERIE 5
PE) AR B SR A A4 R %
B, VAR T R B A VAN JE 1 1)
B, YRR B A R T S AR
2Ty, R AR TR
AR, RS T IE (FE Y P R
PRt G, BRibZ4h, D)2 &8
SRRUEME R RIE . 7E3CHR (7]
MAURER $& ;7 — %0 F] F 2 =2 Bl AL
BAEBGNIEB AN 7, 298 THF
Y H 2 B sc e B R I B S —
AN S [ I G AR ORI PR B AL
J. E. HERSHEY 7 SCHR [27] 6 o4k
B RME—NE | B 5 RS N AR IR
bR XUy Fe 22 B BEALIR . E B4 BT
ARG, AREE AT AT A
[Fi] P41 38 P AR AR, ERTIT 5 3 A0 i
A DL AR R 15 38 AR AE, B
K LA S S AL AT DL A L
S VY ER A B . Uk [28-
30] 43 HIR TR G AR | Tigihs |
2 8] ] 1] S5 AR Ofe S B B2 B B A8
oo SCHK [31] B T R [ A P 4
MCTFEAR PR ey . 4
Xof ZE K KIS 2 A 228 11 ( MIMO )
REGE, SCHK [32] $E T —Fh AT R U
S IK £ R0 TT A 1 1 B2 25 sS e bl
e PR g S e B AR W LU T8
REZEH, dFm S AR T & 2%
AR Y R A UEHE AR A2 A fian,
FFXF OFDM 248, SCHR [33] $& i T —
ol 55 T L2 2% B 0 L2 P R e )3
INEAL], Horh B2 % 50 Akl
o2 R ESER /A USSR O]
BF 53 80T, OFDM Z 48, SCiik [34] 42 i
TR T IR EARALE AT

202083 26 8BF4H Aug. 2020 Vol.26 No. 4

UL A AL R B A e Ak A
PifE BB . LB HRKE L %A
W% Ak B % 2o ELE (D2D)
Ak 4, SCHERK [35] R T —Fh LT
FEARAFAT AL 28 1 5 M P2 % 5
AL, SRR B A At S T
Xt DT R 22 4 8 B A e

2.3.5 EF SIS R R INIE
R 4B R A S AR A
HBE A2 LA B A il 5 )2 5 B R )
R B A R B A N TR
P, HiXEE AN, HF A S
SOF7/BLASINTIE a7 NEOE 22N 5 AP Lt
TRV A8 T AN 58 2215 SRR (5
RS ) RIS, XS A
WA EAS ], PR T LR 00
WA B AR AL 5 (R S0
F& BUBHR EATY SR T LI 2 2
TR 0 i) DR . SR [36] 36
TE T W2 B AR F T 52 B JC 4 R85 vh 4
BTCL A By BT, SCHR [37]
M OFDM IEEE 802.11a JE£& {5 5 Ay
W 25 TS ) 7 R BBORURR A2/ N g A
W Ja A5 SRR IR, FE /NS A T T 36
F U SC P B DGIEAL ] . EF X
PyIk 5L 45, SCHK [38] 42 i 1 — Rk
FREWICIZ (LSTM ) TEEE #2228
(R S A4 OB RO, FIF E S5
(4 1/Q B304 38 22 6] f Bsf ) A OGP, A
Kk A S8 B R R A (55 R |
Z5A5 30 0] LU TSI Ty 28 0 6 1 15
FRRAE, DT OR B Ak 3 45 1 S 0
P BEXFTE AP L, STk [39]
T A TE S RS 1 T AL
YRR VGERL ], 38 2L B S
B AE S A B AR IOE AL S
FRAE, SRITILER > 0 ik 55 5 4
MESEAT AR W, TR R T AL
903 R0 . SRR [40] BFFT T Ak T 43
WRRASFRIE I AR SO U .
FEENVEEA B 28 B B il o o — P, 3C



R [41] SR FH R b ) (4 R i
FYRHAEAR IR T S e, 3C
R [42] 33 T — RN A] SR AL,
FEFIZ R R G0 T A TCR 25 1
FL 50 HR ORI FE S R R AR BE AL
B S R e A R AR RO L
BOMAUE. BFXF KR, SCHR [43]
P T ol B U AR 23 A
(RIOE7/BLIASINT 5% Ny 2= S DO R 71
PO A5, SCHR [44] K 5 T 55 346 S0y
PR Z VIR R Ge Al — > B g b
Fok A A & ge, MRt T
— AN B R, O BAK
TR ] o B e . Xk
WA, SCHlk [45] W4 T —Fp Sk
22 R R 2 U 25 ) 4% (1) S AU 5 AT
PEUU 5, RO TAL GG 5 4y
EFE I S BAS AR 24358 114 A
Kelnl

2.3.6 ETFL&FEIEYLHNWIERINE

TE W SCHER 8] 48 M4 i TATE
A DVEE R — MR St R
iy 3 — el i A 6 R S T A i 0
A BE RIS B o — R g
B T, T RAEERLNY
FRZ TR AR B AR AR A ok
{FIEHA 2L E—VE R
FRIEAE D —Fh R AR “FRE0” ,
TR AU A BE N AR SURIE R 2
Py s AG Tey, HE I SR B A
WEo SCHR [46] F1FH G A ] b A7
AR AT T A G R, 8
b ST > TR BOR Her od FEORe 1)
AR T B ) P PR 4515 B TR 2 15 S
el SCHR [47] 5 A AR AR I 204
TE AT 1 1) A8 A R I T Ak T
RAT ARk, % A TEBGE U
SCHR (48] A A 1 e 34 3 it g
AR EREA YR Sl A Y =S A =
TRk Rt AR . SCHR [49] 38 X L
TCR AR WS 50 B 1 22 (B, 928

ERILIE

FTEEAMBRINERAK: FER. SRABEX

 ERR S

Bai sl m P S miNE,
fik [50] 38 1f 4 OFDM 2 %t Y4 fif it
708 0% A B ARG A% 14 SR R AT X L
A B AIE, BRILZ A, SC
R [51] W58 T oo i ke i i f v 5
FAFE A (61 A 35 N B AL
oo SCHK [52] 38 23 X H A ] HRAY
AT IR 25 Sk S AN
[l o7 B 15 4% 1 B R IAE . Sk (53] 3
T AEAS [ JCZ it =2 ] AN TR 7
5, HRAFEZFETETESY
R 25 T TR I B
R, SR T B IGIER L etE BExt
KA MIMO & 48, SCHR [54] 4&
B S 8- ¥ ER /AN Y SN {1 Tw
ARG, T T A6 36 RER {145
St 4 P2 DA UE AL ] A0 5 . S ik
[55] #F 78 1 3 F A B 2 =) BL iy 4 )2
INUERRY Sl 2T BA ) R fF B 1
ZYERAE L B AT A W0 S 8 Y 1
7% €N A DO B T2 e o (04
WIPERE . EHXE KA AL g M 4%, SCrk
[56] $2 i 17— A F K 75 A 1 ) 2% 4
Rk, DLX A A [l et i B2 A
WEJ %8, %5 SR Al Ak 2 ) ke ik %
SO IGESEL, X 9 2 FT B A 5 L
FARES B I . BEXT A, SRk
[57] 48 H T —Fi Bl HC0H A% il 4 4
T E PR %, % ERH
Bl & B HL IR 55 W AL = A5
HEARA, @RI . EBFTM
TRBE 2 2 ek 3 B N IE S k£
WA 2 2 R DA KA AEYE RE Y H
(. EXFZ H P 25 A S OFDM
RY5, SCHR [58-60] it T —FlE 5
FRAESR IS 1 2 F P P B2 DGIE ML,
7R T W 2 X S N AR R R T
bk LR ARATIE | mE A
PR Z T P s S P A E . &
XoF 25 B ) 2 5 31 L il I OFDM
i RS, SCHK [61-62] BLit T ¥ 3=
Cover—Free 2 5 B JF 46 @ T 87 B Y

Z Y BRI, 55 T g
FEAR 5 A AE R AIE S A% 14 R A8 S 1
B R A R ) i 25 1) 5 B3R S B
XTSRRI . 3R IR
AR Ui 5 A s B B IR, AT 52
P2 ax, RINSE R 2 4 AR S
7By INTIS

3 Rk L IR EINER R

B T AR . M5
A 55 Gy st W TH 2, WE A BT B L W)
HZIUEEAAI IR — A FE W PR

S

3.1 {REF AR R INERTIEIT

TG P B ZNIE ISR 2 5 T
EHANESEN, Bl W 45 He AZE Ay
Mzt Sthfl, fE LIRS
A ] 52 B A UE B D4 T 2
3. BRIz Ak, 52 H A TN
EMR 55 B SE R ] 2 22 8 5%, TER 2%
AR IR T 55| ki Z A HAER
PERER 25 FHERHEZR A 08, R 5
AL, P BT IR A
FORY 38, S B A UE B U
R BB R T 2 R IRLERE
SR, AL SR B2 I UE MR 5 0] ik 28
R U G

3.2 BREMMERIMEN ST

58 i 4y BRUZ A B SUHIL A 48
THEREEY], LR AL,
T ICE AR YPIRAEAL T 75 5
B S IR NG L A ) s
177 ) B B 52 ] ) DA TEATL A R
BeZ BN SRS B, e rERE
BRI, BiE T UL AN
RS SRR PRBCREIE AR £ 18
SR B B A AR RRE, A
TIE B AT PR 49 3R 52 ARG 2 A%
RGP 5. SR, G H P EZIAE
PRZR R I B k5 AT S

PUERER | 3

2020 F 88 268 48 Aug. 2020 Vol. 26 No.4



mXETER\\ T —ni
aﬂuzsmﬂasmu@ EFRLIR ‘

FEEMBRINERAK: FER. SRABEX

R F

3.3 HEZERURERIERENHYE

BIME ST

AL S5 s T B AN R 22 4R
B RE T 1 a3 A T — U M 4
AR —REE AL, SR T3 24
TRIERE T 1022 AL A S A% Gt s 1 il
AL, A% 5T R To S AW B AR
PRS2 PR RE R AR X AL, XELL
PRI B AN [ 42 A AR R RE ) Y B 1Y
LAVERE B 25 TR HESR A 43T,
T 23 T PRSI A B0 19 28 2 PR it
REJ S EIRE P T, Wy HBE I AT LIAR
PR RE ) RN R A T RTGTC
DAL - 1 ) BB ek P A0 49 B A
HEPR BT R A R A AR, ©
A P BRI TIEAA F 308 X LE R i i AT
PSE

4 FEMIERINER AR R T 6
21l 10 RAEMKRE, LY H
JENEE ARG E T 205 MR A
o TE Ak, AP IHZ R AR
TEMT JLABEFET7 AT AE R R T

41 ETRESHERTEHNTEYER

INERAR

Bifi A O ABORIH R . M4
PR R S A AL LA R P A
WRBEAIESMaRIS 2, =08
R MgE, AL TE
KAk, SULFEE, 155 N A RRE
B E M, NS R
ARG P A AT A R R .
Wy PR A5 i i H2 ) JC R A 1 T 525
AR AR R, 4G P AN
R G RN IS AR R E 45 . SR T
LG8 [R5 5 R AE AL By e LLR 42
P FIR AR 5 P AERRAE, R X
S NAERHE IR FI AL B RE ) AN A2
TR EIRAS TR . AL L K&
PERE P b R, SEhRrh, G
A5 IR i 28 DO A5 AR 4 2

b4 | ProEREA

Fe o ) 2L AR Hh 22 AR B A1 2ok
H T s A . ORI A0l AR
BURHIE, LR (5 5 RO RE R . (5 1H
BEMLPE AT SRS i si i £ 5
PRI A A 0 A B BT 2 i A fik 755
FHIERE % e RAEFIL B 5 R, SEB
v A 3k 11 ] S PR B 5 A ] AR
S MR TR T

4.2 H[E 5G HRE. AIE. REEL

W RINE R OEZ T

5G 25 MHEARMELR M F 5| & T
X LR AT UM TR 2
5G R GRS AN i il 2 A i
A, A IEHGEN A H,
SRR GRS T 55 B SCRERE T, $R e
RGER RIGEERT Y R, SR,
TE T2 ELHEE R A5 i IOR Fn
i, 7HERRE SR RERL, Tk
Py ZAUE B R BT I PR B IS

TERLIEA T, 565 A T %A
JETE AN AT K, it
FIARPABE PR ANLE],  EATIE %
H R ) B U A i S AR AT il 1 |
TTRACRTE /R, HETTIR & 5 Lk 1Y
P AT A 32 B R BE AR, AR bR
fRZs O AR RE, SR, i B se 4
WAZDRA A (B2 REdE
PUNEIBH#EAT, 51k 1™ H 1% 42 (6]
B, AT TE S B S A e A PR TP ik
e AR 7P AINTIRINE SN 72
NG HAEEE L,

1EML 55 Sy, VB 56 JifE 3
KNG 5z —, AT SE AT 3 5
(URLLC ) %Rz DA H 225560 | Tl #ifil |
TE AR BT DA% i Ja 0o 245 A 103 11 S sk
K 260ll 5. URLLC MPERESR bx
FEALFEW Sy B SN A] FE P
ANV SEXT T GRS T HEME, R AE
TER AT B R BUARAS 35 oG EL W
ER . QR TCZe 5 R AR B I3
PEREREIR , e G O] SRk DA SR SRR A1

202083 26 8BF4H Aug. 2020 Vol.26 No. 4

PRI Gy 38 1028 4 BZ A UE B AR
& URLLC A p EiERAaE B2
— IR A B ST 1

4.3 HE 6G L& WE R INMERE R

it

K 6G ¥ L 5G (1 3 KN
s (KA. W R BARIER )
S SEnl, P R EEET WS
BRI OM IR
h LW A VGIER R A SR T
BB SR EE . AR B T T
NTHRE (AL) MyZeastEm iy Al H
ARA B AR, Rl AL Y24
BIPLH, HEBESEmAYOE T ALEAR
MITUATERE . RIIL, 7E 6G I3RS,
AL [A]BUREAS B gk R L S0 Ak, A
FHICER W FRZ DB A 1T LA FE 5042 3
TCERAF S REAE, DB 1 A k3
SRAL R AL P24k . TETREREHE T,
6G H4 ST Ml B N 2% 45 7 TG 5%, @
TR B L B 0o G0 EL A TR 11 Jk
L 2RSS R S A D RE
M, 6G X G SE A R T A (1 48 A
WS SR AR B, el I TGk A BRI
TEBE AR P IR B B R AR O H SRR
BERE R — TR 5 T ], FE4
BT, Ak 6G K Ik HIE
KFAGCH 2 BFERLE, JFimtLks
SRR S, — i, 4R
i PRt Z B RHIE, ARk 2
K TG B2 A E A o 2 A UE Ve
A, B 0 A 2 MK S5 — T,
S GBI AE | PTEEE | ERIRALEE
BRI AT YA e = R, JE
HRZVER AR AAT T 06 2 ik e 2
Ko FEZAEHERTH, T REAR
KRV LGN, A7 SR i 4 fiE )
SO HA —E TS R RE ), T
e 0 1 o5 L B I R B Rk
GRAEE S AR SO IE, Kt
T A BRI S, &tk R



5 B TCE AR A BZINUE MRS L S H
ZESACHY IR IERE )

5 53RiE

WP ZIAUE A AR A T Y
(EISYNIR WA= GIE LN N
SC I T TR B2 DGIEH AR BT 5L 19
SRR AR . RAE AR C
S T 2R I ER N, (W
TARRTLL ML 28 HHAR . W5
FFL 55 s TR, A IS
i XE LA A R SR o2 A Tk 4 At 42y i 1)
AP, HILeAa Ko T/
TEIFRE. AN, LU RS E
R — LTG5 M AERHE
B TP ER A, =AY
IERY 24t —JRBFSEHIN 56 14
4. ATEE L fIRE AE JC L B2 A UEE
Wit R 6G M LY
HZ R R, o124 6G 1)
WAENUETT IR, AR L ANE
PRt IR

SE

[1] SHANNON C E. Communication theory of
secrecy systems [J]. Bell system technical
journal, 1949, 28(4): 656-715. DOI: 10.1002/
j.1538-7305.1949.tb00928.x

[2] SIMMONS G J. Authentication theory/coding
theory [M]. Advances in cryptology. Berlin,
Heidelberg: Springer Berlin Heidelberg. DOI:
10.1007/3-540-39568-7_32

[3] CARTER J, WEGMAN M N. Universal classes
of hash functions [J]. Journal of computer and
system sciences, 1979, 18(2): 143-154. DOI:
10.1016/0022-0000(79)90044-8

[4] MAURER U M. Authentication theory and
hypothesis testing [J]. IEEE transactions on
information theory, 2000, 46(4): 1350-1356.
DOI: 10.1109/18.850674

[5] LAI L F, EL GAMAL H, POOR H V. Authentica—
tion over noisy channels [J]. IEEE transactions
on information theory, 2009, 55(2): 906-916.
DOI:10.1109/tit.2008.2009842

[6] WYNER A D. The wire—tap channel [J]. Bell
system technical journal, 1975, 54(8): 1355—
1387. DOI: 10.1002/j.1638-7305.1975.
tb02040.x

ERILIE

FTEEAMBRINERAK: FER. SRABEX

 ERR S

[7] MAURER U M. Secret key agreement by public
discussion from common information [J]. IEEE
transactions on information theory, 1993, 39(3):
733-742. DOI: 10.1109/18.256484
[8] YU P L, BARAS J S, SADLER B M. Physi-
cal-layer authentication [J]. IEEE transactions
on information forensics and security, 2008,
3(1): 38-51. DOI: 10.1109/tifs.2007.916273
[9] CHEN D J, ZHANG N, CHENG N, et al. Phys—
ical layer based message authentication with
secure channel codes [J]. IEEE transactions on
dependable and secure computing, 2019: 1.
DOI: 10.1109/tdsc.2018.2846258
[10] KUMAR V, PARK J M J, BIAN K G. PHY-layer
authentication using duobinary signaling for
spectrum enforcement [J]. IEEE transac—
tions on information forensics and securi—
ty, 2016, 11(5): 1027-1038. DOI: 10.1109/
1ifs.2016.2516904
[111YU P L, BARAS J S, SADLER B M. Multicarrier
authentication at the physical layer [C]//2008
International Symposium on a World of Wire—
less, Mobile and Multimedia Networks. New—
port Beach, CA, USA: IEEE, 2008: 1-6. DOI:
10.1109/wowmom.2008.4594926
[12] VERMA G, YU P, SADLER B M. Physical
layer authentication via fingerprint embed-
ding using software—defined radios [J]. IEEE
access, 2015, 3: 81-88. DOI: 10.1109/ac—
cess.2015.2398734
[13] GOERGEN N, CLANCY T C, NEWMAN T
R. Physical layer authentication water—
marks through synthetic channel emulation
[C1//2010 IEEE Symposium on New Frontiers
in Dynamic Spectrum (DySPAN). Singapore,
Singapore: |IEEE, 2010: 1- 7. DOI: 10.1109/
dyspan.2010.5457897
[14] KUMAR V, PARK J M J, CLANCY T C, et al.
PHY-layer authentication using hierarchical
modulation and duo binary signaling [C]//2014
International Conference on Computing,
Networking and Communications (ICNC). Ho—
nolulu, HI, USA: IEEE, 2014: 782-786. DOI:
10.1109/iccnc.2014.6785436
[15] RAN Y C, AL—SHWAILY H, TANG C Q, et al.
Physical layer authentication scheme with
channel based tag padding sequence [J]. IET
communications, 2019, 13(12): 1776-1780.
DOI: 10.1049/iet—com.2018.5749

[16] ZHANG P C, LIU J, SHEN Y L, et al. Light-
weight tag—based PHY-layer authentication
for 10T devices in smart cities [J]. IEEE Inter—
net of things journal, 2020, 7(5): 3977-3990.
DOI: 10.1109/ji0t.2019.2958079

[17] SHAN D, ZENG K, XIANG W D, et al. PHY-
CRAM: physical layer challenge—-response
authentication mechanism for wireless net—
works [J]. IEEE journal on selected areas in
communications, 2013, 31(9): 1817-1827.
DOI: 10.1109/jsac.2013.130914

[18] DU X R, SHAN D, ZENG K, et al. Physical
layer challenge-response authentication in
wireless networks with relay [CI//IEEE INFO—
COM 2014-IEEE Conference on Computer
Communications. Toronto, ON, Canada:
IEEE, 2014: 1276-1284. DOI: 10.1109/info—
com.2014.6848060

[19] SHOUKRY Y, MARTIN P, YONA'Y, et al.

Pycra: physical challenge-response authen—
tication for active sensors under spoofing
attacks [Cl//the 22nd ACM SIGSAC Con-
ference on Computer and Communications

Security. USA: IEEE, 2015: 1004-1015. DOI:
10.1145/2810103.2813679

[20] WU X F, YANG Z. Physical-layer authentica—
tion for multi—carrier transmission [J]. IEEE
communications letters, 2015, 19(1): 74-77.
DOI: 10.1109/lcomm.2014.2375191

[21] WU X F, YANG Z, LING C, et al. Artifi—
cial-noise-aided physical layer phase chal-
lenge-response authentication for practical
OFDM transmission [J]. IEEE transactions
on wireless communications, 2016, 15(10):
6611-6625. DOI: 10.1109/twc.2016.2586472

[22] MATHUR S, REZNIK A, YE C X, et al. Exploit—
ing the physical layer for enhanced security [J].
|IEEE wireless communications, 2010, 17(5):
63-70. DOI: 10.1109/mwc.2010.5601960

[23] HAO P, WANG X B, REFAEY A. An en-
hanced cross—layer authentication mech—
anism for wireless communications based
on PER and RSSI [C]//2013 13th Canadian
Workshop on Information Theory. Toronto,
Canada: IEEE, 2013:44-48. DOI: 10.1109/
cwit.2013.6621590

[24] ZHAO C, HUANG L, ZHAO Y, et al. Secure
machine—type communications toward LTE
heterogeneous networks [J]. IEEE wireless
communications, 2017, 24(1): 82-87. DOI:
10.1109/MWC.2017.1600141WC

[25] LE T N, CHIN W L, KAO W C. Cross-layer
design for primary user emulation attacks
detection in mobile cognitive radio networks
[J1. IEEE communications letters, 2015, 19(5):
799-802. DOI: 10.1109/lcomm.2015.2399920

[26] CHIN W L, LIN Y H, CHEN H H. A frame-
work of machine—to—machine authenti—
cation in smart grid: a two-layer approach
[J]. IEEE communications magazine,
2016, 54(12): 102-107. DOI: 10.1109/
mcom.2016.1600304cm

[27] HERSHEY J E, HASSAN A A, YARLAGADDA
R. Unconventional cryptographic keying
variable management [J]. IEEE transactions
on communications, 1995, 43(1): 3-6. DOI:
10.1109/26.385951

[28] JORSWIECK E, TOMASIN S, SEZGIN A.
Broadcasting into the uncertainty: authen—
tication and confidentiality by physical-layer
processing [J]. Proceedings of the IEEE,
2015, 103(10): 1702-1724. DOI: 10.1109/
jproc.2015.2469602

[29] TAHA H S, ALSUSA E. Secret key exchange
using private random precoding in MIMO FDD
and TDD systems [J]. IEEE transactions on
vehicular technology, 2017, 66(6): 4823-4833.
DOI: 10.1109/tvt.2016.2611565

[30] TAHA H, ALSUSA E. Secret key exchange and
authentication via randomized spatial modu—
lation and phase shifting [J]. IEEE transactions
on vehicular technology, 2018, 67(3): 2165—
2177.DOI: 10.1109/TVT.2017.2764388

[31] VOGT H, AWAN Z H, SEZGIN A. Secret-key
generation: full-duplex versus half-duplex
probing [J]. IEEE transactions on communi-
cations, 2019, 67(1): 639-652. DOI: 10.1109/
tcomm.2018.2868714

[32] JIAO L, TANG J, ZENG K. Physical layer key
generation using virtual AoA and AoD of
mmWave massive MIMO channel [C]//2018
IEEE Conference on Communications and
Network Security (CNS). Beijing, China. IEEE,
2018: 1-9. DOI: 10.1109/cns.2018.8433175

[33] CHOI J. A coding approach with key—channel

PRG@ERRA | 65

2020 F 88 268 48 Aug. 2020 Vol. 26 No.4



Wi
M il B2 R =

= AAL—
AR AELSHH FKILIn ‘

FTEEMBRINERA: FER. SRABEX

I

iR F

randomization for physical-layer authenti—

cation [J]. IEEE transactions on information

forensics and security, 2019, 14(1): 175-185.

DOI:10.1109/tifs.2018.2847659

PENG Y X, WANG P, XIANG W, et al. Secret

key generation based on estimated channel

state information for TDD-OFDM systems

over fading channels [J]. IEEE transactions on

wireless communications, 2017, 16(8): 5176—

5186. DOI: 10.1109/twc.2017.2706657

[35] WAQAS M, AHMED M, LIY, et al. So-
cial-aware secret key generation for secure
device—to—device communication via trusted
and non-trusted relays [J]. IEEE transactions
on wireless communications, 2018, 17(6):
3918-3930. DOI: 10.1109/twc.2018.2817607

[36] DANEV B, CAPKUN S. Transient-based
identification of wireless sensor nodes
[C1//2009 International Conference on Infor—
mation Processing in Sensor Networks. USA,
2009: 25-36

[37] KLEIN R W, TEMPLE M A, MENDENHALL M
J. Application of wavelet—based RF finger—
printing to enhance wireless network security
[J]. Journal of communications and net-
works, 2009, 11(6): 544-555. DOI: 10.1109/
jcn.2009.6388408

[38] DAS R, GADRE A, ZHANG S H, et al. A
deep learning approach to loT authenti—
cation [C]//2018 IEEE International Con-
ference on Communications (ICC). Kansas
City, USA: IEEE, 2018: 1-6. DOI:10.1109/
icc.2018.8422832

[39] EZUMA M, ERDEN F, ANJINAPPA C K, et al.
Micro—UAV detection and classification from
RF fingerprints using machine learning tech—
niques [C]//2019 IEEE Aerospace Conference.
Big Sky, MT, USA: IEEE, 2019: 1-13. DOI:
10.1109/aero0.2019.8741970

[40] KENNEDY | O, SCANLON P, MULLANY F J,
et al. Radio transmitter fingerprinting: a steady
state frequency domain approach [C]//2008
IEEE 68th Vehicular Technology Confer—
ence. Calgary, Canada: IEEE, 2008: 1-5. DOI:
10.1109/vetecf.2008.291

[41] KOHNO T, BROIDO A, CLAFFY K C. Re-
mote physical device fingerprinting [JI. IEEE
transactions on dependable and secure com—
puting, 2005, 2(2): 93-108. DOI: 10.1109/
tdsc.2005.26

[42] SUH G E, DEVADAS S. Physical unclonable
functions for device authentication and se—
cret key generation [C]//2007 44th ACM/IEEE
Design Automation Conference. San Diego,
CA, USA: IEEE, 2007: 9-14. DOI: 10.1109/
dac.2007.375043

[43] BALAKRISHNAN S, GUPTA S, BHUYAN A,
et al. Physical layer identification based on
spatial-temporal beam features for milli-
meter—wave wireless networks [J]. |[EEE
transactions on information forensics and
security, 2020, 15: 1831-1845. DOI: 10.1109/
1ifs.2019.2948283

[44] ZHENG T H, SUN Z, REN K. FID: function
modeling—based data—-independent and
channel-robust physical-layer identification
[CI//IEEE INFOCOM 2019-IEEE Conference
on Computer Communications. Paris, France:
IEEE, 2019: 199-207. DOI: 10.1109/info-
com.2019.8737597

[34]

66 | RG@ERERAR

[45] YU J B, HUAQ, LIGY, et al. Arobust RF
fingerprinting approach using multisampling
convolutional neural network [J]. IEEE Internet
of things journal, 2019, 6(4): 6786-6799. DOI:
10.1109/jiot.2019.2911347

[46] XIAO L, GREENSTEIN L, MANDAYAM N,
et al. Using the physical layer for wireless
authentication in time-variant channels [J].
|EEE transactions on wireless communica—
tions, 2008, 7(7): 2571-2579. DOI: 10.1109/
twc.2008.070194

[47] XIAO L, GREENSTEIN L, MANDAYAM N, et
al. A physical-layer technique to enhance
authentication for mobile terminals [C]//2008
|EEE International Conference on Commu-
nications. Beijing, China: IEEE, 2008: 1520-
1524. DOI: 10.1109/icc.2008.294

[48] LIU F J, WANG X B, PRIMAK S L. A two di-
mensional quantization algorithm for CIR-
based physical layer authentication [C]//2013
|IEEE International Conference on Communi-
cations (ICC). Budapest, Hungary: IEEE, 2013:
4724-4728. DOI: 10.1109/icc.2013.6655319

[49] ZENG K, GOVINDAN K, MOHAPATRA P.
Non-cryptographic authentication and iden—
tification in wireless networks [J]. IEEE wire—
less communications, 2010, 17(5): 56-62.
DOI: 10.1109/mwc.2010.5601959

[50] HOU W K, WANG X B, CHOUINARD J Y, et
al. Physical layer authentication for mobile
systems with time-varying carrier frequency
offsets [J]. IEEE transactions on communica—
tions, 2014, 62(5): 1658-1667. DOI: 10.1109/
tcomm.2014.032914.120921

[51] LIU J Z, REFAEY A, WANG X B, et al. Reli-
ability enhancement for CIR—based physical
layer authentication [J]. Security and commu-—
nication networks, 2015, 8(4): 661-671. DOI:
10.1002/sec.1014

[52] TUGNAIT J K. Wireless user authentication via
comparison of power spectral densities [J].
|EEE journal on selected areas in communica—
tions, 2013, 31(9): 1791-1802. DOI: 10.1109/
jsac.2013.130912

[53] TUGNAIT J K. Using artificial noise to improve
detection performance for wireless user au—
thentication in time—variant channels [J]. IEEE
wireless communications letters, 2014, 3(4):
377-380. DOI: 10.1109/lwc.2014.2318731

[64] ZHANG P C, TALEB T, JIANG X H, et al.
Physical layer authentication for massive
MIMO systems with hardware impairments
[J]. IEEE transactions on wireless commu-—
nications, 2020, 19(3): 15663-1576. DOI:
10.1109/twc.2019.2955128

[55] WANG N, JIANG T, LV S, et al. Physical-lay—
er authentication based on extreme learning
machine [J]. IEEE communications letters,
2017, 21(7): 1557-1560. DOI: 10.1109/
lcomm.2017.2690437

[56] XIAO L, SHENG G Y, WAN X Y, et al. Learn—
ing—based PHY-layer authentication for
underwater sensor networks [J]. IEEE com-
munications letters, 2019, 23(1): 60-63. DOI:
10.1109/lcomm.2018.2877317

[57]1 LU X Z, XIAO L, XU T W, et al. Reinforcement
learning based PHY authentication for VANETs
[J]. IEEE transactions on vehicular technol-
ogy, 2020, 69(3): 3068-3079. DOI: 10.1109/
tvt.2020.2967026

202083 26 8BF4H Aug. 2020 Vol.26 No. 4

[68] XU D Y, REN P Y, RITCEY J A. Indepen—
dence-checking coding for OFDM channel
training authentication: protocol design, se—
curity, stability, and tradeoff analysis [J]. IEEE
transactions on information forensics and
security, 2019, 14(2): 387-402. DOI: 10.1109/
1ifs.2018.2850334

[59] XU D Y, REN P Y, RITCEY J A. Code—fre—
quency block group coding for anti-spoofing
pilot authentication in multi—antenna OFDM
systems [J]. IEEE transactions on information
forensics and security, 2018, 13(7): 1778-
1793. DOI: 10.1109/TIFS.2018.2800696

[601 XU DY, REN P Y, RITCEY J A. Hierarchical 2-D
feature coding for secure pilot authentication
in multi—user multi—-antenna OFDM systems:
a reliability bound contraction perspective [J].
|EEE transactions on information forensics
and security, 2019, 14(3): 592-607. DOI:
10.1109/TIFS.2018.2859585

[611 XU D Y, REN P Y, RITCEY J A. PHY-layer
cover—free coding for wireless pilot authenti—
cation in loV communications: protocol design
and ultra—security proof [J]. IEEE Internet
of things journal, 2019, 6(1): 171-187. DOI:
10.1109/ji0t.2018.2878333

[62]1 XU D Y, REN P Y, RITCEY J A. Reliability and
accessibility of low-latency V2| channel train—
ing protocol using cover—free coding: win-
win or tradeoff? [J]. IEEE transactions on
vehicular technology, 2019, 68(3): 2294-2305.
DOI: 10.1109/tvt.2019.2891295

£ & &

ER5, AZTEAS
BB, TEBEWAH
BT; E2HARIIN
TE&MIBEZ &R
5G SMLS. INKTLEM
B, DEBSSEN. 5
Sl DTHTNSEE;
KEEFNSS 30 RN
BRMFA, £ “+—h”
HERENERSEA
HAREREITL) C “863” &) “SMEHRZET
LBERS ERNBEBRAERERIERK; &
FRIE 150 R, BhMFS 101K, MUE—
RBANREZREEERN 30 R, SCERIT
BYIRHZBIER 7 o

4

R&EME, B2 BEKX
ZHID; E2HRN
BN &M RINE
A5G, RiIBEDS
Z. 2017 &£ % (China
Communications) & @
BELXE; RRIEX
20 REBo




IREMEMB AR NRBARY

TREMEMERARNAARAR
ZTE TECHNOLOGY JOURNAL

EAVARSR BMAL =5

5

Deterministic Networking Technology and Scenarios

E2 H £ /WEI Yuehua
Mg /YU Jinghai
%4 /LUO Jian

(POERRBRAT, PE R 518057)
(ZTE Corporation, Shenzhen 518057, China)

A
DOI: 10.12142/ZTETJ.202004014
P ERRIIIIE . https://kns.cnki.net/KCMS/
detail/34.1228.TN.20200224.1105.004. htm|
ML BhREER: 2020-02-24
WFSEE: 2020-02-10

A

1 B MM 4 BB AR FE
1.1 BE MM RR AR

ﬁﬁﬁ%% P 2 11 Ay iy P 55 U
PRSI RZ% . BN BRE R E
P HASBR i 14 38 28, R s el DL s
TR RGN R A A R AT
ERGTURTA A o XAl RE Ak PO 45 SO R 11
VFZ NS, 38 S RE RS S
i) 20 2 R ARG R L E T
25 P — L8 PRSI 4 il 1 R 7 2 P gk
TR T 5 2 ) ) ] 2
AR T AR E P R 2%, 8 P
28 B A% R IR B AR L R I Y
Mz g5 i (QoS) , ALf&: MIRF|Hx
P14 5/ IN R R S 39 i S B A A8 445
TEY R FIBE B% A 2 Rl R SR RS T

B2 SEZONSIZR, RYTREMMSRAGSRIRE, SIHERAHITNHHS,
R T REAFENTTIZ NIRRT AR LIKRIFD 1P RS E RS “ROM” @ 4
BN RESHNE, JURHBENEERNTZEHNRERIVE, UIISERA (0T)
FITORE, BRERAMSTRE, F RS ARSI,

K REMMS; =K, L

Abstract: The implementation principles of deterministic network technology in combination
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