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[Abstract]  Information communication technology (ICT) plays a significant role in the sustainable development of both

the economy and society of China. The focus of ICT in China is development of core electronic and opto- electronic
components. Two of the most impressive emerging technologies are 3D integration technology and opto- electronic
technology. 3D integration technology is the future development direction of micro/nano optoelectronic technology in the
future. The development of the electronic technology in the ICT is also playing a more and more important role, and
which becomes the bridge of future ultra high—speed communications.
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m A novel three—dimensional security architecture of cyberspace is
proposed. This architecture has contributed to the construction of the three—
dimensional security defensive system of cyberspace, and it overcomes the
disadvantage of tackling only unitary security threats in the traditional linear defense
system. In the proposed architecture, each node is involved in all layers in
cyberspace, and the events in a layer affect other layers and thus affect the whole
cyberspace. In addition, considering the proposed three—dimensional security
architecture, security techniques suitable for the three—dimensional security
defensive system are pointed out. These techniques are based on the current hot

applications in practice.

cyberspace; three—dimensional security architecture; information security
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m The combination of cloud computing and big data is an inevitable trend. In
this paper, methods and techniques for ensuring the security of large data are
presented. These methods include: building a large data information security system
in a cloud environment and establishing and studying the big data security
architecture based on Hadoop. These techniques include: threat discovery based on
big data, big data authenticity analysis, authentication based on big data, security rule
mining based on big data, and preventing advanced persistent threat (APT) attack.
Big data creates many new security problems and challenges, but it is also an
important means to solving the problem, which needs for further research.
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m System vulnerabilities and excess authority to access data are the main
reasons for data divulgence. In this paper, a new data security solution called Data
Oriented Security Architecture (DOSA) is proposed. DOSA is an open data security
system to use a series of methods, including network user identity certification, data
property rights, data register, data encryption present, data authority to use, data
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watermark log, data procedure tracing, data monitoring, and data safety application.
DOSA protects data in data collecting, data management and data applications. It can
be used in data transaction, data storage, data transfer, data application, data privacy

safeguarding, etc.
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m For computer related crimes, modern digital investigation emphasizes
analysis of the relationship between different digital evidence with the goal of
determining how different pieces of digital evidence appear in a single event. Digital
evidence analysis includes searching, classification, analysis, and event
reconstruction. Event reconstruction is the most important part of cybercrime
investigation. By theoretical and experimental analysis, one can apply forensic science
to cybercrime scene reconstruction. \WWe demonstrate how to apply forensic science
in cybercrime investigation involving the peer—to—peer network, with the objective of
identifying the first uploader in the peer—to—peer network. By applying forensic
science to cybercrime investigation, the digital investigator should be able to

reconstruct the crime scene more efficiently.
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Proactive Security Defense of Dynamic Network
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AGPFRDBISENIREN—MFER. EDEMENEDEIHAD, BHT
EAEHENFEDM) , ZNHTURBMERA L ERE MERLELZEBERS,
HRBENNERET T EAS KUY BENN S RESESRNZLE R,
MENDSEONEIREREFANR BN TEESOMERTRER, =
FRBUAEENAFNZ 2 TEOMEOREHTEDRNSB. LT
3 I BN ED S LS E R 2B H B0 B R R E E TS

BB R AW ; EFEH

m Dynamic network proactive security defence is an effective method for
solving the unknown vulnerabilities and back door attacks in the information system.
In this paper, the evolution defense mechanism (EDM) is proposed. According to the
security status, network system security needs, EDM can select the best network
configuration change elements to deal with potential attacks and ensure the safety
requirements of a specific level. Dynamic reconfiguration and changes of the network
need to be considered in accordance with the security situation of the system and
the possible network attacks. The key is how to detect and the security situation and
network attacks. It proposes that study on dynamic network proactive security
defense in China is in the initial stage, and there is still much work to do.

passive defense; unknown attack; proactive defense
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PEDES:TN929.5 XEIFEL:A XERS :1009-6868 (2016) 01-0038-004

MNEZLERBEWE, BRESE=RIBT ETAERASL, BEE—EREH
RN BEAANED HE BTURDTRBHTEN EL”  SERE
BREN D B O SR AR , R E N LR E 6 R0 (7R
B 3 TR R DM R ERBRITG, SXUREITBENRERBEE T E
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m From a security point of view, and proved by probability method, we point
out that in any finite system there are a complete set of " meridian trees" that makes
any "pain" effectively cured according to the following ideas: Firstly, we need to find
out the "infected branch” system, then do the “acupuncture” to the “sick leaves
(acupoint) " at the end of the bunch. After curing the sick leaves, the branch that is
connected with these leaves is cured; after curing the sick leaves, the “trunk” that is
connected with these branches is cured; after curing all the “sick trunks”, the whole
tree is cured, so the pain of system is cured. The system here refers to the finite
system, and it can be both a micro system, and also a chip, computer,
telecommunication network, Internet, Internet of things or even the cyber space of
complex giant system; of course, it can also be a fire, disaster, disease prevention,
public security, environmental protection and other types of common other systems.

network space security; national security; health defense; human
meridian
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m In this paper, we propose that ICT power system is driven by the lower
total cost of ownership (TCO). The development trends of ICT power systems are:
high efficiency, energy conservation, green, sharing, intelligent, and interconnection.
Energy Internet can realize the interconnection of energy, reduce redundant waste,
and increase power reliability. It is the future development direction of various
energy systems. ICT power system is the highest intelligent energy equipment and
will probably first become a terminal of energy internet.
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The Location Aided Routing Protocol in an Aircraft MANET
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m In this paper, an aircraft mobile ad hoc network (MANET) routing protocol
is proposed. In this routing protocol, a new link parameter called link duration is
computed according to the locations of aircraft and is used to forecast the stability of
a wireless link. With the link duration, path duration can be obtained between any
two nodes. A node computes each routing entry, satisfying both the least hops and
longest path duration and finds another point disjoint path if possible. The simulation

results show the routing protocol can adapt to network topology and improve

network performance.

ad—hoc networks; link duration; table driven routing; multi—path routing
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TCO Analysis for Wireless Core Network
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m Based on the model of total cost of ownership (TCO) in the
communication industry and the special nature of core networks, the TCO model of
wireless core network is put forward. The drawbacks of the model include complex
interconnection testing and training cost. By introducing the decision scene of new
supplier's, and adopting the analysis method in which cost items are included in the
workflow, the TCO quantitative measurement method based on human input cost
and time as the main measure method is put forward. Through analysis on the scene
which includes the new and old vendors, it is pointed out that business deployment
and operation and maintenance have a complex effect on TCO.
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VoLTE Network Interworking Based on Number Portability
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m Voice over LTE (VoLTE) technology is used for multimedia services such
as high definition (HD) audio and video calling. VoLTE is the only target solution for
end-to—end audio service based on LTE. For multi-VoLTEs interworking for
supporting number portability service ’s in the country/region, we give four effective
solutions for different scenes and stage, as well as its deployment suggestion
according to the solutions. It is helpful for different operator VoLTE network

interworking.
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m With the help of assisted data of the A-BeiDou system, a method is
proposed to estimate the shift of carrier frequency and pseudo-code phase of the
Geostationary Earth Orbit (GEO) and Non-Geostationary Earth Orbit (NGEO)
satellites. We analyze the uncertainty of the estimated value of carrier frequency and
pseudo—code phase. Finally, two typical assistant positioning technologies—coarse
time and fine time assisted positioning—are analyzed. Simulation shows that
assisted data reduces the acquisition searching space; the clock bias and receiver
dynamic are two important factors that cause the error of carrier frequency; and
assist time precision and assist position error are two key factors that led to the error

of code phase.

tassisted positioning technology; coarse time and fine time assisted;
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