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m In this paper, according to the characteristics of cloud computing and
information security issues of mobile Internet, we discuss the new characteristics of
mobile Internet application in cloud computing and new information security issues in
cloud computing environment, such as attacks on cloud services via mobile Internet,
severe challenges to the availability of cloud services, and the high risk of business
process and data face risks. Some existing information security issues of mobile
Internet are more serious in cloud computing environment, such as personal privacy

— RS 3 T R
N gy 1T SR, 2
BT L e 10 TT ¥ T B RGE  4
S92 T VIR R (01 70

B, B3 B T PR AT T T
WK 1o 64 R B AR . AR
¥ 8l 51K R HA KR HAME: 72 2
IR A SR B I i Ak R
5 i B5 V- 5 HOBA — B e ik
B, z5 VOB R AR T Lk B
Ko FERTHAHRET , B B
LA EEAAEN, 5w, =i
IR B8 2 Ik M A — 2 [ A )
2 B, 5 —Jr Wi, = R
S A A A Bl I 5 AR Y 2 4 )
o R BOA B U 9 4 it
KA TH = TR BT T 8% gl Bk R 4
ESIE I

1 ZHEMESEEHR

1.1 =T EHE

VO R 4R R —
Fofr s 285 T 455 114 1 014 % VR T B A
Ko TSRS IR 55 1 5 A A

W48 b BY B8] : 2015-05-06
ExNBE - DEIERENXEIME
(2013-ZD-10)

leakage, proliferation of bad information, misuse of personal information and
information mining. WWe propose countermeasures and suggestions to enhance
mobile Internet security in cloud computing from aspects such as terminal security,

network security and cloud security.
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m This paper summarizes the problem of information security in mobile
communication systems, security architecture, security objectives, security
mechanism and security flaws for GSM, UMTS, and LTE systems. This paper
proposes that the future mobile communication system will be characterized by
multi—-RATs coordination, and it will be open and programmable. Such an open and
flexible architecture will introduce new security risks.
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m Aiming at the increasing growth of high security level business
requirements for mobile terminal, a high security, trusted computing platform
architecture for mobile terminal based on trusted platform module (TPM) trusted chip
is proposed. Based on the analysis of expanded architecture for trusted function of a
wide variety of current mobile terminals, a software and hardware integration scheme
is given. In this scheme, the TPM chip plays a key role in the trusted link of mobile
terminal. Furthermore, a prototype platform integrated TPM chip has been designed
and used for principle verification of highly secure and trusted attribute of mobile
terminal. A key point analysis has been done for this trusted computing platform.

trusted computing; integrated trusted platform module; mobile terminal

L3 A 2 4 5 W A R A2

1 B &mEMAEig58

ZRA X LE

INUVRE 3 2 E )
{5 ) 20 2t T 2 T £ 0y R
R 22 00 58 LT A 245 2 6
LR G002 2tk

11 MARLEFZRNRAESTXER

J5 & 1 i A SUAb B N kAT 15
Iy IXZEH . BETF ARM RS F R A Ab
PR N AZ B9 i A 3 4b PR R TE FS B ¢
Ui A O Tz, R T $E JH ARM
b REE I 4 P AE PERE , ARM 2 Rl AE
HLEE Cortex R AN AL FRAFZ VLT T N
% 0] A5 43 IX [ TrustZone R A4, 1% 41
P BR B8 T 50 i R G (SoC) B FLER

2015568 218535 Jun. 2015 Vol.21 N0,3/11

PR, A 2 4 F BB KRN
FEAE 53 X, 2 F) FH TrustZone £ AR 19 %
B AR T — A AT E AT RS

A2, o T 3B 5K fe Mg, ARM
POBUIE 3 PRV ESE | S I S QU S ]
ARG R R ae ), A
A UE A5 L B o 5 2 4 v
Pl ALy, FHET
B 1 AT A5 I ME LA S A
S I i A S Ab F 25 R8RS AT
5 N5 52 B .

TrustZone %

1.2 {EEXTPM 224
5 %2 MR TPM 2245 . TCG
ZUHIT R A 5 PCE S T, &
*TPM@H%EW“PCIWL,@L
i A BIOS, #4 1 TPM AJ {5 £ I
B, 45 5K TPM AT {55 & 5 240039

PIEREA



ZTE TECHNOLOGY JOURNAL

kmswﬁﬁa% BHABRERLTEHETA%EN

BCA L AT BE Ay b o TR,
Intel T 2002 4F £2 tH T {5 4% =X TPM 119
BE &, 8 4% 50 TPM o oA Al {5 M8 42 4
TEA0 A5 Rl B 2 DL BT 25 4
UEZ5 S RE 5 4 X TPM 5 4] % 48 258
id USB 42 M8l PC K #: 11 5 PC % #,
P RS B {E PC- A . ok PC
- 5 AT AE RS AN IE TR gh 2 1
B, N T RO B A i 4 A v A
m) 5, AATTHKs e 485 28 TPM 5 22 85 4 1]
TR & LT 45 2L TPM
1) 3% Bl 2% v 1] {5 AL Q0 AT L JUT 7 o

WO, B s & B R 5l
SR (Bootloader ) il 25 fx A 2 #5: 1F
FERM, RG R shH T 5 TR
IR A, T U A A IR SRR Y U
[ 4 45 20 TPM AL, £ 465 20 TPM 5 ik
A AR R 58 Z 8 BT & 4
UE R, A8 2 ] {5 15 R 8

o T8 sh &t e shad B b, i A
KBERETF L EH KB ITEMRS,
7 45 485 3 TPM Ak F 4% 30 3 i A7, 28
W R AR A B A ]
B, RiE M TR EmZ e E
B gl 2 v i FH 4 5% .

1.3 4 PC AJ {5 TPM Rz A 3244

T % 3 N HE PC AT {5 TPM i
DAL o B g 2 um A AR PC - & AT
15 B0 by 52 3T A g 2 AR AR 09 4
JT B A PC AT {F TPM R A dn
K2R o B2 45 T TPM S F 4 i
2 #% Bh 2 o L R 8 TP Y JRUBEHE 1]
e A Ak #1258 o 5] %L (LPC)
FE 0 O BB AR CH B (12C) 5 #R AT
HhHE: 1 (SPD) Ik 3 S 2k 42 1 55 TPM
R, AR 5 R G A
A % R RO FEAE

I R B YN E: E s
Bootloader /0% 18 1 LPC . 12C 8%, SPT %%
(ST NSNS A g N £/ i Il
Bootloader , fiff 7 3¢ 4 W] {5 & i 8 4F .
¥ ah % um b Js L TPM S A Xt
Bootloader {15 #E47 & 2 , 3K 14 & (i
545 TPM . BE S L TPM K 428 i AL RS
A2 45 Bootloader , i B X r A R ERAE &R

HZEZIEINENNBRER
Z
T
5 e ik X = i
= # B
1< % - il u |
A 30 = ® 2 i
iE & il @\ B
N il
i
o -
‘ MANRIER S ‘ ‘ gERERER ‘
‘ Bootloader ‘ ‘ USB & @55 TPM 2R ‘

Bootloader : 51125

TPM: TS HEESER

AE ETEHEXTPMAE 3 405 7 {5 524

=) REy
B
BALRIES
=D REEES%
Sl o (R
Bootloader ﬁ
FREBEED =) =wsa
TPM ity
B 2 N N4
gﬁpcﬁﬁgg Bootioader: ISR TPM: TEHT SEHR

AN HE AT B O R AR A 2
TPM. F)5 , BHHATAIEE =, H
FIEHEEY RAENRAXLRS .

Bah &5 PC A ML, &4
P B o AL B L, R K
B R 2% TF 9% & G0 R 4 v R
J¥ , £ 2 B Bootloader ; - ML [ 4
st ¥ 2 a4 T F R A,
11 BB LT HLIN AE (Flash ) A 9 Uk
BOUE . % TR o Lo 2 4 T A
B8 B, AR SCHEE T TPMOES R T
Tz AW F 7 47 % B Ao 1
B 550 .

14 SREEBHLRITEFEE
3]
iR AN AT E R s it

VG 12\ 205568 25535 Jun. 2015 Vol21 No3

VG50, EAZERTIPME
X Bl 2 ity L B R SR A A A6 6 i g
il £, B R #E — 2 3 51 Bootloader [1)
HIHE , Bootloader BE % X TPM ith i #E 4T
L RN S B N W B e Y R
Drre fgz AR R BKR , anEK itk
AR BB, 59
FIMHE A, B E T T R 8 Lt ]
(R R R o R L =1
e EE S Kt BTG
AUE 3 PR . B dh &g FHE S,
TPM AR 153 22 S8 42 i AL, i 2ok (5] 3 v 4%
il 15 5 5 A i A AL BEE | 3 2T B
12 BU3d 18 V5 1) Bootloader A , 58 1%,
A {F R ) TPM ARG R (E . [
AF B T X i A2 AL B 2R Y 527 45
f , Bootloader 3k 15 4% il £ , & i tA IF



] :
s || Skrms| | SO

<1 %%%% = 1 >

r———=—" =R
| Bootloader 2B
I N NN I 79
|EE ﬁﬁlﬁ%
L————1
TPM G A

Bootloader : 3|§12% TPM. QST SR

AE3 SR&VEBHLRITETEREN

i 3 58 AU TPM W B 3 A IE . 2 4,
3 g e R 23 i B A AR
R G AR BEAT T AF B JFR
et 25 TPM . BE S L m #in A R AE
ROy IR ERIANE LS E . &
J5 B R IEAT R AE BE i, BB AT E B
PR AXRS

BT R3S T R
% 11 Bootloader tAHIE TPM S5 Fr 1 & 42
PR TEFS Bl 28 o B A A2 7 ) A
i op i TPM S A (AR AR 25 40
(SRK) M5 A (5 A% A X, I H.
% 42 4 17 i X A Bootloader 18 fi5 ] L)
Vilal o BF X TPM B 5 By DA IE i 7 AF
B 17 7 = 20, B TPM 3 4 A TIE 18 18 4%
H & ) SRK "5 % {8 1% 45 Bootloader,
Bootloader M % 4= 17 fifg X 32 [5] 4] 3¢ (1)
SRK W 75, H Ho X — 205 8 Ik TPM
B By E (AR AR R B ) .
AN, R BEAE AR IR TPM s A M — & 4y
& LR NN e <y 1
X, VB A B 3 DA TIE e i 014 B X 58

2 EFTPME R F
&in s Al S B E MY
TPML G e — S T A T

W B FURE HLAC 2 2 RE W A7

B L I 0 A 5 A 6 2

FLAT G4 45 4y 3L i i 77 19 SoC

S H AR S 3 1 B 8 243 B 1T

ZTE TECHNOLOGY JOURNAL

sosnszeTaitnrann Sihs LT

f AR TPM G A, LR A B sh ¢
vitg O] {5 B U Sk, A8 BB Bl A ik i
S fE RPN, BN R G
BROUE R e i T A5, Ol B A i
A EEG N AR BE AT E 1 B cE A
TAAIEUE A5 LA B 5% 5 2 AH 56 B 3 3

(&1 4 Jif 7 Ry % Bl 2 uifs 16 18 42 4 ]
FEHEYFERMT, 2% LR, B
B % i i Bl B b, R S Y A% 3 ok
LS, AR B TPM S R %
Bl 2 i R R T, BEOK TPM S
Fde B IR E A AR RS
(o AL, AR B AR L TR AN - AP 3R
Lo HH TPM A/ Al A B AR 09 4% 0
(CRTM) 18 1% 52 B Bootloader 1 i) 3f:
HEAT AT A L O S L 48 TP,
TPM #4455 il £ 5% #% 245 Bootloader (5 4E
a), T $F7 25 58 2 22 Bl , Bootloader 4t
T B AR T, X TPM W R itk A7
By UG (FEE b)), 80 TPM 38 R
T T A SRR~ R S
Bootloader $ 17k A 20 4E R F 1045
B AT A BE R, R M R A E R 4
TPM, 4% J& i #im A U e R 40, IF
VR B 2t A UHRAE R e (2
fEe)e B3, I AKXBMERG T
BT 15 A 55 48 B P 1 R A B i
JIE BB A5 45 TPM, I8 ST 15 IR %5
BT (BEA) . AT fE MRS B R
7 AL EE R TPM %5 1S iR 45 1

9K 3 B 3 LA K AT A5 IR 45 1 4 A
FCAPD) #: 0y, I 157 52 i LA
T EAEUER R AR . PR 4,
AT E R 55 45 B AR T 50 B 2 A T 2T
5 AUE R FH A BE o, I B Sk 4
25 TPM, TPM it5 [ N 3 A7 1T 5
e Lo X mY 5 B % rh i BT A AT B A
B, R Y A i B (E R E AR, A A
o 5E T BEAN T {5 B K 1 1% Gk
fifi 45 5k UR T TPM (14 1] {5 J@ PR -
Ji ] B A F Bl 2 i .

e a A IR 55 A PR Y 0 AR
GLNAEh, BT E R Ee" e, R
Xif 3z 47 i T A A 9 0 R
BEATAS 5 WF 1 AT (5 B o, A Ok S
o 9 R T B0 B 48 s 7S ) B
% 4 S e B, IR AT AR it .
Shy 5 L [a) Ho A mTAF R ) AR Y is
Tizs ], Bk i A UBAE R G T )
15 M 55 8 FRAR 7 JE 0 1 RR RS

3 HEFPGATEHTS
HATAME R R B IG I
T B R AVEAG g A ] fE R

Bl A i v BV & ALK Y R AT M RN

2, I F Altera 24 A 19 Stratix IV E

% 7 1) EPASES30H40 B PH 3% 0] 4 72

I'] B 41 (FPGA) #5 # T J& 78 50 ik °F

B BT MK FPGA 5 T KA 7

1§85 BT (531200 Logic Elements ) ,

\\\\\\ -

E8RIF

ZHRR

1PN

TPM

{ TS J

BRA T
BRIERSS

N D @ Y,
N
- _@;: RAERT S
%i%ggggg Bootloader: 3|S#2% TPM: T SH T S1EIR

205F 68 $F2H5E3H Jun. 2015 Vol.21 No.3/13 MERIE AR 4



ZTE TECHNOLOGY JOURNAL

ms‘wﬁﬁ% BHABBE LT AR

1K TPM A e 1 8% sh £ oy 3= Ak 31 2%
F 45 # 4E BF3Z 5K FPGA A (i A =
Ak ¥R 25 3k FH 32 604 i 4 4 4k (RISC)
CPU NiosIT CPU %k #% ) , Wi [&l 5 Jir
TN o PR 2R HE R 43 Ry B R AL Y
TPM 55 He , TPM 55 He 1) Bl WL 50K 2 4
(RNG) & FH M ¥ 41l Bk Bt BIL %0 & A= 4%
HeACHE | A 5y 2 A7 45 SR FH 10055 Jon 4%
W1 Uh KA B A B ML AT BUAE B A
(SRAM) HITH 7= B (TP ) #% K AR, A
5 0 {7 LI UE A EL S

s Bl 4 i T A H R R G5 2
S A At IX L SR FH 904 i 2800 B B
I SRAM IP A% 20 4 , 1 [n] 4 1] 22 45 1
P8 XA Bootloader 2 5 € 0% Vi 17 % 4>
FEA# X o TPM B B3 2F 9 i 15 £ 42
FIRE % ¥ ) 4% 2 2 i AL HL R R B
14 B 4 42 A7 HEL I, BE % 152 L Bootloader
RS, BEAE 15 2k B A 45 BB B
W . JE TR S R IR E O &

PREAIIRE , BAE T T TPM G A Y
B 2 2 vty v vT A5 BE PR, ST AT
FEEM B H AL b, P R EA R
6, WA PE—5 R AL F FPGA (3
O ENA EEEHOR , BEB T AT 5l
2 vy 32 b AR B R G AT S A

ﬁ”%ﬁ%w o

4 BHAEB/REARE

HEEEESSM

KT ol A i i ] {5 5
R iON: & W IR I ARE S <N D N s

e, B REEE TPM OB A fE b
HL B IR 00 200 1 S AB AT, b 2B i A% 3h
Py 4 A AL PEER Y1217 o

FL YK, Bootloader W5 21 X} TPM it A
HEAT B AE , R TPM Gt R A 76 9
A 2 B e 0 U o N SRR Bl 4 v
BRETHL, BAE L i 4E A5 N 5L AE X
FHLHEAT W1 4EAE 1, BE O 52 5 1) o

TISEE T 5 & 4 B AT {5 B oh 2 b L HeFHL A B R A
FAN _
s ERR
| A A
BE) R K E AR - —
: (=453 g SPI UART BRI
(Niosll CPU 1) REAM }J‘E}%D 20 TD

1

< i Avalon bus @

I 1

L 1

o

BiE BEM || wes © - ¥
fieags | | Bootiader | | oaran || &g T mhax | | BN | | whim
,,,,,,,, [
TPM &R
BRMEE
- : 25 PCR
E0Yss Niosll CPU # REAM srzeEm RNG
T}};E jE jE Avalon bus i IE >
UAKES
20
r 7 7T T 1
il ECC Wik || #8% || BE
wh% | (B ekl | srs ez

EPASES30H40CAN-FPGA

Bootloader : 5| S12 %
ECC . #HHBL& %

7 : PCR £ #R9 Platform Configuration Registers; Avalon /3 Altcra /A &) #r A T, 2 48 N 2B IR = 2%,

RAM : BB AN13 B 73 A& 25
RNG : FENEUR £ 35

SPI. 8179ME#E D UART: BAERIT IR

TPM : TS SRR

AES5 ETFPGARIES AIEH B & iH%EH

VG 14\ 205568 SH28535H Jun. 2015 Vol21 No3

PRI, 6T & 4 A5 5 8l Aot
& RGE TR, T BARIE L
A AF I AE P AR AU DL R %
To WARTHTPM IS B, HE40d Y
I TPM ith i 424X, F 22 32 Bootloader
P INIE , A RB A% TPM S R 97 &
ME— bR LB B IS A H S A LR AF
it X, B 5 A RE #E4T TPM .tk F 1 T2
O ERAE O R T 9L Bootloader
J¥ . A 22 TPM % KL, o 2 8T Y
Bootloader 1) J& it fH 5 A TPM JE 5 2k
17 fi# X, 7 H1 5L Bootloader 2 /7 4 H
B B F R RAM, 1£ £ 2 ¥
RAM R 7% AT R EEL B A B
Bootloader {4 o Fiiff — 25, W 2L 7+ 4%
i AR BERGEMNM, AF 2L
TPM 24, H5 L BHH S A TPM #Y A
Ty FRAFAE X, TR AT TR AR AT

o PN A = R
PERE , % 3l 28 o 19 i A AL B 45 5
BEATIE >4 (1 0] {5 4 5 o 16T ) B8 Bl
2yt N 9 TPM IS Fr 75 22/ B 4k
R FE BT .

& Ja , BAR B 3h 2 i i Al A5 R T
WG By Be A B, B2, — Bl 3T
e T8 Lo n RO 617
ML, B AT A5 1 5 A 2 b 3
Fe 110 A5 U, D) B A28 22 4l (5 7%
B L i 3T B 0 A 2 KIE T
Ko 38h, R A # 8h 2 sin 4 i TPM S
Fr i AT A5 R 7 58, LA T UM AR G
AR ok TPM R A X AT A 2 4
M 55 AT o RIS, O AH DG 4
PRIIVE R RS =07 Wl T 4
AT CUE PR S S5 it

5 &5RIE

A% SCAE 5Y BT 2 Fh B 2 2335 7T 15
SRR LR 4R ORI E T B
Bh 2 5 1 2 A (BT B R Y
BRI 2 G B T AT 0, I 24t T 3
T 12 0 g 10 W 135 A i DL, 0 13
T2 0 4 AT J 45 5 10 42 4 T 435
A Al 7 O R 1 4 S T 5 0
FH Bl 0 7R 07 06 2 — 2K R 2 2 % Fl
Sk . WM AE BT 2 b T A%



H B8 Bl 2% s v A b A R R
— BRI TN S8, He b g
HORMRE T — B BEE R BT T 17

SENE

1] 273 WEERIRIMATERLESFRR
POITHEDR ICL E_BEEESLZEEN
RIPRAARR, 2013-06-21, PEH, ZH, &
fE. 2013:135-137

[2] TCG Specification Architecture Overview [S].
Specification Revision 1.4, 2007

[3] TPM 2.0 Mobile Reference Architecture [S].
Level 00 Revision 142, 2014

[4] KIM M, JU H, KIM 'Y, PARK J, PARK Y.
Design and Implementation of Mobile
Trusted Module for Trusted Mobile
Computing [J]. IEEE Transactions on
Consumer Electronics, 2010, 56(1):1254—
1269

[5] LI M, LIU J, HAN L. A USB Flash Disk-
Based Model of Mobile TPM with Mass
Storage [C]//Proceedings of the Management
and Service Science, 2009. MASS '09.
International Conference. Sept. 20-22, 2009,
Wuhan, China: IEEE, 2009: 1-3

[6] ARM. TrustZone Website [DB/OL]. [2015—
01-31]. http://www.arm.com/zh/products/
processors/technologies/trustzone/index.php

[71 TPM Main Part 1 Design Principles [SI].
Specification Version 1.2, Revision 116, 2011

[8] TPM Main Part 2 TPM Structures [S].
Specification version 1.2, Level 2 Revision
116, 2011

[9] TCG PC Client Specific TPM Interface

ZTE TECHNOLOGY JOURNAL

sosnszeTaitnrann Sihs LT

Specification (TIS) [S]. Specification Version
1.3,2013

1101 B, &7, M2 ETFEER TPMEIT
BITENAR U ITENTRSNMIA, 20086,
42(36):70-71

MINBE, TEF, D8R, NER. RARIE
Kif TPM Z2OBARSE VI TEN T2
5981t 2008, 29(13):3316-3318

[12] TANG K, XU X, GUO C. The Secure Boot of
Embedded System Based on Mobile
Trusted Module [C]//Proceedings of the
Second International Conference on
Intelligent System Design and Engineering
Application. Jan.6-7, 2012, Sanya, Hainan,
China: IEEE, 2012: 1331-1334

[13] LI J, ZHANG H G, ZHAO B. Research of
reliable trusted boot in embedded systems
[Cl//Proceedings of the 2011 International
Conference on Computer Science and
Network Technology. Dec. 24-26, 2011,
Harbin, China: IEEE, 2011: 2033-2037

[14] LIU C, FAN M, FENG Y, WANG G. Dynamic
Integrity Measurement Model Based on
Trusted Computing [Cl//Proceedings of the
2008 International Conference on
Computational Intelligence and Security, Vol
1. Dec. 13-17, 2008, Suzhou, China: IEEE,
2008: 281-284

(18] &2, BRAT . EFREBRANTEITENT
B FRm)SES24D U TSN A
%, 2013, 30(1):261-264

[16] GLAS B, KLIMM A, MULLER-GLASER K,
BECKER J. Configuration Measurement for
FPGA-based Trusted Platforms [Cl//
Proceedings of the 2009 IEEE/IFIP
International Symposium on Rapid System

Prototyping. June 23-26, 2009, Paris,
France: IEEE, 2009:123-129

B {EZ BT i

XS, ERMEMARAS
BESERIEXRZEED
R ETESIM, PE
= BIBFRIEE, PEB S
r =eR=R; HROANT
ZBENS . BB2.ER
ZE RBENSZE BB
RIBSBHIRAS; ERF
1B 100K, HREEH

B G R TN ==

BRE, A RMEMARARZ
BIERLIERRARE
THHRE; E2HRSDA
ME 22T ETH.

W, PEMAREREDR
SPENARRELIZM;
HRAOBNDEBEMES.
BB,

«LEFE6R
Vi 18] 2= Bz 55 169 ) 45 30 1 4 4, T B AE
% h 56 W K )y A HTTPS . VPN,
IPSec 55 % 4= Pp WL, v /0 3 {5 b A o
PSRN I E 00 i S TN s v o
T 1 HE T R

43 BURRNREMIPERLERE

i 1 7 gl L Rz g AT 2
i B s S, T SN 2 S 4 it
LBiirae s sk s W, A5
SR AN ERSY RN NI S8 i
FOEME o ez e BT RE T,
R 0L 1 2 U 3 43 48 BRI T
T =55 L, St e b, L B — AU
AR 37 2 8, R BE X 0 IE U
G5 H R, IR KA DDoS | SQL
EA ST RE T . BB Bk
W0t Xz iR 55 B AT AR R T
TR, 5 058 2 I B AR K F 4 A
KAV B2 T 7 i 2R R 1 2R3 A BT IR
Pic B 5 A BE 1, PRAIE AR 55 BE ) F0 BE
5T G B P A o DT I St B Y

M55 AR, e = 55 e

5 ZWRiE

IT 5% 5 46 v A AR 55 4k 2 R 3
Fra, 3 S b R AE R R B
¥ 8l H 1K R [RRE At 22 O RIS
MEMELEE. sIMTHERTTH
By LI R Y 2 4 ) L 2 A T 2R R
K BB A fRBE SR B R
B ) B 9 2 4 R IR 2 AR S AL
B[R] 56 T A R B

SENM

[1]1 SHIAU W L, HSIAO C M. A Unified
Framework of the Cloud Computing Service
Model [J]. Journal of Electronic Science and
Technology, 2013,11(2):40-50

[2] FAN X P, CAO J N, MAO H X. A Survey of
Mobile Cloud Computing [J]. ZTE
Communications, 2011, 9(1):4-8

[31 KEVIN Y. Cloud Computing: Concept, Model,
and Key Technologies [J]. ZTE
Communications, 2010, 8(4):21-26

4 @FCL. BF AT BRI TERMRSIREE
T U], BREEITER, 2011, 28(10):39-42

(5] IR . REUBEVINMESHE V). RIRER.
2013, 35(17):479

[6] LIUY, WU J P, ZHANG Z, XU K. Research
achievements on the new generation Internet
architechure and protocols [J]. Science China,

20156 8 H21HE3IH

2013,56(11):1-25

7] WF. X8  STESBIRZ2RAR U1
EERZESEERS, 2012,17(11):25-26

(8] Ef%. FTERAFNSRERBFER M5
WERAS| AFREHEH )] BRBIE, 2012,
25(12):54-58

9] BRE, K=FE, (RE. Bl GBI E T =it
BLZ2XM . BoDiEE, 2011,35(9):25-28

[10] LUO S M, WANG Z K, WANG Z P. Big—
Data Analytics: Challenges, Key Technologies
and Prospects [J]. ZTE Communications,
2013,11(2):15-21

B £ BT &

AR, TWFRE S 3Ed
BEERZEWRFTHAR
R, EEMNZERIK
MNERLZE M X
REDBRRLIE;BRE
SR 100 R0

EF, TWAERKE =S
BESRZEARMBR
TiEm; EB2MNEEREZE
PR BB SN R R
FOBPHARTIE; ER
RENBI10RRo

Jun. 2015 Vol.21 No3 /15 T g



ZTE TECHNOLOGY JOURNAL

HEH B2 FA
R 777 sozermsnruerm

DOI: 10.3969/j.issn.1009-6868.2015.03.005

&% L < hittp://www.cnki.net/kems/detail/34.1228.TN.20150428.1732.002.html

1% 2 ELBX I AR 55 1Y B A ER 3P AL

Privacy Mechanism in Mobile Internet

PEDES:TN29.5 XETHEE:A XELHS:1009-6868 (2015) 03-0016-007

ZEHE/ LI Hui'

445/ NIU Ben*

4L/ | Weihao'

(1. AR FRBEKXEFE,BRA A% 710071 ;
2. PERZERERIEHR, LR
100093 )

(1. Xidian University, Xi’an 710071, China;
2. Institute of Information Engineering,

Chinese Academy of Sciences, Beijing
100093, China)

1 #3h B Bk W @ Il B2 FA

& 37 BB

B I 45 I Rk

BB e A 10 3% 35 17 R 7E 9 AT
A SR A6 ) T B % T R R
WRTERMKKR. "EZWBHE
I 190 Ji 45 K 5t SR iR O 4 — 11 A AGE
BL, SR ic Az 7 8, F P 3% 3k % A [
{1 FL SR R MR (1 B P 4 T4 f
15— L3 A IR 55 7 00 P ik 5 5 R
o 0 F P A A R 45 9 B £ L T
Fxt B 3 T 15 AL B 9 4 A
(9795 5k 5 P B O BRI R R
T 452 125 FH P S A 0 0 2 S5 2%, 4
B R PR AL 1A S 36 5 4
0P Oy B RN B AR 3 B B B
T P 5 A T 3 B

57T S KA
b Pl 25 R 3 IR 45 SR P B L A
DGR A L, S T 0 R 45 ek e

W is HEA . 2015-02-28

25 b B9 B - 2015-04-28

ExE .- BXE8XRNZ2ESTNE
(61170251.61272457) ; RS EARHR
KB (8637 )1t X (2012AA013102
2012AA01A401) ; B AR IR R P 5 R A
& Ti2INB(1681300000119)

RS ERERERNUBNSTIRMRPHE, IETEEERNER
NE-ESHE. ARRPUIEMNENRMREHE BT XENEBMRPS
2,5 FN T ETRPRAMERDNS2NINSBRMRPRE AT ERT

BBE=PZ35,. BFRBRAIEIER

HER T, RBLUN B S0 LEN

SHRMIRE , RASENSINRMRIFOENESERBERRBAR, REN

[EE2

BTN ; SHMEF; I ER; SIRAM
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m In this paper, we suggest that current smart mobile digital forensics
technology can be categorized as: mobile device forensics technology, mobile
systems forensics technology, mobile network forensics, technology, and mobile
application forensics technology. In terms of mobile device forensics, we propose the
procedure and technology of mobile devices forensics. In terms of mobile systems
forensics, we propose the digital forensics technology and features of iOS and
Android mobile system. In terms of mobile network forensics, we propose the basic
digital forensics method and technology under mobile network. In terms of mobile
applications forensics, we propose the basic features of mobile applications forensics.
According to the article, with more and more new concepts and new technology
development, in the future, the smart mobile terminal digital forensics technology will

be one of the mainstream of digital forensics.
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m With an Android mobile client as a research platform and a cloud as the
research object, we explore the traces of access behavior left on the client side
when a user accesses data stored on the cloud through an Android mobile client. The
result of our research shows that traces of cloud data exist on the smart phone. We
can extract the metadata of the user and a cloud and infer user behaviors from those

traces.
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m In this paper, we discuss five key areas of mobile internet security
testing: physical security, mobile terminals * security, network security, application
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m This article proposes the mechanism, principle, methodology and
evaluation method of signal separation for different interference scenarios, different
interference form and different interference characteristics in high mobility
communications, from the three folds of interference avoidance, interference
suppression and interference coordination. It is necessary to formulate effective
interference model and study the capacity of wideband wireless communication
networks in different communication scenarios, different network structures, and for
different user behaviors, investigate the effect of network degree of freedom to
system performance, and develop new theory and methodology to handle

interference.
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m An overview of wireless new technologies over next few years is given.
The candidate technologies for 5G are being enhanced in terms of time, frequency,
and space diversity. We should focus on 5G technologies that can be used directly
and do not require the 4G port to be changed. Such technologies include massive
multi-imput multi-output (MIMO) and ultra dense network (UDN). As the evolution
of the technology, the user experience will be greatly improved in term of throughput
and latency.
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m Heterogeneous networking (HetNet) has been introduced to HSPA+ to
enhance the system performance in a cost—efficient way. The uplink—downlink (UL—
DL) mismatch caused by heterogeneous deployment reduces performance in the
HSPA+ system. To mitigate this mismatch, enhanced dedicated channel (E-DCH)
decoupling has been proposed. However, control channels for UL cause undesirable
reception delay. In this paper, we focus on delay in co—channel HSPA+ HetNet and
propose adaptive grey prediction (AGP) for delay compensation. System—level
simulations show that our proposed method has some significant advantages.
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