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The most salient features of loT are its spacial and temporal perception of
information and the local real-time interaction, the open—cycle of perceiving,
transmitting, and processing perceived information, and feedback control of the
physical world. This paper considers sea computing and the combination of sea and
cloud computing in discussing the architecture needed to bear and process mass
information in loT. Some proposals on the design of open—cycle structure and
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This paper proposes a technical framework for IoT based on a three
dimensional concept model and consisting of digital things, autonomic network, and
intelligent application technologies. It analyses the features of these three classes of
technologies and suggests that R&D of [oT will focus on those technologies that can
identify and sense things, and on technologies for autonomic network and intelligent

applications.
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Security Architecture and Key Technologies for IoT/CPS
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Internet of Things (IoT) and Cyber—Physical Systems (CPS) are core
technologies of next generation networks, and are the focus of research in both
academia and industry. IoT/CPS has unique characteristics including heterogeneous
integration, collaborative autonomy, and open interconnection that raise a number of
issues for system security. These issues include seamless connection between
security protocols, and preservation of user privacy. Developing novel security models,
key technologies, and approaches is therefore critical in the development of 1oT/CPS.
This paper proposes an hierarchical security architecture based on threat analysis and
security requirements and discusses key technologies associated with privacy
preservation, secure control, and cross—network authentication.

Internet of things; cyber—physical systems; security architecture; privacy
preservation; secure control; cross—network authentication
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LGS TER A Internet of Things (loT) is seen as the evolution of related technologies and
applications such as Internet and mobile networks. Future research into loT will focus
on generic technology, information security, and critical applications. Sensor nodes in

loT are deployed in an unattended environment, and the loT platform is extended on
the basis of the sensor network and application platforms in the existing infrastructure.
So traditional network security measures are insufficient for providing reliable security
in loT. Future research into loT security will focus on security architecture, privacy
protection mode, law—making, and terminal security.
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Security Service Technology for Mobile Networks
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As mobile networks become high speed and attain an all IP structure, more
and more services are possible. This brings about many new security requirements
that traditional security programs cannot adapt to. This paper analyzes security threats
and the needs of 3G/4G mobile networks. It proposes a novel protection scheme for
mobile networks encompassing the whole structure of the mobile network. Trusted

Ko 3GPP T4 3G &4 W hE 4> H 5
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computing is built into mobile terminals—a scheme in which software validity
verification is combined with access control, and validity and integrity are checked in
the security management center in order to secure the mobile terminal. In this way,
terminals and the network as a whole is secured to a much greater extent. This paper
also highlights problems to be addressed in future research and development.

mobile network security; security service; trusted computing; access
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Internet of Things: Technologies and Standard
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PEDPES: TN NEHIRGE:A XEHS :1009-6868 (2011) 01-0027-05

EENemaEs  ER MTE ELRRERAE EEENNBE,. WEMD R
NERERESS, NEBBEARIBEMERA, NRAD MR T RETEH
WAL, ST EDEH B TENSTANS, SRS NOESMA. B
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m Internet of Things has 3 layers; from bottom to top they are perception
layer, transport layer, and application layer. It also involves sensor technology,
communication network technology, embedded microprocessing nodes, and computer
software system. With applications such as automatic control, communications, and
computing, Internet of Things is thoroughly interdisciplinary. Currently, major
international standards organizations involved in the standardization of Internet of
Things includes IEEE, ISO, ETSI, ITU-T, 3GPP, 3GPP2. These standards organizations
have developed a series of standards in the structure of things, sensing technology,
communication networks, technology and application technology.

Internet of things; key technologies; standard
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Vehicular Networks: A Case for the Internet of Things
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This paper presents recent advances in wireless communication
technologies in vehicular environments. It discusses research challenges in different
protocol layers with a focus on information dissemination from an information—centric
perspective. Some vehicular network projects that are currently underway around the

world are also reviewed.
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Data Management and Intelligent Processing in IoT
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Thing—thing and human-thing interaction in IoT should be dependent on
intelligent data processing based on data management. Since IoT data is
heterogeneous, mass—scale, and somewhat unpredictable, using new methods and
technologies in conjunction with existing technologies is necessary for data
management and processing. In this paper, the characteristics of IoT are analyzed, and
several new data management and intelligent processing technologies are introduced.
Dataspace technology, uncertain data reasoning technology, and cloud computing
technology in IoT are proposed and areas of further research are outlined.

Internet of things; data management; intelligent processing; data space;
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Evolving Towards the Future Internet

PEDES: P393 NEirEiE: A XE4HS :1009-6868 (2011) 01-0042-03

fZE: BEOBRMNAFPOAHERK MESUANBEFE RAKENFERS, KT
KNZENERELTBSRLEEHENEN, MEALZ EHNZERDN . EE5TY &
MBEIBERS . XEAEDN T ORKDERMNEL 4 T AENRATBIRNEAKEGE, =B
EERT—RERNPEEH IPV6 RAESEUMEQRRORKMNEENFR, X5
BPREEENBREEES THRDONRNR, EAE—LERATHALRZHIR, AL
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XA SRR TR MBARRSH ; T—HEERMNGI); IPv6

Abstract: With an abundance of network applications and sustained improvements in
technology, Internet development must be focused not only on simple access but also on
multilevel and highly scalable value added services. This paper analyzes challenges in the
four different stages of evolution to future Internet and suggests IPv6 is not satisfactory for
the future Internet. Many avenues of research are being explored for future Internet, but
there is still a lack of consensus on basic issues. More research is required into the

fundamentals of the future Internet.

Key words: future Internet; network architecture; Next Generation Internet (NGI); IPv6
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Abstract: High—speed large—bandwidth networks and growth in rich Internet
applications has brought unprecedented pressure to bear on telecom operators.
Consequently, operators need to play to the advantages of their networks, make good
use of their large customer bases, and expand their business resources in service,
platform, and interface. Network and customer resources should be integrated in order
to create new business ecosystems. This paper describes new threats and challenges
facing telecom operators and analyzes how leading operators are handling
transformation in terms of operations and business model. A new concept called
Distributed Intelligent Open System (DIOS)—a public computing communication
network—is proposed. The architecture and key technologies of DIOS is discussed in

detail.

Keywords: DIOS; Public Computing Communication Network(PCCN);Cloud Computing
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QoS Self-Adaptive Control in Cognitive Networks Based on Service Awareness
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(Institute of Information Network Technology, Nanjing University of Posts and Telecommunications,
Nanjing 210003, China)
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RE:. NSHRFRE TETWSRBRAEYIA ML IR S R E (QoS) B 18 M 2 il 22
1o MEREES RSB D EELNNET ENHFERHETOENDNRE, FEE
2 HII2I0 8T E Ik B 1D B B9 IA KD R4S U 5557 QoS B3 A3 U A Bl SR XY 0 4557
SHRH. ANAMSIIE T, Z2RW T YR QoS VB s)RA DT KEK R IR
RN BB KNG, HITRRAMBEDE, SN NBINEHEW, HENES

mE IRV, RIEB P HIRSRE,

KR AN NES; WSREA ; BiENES; QoS

Abstract: This paper analyzes the Quality of Service (QoS) self—adaptive control
architecture of cognitive networks based on intelligent service awareness. In this
architecture, packets can be identified and classified using an intelligent service—aware
and classification model. Drawing on Control Theory, network traffic can be controlled
with a self—adaptive QoS control mechanism that has side—road collaboration. In this
architecture, perception, analysis, correlation, feedback, decision making, allocation, and
implementation QoS mechanisms are created automatically. These mechanisms can
adjust resource allocation, adapt to a changeable network environment, optimize the
performance of the end—to—end network, and ensure QoS for users.

Key words: cognitive network; service—awareness; self-adaptive control; QoS
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Research into LTE Network Coverage Planning
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RENTRESHREOMEE S, LTE RFHE SN MBNRIGHNA LR S
RIEEZEXREENFH, YEET LTEXRANSNLET K, BERFLNIRLS
RABE DT, X LTE o0 3 NBUBEES R SISIEH 1T T RANHR . AR LT,
HRIEM—ETENLTEESNESE S MBS RMMBIDE, N LTE TLEMESH

LRHE 5 B MM ARES,

X8E BRI OET DREH,; FHRE

Abstract: For efficient LTE network deployment, coverage planning is important to
reduce construction costs and ensure network quality. This paper considers actual
network planning requirements and combines theory with simulation analysis to study
LTE wireless access link and network characteristics. A theory for LTE cellular
coverage planning and application methods is then proposed, which lays the basic

foundation for LTE cellular networks.

Key words: coverage design; geometry factor; power control; interference margin
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