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Abstract: As artificial intelligence (Al) evolves towards "Agentic Al" capable of autonomous planning and execution, Al agent security has tran-
scended the scope of traditional content generation, facing novel challenges such as instruction hijacking, tool abuse, and uncontrolled
decision—making. Addressing this landscape, this paper first systematically reviews core risks across four dimensions: perception, decision—
making, execution, and collaboration, highlighting the limitations of traditional static defense mechanisms. On this basis, a technical system
for intelligent agent security protection integrating the concepts of "software development life cycle (SDLC) governance" and "defense—in—
depth" is proposed. This constructs a closed—loop defense from the inside out across five levels: architecture—level isolation, model intrinsic
alignment, defensive prompt engineering, dynamic runtime protection, and full-process evaluation. This paper also elaborates on ZTE Corpo-
ration’s end—to—end intelligent agent security practice. By integrating key technologies such as the agent collaborative protection engine, dy-
namic information flow control, and privacy desensitization, it constructs full-stack security capabilities covering from infrastructure to
upper—layer applications, and from model inference to tool execution. Research demonstrates that this system can effectively achieve trust-
worthy decision—making, controllable behavior, and observable risks, promoting the transformation of intelligent agent security from single—
point passive defense to systematic "proactive immunity." This provides robust technical support and practical references for the secure de-
ployment and large—scale implementation of enterprise—grade intelligent agents.
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