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Abstract: The Space—Ground Integrated Network is the fundamental networking architecture for 6G, and existing cybersecurity technologies
are no longer adequate to address the new security risks and meet the scenario requirements. This paper analyzes the security require-
ments for the wide coverage, massive access, low latency, and large bandwidth communication scenarios of the Space—Ground Integrated
Networks, and focuses on network security technologies such as access authentication, satellite—ground backhaul security transmission,
inter—satellite link security transmission, lightweight wireless physical layer security, quantum-resistant cryptography and quantum secure
communication, and blockchain—based satellite—ground trusted alliance. It is believed that future research should prioritize the development
of new technologies like lightweight access authentication and satellite—ground trusted alliances to resolve the conflict between security
and resource constraints in the Space—Ground Integrated Networks.
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