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Abstract: 6G network security faces significant challenges, particularly in addressing inherent security vulnerabilities of 5G and novel threats
arising from heterogeneous environments and quantum computing. By thoroughly elaborating on 6G network security requirements and key
enabling technologies, this paper systematically organizes and analyzes the concept of a trusted endogenous security three—layer architec-
ture and its application in integrating key technologies such as blockchain—based distributed trust management, quantum key distribution,
and Al-driven intelligent orchestration. This work aims to provide theoretical references for the construction of secure and trustworthy fu-
ture 6G networks.
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