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Abstract: The complex heterogeneity of the 6G integrated satellite and terrestrial network leads to multi—layered security threats and chal-
lenges. Based on the architecture and characteristics of existing mobile communication networks, this paper analyzes the security chal-
lenges of the 6G integrated satellite and terrestrial network, clarifies the security requirements, and proposes a corresponding security refer-
ence architecture. The study focuses on applying key technologies such as wireless communication security, user access authentication,
and privacy protection in the 6G integrated satellite and terrestrial network. The research demonstrates that establishing a security technol-
ogy system tailored to the unique features of satellite—terrestrial integrated networks is fundamental to ensuring 6G network security.
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