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Abstract: In the digital era, the cloud—network convergence drives networks toward deeper virtualization and servitization, while traditional
passive perimeter—based security systems struggle to meet the demands of emerging scenarios such as remote work and intelligent opera-
tions. This paper focuses on the evolution trends of next—generation telecom cloud—network architectures, systematically analyzes existing
endogenous security technical approaches in the industry, and examines the challenges they face in cloud—network environments, such as
insufficient security visibility and delayed coordination between security capabilities and cloud—network services. We propose an endog-
enous security architecture deeply embedded in cloud—network infrastructure, which incorporates key technologies such as intelligent
threat detection and zero—trust strategy coordination. The proposed architecture and technologies offer both theoretical foundations and
technical references for the security paradigm transformation and industrial implementation of telecom cloud—network systems.
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