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Abstract: As a new concept, new architecture, and new technology of network security, zero trust architecture is based on the idea of "con-
tinuous verification, never trust". By integrating software—defined borders, identity and access management, and micro—isolation technolo-
gies, zero trust architecture will reshape the existing network security architecture and network security facilities, and furthermore, pro-
foundly change the deployment and application method of key infrastructure, leading to a new revolution in the field of network security. The
current status of the zero trust industry from the perspective of zero trust evolution and its technological development is analyzed, and the
suggestions on further development are provided by comparing global zero trust strategic deployment, technological innovation, and indus-
trial planning. At the same time, the problems in the development of zero trust in China are discussed. Finally, originating from the micro
level, targeted suggestions on the top—level design of zero trust, technological innovation and development, and closed—loop industrial ecol-
ogy are proposed.

Keywords: zero trust; zero trust architecture; cyber security strategy

SIFEI: sKxi7, SR, BHIE . SIEERERASAREAT U S 0@EHER, 2023, 29(6): 60-65. DOI: 10.12142/ZTETJ.202306010
Citation: ZHANG Y C, CHAI Y L, MU Y B. Key technologies and industrial development of zero trust [J]. ZTE technology journal, 2023, 29(6):
60-65. DOI: 10.12142/ZTETJ.202306010

qu%ﬁé%ﬁﬂﬁikﬂﬁ*%%%%@oﬁm@%%
HANGS B W2 22 BN BB T ATIL AR, B
WZE T PSR R, A R R R B2, TN
AR A A B RS A3 ) F-Be, ARSI s o )
SR TV SR Z T o 4% e i LA AL AT A A
JRBIHRHTTE, FEAMEPRHEAR T 548 E A AWTEE
TAFAL G BARGHT R . el i B2 (5 (L E I8 R0 2% 22 42
20K, C R R [ R 2% 22 A U B A

ARICKE IS BADITE . DB L LR3I,
FRBEEARAR R A A S, TRARAT i B F AL A
FAAER NS Hst s, JFR T A s

60 hyG@EREsAR
2023F 128 £529#5 6 H] Dec. 2023 Vol.29 No. 6

1 EEEREERSS

1.1 EREEERBETE MR

FEAG A LAy 5 [ B 90 0BT 2R A D) 4% 2 4 A ) i 2 T
Bro 20214E5 H 12 H, REEATSGATEAAN ¢ (SR
FERIBHUAL 1 2 BAGAT % 4 St 7. 2021 4F 9
H7H, LEAA )5S E B ) Z25 A 9 2% 4 4 E
FFEAHEII) P, WA Hh 2 GLBUN R B AR AT 2 2 4 1Y
e 2L R HAR, 202145 11 A, & EIE R H IR
SN TT 28 %0 B Thunderdome”® (FRZZETH) W H, X
BE R AFTAF T R YR B E S 8. 2022
W, REAEEHESHRSAE (OMB) EHA&EE (4



FAM-22-09) ¥, BORFCAITEGRT]T 2024 4ESEEF AT
WHE . HA, L 2023 MHEEE HEY R, A8
1334235 T0IY4F FE BUA o AT 1124235 00 F T R 4% il 14
Forfds St AR RAR AR AL o 2024 WUHAF N 45 22 4
P A T SR ORI R4 TGRS I AL 14 52 it
PAWLE 1w &

BT g KA 5 [ — R 5N Z2 A5 A R R 5
PR B JE P R S . 202144 A 12 B, &K A i i
(252 4 g ) SPEAIA 24 T B AT A& S e d, O
T HH X A ok I 4 il 95 AN 2 A 1) S EEEVE . BTy
2021410 H S HEAT LA (452 4 jmg 2021) TRLGH %
{EAER P e, RIS A U A 4 G BB HEA TR A5 AT
LS . A, BRI T 20224F3 22 HAM CHIBEIA Y
LA . LG . I 2N = FIHLAE i 52 5 7K T 1 ) 2% 22 4 4
JitE) ¥, 4 H B A R e A AT AR T ) FAAL R L ARYE
ZRE IR EATREE, BA . PRI, PR R —ut
HARBERB O AR LA REB(G AT BN A, IfHE
LR AUI RJE .

1.2 2Bk SASE I RIR KR R ABTEE

FAGEHAR R R, F PR SR g s A
Wrinti. 202048 A, EHEEZRbrfE 5 HARMFBE (NIST)
INEHEH RGN RIIY, Ll ZHBIT A4 T SP 800-207
CEAGITAM) M0, 20214F9 H, 4% 4 ARt it 44 42 )
(CISA) A (FAGALMCABERIRL) MERE AR, X hRa&
& — PR X ALBORT = 5 A5 A AR B A P 75 48 1E X
o

SR A R A X A X 2 A A A0 14 o v ) o 3 AR T A
Yoo ME—MRUBRAY EPR VL, mad BB (CSA) R
SRR = RPRZ — B SGh R, BT T Ak
WF5E, JETE2014 4E kA (SDPARMERITE V1.0) "2, $E57E
2022 4F KAl (B G (SDP) ARifERLTE v2.0) 1, 5
BEIRIEE, o EATE A 7 e s N T 2022 T L (5
FERE T AR ), DUSE S b B AR AT N 45 8 2 B A0 1Y
T .

13FEAFILEASERRE

EEREFAE WA, U7 R
MR E R . DI, . R AR S
W 265 22 A VA AV M FAFAE T 76T T A A Jsy, 525G
UM S 51 G0 E R e . DIRAE . Bfl. BETR N e
(1945 T ELAT AR AE BUSCR AR AT M 45 2 2280, AR

SEERBRASAREHAZ KW F

TR0 B K I RS MR E N, B T T S AR AT
Pl K

Gartner' "7 2020 4F 5 WU, 2022 4F 7 Ifi i) A= &5 A 1E 1k
PEFF B B BTl 55 B FRR T, 80% 19l 555 i %
fFAEMZ i) (ZINA) #EA7V50R . 45 IDC T, ) 2024
AR, A AR VTR R 5 588 LA 26012 & T 8 o 4 42 Bk
W 28 22 4 T 355 12.5% W Ay "), JHerh 2245 AT AR O 7™ i A1 i
ey W YR EE A, 20224E 6 H, Markets and Mar -
kets!"7E 2] 2027 4F By A BR BN e 2 RoR . REREF LR
FR T 7 AR T 1T DA 2022 4F 1) 274 12,35 70 15 1 3] 2027 411
60712357C.

2 FREEMNBLERERKBRA

21 EEEMERERN

TAEAL I —FhRT B 2822 2 PG, FORE “FPELiE,
KAEAE" B, fE4 R T E A, 8t 2t
i, AR 2R R S — ol 31 i ) £l B DRURI R 4 2207 i
GG Sy (NSRRI | SEIE, ViR, #R4EE |
Uik o Al EIAEEREEARL O, 7R R 2B, Bk
R R sl . PRAEER 7 )2 b B BT AR ARS 20 P 42 i >R
RIPEBEC IR T . I, 5L ST B [ SEH A
EHPALERE, WA\ KOCHERE TS, RISy 2e4r . Rl
N T 7 N 6 7 SN VA = 7 N L B T E R 7
o ol N S e A B e T B R DN &2t ey 81 (R O
PR

s By (NG
A, EEEEREER

W22 A SESE TR | AT RE N S B R RO Vs R Y
E-STNTS

Bide s BARRZ 2L, g2, dRicAm
L, IR TIXSE R YA IR

B2 4 e R e AN AR PP 2 f % 1 (APT)
PR ft TRV R T, TR R R A DR T B IR AR
TETE

BERIBOIG . AR IR B (AR5 4% . ok
WL, A BURSF) T KU AT R it -

2% AT 22 AR I 5 PP A - 4 AT R 2 Al S5 1T
Fh AR A S ) DR B, FC3E R R S 3 A BT R
EBIPANERE, 2GR A AL PR

W24 AT AL 44 AT AR TR 5 A AR B R 51
HERtlt, FCAEBhZ s . LA AT AN R RS

B NI BERR) RBEIRTS

PrGERRA 61
2023 F 128 529 %5 6 H8 Dec. 2023 Vol. 29 No. 6



ERILIR DEERBEAR SR RAR KT 5
RERLEBER
AR I | s I NiF
N . . - MET RS .
Styne e BiELE e S iy MEEL LT
5933 SRR BEEEE i -
IREGEAE SEt
mEZRE
KUEEERIN S NalEts]
SERAE RO R PR THWEAER
RESFTEE
BN BB
SHEE BB
BIEEHSIE T
e
| EusE | | mawe | | omMEE | | Smmer

AB SEESEIIESMEE

ARG T PR 45 2 A AR R B S B A PR

2.2 FEMEXREEAR

TAFALH BRI A E SGh S B iR S5 151R]
R AR

1) B1FE SGh 5t

VEAFARAER M 58, FPE e SGh RSBl 1Ry 2
TR ICAT H AT, 708 TS5 SRR G, &
AMETGE s Gl BIE . BRAL, LR U 55
3 7 7] 5 BEUBROC SR8 7™ 4 T] s X oz P 7 1) 552 B T AL
SCBLSCIS s AT AR, RIER TR Al AR A
AR MG ML e 2 N TTREIR, WA

2) B Vs R A B

VBN FAFAE BRI I LR, B Oy U 5 0 m) 8 P2
AP B HFAFER S — 2, R R AR H A E A
A — 20 o BRI U (R A BRI D By R
073 S0 UEAE PR L) K 5 1) 45 RS AP, S 1 4Rk
BB NIES SIS AL, a7 2N TS 0INE, s
SR AT R, RAE T RS LM & P e A
2z frdr, WA S A9 224 R Gt — R s TRl L ]
AR P AT 3 A SR RE R AT, DA A Y 2
g7

3) ik

VERFEE S ORI, RSB T8Ol

62 | PRGEIMEAR
2023128 2529%5 6 #1 Dec. 2023 Vol.29 No. 6

ARG 2 R i T AL S Vs T, e OR B AR G BT K i 2
ARG TRIE BRI AR R alE . Moy g nT
RRA ISR 1 07 AR P35 S 0 BRARE . JCZ3E TR (4 By
K, TR B PR AR B R ML TR R, s
TEmE S AU RN, BER G a8 A2 4 Hir) [
B, FAA T W R LR, s A S A
IR B E B AR (IT) SRk, 7EREG BT 5
-5 B A U M A

4) FAFAERE ST R PP A A

Aserh, S % (EEERR S AR briE,
TEFAFAERE SCREI, HARFEE AT REA, FEih%E
{RAERE I MU VAR, B A5 A SRS 20 3 R 8 4L
ARELH 5 26 B8 I8, TR E(EEOCHRE ) G, dnlEl 2
B o

R FATAT AR S B FE bR TR AL, A SORE
FAFALRE S BRI 3 W AT Be . A5 BBe . W12
Bt AL BOREFEL L B B R S, B R
o L AT A AT O I REF AL . BoRSE H  4E
J5 RN Z AR AR T A . I N ZFEHARMAL T
%K, MEI1PR,

DA B 2 A ARRGEH R ], FRAT TR DU K RE
AT I RE ) B A TR AT 2. P B el R B TR A
e P B a5 AR 4 REE AT A = GRS 4 9%
AR B+ R BT S S AR ) TP BT



BremaiE
BESHIE
NFEZETE

Shi=

LS B HE
THEERE
B2WSHE

LS BRI

MEBITEA
S TE L]
LEBIF

HEXESZERP
HER
HEZEZHTSRR
HESihSRE

pialigtesl
ARLE
SIS HEHS
SRR

NFBRAEZE

MRS HANE
livi=gi

WSTRFEE L2 %=
RN STHS

RifLZ 2T

NARZET
TAZETML

WZSTHHE

BHLZLTIL
ERzsEE
HenzBE BRNREE
AB?2 TEEXBEENEL
VR SEEENRAERKRMNE
ISR DEVERNER BESHEIR

ToEEEMER NEETEELZERABEIIRIEHER
BEEANELZERARED BSANZE

ST ERGiET

. SRS SRR BT

PIERIE AR E SRR A

- i%é%ﬁé%%%%&ﬁ@i?kﬁmi%
ey iiﬁ&é&%@%ﬁ%ﬂﬁ@%ﬁ&ﬁ@&

SEERBRASAREHAZ KW F

AT 2 A AL X 100% . BE 1455 A 51 80% R vl
FIE I By nl {5 HGA S “UfeprBe” .

TARAERE ST A PPAG RS (R AR RE T A A
) PR E ENF, R R LRI K R 2
Mo RETREAFAL Mt T N, A BTl A
TAbsk, AWSEEEEE IR, RITEFEL 2R
A, HESHZAEAE " L TEAL . UL A

IHEFEFEELXEAEIE=ABR

1) MRMEGEA AT, FURIATRETEAS

] O R 2 2 A RN E R K & R AL,
i WL eRE RN, RARMENG . &5, X
fb. #ha . EFEHFGEZE” T, PR #Rb e (N
2% Aol s R A S = ARAT B R (20212023 48) ) 1
LGS0, B M A AT AH I 5 5 A S B 00 H 7 |l
B2, 5RBUMFFEMREFLE AR R ML, b HE
Ty = BAR i J B R K1 5 BAATCE L Re 4, BURHL |
Tl Al #E2s 20 ZAFE AT i TE M A 5 1 i, Bk =
B AR T 400 i D7 FE R S0 S, A AT S A
JRI AR ) o

2) HARKRERGEE, HEQH AL

M, E R AR R o R R R [ PR R R R
202041 8 H 2 FEfF B AERFAZ B Stext (FE%Z
LHEARFEAESHIRRZYM) PREHAT I I, 2021486 H
EE R A S AU R (FEITRE T BUAE ) ARiERAT ] T
1B, I F 202247 H 58 ORI R AT . BARE AR
Divg i, AR E RGNS 2220 ARTE L A AR
F, QUH SRR, AU 3 [ B & A (08 A br b A 7 oxt
FRALIT, ARELEEBER AL, BEIRSA T (5 B e S | T
BB, TR A . MRS ST AR IR 2 R, M
DAIE LI B Tl ZREAR I S, SRR AR R e 2218 HLA
JEAIG, I FL i R T R 2 ELAT M 09 A5 A 4249 SR i
HIE .

3) PP AESHAIAIER, BT REIEAS 2

PEWAE, o 25 22 4 Sk Al A R A AR AT
R, EBEIT . ARG GE ST By b, (H i EREE
Pk & R M A TR B, = AT SRS AT AR R AT
. 20214, 55 =07 B LA Forrester PAE H I TH] L %
BRI PR 34N TR Hh 34 R B BRRAFAT Jr A0 i
&, TEIT 3R WAL, 20224, 3 =&
Gartner Z A (FAFE Mg ) HLJAHE T 42
FREREAGEMRRMEBER R, PEARI3 K LR s,

PrGERRA 63
2023 F 128 529 %5 6 H8 Dec. 2023 Vol. 29 No. 6



SEERBRASW AR

BV RIS - 5 34, FARATRR RIS LA M A J
BV —, T 57 RAFAE B AN IS B A
B MRS EAN AR R AL

4 FEEFLRREY

1) SR, SRATE R AR

SRALBECRT S, Se PR EATA R . AT B
G EELWAE, WML EES BN SR
AR R R HTAE D T A R R RS, RS AR AR SRR
ARMIHEA o ITUEAT BT TH R RN, s 42 4
LRI BAFAL AT RS , ST A R F AL RIHNL
FRRZRIE . LI H S SCRFEOR, FRAE BB i M 452
eI R (520 B 2 (5 A AR RS B 0 245 2 A SRl i e 12
fHit, IR A B R Rk K o Iz AR Z S AR N
SCEER, X EAT AR AT HE) PRI TS SR 0T
EX I 37 R R L IR N RS e I N Y VN E A T
9, AR AT AR SRR R R R E AR, 8Ost
H R Bl R R ST R R
FTE— A R 1 B AR ARAT ML S AT o FESEB . &l |
RER . Sl A O RS L il inie, RIHEFEEM
R0 A AR AR SRR TR T SR T

2) EURHEOR, KREEFEEAELHHA

ALK B BB, ITE T EEE A0S 1%, iy
IERET A SGUF . Byt e = REAR L%
fRAEbRER R, HEVERS RS R AR L A1 . TR B
AR AR JSE DT IR | ] P e 22 4 I A DA 4577 i T
P FIPMEFEEL2DHERR, AR EEELORGE
TI5IIREFCR, BTSN , KIE “FEIERETI N
BT PP, I SR ERAGRE TS
PERFIZER . HHRMA . AP Zd il BHIFL
LA E Y S & v RS Nell P SN S e R et
ITIE R, (OB, TREEEE L™ 0
QUFTRE g itan, RImE IR EFAEEOR LHUHT, B
TIFAGALEARBIE LS S WA

3) SRV ERE], AR A 2

BIHESH LRI Sl, Bl (G AER RN BHXS
Il R A 245 2 2 0 4R (LR AL AL PR Be, 3T38 T LA Shits
G AT RE RS ek Al SN B A
J o MRS WO R b S Am v A 2 B 22 R 5 =07 kP
7, RESRISIE . WEMEAN . SRR RBORTILE 2%
W RRMTHEMRSS , VISaR e RFAE LA RAEE
fRAEr Ak eE BT E, RS s, EEEE., &

64 | RGERIAR
2023 F 128 E529 %5 6 H3 Dec. 2023 Vol.29 No. 6

KT F

Ml REVR . QARSI 2 RS TR SV IA R, N
ol BRIIRE . RTS8 . RHERE ) BV S YR
FIFLAET 7 i 55 BE T3 A 0 R FAE T 7 R AR

SEER
[1]1 The White House. Improving the nation’s cybersecurity [EB/OL]. (2021-05-
12)[2023-10-25]. https://www.whitehouse.gov/briefing—room/presidential—
actions/2021/05/12/executive—order—on—improving—the—nations—
cybersecurity
[2] The White House. Draft federal strategy for moving the U.S. government
towards a zero trust architecture [EB/OL]. (2021-09-07) [2023-10-25].
https://www. whitehouse. gov/omb/briefing—room/2021/09/07/office—of-
management—and—budget-releases—draft—federal—-strategy—for—-moving—
the—u—s—government-towards—a—zero—trust—architecture
[3] Defense Information Systems Agency. Thunderdome realizing zero trust
[EB/OLI. [2023-10-25]. https://dd80b675424c132b90b3-e48385e382d2e5
d17821abe1d8e4c86b. ssl. cf1. rackcdn. com/external/fact—
sheetthunderdometemplatefinal.pdf
[4] The White House. Moving the U. S. government toward zero trust
cybersecurity principles [EB/OL]. (2022-01-26)[2023—10-25]. https://www.
whitehouse.gov/wp—content/uploads/2022/01/M-22-09.pdf
[6] U. S. Department of Defense. The department of defense releases the
president’s fiscal year 2023 defense budget [EB/OL]. (2022-03-28)[2023-
10-25]. https://www.defense.gov/News/Releases/Release/Article/2980014/
the—department—of-defense-releases—the—presidents—fiscal-year—2023—
defense—budg
[6] The White House. Administration cybersecurity priorities for the FY 2024
budget [EB/OL]. (2022-07-22)[2023-10-25]. https://www.whitehouse.gov/
wp—content/uploads/2022/07/M—-22-16.pdf
[71 CSA. The Singapore cybersecurity strategy 2021 [EB/OL]. (2021-10-05)
[2023-10-25]. https://www. csa. gov. sg/Tips—Resource/publications/2021/
singapore—cybersecurity—strategy—2021
[8] Government of Canada. Network and security strategy [EB/OL]. (2021-04—
12) [2023-10-25]. https://www. canada. ca/en/shared—services/corporate/
publications/network—security—strategy.html
[9] European Commission. Laying down measures for a high common level of
cybersecurity at the institutions, bodies [EB/OL]. (2022-03-22)[2023-10—
25].  https://feur—lex. europa. eu/legal—content/EN/TXT/?  uri=CELEX:
52022PC0122
[10] National Institute of Standards and Technology. Zero trust architecture [EB/
OL]. [2023-10-25]. https://nvipubs. nist. gov/nistpubs/SpecialPublications/
NIST.SP.800—207.pdf
[11] Cybersecurity and Infrastructure Security Agency. Zero trust maturity
model draft [EB/OL]. [2023-10-25]. https://www. cisa. gov/zero—trust—
maturity—model
[12] Cloud Security Alliance. SDP specification v1.0 [EB/OL]. (2014-04-30)
[2023-10-25]. https://downloads. cloudsecurityalliance. org/initiatives/sdp/
SDP_Specification_1.0. pdf? _ga=2.228130653.1951536048.1669190328—
1229248686.1669036181
[13] Cloud Security Alliance. Software—defined perimeter (SDP) specification
v2.0 [EB/OL]. (2022-03-10) [2023-10-25]. https://cloudsecurityalliance.
org/artifacts/software—defined—perimeter—zero—trust—specification—v2
[14] Gartner. Market guide for zero trust network access [EB/OL]. (2019-04—
29)[2023-10-25]. https://www.gartner.com/en/documents/3912802
(151 B . SEELE8Y2022: FINBRERE, “EEOXBMTILEIR [EB/
OL]. (2021-04-19) [2023-10-25]. https:/finance. sina. com. cn/chanjing/
cyxw/2022-03-03/doc—imcwipih6443414.shtml
[16] Market Research. Zero trust security market by solution type, deployment
mode, authentication type, organization size, vertical and region — global
forecast to 2027 [EB/OL]. (2019-04-29) [2023-10-25]. https://www.
marketresearch.  com/MarketsandMarkets—v3719/Zero-Trust—Security—
Solution—-Type—31844180
(17) PHEPRZPROSEIFRGT . LR T RECIRER (M1 ILR: PR
EABRRAT, 2021



N8l PEARENETWANERHE. MBZETIshERE=F/T)Ll
(2021—2023%F) [RI. 2021

[19] Forrester. New tech: zero trust network access, Q2 2021 [EB/OL]. (2021—
04-19)[2023-10-25]. https://www.forrester.com/report/new—tech—zero—
trust—network—access—q2-2021/RES161768?0bjectid=RES161768

[20] Gartner. Market guide for zero trust network access [EB/OL]. (2023-09—
25)[2023-10-25]. https://www.gartner.com/en/documents/4773531

£ & @& N

Kolp, PEERBEHFRRRASIVENRM
BAEDR; TEMNEZEE. ENZEFHEW
HRLIE: BEAZSZTESEEBRBES.
WEHITE, BRIFEES 180, BEOWS
BB17T, ZSITVER5 I,

SEERBRASAREHAZ KW F

BEE3 T,

FERE 1210,

PRoEIRRAR
2023128 5529 %556 H Dec.2023 Vol.29 No.6

S, PEERBEHFRREARSINERRA
SRNBEE; TBEMESD-WAN, ZEHE. &
MZEBHERRATRLIE; BEHZ5202I0
TR ERSBTT, RFEX10RRE, BRIV
PEEAEMEI, MERETI, ELRKRMITIL

BEE, PEERBSHFARRARSIVERRA
GEMPILBIEE, sRTEN; E2MBEEN
MG, KRN, ITESOBOHRLE; &
KB T ERARRIIVERS], KRRIE105FR,

| 65



