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Abstract: The domain name system (DNS) is the infrastructure service of the Internet and is crucial to the continuous security and stability of
the digital economy. Based on the security practice of Alibaba Cloud DNS, a DNS security framework suitable for the development of a con-
verged cloud era is proposed, including the application scenarios of the all-link and converged cloud DNS, the south—north and east—west
service interface capabilities of DNS, as well as a security capability framework in multiple dimensions such as confidentiality, Integrity, avail-

ability, software quality, operation, and service measurement.

Keywords: DNS; security framework; Internet infrastructure

BRI 44 2248 (DNS) Bt 1 FI5 W 3l 4 1 B HK ) By
W (IP) HiuhE T i X 45 b A 14 2R 22 8] 0 T e 46t
SR SRS IE SR NS TR =w 1 S WO R B2 W A =HSRE  OR R a s
P, B ARIE =8 A, T AR R
R PL. A IP )T 9iA DNS G4k, FHIESBEE S
i A seoh, MRAmg bR iR 32 0 BI  F BI
SRR ER L5, Rl BEARRS WS
WIP G Z = = B Sk AEAEIHR M i pfiZ:, DNS
TE 4 28 4 R AR IR B R R i B oC B R f
flhn: 202146 7, 56 R BUFZ R4 TR 36 4~ B
BARSE A HEAT A U, GHE T EPR SO, 2021 4F
10 A, Facebook DNS i 55 /A n] H S 30 H i T 4R £ v & A=
TR, RS T 62N IR R b EHEEE R
TEAT R i R R L A8 X 45 it o] AR R0 vl [l g ST
DNS A R A% 0 0 48 TRl it 1) B B M A 1B AR A5 20 S &
Iz BN
B LI A2 FR AN AR JEIE, DNSFAR RN S S AW
B, MUBSHREIHE. —mE, ey RN
ARG, DNSNW I8 2 468 fr . BB TR 4T 45 41
(IETF) ANWi & A0 #T0) DNS 24 UM, MJK)ZPMbR i
2 Il 5 ¥ DNS 44 4, 4 DNS Cookie, DNS % 4: ¥ J&&
(DNSSEC) o fin#E A& ARFF 1A T2 b FHAE DNS 45U, 1458

TR — B B AARS . SEA BRI TR AR,
B 50 1156 W IR 45 B X0 DNS #2486 T3 O IR 45 284, Rl =
TFFF 5 DNS 45 $0E 1 44 6 1 AF 00 58 m] 42 (9 A 55
TSR RAE . TSR AR T, DA BB AR AR 55 T
T SR o BB L BT & T DNS Bt S 1 7 4 [
HETT -

J—Iril, AR, Z=°Ff DNS iR 55 224
FUEAIEAE R ARk, LS W 2= 2 00 500 B
GO S5 TE S RIS . EHURAE 2 = R Rl & ) 5%
T, DNSHUABEBEAENA = . A A HH B R o
(IDC) . I FHANE RE a5 2237 5 1 1P Mokl Sk Fge— i B2
FE MRS o XX DNS BRI i . e Ais qEFik RALIR 55 fig
FIHEH TR kAR

1 DNS B35 20 2% B B HFAE

1.1 MEHFN S5 P ERE

el (TCP) MPHEWIIFE M5, TR AR
WY, HET Hostaxt £ X 19 44 F AT & JCH 0 2 H 25
PR 8 FBRN LA FIET A2, 20 22 80 4EARAT,
BT R TR IR S5 (T TR, DNS 9 SR M 2 i
PHEZE (RFC882/883) #idEili. DNSHIA T RPIR A4 25
[E], 2R R A G50 o3 A I, B AN AR A T

B S TIE N | 33
202328 55295515 Feb. 2023 Vol. 29 No.1



ZEE NS Z2ERTS

\\\\\\\\

IR T 3 B oy A 54 . BT, DNS 3 # 1 TCP/IP
T B3 I R AL

B, AE R IEREZL AL, DNSEEHE T /040
K EM-mL " B IP AR BRI B AT B B T
L 114 I 45 Hhoph 573 3B Rz 4T DNS BT IR 55, AT TR
DNS#F, WBIND (R1444) . ZB B, DNSZE4He s
T DNS PR 22 4 FITF U5 DNS B PEY i, AT DNS By
T ) 5L FF 5 DNS B0 (49 T 1 45 23 5% ) DNS AR 55 o BT LAIZ A
A HR 73 DNS 22 42 118 48 v e DNS BRsChR e )23 1, 451 4
DNS“Z 44 & (DNSSEC). {HDNSSEC %29 &K G
AT A BRI, — Lo {5l DNS S35 2 25022 4 KU 1) 4
RAPIRE I AFAED

1.2 LEB P F iR £ E RS (SaaS/Paas)
WG F s BRI | 7R A

MRS M2, 4xfl, RAE . BS

SEE AT M T RCE R

RIE F

WAz EH EZ AL DA IEHET IR AR DNS iRk 55
SR T M 55 W e ]I A . AR BRVE I R A DNS (K
BEAE T, AHAB R RSN AR T . SR AL DNS Y
R F e T AT SR PR

1.3 BA = DNS: T8 IT > # = DNS gt & E 12224

FXMEEEOR (OT) BoFv™, BTRSmal . KUK
FERIAEERA R &, Mok 0l R RS 28RS
T, BREE A B 55 58 IR B TE AR = FAA
= AHIDC, MR R G2 5e (WA 1 TR) . 1
e ZYRCN, ITECF 587 SO RS A o — R o
il 2 DNSHWRNZ AR, JF 4R 7K HH 1A ) fil 6 2 1) 1T 807 ¢
FEREE R A, AP DESE S s, fiE . 4
$1DNS, KBIGE . G4k, G B,

iR (TERD

i e TR
3 FH) DNS TP fi# 7 S A 2 T ik A2 = o3 EMMMW\ BRI s
Gl P e I e 42 = i WWW X =y
Tj i) N2 RO PERE . 2 Hbﬂ]ﬁ%ﬁj | - example. com< ﬁ)'c:amNs RN
sk, DNS H&%Xﬁ%fﬂﬂlﬁ%%ﬁ%& GEO e ﬁam ) &, =¥ \ngn
I TS M PC AR 5] T —
BREFH . B eL ™ BFIIDNS  GTM (5575 ‘ BEMONS GV (3855
- S Logo ap.?

(1oT) ;37 JT IR 45 F 1 22568 s =] |£’B \Ol |EINE ‘h? | (@ & R '_b?‘

0 Ao~ E A =2 : ZSERHT PirvateZone Eﬁl\ﬁﬁ EG%I\T ZSEEIT PirvateZone E[)ﬁl\ﬁﬁ Egﬁjﬁ
BIr AR AT B, JRl | (BB e & VPC GESAT & VPC FIREINT

BT T 9050 B DNS R
Mt iR55, W Amazon Route 53,
Alibaba Cloud DNS; 72 4t 3 19
DNS {9 tH BE L1 e 4 7
/D% DNS 3 1 ik 55 F &,
Google 1 8.8.8.8 F1 Cloudflare (1]
1.1.1.1,

——

RETME o

BT TN Region]  =pems ﬁ@ = Erﬁg WITERILS
OPSDNS OPSDNS

_

>

@'@g;@

3 @‘@ :
Mok % iie LB, DNS AL %%CPE iy @ Sg SAG SEEIECPE m %
- —A i T A | il = EAIE |
s/ A EAE TS 1 B 1P M PR o TUNR® ,—‘ & APF’Q%@% . HEIDC £8IDC ‘5 RIS
W, BHRER—AETHAAE . =n o —rn \UEE DNS
Y s, ,—-—»,_v_,/\-
WIORA  BKG TR A ==

REf IR R . Ml STES
&, DNSAHEH I M2 Pl A
SERHALAE, T I 55 AN
XA PR B IR 55 (SaaS) X
N gD (APD BFEE
RUfR %5 (PaaS), HATHSRAYEBE
AN 2 G T TE T2 & P N B

CPE: FFRIIMEE

DNS: BIBA%
AB EEEHR. 5T

34 | RGERIAR
202328 2955188 Feb. 2023 Vol.29 No.1

dE SEEH

GTM: ZIREBPE  OID: WRIRRRT
IDC: GEXMEURDI) SAG: EEEEARXK VPC: RFAER

PMEAYDNS W 55375

SDK: MHHRTER



\\\\\\\\

FEZB B, F- 5 5 DNS £l £ 28 HL A Sk [ it 4r 9%
FUEE, 55 APPAE R unfd b o . BIEMNT. = /o F
FOBSEAT . 28 BB 00, $2 A DNS 4% % 22 4 ] #52 ( filk
55, [, P58 DNS Al i >R F IT # A IR & SCDNS
R4, B A —3 U AR R 1) 2 g — A AR A, 48
T DNS PM A 2 4 PR

2 5= DNSLZ L&A R

45 B SR AH O T AE BT L 2 7R Rl 25 DNS 7 T Y
SEEE, FRATEE T— ARl G = DNS AR RMESL, Wikl 2 it
N PHEAR BRI 2EE B IRL G = DNSL 555 2 . DNS
55 RS54 10 )2, DR E ML AR )12, fllG 2 DNS
()42 A2 BE I LK A 53 7% B R AL o ARV [ f) Ml 55 A AS 4 4
H, #aZRE = DNSA S st

2.1 DNS#iR R =M

AR, AT R 7 X DNS By SE . & RFC9076
SR, DNS H: 28 4 A hy S B 00 B R T 5 f 7™ o 1 49K
124 DNS MU A L1 1L SHLHR RV 4. DNS#F
T R AR R TR P A A D M 5T, A T
Vilalg g FAG B E . S5 T8, ToT 4 Aif
B E B34S T DNS 2 A B s A £ 2 A0 il i 2 R
REMI R . AR5 ASOBFE R A5 T

BEXF DNS B A2 4 B4, H A PR S A L . —
Fifr S R a5 el /D X A R aR Y AE L, W RFCT7816 H 2 2 (1Y
QNAME Minimization 8 AR , ZHAR AT DL i 328 15 IR 55 #5182
BRI ST, DEkEME SR H B 5 —826 DNS
Bl 2 A RE Y (TLS) B (EE e, LIk

S, MG ONSWIBIZRE
LIDC+BZIZR 2.0, B, NEEEE 2

e o
DNS #IBIRBI — Confidentiality |’] DNSW
0
DNS HifE—31E - Integrity Fﬁjb DNS AP‘
Z @jlﬁ@ 0
= DNSEBETFA-Avaiabiity ﬂﬁ;ﬁ
5 KO
éj DNS#UA4BI&E-DNS Software @j ﬁﬁﬁﬁ
42
5

DNS Z4)54£-DNS Operation

DNS RSSMIE -DNS Measurement

API. NIFRfERREE0
DNS: BIZA%

AB?2 IS DNS LR RIELR

IDC: GERMIEERIN

T EDNSZ2IEAHAR RIGE &

FIEARRA P AORCR, BIUNTRFCT7858 R |3 TLS Y
DNS (DoT) . RFC8484 21| () ik T2 42 SUAAE 1 UL
DNS (DoH). IJLAE, WA EFRMNER . #IERGTEE
HBEXFHME A 3 RF DoT Al DoH.,

TAk, FERG =Y, BR T DNS i) i i BE
HAREPELIAN, A58 3 DNS zone 045t v] fE £ 5 L
BAEE, B 25 SRR G v i, eI, AL
JBIRGS w5 2RSS dE i e A XK AL (AXFR) /
W X IR (IXFR) [F)4 zone B T, zone 545
DA AT RE B EE o P, FERES = DNS BRI
TR BB R AN, TR H A
IO 137 5 9 B DNS B (525 hE 7 .

BEXT DNSBUHR R , AT QiR A 34N 0 T DN 2 g
— K

1) BRTHSEEMRS I, WERE . A5
T 3CHEHAS DoH/DoT Mtk AN UE 15 IR 55 & BUMLH . H T,
IETF §) ADD T AR IEAEHE 2 B i AR bRt

2) 4 DNS 3 IH B EE s A& iy oo AR SUs , n
fof ORE 32 9 A 55 7 A itk 2 K06 . ¥ 2247 Oblivious DNS I
Oblivious DoH (ODoH) J7%&, B Akl 4 i H - Hahk i9
XK FR, ARSI 1S B AR —BOA T,

3) 3 U AU A i A A LIRS o 3 S 7 A T X
FARAUEIR 55 Ea s i 43 ik 55 & IR fig

parlld

2.2 DNS##E— 5%

DNS BRI A (B 2 DNS 5) i 32 ZEA7 85k, M
75 153 FH P 7 ) e o 14 ) T Ll R S P 25 B
A Kaminsky ZZi5™, LK 2020 4F H 39 P DNS 1145 18 I 3
WoRMZEAE A" M, BAE20004F, DNSSEC FHES#EiR
th, B TR A 4 4 DR B AR A% 10— B AT B TE
SR, ELF20234F 1, 28K IH 3 RF DNSSEC K55 1 L ]
1A 31%.

B T oA el LA, B — S Z e R s R
AAEBAR RS, o 45 SR AT LRI TS, a4
TR 5 B 45 DNS zone SCPFE ACE R, X 2850
AR “HEMEEE". Bl 2019 4F & A A it 0,
R 2 38 5 R G AR O AR R, R R O Y
DNSHMHE B . RS ZAEE D, TEIIA W E e
B WA T UGERL ] K AR47 DNS H W5 B ol e s & 2005
TR .

DNS idl — Bk B PR ERAE T DNSSEC i T H & 2 kX
DARHUBLIRSE , WA WA AL . 535h, TR

PRoEIRERA | 35
202328 55295515 Feb. 2023 Vol. 29 No.1



ZEE NS Z2ERTS

\\\\\\\\

B PR R, e Z I AL i RSA (Bk
%) MBI (ECC) SHAG MR, Fitk, KA1
R R TR AEENT, DI TR, R
H% 44 1] A 23 245 BLAT 1) DNSSEC H1 DNS %541 1) 14 % 4 ok
PREL

2.3 DNSHRE SR A

DNS & HHR W EEA IR 55, 78 BRI 45 1 s o] FH AR 2
PEJF AR O Z R . BB e b R A
DNS ST, - PRIt ke 22 1) o0 24 1 FH 55 i 95 e = i R AU S
SN AT & o BFREERD], TEREKHEAET 10 711
AT 2, A 89% A T A S A b R 55
J T EAE R, BT 2750 DNS U4 FE A8 Ik 55 AR
FEE R A e B I T IR 55 e — i e o . —
BB FEE e 55 1l KA A XAE 48 IR 55 (DDoS) Mk,
M2 S BURS AT, A —LEsE R, 48 FE 8 IR 55
A PR A AF TR MOt B I XU R, P 8
DNS T B 1A N X 25 P B st g, AP AR S0 i vl
FHR S, Wt Ul AE A e AR Rt a] . AFA] by #F RE SR AL ] b7
IR 55

DNS (17 A RS AT LU 1Y 74> J7 TR S

2.4 DNS#HRE

CU P BRSSO L K R R
IEREAL IS, HEdEA, | PR ARl BTV IS e 55 19
AT . SRINT, H EATAAS DA AT 22 2E N B3 fd T
A FE GRS 2 T R Bt 22 227 ok
TEERR A BN 5 22 42 UK

o [ EL IR 9 A S P 2021 4R R AR b (R0 4% iR 5542
RIS BRI ) PR, b E TR AR A AR

V&R 112FDNS S HRENI 7 ipa =R

RIE F

S FEM A BN REEY (ISC) 4E 4 /Y IF I 4
BIND, (5Ibis5159%, Hrr, il 40% 1) BIND FFIEK 447
IHTF e WA R A TIRE R o A o v et B 22 4B
Mo PEHBEMZ RS (ISC) BME, 20162021 4F )
54F, BIND A 69 N bug BB, X 2022 4E i 11
AN, X R S R DDoS 8 4 g

I 4 7 Mk Ak DNS 28 BRTHLAG H T e 1 BE A e 28 4 1k
W% 8, #B2x LT A EMF R DNS B R4 2k A
TXCRE T AR OB DNS 300 5T 6 )[R, 7 388 3] ) B g 4%
PR E AR I AT IR SIS o N T e — R ok
VR J0 R RS 4 AU, Al 3 23 2% SECR T 2 D A AN TR I
R 11 DNS A ASG I R GE ) R, ik o B — 2 vl g
R TR, AFURE R A AR AR 5 B A AR A . R
IH DNS B4R T X AR5 e A B2

DNS A2 X EERIAENA T TH . — I, MK
P EWFAER , RAME100% SRAEREA T . Xk,
T A A A ST, AN Fuzz A symbolic
R, AHJE B ATTARXEXT 52 2 9 1 5 N 58 B 3070 1Y DNS $%
PEERT AT RN . 55— 5, IR ZE A5 3 A
DNS JF Y 52 BT B A% ST UM, X T RS0E SCR B Y
UL DNS Fff, BB R FEWEN . B, WAA AR
X 1 24 DML 2 A TR R A3 AT, AnZRAE £ EE . DNSSEC
SEo BRI, XTI UM . A AT AR S AR Y
GLVERIESMERIE TAEARZ, TERE— A A G 85 T
FEE M EA,

2.5 DNS Z&is%4

AR KRR 3 A X S 45 B A DNS %2 4238 2 J& DNS I
FRRCETN I, HESEN RS IRS i, Ma
F- 5 DNS#EA GG 2 DNS B Beiy, 4z ez i i 24

il g, BIFES KR
MESRE B & 7EDNS HE&%%%&M@@E?J%DW%%ﬁ/ﬁ’\\ﬁﬁﬁgajﬁ’@%ﬂﬁ%Siﬁ%}ﬁﬁﬁﬂﬁﬂ 3~ 10f8BVERE. W EAIN
7 Wi , DS SRIAE) DDoS FIEW IR £285%
ZPNS B NER NEIREZANS, @I zone WD RELEUWE
5iB Anycast 1B A BT NSILUEA AR EMIORIEY Anycast HENHhR EHREAISMHRSSS
wEwn  &H BA  AUHEB)DNS REFENZIORBEARSTRIHTIE, WRSSSRE SRS B —2UE
&z NEA BA SENERSSATRN, GURARMD ERE BRI SRS (RFC8767)
zZEEh  EH B SBERGE, IURARRLURACL ZEERIFFERE DN ESKE , RS T BM
I 1EH BA AENSEE HHRREI OB BRI IBIARSIHTR

271 PV EEAR05I853 DNS BIRSEETD, BRTDAS D Z BIRILDNS [RFEZNS TR, ATBRNPIWVESHNER T, BAMES DDoS Wib—EZ = DNSRETMIE

BBk —o

ACL:DEEHIBIZR  DDoS: DMINEBARSS DNSHBR%E NS BFARSES

PIGEIREAR
202328 552955515 Feb. 2023 Vol. 29 No.1

36 |

RRL: AN RE R



\\\\\\\\

AWFFEIN R, KA DNS B [ F DNS e & AR5, fi]
e 20194, S NS it B AR S AR IR T80 T HAE L IR 55 4
BRI, TR Azure 25 75 L 3 A/ 2021 4F Facebook H
BN AbiE 4R 30T B H SR A DNS IR AT, 51E T
HOE T AR IR, F522 6122 /NP,

22 AR S ERAR H L DNS 22 42 32 4k B 98 Rl el ik
G X TR AE (1432 2k U T AN DNS 28 BB, BT % T GRooT
TR S 5 34T DNS it B SOk HEA HE TE 19 DNS iR 45 3
s MR EE KA DNS -6, Bl HL 2t A BB |
Wit 5k . WS & 5280 Wi SR JAl
el A R 45457 T A B DS fij 45 ¢ s ™,

2.6 DNSIE

SRA AT AR S5 S A TR BRI IE R 55, R I
IR FUASE S B HL A7 A 2 A ey, DR RATT 75 25X DS file
55 EAT 4 A R4 7S v [ T 22 4 ER DNS G847 HY MUHEE A 22
SRR I IUESE TARRIT, TR b 13.5% i34 i
Prar iy 2 LUR MOS0, F381, 51 RS04 i BT IR 5553 14
JEPAR A, A G R8I AR 55 R IO LR . RO 4% 1
(REEHAFTESIT . A PRI GAFA— B AEAEDT, XLk
3 2L DNS 22 4=l o (AR A

DNS 2 4 I 538 A 32 3 2 00 6 1) 6 Bl il Finfi 4
DNS MV 55 %4 (4 9l shil B P AD 7 58 o (H iy TR0 )
JE e TR RR, B IR e AR MR I 52 BE A DNS
fEtritst e mE . THIEN AR =5 DNS,  LUKE&
Z DNSITF , 25844 AT A A= SR, 36 i X LA 20 A
PP A2 . IDC AN R 2% RS 5 S, X AAT R4 HR AL
BTSRRI . B2, DNS RS | SORE (7 — Bk
FRIME R

3 MEZDNSHIRE LR

THAS Bl 25 DNS B R SRS R 2 ph i, BT HL = AE )
FEWSE N T 2B el RS = DNSHOR . iR
AHJRRT —B g . RS s at, 2 DNS
SR LA, LG S TGS, i
Yt Ge—Pitr . PORMRSS B TA BT . A R4 i
Br. BRI . BEliT . LA S IDC RS i
Prigst.

TR Bt AT IR IE TR AT IR 55, Rl DR = 22
FUR A AT e RS, B B s DNSH22 A s ik E8AE T
AT AN JLAN 71

1) SEREBTEAGE Sy . LT P HL 5 A pREE o A SR B

T EDNSZ2IEAHAR RIGE &

BT L S AE 223K 28 S M R X S N 2 5 86 AT HIIX., & T
243-DNSEERE, Hfftiti 2 514K

2) RGBT BT =i o A 4 i e AR
B T DNS R 55 Hy st f i bt detine fy, B4 2Bk 10T+
AR A KRR I e, SRAEIOAR DDoS ¥t i i
dibitr

3) AWM BB A = DNS 84 A U 6E
71, RefE RS PEREMEAT IR S5 AR AERY , HSAAERE AR AL B
EEd

4) LAWGE: X DNS IS SR . e A
R IEFTES IR TR AR

5) Bl —ht . 8t DNSSEC fELR & 44 IR 55, ke
DNSHIFH G-, TR s 5424

6) FHEEFL: $EHET DoT. DoH M HTTP(s) DNS {4 FF &
THAL (SDK) M55, ORI DNS ki i s Basar: .

7) B AHAL: 91 A T DNSHRE% . .CN./.COM/.NET
Bifg, LA RS Mgy B2 S DNS B8, TRy R ) 45 v
Wi 20 DNS AR 45 A il ik i fae

8) nifi AR AIEYERTR BT HL 254 R G DNS = i
M ARRE I T H P R FERISDK RS ) . Anll/2A
s T b . BUBERT . DNS IR SSAIFIREE . DDoS B,
NI REAE DA A5 AR R IR 5526 P, el e [ B P AN
PE, PREE DNS 55 By 2 anl 5 . nTEid, BLAR(E BE 3
IR

4 H5RiE

DNS J2 4> R I Do 2 v 61 4507 28 5 1 i 2 St 12
HZ 2R B LEE . DNS A —~ T B N 45 TP K dl A 4%
M BERITZE R, e B4 e 58 00 RN it R BE 07 5 B IR 55
(SaaS/PaaS). AfA ZHHL, DNSLEMLE PRI B R
SRR b, I TR RE R, BN SRR AR A
b IT B 7 R R R R A O 45 . DNS (T g AN FH 3
SCENFE, AR R ERERE A, X
ML Rk I A7

LT BT B 25 19 DNS L 2R flis ge 90, ASCIH T
fil s 2 DNS %R RAMELL , A2 T FATHE % 4 Aka e vk
Dy T AE . FRATEARFEIZ SRR T — 2ol R, EX)
DNS )% 2 AR E MO AEACE B —AN/ N b gk ] e |
RREF . REF 555235

DNS J&: [ R IR ME Ao 4, T
IS FEAEMIG SN OGS 2 M AT B2 8. RN R 55 4% ) . FF
TRERAFAZ DA, DNSERAFEPOKPAR R, ZLimde Sk

Pro@ERRA 37
202328 & 29%5 181 Feb. 2023 Vol. 29 No.1



HRER SYEEDNSZERRAR KIGE =5
258, SIE—AERMA S DNS B2 BIRTS
BEDS. LERR BT BRE . TR RRSSRIES
I%/FRFES #IFDNS RERSS *BResE %4 DDoS
= ERnE
., e .{r:% =0 SN P A
L 053 _ =5 [y
> EN% IDC localDNS ZARITONS {Dﬁ @
D [iFBEEDNS — 5% == A =P
[-] DoH W@c@ﬁﬁ _@ N
— &(:% Privatezone
NEDNS MBI \
S
EE Dol (0% e am Steve| | e @
IFIIDNS =® IDCHEE| | TR BRI
MFBEDNS

DDoS: DfTVBERS
DNS: BI&B&5

Tii— AR S DNS ZEIZHER

RESI AN, XF DNS % 2 A 28 i /A TR B2 — F 97 )
DNS B — AR, WL EES 5, LEp= o
VB, IHGHEATE, WA AR AU

AE3 2P,

SEE

[1]1 The United States Department of Justice. United States seizes websites
used by the Iranian Islamic radio and television union and Kata’ib hizballah
[EB/OL]. [2022-12-04]. https://www. justice. gov/opa/pr/united-states—
seizes—websites—used—iranian—islamic—radio—and—television—union—and—
kata—ib

[2] Facebook. Update about the October 4th outage [EB/OL].[2022-11-22].
https://engineering.fb.com/2021/10/04/networking—traffic/outage/

[3] KASHAF A, SEKAR V, AGARWAL Y. Analyzing third party service
dependencies in modern web services: have we learned from the mirai—
dyn incident? [C]//Proceedings of the ACM Internet Measurement
Conference. ACM, 2020: 634-647. DOI: 10.1145/3419394.3423664

[4] MOURA G C M, CASTRO S, HARDAKER W, et al. Clouding up the Internet:
how centralized is DNS traffic becoming? [Cl//Proceedings of the ACM
Internet Measurement Conference. ACM, 2020: 42-49. DOI: 10.1145/
3419394.3423625

[BILIU B J, LU C Y, DUAN H X, et al. Who is answering my queries:
understanding and characterizing interception of the DNS resolution path
[Cl//Proceedings of the Applied Networking Research Workshop. ACM,
2019: 15-16. DOI: 10.1145/3340301.3341122

[6]LU CY, LIU B J, ZHANG Y M, et al. From WHOIS to WHOWAS: a large—
scale measurement study of domain registration privacy under the GDPR
[EB/OL]. [2022-12-03]. https://www. researchgate. net/publication/
349216875_From_WHOIS_to_WHOWAS_A_Large—Scale_Measurement_
Study_of_Domain_Registration_Privacy_under_the_GDPR

[7ILU C Y, LIU B J, LI Z, et al. An end—to—end, large—scale measurement of
DNS-over—encryption: how far have we come? [Cl//Proceedings of the
Internet Measurement Conference. ACM, 2019: 22-35. DOI: 10.1145/
3355369.3355580

BIPETEMBERPN. PESZRBLZ 2R R SEE DR SIR/OLL
[2022-12-03]. https://www. cnnic.cn/NMediaFile/2022/0827/MAIN1661590
8654649L2MS5ZEJS . .pdf

[OILIU D P, HAO S, WANG H N. All your DNS records point to us:
understanding the security threats of dangling DNS records [Cl/
Proceedings of the 2016 ACM SIGSAC Conference on Computer and

PIGEIREAR
202328 552955515 Feb. 2023 Vol. 29 No.1

38 |

DoH: EFLZEBIAMEETNYEIDNS
DoT: EFZEEREIINEIDNS

IDC: GEXMIEHEDIN

Communications  Security. ACM, 2016: 1414-1425. DOl
2976749.2978387

[10] ALOWAISHEQ E, TANG S Y, WANG Z H, et al. Zombie awakening:
stealthy hijacking of active domains through DNS hosting referral [Cl/
Proceedings of the 2020 ACM SIGSAC Conference on Computer and
Communications Security. ACM, 2020: 1307-1322. DOIl: 10.1145/
3372297.3417864

[111 RASMUSSEN R. ICANN SAC105: The DNS and the Internet of things:
opportunities, risks, and challenges [EB/OL]. [2022-11-18]. https://www.
icann. org/en/blogs/details/dns—and—-the—-internet—of-things—opportunities—
risks—and—challenges—18—-7-2019—en

[12] SKWAREK M, KORCZYNSKI M, MAZURCZYK W, et al. Characterizing
vulnerability of DNS AXFR transfers with global-scale scanning [Cl/
Proceedings of 2019 IEEE Security and Privacy Workshops (SPW). IEEE,
2019: 193-198. DOI: 10.1109/SPW.2019.00044

[13] KAMINSKY D. Black ops 2008: it’s the end of the cache as we know it, in:
Black Hat USA, 2008 [EB/OL]. [2022-11-15]. https://www.blackhat.com/
presentations/bh—jp—08/bh—jp—08-Kaminsky/BlackHat—Japan—08—
Kaminsky—DNS08-BlackOps.pdf

[14] MAN K Y, QIAN Z Y, WANG Z J, et al. DNS cache poisoning attack
reloaded: revolutions with side channels [C]//Proceedings of the 2020
ACM SIGSAC Conference on Computer and Communications Security.
ACM, 2020: 1337-1350. DOI: 10.1145/3372297.3417280

[15] WWDC. Improve DNS security for apps and servers [EB/OL]. [2022-11~-
16].https://developer.apple.com/videos/play/wwdc2022/10079/

[16] Cisico Talos. A DNS hijacking called sea turtle [EB/OL]. [2022-12-03].
https://blog.talosintelligence.com/seaturtle/

[171 ABHISHTA A, VAN RIJSWIJK-DEIJ R, NIEUWENHUIS L J M. Measuring
the impact of a successful DDoS attack on the customer behaviour of

10.1145/

managed DNS service providers [Jl. ACM SIGCOMM computer
communication  review, 2019, 48(5): 70-76. DOl: 10.1145/
3310165.3310175

[18] CVE. ISC BIND CEV & i@ & I[EB/OL]. [2022-12-04]. https://www.

cvedetails.com/product/144/ISC-Bind.html?vendor_id=64

[19] KAKARLA S K R, BECKETT R, MILLSTEIN T, et al. SCALE: automatically
finding RFC compliance bugs in DNS nameservers [EB/OL]. [2022-12—
28]. https://www.usenix.org/conference/nsdi22/presentation/kakarla

[20] SIGARAM A. Implementing dual stack recursive DNS at Microsoft:
challenges and learning [EB/OLI]. [2022-12-04]. https://indico. dns—oarc.
net/event/42/contributions/904/

[211 TUNG L. Azure global outage: our DNS update mangled domain records,
says Microsoft [EB/OL]. [2022-11-15]. https://www. zdnet. com/article/
azure—global-outage—our—dns—update—mangled—domain—records—says—
microsoft/



[22] KAKARLA S K R, BECKETT R, ARZANI B, et al. GRooT: proactive
verification of DNS configurations [EB/OL]. [2022-11-25]. https://dl.acm.
org/doi/10.1145/3387514.3405871

(23] PR = EBINEHE . FIE < DNS SRIR(E B 2022 S DDA ST EHRE
BETS " S S SIET [EB/OLI. (2022-04-28)[2022-12-01]. https:/mp.
weixin.qq.com/s/f8AFIrBEyModp_C78e7_CA

£ & @& N

R, FIERITEERATSPEAZID.
ICANNTRARSS S ZBZEREEZRAH ICANN TEG 2
AER. BRODIMPLSHER; KEHMS
GERMARZRE . TR U MRS E AR T
1E; G252 P T —HKMBARRBIPER “973”
863" 1HXIME, = SHIE IETF RFC8483.
TU-T X.672%; REZELN, HEKHEERN
201,

T EDNSZ2IEAHAR RIGE &

5X, RESITEERATEMRBMNESITAS
REAER. PFIE7 DNS BHTIF A QIGHEATRA;
£A53FT 2 DNS FRITIRSS L SOV AZADEIT. TD
BEthR . s TIE, T2 TIIEDNS R%H
BREFIF R o

25, MERTEBRATEMEBNBIHRE
SRHE. DNSFHRASRA; KEAMBMSEIR
BRERANNABRAFTRINGTTIE; B5%6
RENZ2STUNESEBNEXNE. BR
1 863" ITRIMBFH, HIRMNSSYIEMIRRE@NT
J ‘ BRI ISO/IEC 29168-2 BYfIE,

SOBERRAR | 39
2023F 28 252955 18] Feb. 2023 Vol. 29 No.1



