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Abstract: Network security is a key technology to ensure the future cloud network. To address future network security challenges and the

shortcomings of existing technologies, a lightweight key authentication mechanism based on network trusted identity — Network Trusted
Communication (NISC) technology is proposed. The technology features such as near—source cooperative protection and stateless follow—
the—road authentication. The effectiveness and feasibility of its defense against network attacks is verified on China Environment for Net-
work Innovation (CENI) network, which can provide reference practice for future network security trustworthiness assurance and accelerate

the research and industrialization process of future cloud network security technology.
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