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Abstract: A security capability resource pool system that integrates cloud, network, and security is proposed. The system deploys major secu-
rity capabilities at the edge cloud nodes and supports a variety of traffic-mode and non—traffic—mode service scenarios. Based on Segment
Routing IPv6 (SRv6) and Flowspec technology, the resource pool achieves service chain orchestration and flow scheduling with simple con-
figuration and high efficiency. Meanwhile, the system manages cross—vendor security capabilities through standardized interfaces. In addi-
tion, the whole system solves the problems such as slow running speed and service interruption in operation and achieves unified manage-
ment and intelligent scheduling of security capabilities. At present, with the commercial use of the security capability resource pool, thou-
sands of customers have been successfully protected from millions of cyber—attacks.

Keywords: cloud—network convergence; security capability resource pool; near—source protection; elastic expansion; integration by requirements
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