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Abstract: Based on the enhanced security function of the super subscriber identity module (SIM) card, and the security requirements of termi-
nal, cloud, and terminal cloud collaboration, combined with technologies such as blockchain technology, fog computing, and lightweight au-
thentication, a secure, efficient, and decentralized end cloud authentication mechanism suitable for 5G large—scale Internet of Things sce-
narios is designed. The mechanism takes end—cloud linkage and active three—dimensional defense as the core to realize the security protec-
tion of the whole life cycle of the terminal application, and builds a security system of collaborative operation of cloud, end, and card, which

prompts the security of 5G business.
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