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Abstract: A bionic immune model adapted from human immune mechanisms and neural control mechanisms is proposed in response to the
problem of inadequate design and insufficient fusion in the current computer immune system. By imitating the unique working mechanism
including the adaptive immune strategy and the pipeline of "perception—strategy—effect—feedback" from the human immune control system,
our model allows for an improved security defense design with flexible control and active defense capabilities. Meanwhile, the efficient link-
age of bionic safety components enables a heightened architectural integration of safety systems and information systems in our model.
The experimental results show that the proposed bionic immune model integrating human immune and neural control mechanisms can
achieve active defense against security risks and adaptive adjustment of security policies while maintaining the steady operation of the sys-

tem, which provides a theoretical framework for the realization of the computer immune system.
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