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Abstract: Security tools play a vital role in helping developers build secure software. However, it is challenging to introduce and fully utilize secu-
rity tools without compromising the speed or frequency of DevOps deployments. By analyzing the current problems of traditional security
tools, the code vaccine technology covering interactive application security testing (IAST) technology and runtime application self—protection
(RASP) technology is proposed. The practice of code vaccine technology under the DevSecOps system is expounded. Taking the remote code
execution vulnerability protection of Log4j2 component as an example, the protection process of code vaccine technology is summarized.
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