SEEFEHERRERAR = ORE

Zero Trust Architecture Platform Construction and Security Technology

=i /YAN Bo, E/ME/WANG Xiaowei

CRERNERNBEAT, PE HI 518055)
(Sangfor Technologies Inc, Shenzhen 518055, China)

DOI:10.12142/ZTETJ.202206005

28 BhRMEIE . https:/kns.cnki.net/kems/detail//34.1228.TN.20221209.0854.001.html
2SR EHE . 2022-12-09

WFsEHA . 2022-10-19

BE: SEEYSD “PIN+AN+RS” = REMEN, UEESPARTOMSREENUR (SDP). SnSHEEE (AM). HRE
(MSG) BYRAITEMNE, BUXREANCH, SMMRETSHOEGNNZERE, NAPRWSE. SEE. KiEEHNDTEE “MNMS
. IBRIIE” HNLEWR, BARRZEXENANRRET 222 ihcEHHE,.

x#E: SEMEYS; SDP; IAM; MSG

Abstract: The zero—trust platform is composed of three major parts: "center + component + service”, which fully integrates the technical ad-
vantages of Software Defined Perimeter (SDP), Identity and Access Management (IAM), and Micro—Segmentation Gatekeeper (MSG) as a
platform. Through key technological innovation, this platform achieves the best—trusted access control and security isolation, and achieves

the effect of "never trust, always verify" for user access at the business layer, data layer, and terminal layer, improving the overall security

level while reducing security complexity and operating expenses.
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