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Abstract: The key issues of secure and trusted end—to—end transmissions in connectionless are addressed. Aiming to ensure the consis-
tency between network policies and the end—to—end transmission behavior, a new technique based on the working principles of the Inter-
net is presented, i.e., identifying and mitigating vulnerabilities in protocol stacks by leveraging cross—layer interactions and semantic consis-
tency analysis, detecting the correctness of packets forwarding path by leveraging random labels and hierarchical verification, as well as iden-
tifying the reliability of transmission connections by leveraging frequency domain analysis and interaction graph construction. Our technique
can ensure the reliable generation, safe transmission and trusted application of IP packets in the three—stage life cycle, thus enhancing the
security of the Internet. Through large—scale applications and deployments in the real world, experimental results show that our technique
can effectively mitigate the threats of denial of service (DoS), traffic hijacking, identity spoofing, and route tampering.
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