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Abstract: The network is in the development trend of integration and opening. The traditional external and passive security mechanism driven
by security events and equal guarantee compliance cannot meet the needs of business. The endogenous security with "architecture deter-
mines security" as the core concept has become the development direction of the network security field in the next stage. Starting from the
existing security technology, this paper analyzes the defects of the former endogenous security technology and the necessity of developing
endogenous security technology, introduces the concept and evolution stage of endogenous security, and summarizes the research status
of mainstream endogenous security routes including mimicry defense, trusted computing, zero trust, DevSecOps, etc. The key technologies

of each route are introduced from the principle level.
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