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Abstract: For uncertain disturbances such as unknown vulnerabilities and backdoors in cyberspace, the mimic defense technology realizes ef-
fective control of random or non-random disturbances based on dynamic heterogeneous redundancy architecture and mimicry camouflage
mechanism. For the above endogenous security problems, the Petri nets, martingales, probability theory, and other theories and technolo-
gies are used to evaluate and simulate the security of the system, and the evaluation results and actual deployment strategies are analyzed.
At the same time, the advantages and disadvantages of different theoretical tools are compared in quantifying availability, attack success
probability, escape probability, and other indicators. Finally, in view of the shortcomings of the applicability of the existing theories and tech-

nologies in different scenarios and the quantitative problems of the practical deployment, the main direction of the subsequent mimicry de-

fense system in qualitative and quantitative analysis is discussed.
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