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Abstract: The possible attack methods of the fake base stations in 5G network are analyzed. A
technical solution for anti-fake base stations based on symmetric key algorithm is proposed,
including protection key agreement and transmission procedure, protection area information
provision procedure, and cell authenticity procedure. The generation, transmission, and use
of key used to encrypt information are designed, and the key generation method used to
verify the authenticity of the cell is also designed, realizing the authenticity verification of
the broadcast or unicast message sent by the cell to achieve fake base station recognition.
Keywords: fake base station; symmetric key algorithm; protection area; shared root key group
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