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Abstract: The existing security architecture and potential threats in the integrated satellite— detail/34.1228.TN.20210930.1238.002.htm!

terrestrial networks (ISTNs) are analyzed. Considering the Low Earth Orbit (LEO) satellite

constellation scenario, the frequent interception threats are selected as the research fo—
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cus. In view of the interception threat, solutions based on physical layer security (PLS) are
proposed. The challenges of applying PLS to an ISTN, including correlated channels, co—
channel interference, adjacent channel interference, and multi-user multi—eavesdropper
scenarios are proposed, and the corresponding solutions to these challenges are then ana—
lyzed. This is of great practical significance to the construction of China's satellite Internet
facilities.
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