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Abstract: Based on the security capability of 5G network, 5G + industrial Internet security is
deeply combined with the actual application scenarios of the industrial Internet. At the same
time, it also complies with the relevant requirements of network security level protection. Zero
trust networks, endogenous security, differential segment and other cutting—edge security
technologies are integrated into the 5G industrial Internet scenario security scheme. Through
customized security capabilities, security researchers can meet the overall security protection
needs of the industrial Internet. These customized security capabilities include: The differ—
ential slicing meets the needs of enterprise network security isolation; the user port function
(UPF) sinking + flexible Ethernet (FlexE) reliably supports the enterprise low latency business
requirements; the multi—-mechanism provides the enterprise end—to—end data security guar—
antee; the zero trust architecture enhances the enterprise independent control access security
strategy, and the situation perception guarantees the network overall security ability.

Keywords: 5G; industrial Internet; customizable security capabilities; zero trust networks; en—
dogenous security
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