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Abstract: As a wireless security disruptive revolutionary technology, physical layer security
technology is the key means to achieve security and communication integration. The built—
in security mechanism based on the characteristics of wireless channel provides a feasible
idea for the realization of "one secret at a time". Due to the improvement of communication
capabilities, wireless physical layer security has important application prospects in 5G high—
rate data transmission encryption, 5G authentication, integrity protection of enhance mobile
broadband (eMBB) scenario signaling and service data, and 5G Internet of things (loT)
lightweight encryption. Specifically, in order to further realize the application of physical layer
security in bG, a feasible physical layer security 5G engineering implementation framework
is proposed.

Key words: 5G communication; physical layer security; communication security integration
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