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m In view of huge cost of certificate issuance and maintenance in traditional
Internet of things (loT) transaction scenario where both parties use elliptic curve
algorithm to sign transactions, an identity—based Schnorr signature is proposed to
replace the original elliptic curve digital signature to realize the lightweight identity
bR H (= BE B (ITU) 5% 9 B M authentication between loT devices. Two bitcoin key agreement protocols based on
== (1oT) 5 S H « 2 4 2 4 BRI lefle—H(?IImlan and YAK hgve peen proposed Whlch.achleve end—Fo—end secure
communication between bitcoin users after transactions. Meanwhile, the YAK-based
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protocol can provide forward security through Zero—Knowledge Proof (ZKP).
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