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m Based on the cryptographic techniques, the generation and operation

principles of Bitcoin are emphatically analyzed in this paper. The blockchain (the core

technology of Bitcoin) and the difficulty of power—of-work (PoW) are described

respectively by using the compressibility and one—wayness of hash functions; the

authentication process of Bitcoin transactions is analyzed by using the integrity and

authenticity of digital signature. Finally, the advantages and disadvantages of Bitcoin
1 HS q:é-fl‘:ﬁ ﬂiﬁk%%&ﬁ%x are summarized. It is considered that the privacy protection and regulation are still

op g TR E L A the main problems of Bitcoin.
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