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m In this paper, an air—interface traffic—load based intrusion detection
approach is proposed. The base station can intelligently learn the traffic—load features
by analyzing the air—interference signal in the massive machine type communications
(mMMTC) nodes’ random access procedure. With the help of the statistic information
under the normal case, the framework of intrusion and attack detection for massive
machine type communications (MTC) networks is established and a real time
detection scheme is designed. The performance analysis and simulation results
demonstrate that our scheme can well track the arrival process with high accuracy,
and outperform the baseline schemes in terms of the detection probability and the
detection time. Our low layer signal based approach can make an agile intrusion
detection and does not depend on security protocol applied on the high layer, which
provides novel thinking and a reference scheme for the security enhancement in
future Internet of things (loT).
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