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m Big data attacks are the foundation of big data security. For data attacks,
we need to consider attacks for the systems with large data, and for the system,
process data and semantic level of attack, and also need a comprehensive look at
the target of the attack surface. In order to better understand big data attacks, a
new model of the multi-level complex system-—Mentality—Cyber—Physical system/
space (MCPs) is proposed. Based on this multi-level of MCPs, a attack hypothesis
matrix by [attack surface, attack target] is built up. Research on every grid of the
matrix will lead to more effective assurance solutions.
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