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m Dynamic network proactive security defence is an effective method for
solving the unknown vulnerabilities and back door attacks in the information system.
In this paper, the evolution defense mechanism (EDM) is proposed. According to the
security status, network system security needs, EDM can select the best network
configuration change elements to deal with potential attacks and ensure the safety
requirements of a specific level. Dynamic reconfiguration and changes of the network
need to be considered in accordance with the security situation of the system and
the possible network attacks. The key is how to detect and the security situation and
network attacks. It proposes that study on dynamic network proactive security
defense in China is in the initial stage, and there is still much work to do.
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