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m For computer related crimes, modern digital investigation emphasizes
analysis of the relationship between different digital evidence with the goal of
determining how different pieces of digital evidence appear in a single event. Digital
evidence analysis includes searching, classification, analysis, and event
reconstruction. Event reconstruction is the most important part of cybercrime
investigation. By theoretical and experimental analysis, one can apply forensic science
to cybercrime scene reconstruction. \WWe demonstrate how to apply forensic science
in cybercrime investigation involving the peer—to—peer network, with the objective of
identifying the first uploader in the peer—to—peer network. By applying forensic
science to cybercrime investigation, the digital investigator should be able to

reconstruct the crime scene more efficiently.
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