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m The combination of cloud computing and big data is an inevitable trend. In
this paper, methods and techniques for ensuring the security of large data are
presented. These methods include: building a large data information security system
in a cloud environment and establishing and studying the big data security
architecture based on Hadoop. These techniques include: threat discovery based on
big data, big data authenticity analysis, authentication based on big data, security rule
mining based on big data, and preventing advanced persistent threat (APT) attack.
Big data creates many new security problems and challenges, but it is also an
important means to solving the problem, which needs for further research.

big data; cloud computing; big data security; APT attack; data mining

technology

Wi R B AR B AN W R VR
ZAEGRIE B L 2R ZE T Bk
Mo AR R R R A R A A A
MRS AR R, B K — s Gk
A R, 2 Y e — LU B 2 4 )
L, I H X P 2[R 2 Bl A K R
(AN USE BuR NS N TR
AWK o TR ) 4V CREE 5
2R CELSEE) +1C (R 2R ) FRE,
ARG R B AR R A BAF 7
TET T Ik BT P 2 4 R 5 Bk A

1 REB|REBARLRERIAR

PEIPN ST UE TR e
R ZTFHAR  EATRR — KO T
R — B AR 5. ZHRSG

CCEETET 14\ 20165528 $228H 18 Feb. 2016 Vol.22 NoJ

IDAMAG\2016-02-126/VOL22\F2.VFT——5PPS/P1

KEHE, 2k R LR EH . =
TR KRB S T A7 %35 B | 5 A
RIE R A B B ab B A ), HAY
NGB ERE T . B —r
AT, R 54k A S 3 42 i 1 A S
HEAT UM 43 A L SR W DR T, R R AR
b = A AR TR S AIR 55 .

VB R — > = Al B R B30 S8 4 -
£ . Hadoop A & WAF1EH = 35 111
14 22 4 DRI Al e 5 52 i B T By
5 UE 114 2 4= 1 [ HL R, T Hadoop UK AE
RSB H 4 4R o [R] R TR I 5 5 4k n 5
[F) R, 2 g KB Al R B
25 EHE n 2 AL R RN B 25 R n %
B PIRRS o 2 E 0 AL 5 A%
G0 —FE A7 8 FROIn 2 Bk AR X



iR i 2 B4k A R o i Bl S B0 T
B 7 130 AF SR WA B 2 e i L K
Sk R R TR 2 AL o X ik
[F) 25 B9 0 %% 3535 Paillier 5355, X
e 1 [A) 2 i Jin %85 55 1 RSA BBk L 1B
A X 0 R B AR R T RS A i
WLV, U THC 1 MRS 8%, Craig
Gentry 2 Hi — Rl 35 T FLAE AR 19 42 [ 25
I BET, SCEL T A [ AS N BT A
Ja P B e T

ERE N € &R IV R E
I B (NoSQL) i A ¥ A 233 K 1 &
JE A58 2 | A6 430 Fiolis 4 4 U7 T R
T RS [ T R B RA A Bk
ZARE RSB . S — i,
NoSQL XJ 3 [ A ] 2 4t A [\] L FH 7
J¥ AN )1 2 i BC0s A7 OCHK ,
KT BRAME 55 () KRS o KM B AL,
KELBE i S0 B0 A R A S B 2
ASATEE I, R B B R () A AR
Ttani $5 H 19 B BLRE % 7F = 1155 36 B
TARE P B9 B ALY, Creese ) 7 &
AR A e T Al 2 F R B R
A (Al R TR UL A 36 D 5 1A
il 19 B0 A7 it A E Hi A B ) RORA
{54797 2241, A. Parakh %5 T 2011 4F Fl
2013 4F 43 S 4 T 3 F s Al A sk
A B 2 e 52 B SR ML I M Kz A B X
ML 2 s o B AL H S X R 25
FAI AR B (Eb an k32 2% 7= A 1 K
) B AR B 2 = AT
RBHE 2 4 PR AL R 1 R PR R, g
A B 44 DR 75 SR N P bR R 44
Ja 2k BE 44 (R AL 4 ) Ml BE 44 (H
FRIERES ). BATHES FER
ZRIET IR, B — A
PN P o kO N S i iy
G EIF R AR AE

2 BEFAHBHRERR
RrRES
BB 30T 1 R KO 22 4 T
22 OB R KRRl 1 25
ANFRAS % 4 B AL AR TE o T X —
2R 1 4 I 1 5 B 1AL, 3 ]
W KA 22 4 | DA {35 % 4 AT

IDAMAG\2016-02-126/VOL22\F2.VFT—— 5PPS/P2

ZTE TECHNOLOGY JOURNAL

ZRHRTHARERZSEA G2 E/‘

RO AT, 2 2 AR SR Tl 0l 280
L A 2R 114 ) AL

21 HEBEZMRETHREEEERE

N

WA TR IE W o8 8 10 % &k R 48
T KBS B L 2 @R i 4
A=A N B REREE A RE IR A
FEAS A BT o KRB I o A e
BRI A EAE R 44
B N VI (iR e e B R U N TR
FEAR A 520

(1) BH 2R 4 By BEY 42 42 o) B 32
B B T R R AR b A% A 4 1)
T B B Oy e B s 58
He M O A 5 2 A BILTR Ok ORI R 4E 5
PR k. G R E
L W 2% (VPN) FI 3 T % & B #
S VPN (SSL VPN) AR .

(2) B ¥ A7 fith B Bt 22 A UE 45 4
Y AL 5% P A nT P R A B R AR P
B HME AR XAB B g
FH RN B AR < 3 800 A8 45 19 IR AL
PRI E AR (L 38 BEALAL B 28 4 IR
T 7S A ) |k T RO n 5 i e RA £
e R T E A R R R R
G35 SR F ALz Ak P b Ik A
) 2 B o 28 AL ) BB i %35 b
e (DES) | /& 2% fin % b1 #fE (AES) |
IDEA . RSA | ElGamal 55 ) . 8l 25 B4 in
WAL RS ) 5 & 0y g 4
[ 41 (RAID ) | £ 4# 5% 1% . Hadoop 43 1T
AR5 (HDFS) % .

(3) B 12 48 By B 75 B UE 42 48
H By A B o EE R A B 1R AL
ST ok =0 S N - o g 1 =
WRBAIMBAR THERFILNS
B INIE BT AE A B IR AR |
T EYRAEN S INERE A A E
i ) s ] 58 37 1) 5 L 3T AR 6
A T[] 92 11 55

(4) B4 B A By Bl Bilb A7 % 4
B, IR n] L R] e A L2 i
HEAT BCHE W R L 3 AS BY B 4 R TT
[RGB I S R s NI S
R CE U % N S C P S il

G2 5% NI R AV L NG o5 2 NI ¢
PR ENHEAR S

2.2 EF Hadoop K K ##E = & 224

Hadoop 2 — F 73 413 = £ 4l Fn 3t
TR HEZR |, 7E 4 BRYE FI N 2 s KEL
e B Ry )z B BORGEAE  ,
Hadoop & %k Tk 5 F1 2% AR A k45
=N AR R AR M 5. g
A5 2SR Gl R R I A7 1 5
AT RE , (H AR A 2 Y 4R R DL K B A
G v/ B IR A BL Y 2 J] 8
15, Bl AF e A m i, |12
Hadoop #% /0> HDFS f 2244 | 78 A~ il 3R
R T A0 S AR I B 2 R s AR
S BERR RO ETAR R, AT Rk 4 B
X FR LAY T 1Y 2 A n) A B AR O 45
LR AR N 4 A i R A

TE i BE o3 A 80 S A b, AR M
5 UE S 44 - B Z )2 4 il — Bk, B
N T5) B B0 308 25 B0 B 22 A Y R A
PR — B 2 o AT TSR A
1M 45 % ¢ 4 v 2RO 22 4 R A ]
(PN N & R A N R €T )
B, A Z A RIAS, LA [ 15 5 18] B2 3
DL PR TC 4% 5k i L o A5 R o
AR ME S B U B b o2 AL A 0L B, TG
T RN E A Oy A X T R A
LA HLE B  ERHERE . X T
Bt Ui 1], K 22 BOR B PR s S 4 T
schema % 51| /) 7 [l 4% 6, {H A 5 44
FRRL B, B SR TE R BSCHE B 85 b R] DL
U 27 A R 2 I A v R L (HL S
W FH B T R 2 1 g AR R 1 T
FIECH A7 it v 25 o X 1Y A TR) Y S
1% , Hadoop 1 4t K 22 B2 4 2 (8] 1) 18
{5 & AN AR, AT A% 422 ) B
B(TCP) /1P 22 b 1y i A& 4o 72 34 o3
W(RPC) , I B AT i A & 42 1% B J= P
WC(TSL) A SSL 2% 2 & Bl o 53 4h
P s A LR R IR B R
SUHEAT A H 3G T R AR BRE
R A% A A XE DL ORAIE & P S f 32
B ity BJE L oy EED
SR B BB BT IR BB
AL o IX 2L KR S BT HDFS 2244 11

2016 F 28 52245518 Feb. 2016 Vol.22 No.l /15 MERIE AR 4



ZTE TECHNOLOGY JOURNAL

A B g
mmﬁ% ZRRTOAMBERSHA

775’55(]% (%W\E%U ...... ):
/home/foo/data, 3, ...

HEER

_ B2 SRER
2P
Nl
S BRBER
T
a []

1 O O
HIER

M 2R 2

A B 1 Hadoop # HDFS %243

KB R BE 1 2 TR .

FEF Hadoop i K4l 2424, %2
BN GV S RO N TRy 7 I K
ARAGF LARIIE «

(1) f# ] Kerberos ¥ 17 7 5 1
iE . Kerberos s — ™ i A B & A 45
il $5 it =z — , I HL AT LA4E i 31 Hadoop
FEA B o J T A Rk R 55 ]
A BEL BT 4R A v 0 0 1Y ORI L
PRI Web ¥ & 0915 8], 115
AT T8 DL B s

(2) X T 3% 7 o &S 114 3R L
SCHRIE SR, AT LAGE SO N 2
X B I LR AP . BT =i IR (9 3C
AR SR AN AT 52 ) R A A%, HSCHE 2
FRAE B O AL R
PEAE I AE I R A

(3) fif F %% 1 8 PR 55 4 & % 8
FUIE AT, Iy B4~ 4 o R 5 F0 A
BN R % B, T DL R A ) 4
T, Bl 1k SO I R AL

(4) 1E gl 2 ) 9 i 5 0 7
J# 22 [0 {fi I SSL/TLS £H 4 52 #1443
&, it 4R A &L 22 42 38 15 B
FVE A 2H A

2.3 EFXHBH AR %Z WA

HF R M B R A B 4
b AT AR DL A A < AR B — G 0 — i
N —K 42" (PDDR ) #5 =X, B = 5 L &
PR AE B9 L A U o AR B TRl AT

A 3 A Ol N0 R KB O ik i AT &
Eoe/ VTR I N TR =F -
] % 4% o 28 R (1% 040, R 22 4
ol ML 2 B R 5k R
W fE I R, A8 Moy & 2B Z i R
B o 3 F R BN 0 B & B R
CIRVR G R B NN A SNl B ¢
X R RTTE WAND NG €10 VA1 5 N
A LA 4 TR Ml & B X A ol B8 Ve
PR LR N B
TR 55 5% 7= 0 A Ay ol 55 5 43 52 4 1
T Bt 7 45 4% A5 B8 7 3k .
T3 —J7 W, TR B 1 R 2 B
AT LA 43 A7 P9 25 11 B 0] 25 B B G
AT 1 W o A7 AR R 2 BRI
V62 NV N w7 SV E RS d i Ry N LS
o B A KBRS E AR S WU
Ay AT BT AT LR B A T AR Y B L
U B i B RE 7 B A, FT LA AT KON X
RS (APT) 2T o JE
TR B 0 P A3 B, FRATT AT L 3K
7 g 1 TR TUA)  RE TR T
1) 22 4 SRy, X6 A R A 1R I AT A
PR o 1A% 58 1Y 48 & B 3 3 R 5
THRKXZREL L LA RN IEHT
AT Ay AT RIS A Y, f%
e o T R R R AR EE W
Lol N B AR A ol 75 SRS B R O
JR T, SR 3R R W 43 AT 11 5 BEAR K
FE LK F A~ A%, R, 56
FIF % BRA B MR B A . KB

VG 16\ 2016528 $22 5518 Feb. 2016 Vol.22 NoJ

IDAMAG\2016-02-126/VOL22\F2.VFT—— 5PPS/P3

73 AT A R R O T ) O Ik )
A i A 0 PSSR A3 A, PR O e SR
FHAE 25 B 23 B 45 R AT S SR B

24 RYFEEIHESTHEAR

FLI, 2 T 0 K 9 B 1 9
TR SRRCAIN BT R 4 L
o T RO Y K B A
TR RE % 52 B IR AE B Y % fE
Jo =I5, G KEE 53 Hr Al LUK
o 5 i AR R R AN, X
VI il 1) K ARV A8, AT DL S iR T
WHBR AR TN T
VI ) 25 R AT 23 B, M0 PR IE iy AT
FEME R IEATIE A O B 2 A
[ 2677 i #0 1B EVERIE, WHF
W E SR ER R EE. T3 — T,
TEHEAT KB 73 M i, J 5 AL =7 )
BoAR AT U B 2 B R Ak 1 iz
PAF B o BRI £ AATS SR T I — L
PRI | T 2 Rl A A B R S o
TR f) A 4

o I AR R e 0 K i B B 2
W L N N2 A e g5 o X
THRZHAG B Ll ki, B
B 1 I 20l KA U5 AR AR K
Bl e 55, 456 A C AR R @ o
B, AR L R S5 . — PR R Y
K J HT SR« DR T2 KRB Al 55 b 2
fil , 2% A~ Aol 22 6] 4 SCAR AR AR
HIERNER L 2RSS RR, SRR
AT RATE AR B 47l S i A AR
EOEI g8

25 EFXBFEHIMERAR

% 58 5 I IE £ AR 32 %0 i A
B R B (A0 14, BUE R A Y
GEUE () 40 B0 E 45 ) o M 51 X R
LS AP AE R B e, MOk A RO R
0 4% 3 5 1 o B ORI R A %%
By HOH P A I SRR, AT B AL 1
A UE 5 ok, A5 G2 UE £ AR e
J7 2B AR R A Pt H B
(5] 4 48 47 B USBKey ) , 1 2R R
S N IE R AR, R R
HA YRR R 5 S BE , AT BRI T



X S8 S I HR A T o i SR A AR
Fo A A GIA K H R 2 B W BE 5 A 2%
M A BR3P A T TR B Y
PR £ A i 1 2 W4 1 P A7 o iz
AT B I R I 4 R g A AT o
Br, A4S H - 47 o R 4 4T O B9 R
ik, 3 T 300 e 4 ) B A A S S
AT KT E K S XEEGI
UEHE AT IR P B JA 4 i 5 A A8
TE BCE A Y 2R ) 4 A R At A G B 1
AIRKATE o X FE, B 5 AR A AL
FHPAT D 4 i SF 3 2 DIE , ATt B
%4, [ I SN TR P OAIE SO
AT LA G M S A% R S8 DA BIL A Y
Gi—.

26 ETRBEHZE2MNEZERE AR

1F Internet W 28 A, b fRIE 9 2% 22
4, 2 5B SR EOR AR AR £
ARE, TEXEEEOR Al e i g
ST 2 A U B e O ) s 3
A H bR, X 000 i g 7 A% 58 7
R T R AR RS . 7E KRB
B AR, 3 22 4 0 0] AT L o R 42
PP AR B S

B2 Ot 2 BHh A2 A b — 35
R A LR RO Tk B AY H A
xR HOC R AF B K B X 44y
A B R DR Gy i NI R =37
KRBT

K-means 5 7% f= Sy 52 73 #r v 19
— AP EEAR ¥, T MacQueen T 1967
AR, T A S S, )
) 52 % o 5 5 MR e e L O HL
AE f% DI 3 3 S S8 3 Jey 38 f AL, PR 0t
B R e 7z T I SRR R, AR
1M K-means 55 15 A7 76 5 0 B &8 19
BeRE, HrhA LU R P

(1) K-means 5 75 75 B A 0 i
RFHBK ML I B0 B R 2R
45 3L 1 b SR WY 52 B0 W) A6 Ak Ak 1R Y
S 1, T3 BROAS (] Y KA W) B
DESRRAF R RLL R

(2) K-means 5 3 A& F F 504
T4 S BT BN B0 o xR B0 B
HEAT B 43 M 2 — 5 il BT 1 ()

IDAMAG\2016-02-126/VOL22\F2.VFT—— 5PPS/P4

ZTE TECHNOLOGY JOURNAL

ZRHRTHARERZSEA G2 E/‘

B X AR AR R R R T K-
means 5375 (14 )i 3 1] -

EEXFTR A1), Ester M SE 3 T
BE T 9% B Y 23R 28 U7 1k DBSCAN®Y, %
B DA K DA It Sy B il 1 — S 2l i
TR TR R B B RS
B T X5 W) UG S5 R R BEATL BE B, 7F — 2
B F Pt T K-means B 72 X 9] 4
S AU )8, SRR, T T
J3E 114 2R A Bk o ) A 2 S
TE AR B RS B 40 A iF 2 Y B 295
[F) B 7 %o T A 0 B AR i R 2R
FErp R AL G 5 T R
AR 23 SR 8 R AT A

BEXF LA F 8], 7E £ % K-means
SLUAESR A b, SCEk[214% th—
ol B FAh A - Y B BE R 2K
B, SR TR 04 J7 3 B 5 1 B )
SR PR S R TR I e 5] AT
Bl AR, R R SRR R A ) R, Sy
Bt 22 B2 557k BB AR 47 b 5 B K—means
L I ) A 2% A SRR R — R B
RRF VR BRI, LB
AR R AR

2.7 BiSE APT I HIH AR

APT J i J2 R B84 e A T i 1) A
AR B A R 2 — T R
I3 7 B AR SR AT APT B 4R 4 T
BT T By . APT BLAT AR 5 0 B
[ ER VN RS S i N E R
W, R R, WU R, APT I
R Ol e S U SR e N
D, 4 o o 3 3 T IR 2 U LI BT
S5 R S R S . 7E APT 3K
o A A ) ) AL S - O T
TG 5 R AR TN Y 5 Bk o 7R A R R
I3 AR TE K BRAE 5 N I A R R R
B 68 Sz BIVAS I 5 AN Rl O Ik 4 e ) 5
) 56 72 APT i B2 19 JF 1R ol 1
FEF R C A2 BRI AT LA R 2%
R R, BE AR APT 2 AR AR K (R &
AR, FRATT A B AR — AN ) B
N R HEAT , I X I ] 4 O B R
PEAT TR 20 M o APT X <y 7 3 5 ms
RGBS TR e OR T

D0 53 B S PN B T R L IT RS
AT R RN A

3 FRIE

R B 7 oK V22 T 1Y) 22 4 )
Tk A, LR B4l AR B o 2 ff e ) A
O 2T B, R — R ) 8 BE
s BT ST IE B E TR PR AP B
i B 5T A e B R ROHE X AR
ST BT A R R EBIAN R
Bthofs 2 A SRR T R R B
HRHT Ll Pt RIE K s 145, €
AT B R A R B BE BB AT 3R R T
S Jr i, WK Sl 7l 18] /Y R S o
Lo R B RN A A [ SR
SR Y S BT, AT RE X R
AL Aol B3 A B 55 AR A
N A 7 A — R K e B
NS

SENE

[11 MANADHATA P K. Big Data for Security:
Challenges, Opportunities, and Examples [Cl//
Proceedings of the 2012 ACM Workshop on
Building Analysis Datasets and Gathering
Experience Returns for Security, Raleigh,
North Carolina, USA, 2012

[21 YU S C, WANG C, REN K, et al. Achieving
Secure, Scalable, and Fine—grained Data
Access Control in Cloud Computing [Cl/
Proceedings of the INFOCOM'10,the 29th
conference on Information communication,
Piscataway, USA, 2010: 534-542

[3] BELARE M and ROGAWAY P. Introduction
to Modern Cryptography [J]. Ucsd Cse, 2005:
207

[4] GENTRY C, HALEVI' S, SMART N P.
Homomorphic Evaluation of The AES Circuit
[M]. Germany: Springer Berlin Heidelberg,
2012

[5] CATALANO D. Paillier's Cryptosystem
Revisited [C]// in Proceedings of the 8th ACM
conference on Computer and
Communications Security, PA, USA, 2001:
206-214

[6] BENDLIN R, DAMGARD I, ORLANDI C, et al.
Semi-Homomorphic Encryption and
Multiparty Computation [M]. Germany:
Springer Berlin Heidelberg, 2011

[71 GENTRY C. A Fully Homomorphic Encryption
Scheme [D]. Standford University, 2009

[8] ITANI' W, KAYSSI A, CHEHAB A. Privacy As
a Service: Privacy—Aware Data Storage and

2016 F 28 52245518 Feb. 2016 Vol.22 No.l /17 MERIE AR 4



ZTE TECHNOLOGY JOURNAL

A B g
mm&% ZRRTOAMBERSHA

Processing in Cloud Computing Architectures
[C)// Eighth IEEE International Conference on
Dependable, Autonomic and Secure
Computing, Washington DC, USA, 2009:711—
716.doi: 10.1109/DASC.2009.139
[9] CREESE S, HOPKINS P, PEARSON S, et al.
Data Protection—Aware Design for Cloud
Services [M]. Germany: Springer Berlin
Heidelberg, 2009
[10] PARAKH A, KAK S. Space Efficient Secret
Sharing for Implicit Data Security [J].
Information Science, 2011, 181(2): 335-341
[11] PARAKH A, MAHONEY W. Privacy
Preserving Computations Using Implicit
Security [C] // Proceedings of the 22nd
International Conference on Computer
Communications and Networks (ICCCN),
Nassau, Bahamas, 2013: 1-6. doi: 10.1109/
ICCCN.2013.6614172
[12] ZHANG L J, ZHANG W N. Edge Anonymity
in Social Network Graphs [C] // Proceedings
of the International Conference on
Computational Science and Engineering
(CSE'09),Vancouver, Canada, 2009:1-8
[13] MICHAEL H A, GEROME M, DAVID J, et al.
Resisting Structural Re—identification in
Anonymized Social Networks[C] //
Proceedings of the 34th International
Conference on Very Large Data Bases
(VLDB'2008), Auckinad, New Zealand, 2008:
102-114
[14] MACQUEEN J. Some Methods for
Classification and Analysis of Multivariate
Observations. [C] // Proceedings of the Fifth

Berkeley Symposium on Mathematical
Statistics and Probability, Oakland, USA,
1967: 281-297

[158] JAIN A K. Data Clustering: 50 Years Beyond
K-Means [J]. Pattern recognition letters,
2010,1(8):651-666

[16] PIETRASZEK T, TANNER A. An Efficient K-
Means with Good Initial Starting Points [J].
Georgian Electronic Scientific Journal:
Computer Science and
Telecommunications, 2009, 19(2):47-57

[17] SHEHROZ A A, KHAN S. Cluster Center
Initialization Algorithm for K —Means
Clustering[J]. Pattern Recognition Letters,
2004, 25(11): 1293-1302.doi: 10.1016/j.
patrec.2004.04.007

[18] Stephen C H, REDMOND J. A Method for
Initialising the K-Means Clustering
Algorithm Using KD-Trees [J]. Pattern
Recognition Letters, 2007, 28(8):965-973.
doi: 10.1016/j.patrec.2007.01.001

[19] TAN P N, STEINBACH M, KUMAR V, et al.
Introduction to Data Mining[J]. Pearson
Addison Wesley Boston, 2006,1(1): 226-230

[20] ESTER M, KRIEGEL H P, SANDER J. A
Density—Based Algorithm for Discovering
Clusters in Large Spatial Databases with
Noise [J]. Kdd, 1996, 96: 226-231

[21] GENGeng J K, YE DAREN, LUO P. A Novel
Algorithm DBCAPSIC for Clustering Non—
Numeric DatalC] // To Appear the ACM
SIGKDD Conference on Knowledge
Discovery and Data Mining, Sydney,
Australia, 2015

Wi, BERZBLTE £
ZARNANRETEIE
RETRBICS AL AUB
NG e ERHNSNE
FNETINBE 5T, BBPR
ME10IG; KRG 2INER
S, RFTEI 10 R0

GUL Jabeen, S KZEE
HTIBEER T4 ; FZHARM
BINERZE;BRERIEX
675, P EI/SCIIR 3K,

DY, BHERSHE, X2
ARIINNB=BLE;
KB EFNSNEREIN
BNEZRNSZERINE 20
RN, REHETIRSER
RNERABRRER 25
2. BRREX 0%, H
% SCIHZR 30 R0

«b#EE 13T
JE , 2% 23 18] 46 4 1E T I 25 T B R A
ORI e 4 A B U s T <
2 M 25 A8 B A AR 3R DA R A% G5 1Y I 45
25 0] 22 4= () |1, 25 6 XY A ™ IR 1) i
W 2% 725 ] 22 4 g Wy, FRATT 4 s — ok
UIRYAR Y N W g ] R N T
A F A BT 2B AR 2 4% 7 ]
LB R IE O T 1L G4 B
AR ZR BB N X B — M 2 4 g 1
B o AN, IRATEEA A T M4
73 (8] 4 A I S AU R, I 45 A T
N R T ST MR R 2 s )
érﬁ)ﬂﬁlﬁi? W R BRI 2 A 5 i

EE DN

[1] CLARK D D, WROCLAWSKI J, SOLLINS K R,
et al. Tussle in Cyberspace: Defining
Tomorrow's Internet [J]. IEEE/ACM
Transactions on Networking, 2005, 13(3):4
62-475. doi: 10.1109/TNET.2005.850224

21 £:%, B35, . OiEMBML: . gEg
BRITEFRAHRY]L. PROBREA,
2008, 14(1): 36-41

[3] NALEWAJSKI R F. Elements of Information
Theory [J]. Perspectives in Electronic
Structure Theory, 2011, 294(3-4): 371-395

[4] SCHWALM K T, SCHWALM K T. National
Strategy to Secure Cyberspace [J]. Technical
Report, AFRL-IF-RS-TR-2006-266, 2006,
1-27
[5] STEANE A M. How to Build a 300 bit, 1 Gop
Quantum Computer [J]. Quantum
Information & Computation, 2004, 7(3): 171—
183
161 508, FRAEN, SR 5. EFERENRN
HA BRI EHRV]. BS54, 2015, 3
(03): 100-105
171 BREE, F OB, MAH. EFNERSHHAR
LRRUL ATENM AR, 2012, 12(12):
4432-4436
[8] SINGH B, DHAWAN S, ARORA A, et al. A
View of Cloud Computing[J].
Communications of the ACM, 2013, 53(4):
50-58
O SRR, R, T2 PERNRABRSH
RISV BEFR, 2013, 6(5): 31-31
[10] ZHANG Y Q, WANG X Y. A Symmetric
Image Encryption Algorithm Based on
Mixed Linear—Nonlinear Coupled map
Lattice [J]. Information Sciences, 2014, 273:
329-351
1111 XBER, ;XK =, KNIKE. BIBZLRIAR]. FBZ2HB
BB REER, 2013, 18(6): 1-10

[12] MANATHA G S, SHARMA S C. Network
Layer Attacks and Defense Mechanisms in
MANETS- A Survey [J]. International
Journal of Computer Applications, 2010, 27
(1): 529-535

[13] ANDROULIDAKIS I. Mobile Phone
Forensics [M]. Mobile Phone Security and
Forensics. US: Springer, 2012: 75-99

[14] SHI'Y, ZHENG Q, LIU J, et al. Directly

OIGERITA 18\ 2016 F 28 E22 5518 Feb. 2016 Vol.22 No.l

IDAMAG\2016-02-126/VOL22\F2.VFT—— 5PPS/P5

B {EZ BT i

SKAHE , FBZHPEB R FIEIE
SERIREFFHn LT
£SI; EBHARHOAL
%H@ﬁ%?\iﬁﬁﬁﬁi;g
AIERERERRZ

R E'/\FFIZ&Z?EE?%J 7

= I, BhB 2R, RRS
b REX 05,

R, OLZHBAZBES

ERIEZRIR FLTE

S, BB AT

BLERABR LEXN

E BEE; EB2HROONE
¥ = o=

s | TREBER SEEZ

2, FFTSSTIMER
RIFARR, BEERRR
WXINE \Z‘“sgss”ﬁtﬂ

MEE; HRZARES 2
T, RESF AL 100 R0

SE, BIVELIEAST
BNZRAB ELES
IM; FEHRDANERL
ESRNRP DB ;
FRHEHT BRERRE
B HESBEIRES
5 RR T B BERH R
H—FER1INE, BRFEA
EE 28, REFARABN 60
o




