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m A novel three—dimensional security architecture of cyberspace is
proposed. This architecture has contributed to the construction of the three—
dimensional security defensive system of cyberspace, and it overcomes the
disadvantage of tackling only unitary security threats in the traditional linear defense
system. In the proposed architecture, each node is involved in all layers in
cyberspace, and the events in a layer affect other layers and thus affect the whole
cyberspace. In addition, considering the proposed three—dimensional security
architecture, security techniques suitable for the three—dimensional security
defensive system are pointed out. These techniques are based on the current hot

applications in practice.
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